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Abstract of Praxis 

This research focuses on enhancing the constrained application protocol (CoAP) security 

by deploying machine learning techniques. As cyber-attacks targeting the internet of 

things (IoT) devices using the CoAP increase, the need for network defenses becomes 

more critical. Twelve CoAP features were evaluated to find out the most important 

features in determining cyber-attacks targeting CoAP communications. Among various 

models tested—Decision Tree, Gaussian Naïve Bayes, Convolutional Neural Network-

Long Short-Term Memory, Extreme Gradient Boosting, and Random Forest—the 

Random Forest model emerged as the most effective in identifying cyber-attacks on 

CoAP communications. This study identifies the critical security features of CoAP and 

advances the application of machine learning in detecting CoAP cyber-attacks by 

evaluating various machine learning models and adding a generated dataset that captures 

CoAP attacks. 
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Glossary of Terms 

AMQP The advanced message queuing protocol is an open standard 

application layer protocol for message-oriented middleware. 

CoAP Constrained application protocol is a specialized UDP-based 

internet application protocol for constrained devices, as defined in 

RFC 7252. 

DDS Data distribution service or real-time systems is an object 

management group machine-to-machine standard that aims to 

enable dependable, high-performance, interoperable, real-time, 

scalable data exchanges using a publish-subscribe pattern. 

HTTP Hypertext transfer protocol is an application layer protocol in the 

internet protocol suite model for distributed, collaborative, 

hypermedia information systems. 

MQTT Message queuing telemetry transport is a lightweight, publish-

subscribe, machine-to-machine network protocol for message 

queue/message queuing service. 

XMPP Extensible messaging and presence protocol is an open 

communication protocol designed for instant messaging, presence 

information, and contact list maintenance. 

Websocket Advanced technology that makes it possible to open a two-way 

interactive communication session between the user's browser and 

a server. 
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Chapter 1 - Introduction 

1.1 Background 

Internet of Things (IoT) devices extend connectivity beyond typical computing 

devices such as desktops, laptops, and smartphones and thus becoming more integrated in 

our everyday lives (Mathews et al., 2022). IoT devices are embedded devices that 

connect and exchange data with other devices using a variety of communication networks 

(Mathews et al., 2022). IoT devices are used in several industries, such as medical, 

industrial control, and smart homes (Mathews et al., 2022). According to Pozo et al. 

(2020), IoT devices enable wireless connectivity to networks and data transmission 

among resource-constrained devices (Pozo et al., 2020). “International Data Corporation 

(IDC) forecasts 55.7 billion IoT devices by 2025, generating 80 billion zettabytes (ZB) of 

data” (Hojlo, 2021, para. 1). 

IoT devices communicate using seven primary application layer protocols: 

WebSocket, advanced message queuing protocol (AMQP), extensible messaging and 

presence protocol (XMPP), message queuing telemetry transport (MQTT), data 

distribution service (DDS), hypertext transfer protocol (HTTP), and constrained 

application protocol (CoAP) (Arvind & Narayanan, 2019). CoAP is an application 

transfer protocol for constrained devices with limited capabilities, as defined by the 

Internet Engineering Task Force (IETF) Constrained RESTful Environments Working 

Group (CoRE) (Arvind & Narayanan, 2019). CoAP is like HTTP, based on the 

representational state transfer (REST) model, which supports request/response and 

resource/observe paradigms (Arvind & Narayanan, 2019). CoAP runs on user datagram 

protocol (UDP) as a transport protocol instead of a transmission control protocol (TCP) 
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(Arvind & Narayanan, 2019). Figure 1-1 (Arvind & Narayanan, 2019) outlines the 

protocol stack for IoT applications and their initial release date. 

 

Figure 1-1. IoT Application Layer Protocols and Initial Release Date 

 

1.2 Research Motivation 

According to Tariq et al. (2020), CoAP provides a method for IoT sensors to 

communicate within constrained operating environments such as narrow-band IoT (NB-

IoT) (Tariq et al., 2020). “NB-IoT is a standards-based low power wide area (LPWA) 

technology developed to enable a wide range of new IoT devices and services” (“What is 

Narrowband IoT?”, n.d., para. 3). Using CoAP, IoT sensors communicate with other 

sensors and CoAP servers/proxies, which allow internet connectivity, as illustrated in 

Figure 1-2 (Tariq et al., 2020).  

 



3 
 

 

Figure 1-2. An Overview of CoAP Architecture 

 

Due to CoAP’s focus on streamlined communications in constrained 

environments, it lacks several security features, such as host-based intrusion detection 

systems (IDS) and endpoint protection software (Mathews et al., 2022). IoT devices that 

utilize the CoAP protocol lack basic security features, making them a cyber-attack target 

(Mathews et al., 2022). 

1.3 Problem Statement 

More cyber-attacks are targeting CoAP communications in IoT devices, with 

Cybersecurity Ventures predicting IoT cyber-attack damages to reach $10 trillion by 

2025 (Paraskevopoulos, 2023; Morgan, 2020). 

CoAP is a relatively new protocol compared to the other primary IoT application layer 

protocols (See Figure 1-1), and little research has been done on cyber-attacks (Matthews 

et al., 2022). CoAP is not widely supported by traditional network intrusion detection 

systems (NIDS) (Hussain et al., 2021). 
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1.4 Thesis Statement 

A machine learning (ML) model to detect CoAP application layer attacks will 

improve IoT network defenses. 

Confidentiality, integrity, and data availability are essential in IoT-critical 

applications (Hussain et al., 2021). Data breaches or tampering can have serious 

consequences (Hussain et al., 2021). Typical security mechanisms are deployed at 

network or host levels (Carta et al., 2020). Host-based security is more secure than 

network-based security (Ghazanfar et al., 2020). As IoT devices are resource-constrained 

and limited in power, host security mechanisms can only sometimes be implemented 

(Ghazanfar et al., 2020). Therefore, the network-based security mechanism using ML for 

anomaly detection is preferable for IoT devices compared to the host-based security 

system (Ghazanfar et al., 2020). 

A NIDS is an essential line of defense for identifying malicious activities in the 

network (Hussain et al., 2021). NIDS monitors traffic flowing to and from devices on the 

network, making determinations based on packet contents and metadata (Hussain et al., 

2021). Figure 1-3 represents a two-tier network architecture with a demilitarized zone 

(DMZ) and internal network security zones. 
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Figure 1-3. Two-Tier Network Architecture 

 

A NIDS is typically placed with the firewalls at the security zone boundaries. 

“There are three major categories of NIDS: signature-based detection, anomaly-based 

detection, and stateful protocol analysis” (Granjal et al., 2018, p. 5). “A signature-based 

NIDS monitors inbound network traffic, looking for specific patterns and sequences that 

match known attack signatures” (Granjal et al., 2018, p. 5). While effective, signature-

based NIDS cannot detect unidentified attacks with no known patterns (Granjal et al., 

2018). 

“Anomaly-based detection is characterized as a deviation from the normal 

(expected) behavior of the network, with such behavior being characterized via a profile 

built from monitoring regular activities of the network” (Granjal et al., 2018, p. 5). 

“Stateful protocol analysis detects suspicious activities using profiles defined for specific 

protocols or applications” (Granjal et al., 2018, p. 5). CoAP cyber-attack detection can be 

improved with ML techniques. 
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1.5 Research Objectives 

This research aims to identify the most successful ML model for detecting cyber-

attacks against CoAP communications. In meeting the objectives, the analysis determines 

which CoAP features can best improve ML model performance and whether model 

performance is affected by the types of CoAP cyber-attacks in the datasets. The research 

also adds a CoAP data set to further enhance current and future research. 

1.6 Research Questions and Hypotheses 

RQ1: Which ML model from Random Forest (RF), Decision Tree (DT), 

Convolution Neural Network (CNN)-Long Short-Term Memory (LSTM), Gaussian 

Naïve Bayes (GNB), and Extreme Gradient Boosting (XGBoost) is the most performant 

based on precision, recall, and F1-score in detecting CoAP cyber-attacks?  

RQ2: Which features are most important in CoAP cyber-attack identification? 

RQ3: Is ML model performance in detecting CoAP cyber-attacks affected by the 

types of attacks in the CoAP datasets based on precision, recall, and F1-score?  

H1: RF is the most successful ML model out of CNN-LSTM, DT, Gaussian 

Naïve Bayes, and XGBoost in detecting CoAP cyber-attacks. 

H2: CoAP request messages (coap.code) and the size of the payload 

(coap.payload_length) are the most important features at detecting CoAP cyber-attacks. 

H3: The types of attacks in the training dataset based on precision, recall, and F1-

score affect ML model performance in detecting CoAP cyber-attacks. 
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1.7 Scope of Research 

Given the resource limitations of IoT devices, this research focuses on CoAP 

cyber-attacks targeted at the CoAP server. CoAP offers datagram transport layer security 

(DTLS), a communication protocol that provides secure communication for datagram-

based applications, particularly those using UDP (Obaidat et al., 2022). “For resource-

constrained devices, the cost is high in terms of needed resources and computational 

complexity due to the cipher suite procedure and public key infrastructure (PKI) used in 

authentication” (Obaidat et al., 2022, p. 146). Based on security computational 

complexities, several CoAP-enabled devices do not implement DTLS and will not be 

considered part of this research (Obaidat et al., 2022). 

1.8 Research Limitations 

Currently, there are not a lot of IoT NIDS data sets that use CoAP 

communications (Matthews et al., 2022). This research is limited based on the attacks in 

the analyzed datasets. IoT devices are also limited in processing and resources, so the 

study focuses on the CoAP server and not the IoT devices. 

1.9 Organization of Praxis 

The remainder of this paper is structured as follows. Chapter 2 contains a 

literature review on CoAP intrusion detection research and related works. Chapter 3 

captures the methodology for the praxis research and analysis. Chapter 4 documents the 

results, and Chapter 5 concludes the paper with discussion and conclusions. 
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Chapter 2—Literature Review 

2.1 Introduction 

 As internet of things (IoT) technology has rapidly increased, so have cyber-

attacks against IoT devices. “Machine learning (ML)-enabled intrusion detection systems 

are highly effective in identifying cyber-attacks” (Mathews et al., 2022, p. 91). Intrusion 

Detection Systems technologies need to be improved for IoT devices due to the limited 

IoT processing and storage capacity (Hussain et al., 2021). In addition, traditional IDS 

solutions do not heavily support commonly used IoT protocols like constrained 

application protocol (CoAP) (Hussain et al., 2021). 

To provide greater insight into securing IoT devices against cyber-attacks using 

ML IDS approaches, Chapter 2 analyzes previous research on the use of ML in 

enhancing IDS, the use of ML in detecting attacks in IoT communications, and the use of 

ML in detecting attacks in IoT CoAP communications. 

2.2 Machine Learning to Enhance Intrusion Detection Systems 

Table 2-1 outlines several publications that employ ML techniques for intrusion 

detection across various protocols. While these studies do not include IoT or CoAP 

communications, they illustrate ML can be used successfully to detect attacks. Two (out 

of four) publications achieved high results using neural network algorithms. 
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Table 2-1. Machine Learning Datasets in Intrusion Detection Systems Summary 

Publication (Dataset) Model Protocol Dataset summary 
“A Novel Ensemble 
Learning-Based Model for 
Network Intrusion 
Detection” (Thockchom et 
al., 2023) (KDD Cup 1999) 
 

Ensemble approach (Base 
Classifier: GNB, DT, LR; 

Meta Classifier: SGD) 

TCP, UDP 4,898,431 instances 
(20% normal traffic, 
80% attack traffic) 

“A New Machine Learning 
Method Consisting of GA-
LR and ANN for Attack 
Detection” (Hosseini, 
2020) (NSL-KDD) 
 

GA-LR-GPSO-ANN TCP, UDP 144,767 instances 
(53% normal traffic, 

47% attack traffic 

“Toward Generating a 
New Intrusion Detection 
Dataset and Intrusion 
Traffic Characterization” 
(Sharafaldin et al., 2018) 
(CIC-IDS2017) 
 

KNN, RF, ID3, AB, 
MLP, NB, QDA 

TCP, UDP, 
HTTP, FTP, 

SSH 

2,830,743 instances 
(80.3% normal traffic, 
19.7% attack traffic) 

“A Survey and Analysis of 
Intrusion Detection Models 
Based on CSE-CIC-
IDS2018 Big Data” (Leevy 
& Khoshgoftaar, 2020) 
(CSE-CIC-IDS2018) 

Modular DNN TCP, UDP, 
HTTP, FTP, 

SSH 

16,233,002 instances 
(83% normal traffic, 
17% attack traffic) 

 

“The most known and widely used dataset for experiments on anomaly detection 

in computer networks is the Knowledge Discovery and Data Mining Tools (KDD) Cup 

1999 dataset” (Protić, 2018, p. 582). “The KDD Cup 1999 dataset is the subset of the 

1998 Defense Advanced Research Projects Agency (DARPA) dataset that was collected 

by simulation of the operation of a US Air Force local area network (LAN) with multiple 

attacks classified into four categories: probe, denial of service, user to root and remote to 

local” (Protić, 2018, p. 581). The KDD Cup 1999 dataset contains 4,898,431 instances, 

with attacks accounting for 80% of the traffic (Protić, 2018). 

Thockchom et al. utilized an ensemble approach on the KDD Cup 1999 dataset 

that focused on improving intrusion detection accuracy performance (Thockchom et al., 
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2023). The base classifiers chosen for the ensemble approach were Gaussian Naïve Bayes 

(GNB), Decision Tree (DT), and Logistic Regression (LR). A meta-classifier called 

Stochastic Gradient Descent (SGD) was used to integrate the outputs of the base 

classifiers into one (Thockchom et al., 2023). The meta-classifier determines the final 

prediction (Thockchom et al., 2023). The ensemble approach provided 99% precision, 

recall, F1-score, and accuracy (Thockchom et al., 2023). 

The KDD Cup 1999 dataset has faced several criticisms. One of them is that the 

number of instances of attacks is too high compared to the number of instances of normal 

traffic (Siddique et al., 2019). In imbalanced datasets, a model can achieve high accuracy 

by predicting the majority class most of the time. However, this doesn’t necessarily 

reflect the model’s ability to classify the minority class correctly. Therefore, accuracy 

alone can be misleading and cannot provide a complete picture of the model’s 

performance. 

Another criticism of the KDD Cup 1999 dataset is it contains several redundant 

records (78%) and duplicate records (75%) (Protić, 2018). Redundant and duplicate 

records impact model performance by introducing overfitting and biased model 

evaluation. Overfitting occurs when the model memorizes the duplicated patterns rather 

than learning the underlying relationships in the data. Biased model evaluation occurs 

when duplicate records are present in both the training and testing sets. The model’s 

performance may be overestimated during evaluation, as it has already seen similar 

instances in the training data. 

The NSL-KDD dataset was developed to solve some of the fundamental problems 

of the KDD-99 dataset by removing redundant records and duplicate records in the test 
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set (Hosseini, 2020). Hosseini (2020) was able to achieve 92% accuracy, 95% precision, 

and 94% recall using the genetic algorithm-logistic regression-gravitational search 

particle optimization-artificial neural network (GA-LR-GPSO-ANN) algorithm 

(Hosseini, 2020). The GA-LR-GPS-ANN algorithm was also used on the KDD Cup 1999 

dataset and achieved 97% precision and recall (Hosseini, 2020). The results were slightly 

lower on the NSL-KDD dataset, which can be attributed to removing duplicate records. 

In 2016, Gharib et al. (2016) proposed a framework for evaluating IDS datasets 

based on eleven evaluation criteria parameters: attack diversity, anonymity, available 

protocols, complete capture, complete interaction, complete network configuration, 

complete traffic, feature set, heterogeneity, labeling, and metadata (Gharib et al., 2016). 

Sharafaldin et al. (2018) created the Canadian Institute for Cybersecurity (CIC) IDS2017 

(CIC-IDS2017) that addresses all eleven of the evaluation criteria parameters 

(Sharafaldin et al., 2018). The implemented attacks include Brute Force File Transfer 

Protocol (FTP), Brute Force Secure Shell (SSH), Denial of Service (DoS), Heartbleed, 

Web Attack, Infiltration, Botnet, and Distributed Denial of Service (DDoS) (Sharafaldin 

et al., 2018). “CIC-IDS2017 contains 2,830,743 instances, with attack traffic amounting 

to about 19.7%” (Leevy & Khoshgoftaar, 2020, p. 2). 

Table 2-2 shows the performance results for seven common ML algorithms 

(Sharafaldin et al., 2018). Several scores are much lower than the 99% precision, recall, 

F1-score, and accuracy achieved on the KDD Cup 1999 evaluation. Key differences 

between the CICIDS2017 dataset and the KDD Cup 1999 dataset include attack versus 

benign traffic percentages and dataset improvements by removing duplicate records and 

including additional attack scenarios. 
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Table 2-2. CIC-IDS2017 Model Performance Summary 

Machine Learning Algorithm CIC-IDS2017 Model Performance 

Summary 
K-Nearest Neighbors (KNN) 
Random Forest (RF)  
Iterative Dichotomiser 3 (ID3)  
Adaboost (AB)  
Multilayer Perceptron (MLP) 
Naïve-Bayes (NB)  
Quadratic Discriminant Analysis (QDA)                    

96 (Precision), 96 (Recall), 96 (F1-score) 
98 (Precision), 97 (Recall), 97 (F1-score) 
98 (Precision), 98 (Recall), 98 (F1-score) 
77 (Precision), 84 (Recall), 77 (F1-score) 
77 (Precision), 83 (Recall), 76 (F1-score) 
77 (Precision), 83 (Recall), 76 (F1-score) 
97 (Precision), 88 (Recall), 92 (F1-score) 

 

In 2018, an update to CICIDS2017 was released by the Communications Security 

Establishment (CSE)-CICIDS2018, which covered the 11 evaluation criteria parameters 

discussed in CICIDS2017 (Leevy & Khoshgoftaar, 2020). CSE-CICIDS2018 contains 

16,233,002 instances gathered from 10 days of network traffic; about 17% of the 

instances were attack traffic compared to 19.7% in CICIDS2017 (Leevy & Khoshgoftaar, 

2020).  

Atefini & Ahmadi (2021) proposed a modular deep neural network that was able 

to achieve 100% accuracy, precision, and recall using the CSE-CICIDS2018 dataset 

(Atefinia & Ahmadi, 2021). “The approach used a Deep Feed-Forward Module (DFFM), 

a Stacked Restricted Boltzmann Machine Module (SRBMM), and two recurrent modules, 

one with gated recurrent units (GRUM) and the other with long short-term memory 

(LSTM)” (Atefinia & Ahmadi, 2021, p. 3577) .  

Atefini & Ahmadi (2021) achieved extremely high attack detection rates, 

although there was a class imbalance where attack traffic accounted for less than 20% of 

the overall traffic (Atefinia & Ahmadi, 2021). The increased attack detection rates can be 

attributed to the modular deep neural network architecture employed by the authors and 
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the dataset preprocessing steps implemented (Atefinia & Ahmadi, 2021). Neural 

networks and deep learning architectures can learn complex mappings and relationships 

between input data and target variables (Muller & Guido, 2017). As a result, neural 

networks are often able to outperform traditional ML models for classification and 

regression tasks (Muller & Guido, 2017).  

As part of the dataset preprocessing, the author took multiple steps to ensure 

successful algorithm execution. Dataset preprocessing included removing unneeded 

information that could bias the algorithm (e.g., socket information), encoding string data 

with numerical values, and scaling vital features to ensure features are on the same scale 

to have balanced weight updates (Atefini & Ahmadi, 2021). 

2.3 Machine Learning to Detect Attacks in IoT Communications  

While ML has been used successfully in IDS applications, it also has been used to 

detect attacks against IoT device communications. Several datasets are publicly available 

for training IDS models. “However, intrusion detection datasets based on IoT attacks are 

less common” (Leevy, Hancock, Khoshgoftaar, & Peterson, 2021, p. 172). Table 2-3 

summarizes major publications researching IoT device communications utilizing IoT 

application layer protocols, excluding CoAP. 

 

Table 2-3. Machine Learning Datasets Used in IoT Communications Summary 

Publication (dataset) Model IoT protocol Dataset 
summary 

“An Easy-to-Classify Approach for the 
Bot-IoT Dataset” (Leevy, Hancock, 
Khoshgoftaar, & Peterson, 2021) (Bot-
Iot) 

DT MQTT 73 million 
instances (1% 
normal traffic, 99% 
attack traffic) 

“Intrusion Detection System to Advance 
Internet of Things Infrastructure-Based 
Deep Learning Algorithms” (Alkahtani & 
Aldhyani, 2021) (IoTDS20) 

CNN-LSTM HTTP 665,856 instances 
(6% normal traffic, 
94% attack traffic) 
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Publication (dataset) Model IoT protocol Dataset 
summary 

“TON_IoT Telemetry Dataset: A New 
Generation Dataset of IoT and IIoT for 
Data-Driven Intrusion Detection 
Systems” (Alsaedi et al., 2020) (TON 
IoT) 

LTSM MQTT 22 million entries 
(3.6% normal 
traffic, 96.4% 
attack traffic) 

“An efficient intrusion detection system 
for MQTT-IoT using enhanced chaotic 
salp swarm algorithm and LightGBM” 
(Prajisha & Vasudevan, 2022) (MQTT-
IOT-IDS2020) 

ECSSA-
LightGBM 

MQTT 22 million entries 
(10% normal 
traffic, 90% attack 
traffic)  

 

Using the BoT-IoT dataset, Leevy, Hancock, Khoshgoftaar, & Peterson (2021) 

researched a predictive model that allows the classification of imbalanced big data 

(Leevy, Hancock, Khoshgoftaar, & Peterson, 2021). “The Bot-IoT dataset released in 

2018 by the University of New South Wales (UNSW) serves as a realistic representation 

of botnet attacks on IoT devices” (Leevy, Hancock, Khoshgoftaar, & Peterson, 2021, p. 

172). Bot-IoT comprises several attack categories: DoS, DDoS, reconnaissance, and 

information theft (Leevy, Hancock, Khoshgoftaar, & Peterson, 2021). Bot-IoT was 

processed by the Argus network security tool and is highly imbalanced, with malicious 

traffic accounting for 99% of the traffic (Leevy, Hancock, Khoshgoftaar, & Peterson, 

2021). The lab IoT devices communicated using the message queuing telemetry transport 

(MQTT) protocol (Leevy, Hancock, Khoshgoftaar, & Peterson, 2021). 

Leevy, Hancock, Khoshgoftaar, & Peterson (2021) used the DT algorithm to 

classify malicious traffic within the BoT-IoT dataset (Leevy, Hancock, Khoshgoftaar, & 

Peterson, 2021). The DT algorithm achieved an area under the precision-recall curve 

(AUPRC) score of 99% and 100% for the area under the curve (AUC) and F1 score, 

respectively (Leevy, Hancock, Khoshgoftaar, & Peterson, 2021). Budiman et al. (2022) 

noted that the “DT algorithm has been widely used in various classification studies due to 
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its good performance in handling lost data and achieving good performance in imbalance 

data classification” (Budiman et al., 2022, p. 6). However, since attack traffic is 

overwhelmingly captured in the BoT-IoT dataset, the class imbalance could impact 

algorithm classification. 

“The IoTID20 dataset was collected from IoT devices and interconnecting 

structures” (Alkahtani & Aldhyani, 2021, p. 3). The IoTID20 dataset contains the 

following attacks: DoS, Man in the Middle (MitM), HTTP/UDP flooding, and port 

scanning (Alkahtani & Aldhyani, 2021). IoTID20 has 96% of attack instances (625,783 

malicious instances, 40,073 normal instances) (Alkahtani & Aldhyani, 2021). 

Alkahtani & Aldhyani (2021) combined a convolution neural network (CNN) and 

LSTM to detect intrusions in the IoTID20 dataset (Alkahtani & Aldhyani, 2021). “CNN 

is one of the most popular deep neural network algorithms and is designed to use 

mathematical linear operations between matrices” (Alkahtani & Aldhyani, 2021, p. 6). 

“LTSM is a type of recurrent neural network (RNN) architecture, which is particularly 

effective in handling sequences and time-series data” (Khan et al., 2020, p. 9).  

The combined CNN-LSTM model achieved a 98.8% precision, F1-score, and 

accuracy. The IoTID20 dataset is highly imbalanced. Given that CNN and LSTM 

algorithms standalone achieved similar results as compared to CNN-LSTM (98% on 

precision, F1-score, and accuracy), the high score was unlikely to be attributed to 

combining the algorithms (Alkahtani & Aldhyani, 2021). 

To further expand the research in IoT and industrial IoT (IIoT) communications, 

Alsaedi et al. (2020) analyzed several ML algorithms against the telemetry data, 

operating systems data, and network data (TON)-IoT dataset (Alsaedi et al., 2020).  
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“The ToN-IoT datasets include heterogeneous data sources gathered from the 

telemetry data of IoT/IIoT services, as well as the operating systems logs and network 

traffic of the IoT network, which were collected from a medium-scale network designed 

at the Cyber Range and IoT Labs at the UNSW Canberra” (Alsaedi et al., 2020, p. 

165,135). The dataset utilizes MQTT for IoT application layer communications (Alsaedi 

et al., 2020). Nine types of cyber-attacks were launched against various IoT sensors 

across the network (Alsaedi et al., 2020). The TON-IoT dataset has 22 million log entries 

with 96.4% attack traffic and 3.6% normal traffic (Booij et al., 2022). LTSM averaged 

the best results across the datasets with 100% accuracy, precision, recall, and F1-score for 

two of the four sensors (Booij et al., 2022). 

Prajisha & Vasudevan (2022) used an enhanced chaotic salp swarm algorithm 

(ECSSA) and light gradient boosting machine (LightGBM) (ECSSA-LightGBM) 

classifier to detect MQTT IoT attacks (Prajisha & Vasudevan, 2022). ECSSA-LightGBM 

was evaluated against the MQTT-IoT-IDS2020 dataset (Prajisha & Vasudevan, 2022). 

ECSSA is used for feature selection to help decrease the processing cost and memory 

utilization of selecting features (Prajisha & Vasudevan, 2022). ECSSA calculates the 

optimal set of features and returns as a vector of binary values (Prajisha & Vasudevan, 

2022). 

The MQTT-IoT-IDS2020 dataset captured normal communications and four 

attack types: Aggressive scan, UDP scan, Sparta SSH brute force, and MQTT brute-force 

attack. The MQTT-IoT-IDS2020 dataset has over 22 million instances and approximately 

2 million normal traffic instances (Hindy et al., 2021). ECSSA-LightGBM was able to 
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achieve 98% accuracy, precision, and recall on the MQTT-IoT-IDS2020 dataset with a 

97% F1-score (Prajisha & Vasudevan, 2022). 

2.4 Machine Learning to Detect Attacks in IoT CoAP Communications 

 While many studies have documented that ML techniques can detect attacks on 

devices using HTPP, MQTT, UDP, and TCP protocols, few studies have been conducted 

to determine if ML techniques can adequately detect attacks on devices using CoAP. 

However, as the CoAP protocol usage has increased, this research area has become more 

popular. This section describes ML models that use data sets with CoAP 

communications. Table 2-4 summarizes research that utilized datasets with CoAP 

communications. 

 

Table 2-4. IoT CoAP Communications Research Summary 

Publication Attack Dataset summary Model performance 
summary 

CoAP-DoS: An IoT 
Network Intrusion 
Dataset (Mathews et al., 
2022) 

CoAP DDoS Dataset: CoAP-DoS - 
IoT  
Network intrusion 
attack: 261,023(39%) 
Normal: 400,281 (61%) 

RNN: 100 (P), 99.0 (R), 
99.6 (A), 99.5 (F1) 
NB: 99.8 (P), 99.6 (R), 
99.6 (A), 99.7 (F1) 
RF: 100 (P), 99.5 (R), 
99.7 (A), 99.7 (F1) 
DT: 99.9 (P), 99.7 (R), 
99.6 (A), 99.8 (F1) 
SVM: 100 (P), 99.8 (R), 
99.9 (A), 99.9 (F1) 
 

Application of Machine 
Learning Algorithms for 
the Validation of a New 
CoAP-IoT Anomaly 
Detection Dataset 
(Vigoya et al., 2023) 

Modification 
Insertion 

Interception 
Duplication 

Dataset: CIDAD 
Attack: 1,056 (1.6%) 
Normal: 63,376 (98.4%) 

NB: 10.3 (P), 72.7 (R), 
92.1 (A), 18.1 (F1) 
AB: 79.9 (P), 99.6 (R), 
99.6 (A), 87.9 (F1) 
LR: 21.9 (P), 97.7 (R), 
95.8 (A), 35.7 (F1) 
RF: 99.5 (P), 100 (R), 
99.9 (A), 99.8 (F1) 
SVM: 19.8 (P), 97.9 (R), 
95.2 (A), 32.9 (F1) 
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Publication Attack Dataset summary Model performance 
summary 

Application Layer-Based 
Denial-of-Service 
Attacks Detection 
against IoT-CoAP 
(Almeghlef et al., 2023) 

Modification 
Insertion 

Interception 
Duplication 

Dataset: CIDAD 
Attack: 1,056 (1.6%) 
Normal: 63,376 (98.4%) 

LSVC: 62 (P), 48 (R), 59 
(A), 54 (F1) 
DT: 98 (P), 98 (R), 98 
(A), 98 (F1) 
RF: 90 (P), 96 (R), 92 
(A), 93 (F1) 
NB: 62 (P), 69 (R), 63 
(A), 65 (F1) 

 

2.4.1 CoAP-DoS: An IoT Network Intrusion Dataset 

Mathews et al. (2022) investigated the performance of five ML models against the 

newly created CoAP-DoS: IoT network intrusion dataset. The five ML models included 

support vector machine (SVM), GNB, DT, RF, and RNN. The CoAP-DoS: IoT network 

intrusion dataset consisted of four devices: an IoT CoAP server, two malicious clients, 

and one benign client, as depicted in Figure 2-1.   

 

 

Figure 2-1. CoAP DoS:  IoT Network Intrusion Attack Scenario (CoAP DoS 

Dataset) 
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Denial of service (DoS) attacks can significantly impact IoT communications 

(Mathews et al., 2022). “A DoS attack is where an attacker floods a device or server with 

traffic over a network to disable or overwhelm the target. IoT communications are 

particularly susceptible to DoS attacks since it takes far less traffic to overwhelm the 

communications” (Mathews et al., 2022, p. 91). 

Mathews et al (2022) simulated a DoS attack (Mathews et al., 2022).  The server 

listened for incoming packets, which were tracked via Wireshark (Mathews et al., 2022). 

The Benign User client sent normal packets to the server to mimic normal traffic 

(Mathews et al., 2022). The Benign User sent data of length 100 to 300 characters 

randomly alternating between GET, PUT, and POST requests phase (Mathews et al., 

2022). The Benign User would “sleep for a random time between 2 to 7 seconds and then 

send another request, repeating until the predetermined time limit was over” (Mathews et 

al., 2022, p. 93). The varying in the communications simulates a realistic situation for 

normal traffic versus the “An easy-to-classify approach for the Bot-IoT dataset,” where 

attack traffic was sent consistently throughout communications (Mathews et al., 2022). 

Attack packets made up 261,023 packets (39%). Benign packets comprised 400,281 

(61%) of the total traffic (Mathews et al., 2022). Once the network packets were 

captured, the author identified key features to be used in the ML model. “The features 

used were: ethernet type, IP version, tos, length, id, flags, IP chksum, source port, seq, 

ack, dataofs, flags, window, UDP chksum, and urgptr” (Mathews et al., 2022, p. 93). The 

SVM model was overall the highest-performing model across all parameters, with 100% 

precision and 99% recall, accuracy, and F1-score (Mathews et al., 2022). 
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The IoT intrusion dataset provided two items not captured in the previous IoT 

datasets: CoAP communications and a more balanced data ratio. Although the IoT 

devices used CoAP communications, the features listed did not include any CoAP 

application layer parameters. 

2.4.2 Application of Machine Learning Algorithms for the Validation of a New 

CoAP-IoT Anomaly Detection Dataset 

To assist in the research of CoAP attacks, Vigoya et al. (2023) used Logistic 

Regression, Naïve Bayes, RF, AdaBoost, and SVM on a more traditional IDS dataset 

where the attack traffic was under-represented (Vigoya et al., 2023). The CoAP-IoT 

anomaly detection dataset (CIDAD) was generated over seven days with the following 

attack scenarios: Interception, modification, and duplication. Interception consists of 

arbitrarily removing packages (Vigoya et al., 2023). Modification consists of modifying 

the sensors' temperature to a very low value (Vigoya et al., 2023). Adjusting the 

temperature caused the system to stop cooling, resulting in overheating of the devices 

(Vigoya et al., 2023). Duplication sends more tokens than the packets initially planned 

(Vigoya et al., 2023). These features achieved the best accuracy: temperature, hora_cos, 

hora_sin, ip.dst_192.168.0.2, ip.src_192.168.0.2, weekday_Friday, weekday_Saturday, 

and weekday_Thursday (Vigoya et al., 2023). 

Table 2-5 summarizes the features of the CoAP-DoS: An IoT network intrusion 

dataset and the Application of ML algorithms for the validation of a new CoAP-IoT 

anomaly detection dataset research. Neither article utilized CoAP parameters. 

Application of ML algorithms for the validation of a new CoAP-IoT anomaly detection 

dataset research used three application layer features that capture the days in which most 
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of the attacks occurred. Given that the day-of-the-week features are specific to this 

dataset, it would not be useful for other datasets. 

 

Table 2-5. Feature Summary 

 
OSI layer 

CoAP-DoS: An IoT 
network intrusion dataset 

features 

Application of machine 
learning algorithms for the 

validation of a new CoAP-IoT 
anomaly detection dataset 

Data link layer (layer 2) Ethernet_type NA 

Network layer (layer 3) IP version, tos, length, id, flags, 

IP chksum 

ip.dst_192.168.0.2, 

ip.src_192.168.0.2 

Transport layer (layer 4) Source port, seq, ack, dataofs, 

flags, window, UDP, chksum, 

urgptr 

NA 

Application layer (layer 7) NA weekday_Friday, weekday_Saturday, 

and weekday_Thursday 

 

CIDAD contained 64,432 CoAP packets, with 1.6% representing attacks (Vigoya 

et al., 2023). The attack to normal traffic imbalance is a significant difference from the 

previous studies where attack traffic represented most of the instances. CIDAD is more 

representative of real-world attacks where most of the network traffic is normal 

communications (Vigoya et al., 2023). The study utilized the synthetic minority 

oversampling technique (SMOTE) to account for the class imbalance (Vigoya et al., 

2023). 

RF scored the highest out of the ML models (99.5% precision, 100% recall, 

99.9% accuracy, 99.8% F1-score). From the research, GNB, LR, and SVM are 

determined to be unreliable classifiers due to the variety of the results across scoring 

metrics. 
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2.4.3 Application Layer-Based Denial-of-Service Attacks Detection Against IoT-

CoAP 

Almeghlef et al. (2023) and Vigoya et al. (2023) analyzed CIDAD using RF and 

GNB but with varying results. The research articles have two distinct differences: (1) 

Almeghlef et al. extended CIDAD to 100,000, of which 50% was benign, and 50% was 

attack traffic; (2) features used in the research analysis. 

CIDAD was highly imbalanced (98.4% normal traffic, 1.6% attack traffic). 

Almeghlef et al. extended CIDAD to 100,000 samples using a generative adversarial 

network (GAN) to remediate the imbalance. The updated CIDAD dataset contained 

~50% normal traffic and ~50% attack traffic (Almeghlef et al., 2023). In comparison to 

Almeghlef et al. (2023), Vigoya et al. (2023) utilized SMOTE and over-sampled the 

minority class at a ratio of 0.4 and under-sampled the majority class at a ratio of 0.5 

(Vigoya et al., 2023). 

The second difference between Almeghlef et al. (2023) and Vigoya et al. (2023) 

is the set of features used in the model evaluation. Figure 2-2 (Almeghlef et al., 2023) 

captures the features used in assessing the Almeghlef et al. (2023) model. As noted, all 

features are CoAP parameters captured at the OSI model's Layer 7 (application). 
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Figure 2-2. CoAP Feature Description 

 

For Almeghlef et al. (2023), performance results identified observable differences 

compared to Vigoya et al. (2023). Regarding NB performance, Almeghlef et al. (2023) 

outperformed Vigoya et al. (2023) in precision (62% vs. 10.3%) and F1-score (65% vs. 

18.1%). However, Vigoya et al. (2023) outperformed Almeghlef et al. (2023) in accuracy 

(92% vs. 63%) and recall (72% vs 69%). This suggests that differences in the accuracy 

scores between the two approaches could be due to differences in the data augmentation 

techniques used in each study. However, more investigation is needed to verify this 

hypothesis. Notably, both studies found the RF to be the most performant, and both 

scored above 90% across F1, precision, and recall. 

2.5. Machine Learning IDS Summary 

The analysis identified key observations related to IoT IDS research that include: 

(1) High-class imbalance in IoT device datasets, (2) Extremely high model performance, 
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and (3) The availability of very few IoT datasets for CoAP IDS research. Table 2-6 

summarizes dataset class imbalance and the highest-scoring ML model. 

 

Table 2-6. IoT Dataset Summary 

Dataset name Dataset class imbalance Highest-scoring ML algorithm  
Bot-IoT High-class imbalance (99% attack, 

1% normal) 

DT: 99% AURPC, 100% AUPRC and 

F1 

IoTDS20 High-class imbalance (94% attack, 
6% normal) 

CNN-LSTM: 98.8% precision, F1, 
accuracy  

TON IoT High-class imbalance (96.4% 
attack, 3.6% normal) 

LTSM: 100% precision, recall, accuracy, 
and F1-score 

MQTT-IOT-
IDS2020 

High-class imbalance (90% attack, 
10% normal) 

ECSSA-LightGBM 98% accuracy, 
precision, and recall 

CoAP DDoS 
(CoAP) 

Balanced (61% normal, 39% 
attack) 

SVM: 99.9% 

CIDAD 
(CoAP) 

High-class imbalance (98.4% 
normal, 1.6% attack) 

RF: 90% precision, 96% recall, 92% 
accuracy, 93% F1-score 

 

Five of six IoT datasets were highly imbalanced, and only one represented real-

world network traffic, where the attack instances were the minority class. In actual 

networks, normal traffic accounts for more than 80%, and attack traffic is typically less 

than 20% (Lee & Park, 2021). Given that the accuracy of an IDS significantly increases 

by enhancing the classifier’s ability to recognize malicious traffic, having a high 

representation of attack traffic can improve the ability of IDS to detect attack traffic (Rao 

& Suresh Babu, 2023). 

High ML model performance can be attributed to several issues. Class imbalance 

and attack traffic in many datasets were predictable/repeated. Class imbalance can 

significantly impact performance, specifically when the class the ML model tries to 

identify is the majority class (Leevy, Khoshgoftaar & Peterson, 2021). Another issue 

contributing to high model performance is that datasets have predictable/repeated attack 
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traffic. An example is the research conducted by Vigoya et al. (2023) in the Application 

of ML Algorithm for the Validation of a New CoAP-IoT Anomaly Detection Dataset. 

Features selected included weekday and IP src/destination. To create the dataset, 

machines were used with static IP addresses, and the attacks were conducted on specific 

days of the week.  

Given that these features are easily observed/predicted, they impact overall model 

performance. The selection of predictable features based on the manufactured attacks is 

illustrated across the research articles, which leads to the question of model performance 

outside the targeted datasets. 

The last observation is that a few datasets capture IoT device communications 

using the CoAP protocol (Mathews et al., 2022). To improve IDS research in CoAP 

communications, more datasets that capture various cyber-attacks are needed. This 

research will address these gaps by generating one synthetic CoAP dataset that is more 

representative of real-world attack scenarios against the CoAP server than the datasets 

reviewed. SMOTE will address any class imbalances in the dataset to test if ML models 

are impacted by the number of non-attack versus attack scenarios. The identified ML 

models will be trained on an initial dataset to measure performance. Finally, the 

identified ML models will be validated on other datasets to measure model performance 

in identifying different types of CoAP cyber-attacks.  
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Chapter 3—Methodology 

3.1 Introduction 

Constrained application protocol (CoAP) uses two message types, requests, and 

responses. CoAP is, by default, bound to user datagram protocol (UDP) port 5683, as 

described in Table 3-1 (Shelby et al., 2014). 

 

Table 3-1. CoAP Message Format Description: Describes CoAP Parameters, 

Number of Bits, and Parameter Description 

Parameter # of bits Description 
Version (ver) 2 bits Indicates the CoAP version number 

Type 2 bits Request 

• 0: Confirmable: This message expects a corresponding 
acknowledgment message. 

• 1: Non-confirmable: This message does not expect a 
confirmation message. 

Response 

• 0: Acknowledgement: This message is a response that 
acknowledges a confirmable message 

• 1: Reset: This message indicates that it had received a 
message but could not process it. 

Token length 4 bits Indicates the length of the variable-length token field, which 

may be 0–8 bytes in length. 

Request/response 

code 

8 bits The three most significant bits form a number known as the 

"class," which is analogous to the class of HTTP status codes. 

The first digit indicates the CoAP message type - 0: 

Confirmable (CON), 1: Non-confirmable (NON), 2: 

Acknowledgment (ACK), and 3: Reset (RST). 

The next two digits represent the method or response code: 

0.01:GET, 0.02:POST, 0.03:PUT, 0.04:DELETE. 

The five least significant bits form a code that communicates 

further detail about the request or response. The entire code is 

typically communicated in the form class.code. 
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Parameter # of bits Description 
Message ID 16 bits Used to detect message duplication and to match messages of 

type acknowledgment/reset to messages of type 

confirmable/non-confirmable. 

Token 0–64 bits Every request carries a token (but it may be zero length) whose 

value was generated by the client. The server must echo every 

token value without any modification back to the client in the 

corresponding response. It is intended for use as a client-local 

identifier to match requests and responses, especially for 

concurrent requests. 

Options 32 bits Options if available  

Payload 32 bits Payload if available  

 
 

Figure 3-1 captures the research machine learning (ML) lifecycle with a few 

updates to align with this research methodology (Yang et al., 2021). The research 

methodology used the ML lifecycle to analyze three datasets: CoAP-DoS IoT Network 

Intrusion dataset (CoAP DoS dataset), Generated CoAP dataset, and Combined CoAP 

DoS/Generated CoAP dataset. The research methodology selected which models best 

identify CoAP cyber-attacks. The research evaluated model performance on precision, 

recall, and F1-score. 
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Figure 3-1. Research Machine Learning Lifecycle 

 

3.2 Step 0: Data Ingestion, Cleaning, Normalization 

The research used the CoAP-DoS-IoT network intrusion dataset (CoAP DoS 

dataset), the Generated CoAP dataset, and the two datasets combined to determine the 

most performant ML model. The Combined dataset is used in Step 5.1 for the K-fold 

Cross-Validation test.  The Generated CoAP dataset is used to train each model in Step 

4.2 and used in Step 5.2 to validate performance across datasets. 

3.2.1 CoAP-DoS: IoT Network Intrusion Dataset (CoAP DoS Dataset) 

The CoAP DoS dataset contained 61% normal and 39% attack traffic before data 

treatment. Figure 3-2 captures the features (with null entries) utilized by Mathews et al. 

(2022), which did not contain any CoAP features for model evaluation. 
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Figure 3-2. CoAP DoS Dataset Features 

 

Mathews et al. (2022) made the dataset and network packet capture files available 

for further research. To modify the dataset to capture CoAP features, TSHARK was used 

to extract the relevant CoAP features from the packet capture (PCAP) file using the 

command: 

tshark -r CoAP_DDoS.pcap -d udp.port==8080,coap -T fields -e ip.src -e ip.dst -e 

coap.version -e coap.type -e coap.token_len -e coap.mid -e coap.opt.name -e 

coap.opt.length -e coap.opt.length_ext -e coap.code -e coap.payload_length -e 

coap.opt.desc -e coap.opt.delta -e coap.opt.proxy_uri | tr '\t' ','  > 

CoAP_DDoS_Update.csv” 
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Figure 3-3 captures the updated dataset and relevant CoAP features.  Relevancy 

was determined based on NULL features. Some features had all NULL values.  Those 

features were not included in the analysis.  The CoAP DoS dataset is cleaned and 

normalized to ensure the ML models can process the dataset effectively. 

 

 
 
Figure 3-3. CoAP DoS-IoT Network Intrusion Dataset with CoAP Features 

 

Cleaning and normalizing the CoAP DoS dataset included handling missing 

values, converting categorical values to integers, and deleting features with a high 

number of missing values. The dataset was updated per feature to remove missing data 

and convert categorical values to integers. ML models can better process numerical 

values versus object values. Lastly, several features have a high number of missing data, 
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which means the feature is irrelevant for detecting attacks. Hence, those features were 

deleted. Table 3-2 captures the CoAP features and updated values after treating the data. 

The updated dataset has 55% normal network traffic and 45% attack traffic. 

 

Table 3-2. CoAP DoS Dataset Feature Summary After Data Treatment 
 

CoAP feature Updated values 
coap.version 1 (CoAP version): 579,974 entries 

coap.type 0 (CoAP request or response): 289,987 entries 

2 (CoAP request or response): 289,987 entries 

coap.token_len 0 (CoAP communications with zero token length): 561,056 entries 

2 (Token length is 2 bytes): 18,918 entries 

coap.mid Multiple values (CoAP message IDs): 579,974 entries 

coap.opt.name -1 (No CoAP option name): 280,503 entries 

1 (#1: Block1): 16 entries 

2 (#1: Block2): 9 entries 

3 (#1: Location-path): 9,459 entries 

4 (#1: Uri-path): 289,987 entries 

coap.opt.length -1 (No CoAP option length): 280,503 entries 

1 (CoAP optional length): 25 entries 

3 (#2: Block1): 261,019 entries 

4 (#2: Block2): 8 entries 

5 (CoAP optional length): 38,419 entries 

coap.opt.length_ext -1 (No CoAP length extension): 318,947 entries 

5 (CoAP options length extension): 261,027 entries 

coap.code -1 (No code captured): 261,027 entries 

1 (GET): 9,752 entries 

2 (POST): 9,459 entries 

3 (PUT): 9,749 entries 

Multiple values (CoAP code): 289,987 entries 

coap.payload_length -1 (NULL value for empty payload): 551,014 entries 

Multiple values (CoAP attack traffic): 28,960 entries 
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CoAP feature Updated values 
coap.opt.desc -1 (Null values): 280,503 entries 

1 (Type 11): 28,968 entries 

2 (Type 8): 9,459 entries 

3 (Type 23): 261,028 entries 

4 (Type 27): 16 entries 

coap.opt.delta -1 (Null values): 541,528 entries 

1 (Critical): 28,985 entries 

2 (Elective) 9,459 entries 

coap.opt.proxy_uri -1 (Null values): 280,503 entries 

1 (Safe): 9,459 entries 

2 (Unsafe): 28,985 entries 

3 (Type 11): 261,027 

 

3.2.1.1 CoAP DoS Dataset Attack Approach 

The feature coap.code allows CoAP clients and servers to understand the purpose 

or intent of the message without needing to inspect the message body. Setting the 

coap.code allows for efficient and lightweight communication, especially in constrained 

environments where resources are limited. An observation from the attack scenario 

captured in the CoAP DoS dataset is that a high number of coap.code entries are set to 

NULL (-1). The large number of coap.code entries set to NULL (-1) showed that, as part 

of the attack scenario, the script did not adhere to the CoAP protocol defined in RFC 

7252. Other coap.code entries set to UNKNOWN are ephemeral values that either 

responded to messages or non-CoAP communications. The coap.code set to NULL (-1) is 

significant because as seen later, this was a good indicator of an attack in the CoAP DoS 

dataset. Figure 3-4 summarizes the coap.code values in the CoAP DoS dataset. 
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Figure 3-4. CoAP DoS Dataset - coap.code Analysis 

 

3.2.2 Generated CoAP Dataset 

Several articles from previous CoAP research used features outside the CoAP 

protocol. In addition, the authors did not make the PCAP files available so that other 

researchers could analyze model performance using CoAP features. The Generated CoAP 

dataset aimed to provide CoAP communications and attack scenarios to analyze model 

performance across CoAP datasets. The Generated CoAP dataset comprises a CoAP 

server, an IoT device, an IoT client, and an attacker as illustrated in Figure 3-5. 
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Figure 3-5. Generated CoAP Dataset Lab Environment 

 

The CoAP server was configured on a Raspberry Pi using CoAPthon, a Python 

library that implements the CoAP protocol compliant with RFC 7252 (Tanganelli et al., 

2015). The CoAP server listened on the CoAP default port of “5683” and implemented 

three resources: temperature, humidity, and carbon. Wireshark is installed on the CoAP 

server and captures network traffic communications. The IoT device updated the CoAP 

resources (temperature, humidity, and carbon) with the post and put commands. The IoT 

device was configured to send updates randomly for up to two minutes. The rationale for 

randomly sending updates is not to establish a pattern based on time. The IoT client 

randomly retrieved the CoAP server resources for a maximum of five minutes using the 

get command. The attacker targets the CoAP server in the lab environment with buffer 

overflow attacks.  The Generated CoAP Dataset can be retrieved here:  

https://github.com/sjausti/GeneratedCoAPDataset.   
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3.2.2.1 Generated CoAP Dataset Analysis 

A simulated attacker targeted the CoAP server over 24 hours with buffer overflow 

attacks by sending random-size payloads between 250 and 600 characters. The network 

traffic was captured in the Lab_04FEB2024.pcapng PCAP file. There were 17,364 CoAP 

packet captures, with 16,090 packets representing normal CoAP communications (93%) 

and 1,274 packets (7%) representing attack traffic targeted at the CoAP server. The 

research used the following Tshark command to extract features from the network packet 

captures (Note: null features were not included in the file extract): 

tshark -r Lab_04FEB2024.pcapng -T fields -e coap.version -e coap.type -e 

coap.token_len -e coap.code -e coap.payload_length -e coap.mid -e coap.opt.name -e 

coap.opt.desc -e coap.opt.delta -e coap.opt.length -e coap.opt.length_ext -e 

coap.opt.proxy_uri -E header=y -E separator=, > CoAP_DDoSv05FEB2024v300.csv 

Figure 3-6 captures generated CoAP dataset features and null values. 
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Figure 3-6. Generated CoAP Dataset Null Features 

 

To clean and normalize the data, the first step was to replace the null entries in 

each feature with the value of -1. The second step was to convert categorical data into 

integers. The last step is to transform each feature from object type to integer using 

python function “astype” to convert the ascii value to an integer to facilitate processing 

by the ML models. 

3.2.2.2 Generated CoAP Dataset Class Imbalance 

The generated CoAP dataset has a high-class imbalance of normal (93%) versus 

attack traffic (7%). As noted in Chapter 2, class imbalance can significantly impact ML 

model performance by predicting the majority class (Leevy, Khoshgoftaar, & Peterson, 

2021). The Generated CoAP dataset was updated using the synthetic minority over-
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sampling technique (SMOTE) to resample the input features and target variable, attack, 

to resolve the imbalance. After experimentation, the ML model performance was 

identical to the original dataset, with a high-class imbalance, versus the updated dataset 

generated by SMOTE. The similarity in performance is due to the dominant features 

being consistent across the two datasets. Due to this finding, the analysis focused on the 

generated CoAP dataset (before SMOTE). The research is still significant because the 

test dataset (CoAP DoS) is closer to balanced. Hence, the research gained great insight by 

having one balanced and imbalanced dataset to compare ML performance. In addition, 

the generated CoAP dataset (after SMOTE) will be used in Step 4.1: Combine Datasets to 

add more attacks once the datasets are combined. Table 3-3 summarizes the generated 

CoAP dataset after data treatment. 

 

Table 3-3. Generated CoAP Data Set Feature Summary after Data Treatment 

CoAP feature Generate CoAP dataset 
coap.version 1 (Version): 17,364 entries 

coap.type 0 (Request or response): 8,682 entries 

2 (Request or response): 8,682 entries 

coap.token_len 2 (Token length): 17,364 entries 

coap.code 1 (GET: Client to server): 4,324 entries 

2 (POST: Client to server): 1,274 entries 

3 (PUT: Client to server): 3,084 entries 

65 (Server to client): 1,274 entries 

68 (Server to client): 3084 entries 

69 (Server to client): 4,324 entries 

coap.payload_length -1 (Empty payload): 8,682 entries 

12,13,16 (Normal): 6,707 entries 

250 to 600 characters (Attack and Responses): 1,975 

entries 

coap.mid Multiple values (CoAP message IDs): 17,364 entries 
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CoAP feature Generate CoAP dataset 
coap.opt.name -1 (Null values): 7,408 entries 

1 (#1: Location-path): 1,274 entries 

2 (#1: Uri-path): 8,682 entries 

coap.opt.desc -1 (Null values): 7,408 entries 

1 (Type 11): 8,682 entries 

2 (Type 8): 1,274 entries 

coap.opt.delta -1 (Null values): 7,408 entries 

1 (Critical): 8,682 entries 

2 (Elective) 1,274 entries 

coap.opt.length -1 (Null values): 7,408 entries 

1 (Safe): 1,274 entries 

2 (Unsafe) 8,682 entries 

coap.opt.length_ext -1 (Null values): 7,408 entries 

8 (Option length extension): 1,274 entries 

11 (Option length extension): 8,682 entries 

coap.opt.proxy_uri -1 (Null values): 7,408 entries 

6,8,11: 9,956 entries 

 

3.3 Step 1: Establish Baseline Model Performance 

Step 1 established the baseline model performance for Decision Tree (DT), 

Random Forest (RF), XGBoost, GNB, and CNN-LSTM using the CoAP DoS dataset to 

determine the most performant model. The research ran each model on the CoAP DoS 

dataset to assess its baseline performance. All ML models used an 80/20 split between 

the training and test datasets with model default parameters. 

The research selected the highest-performing model(s) for evaluation in the 

remaining steps. Establishing a baseline for model performance was critical in ML, as it 

provided the foundation before tuning essential parameters. The research evaluated 

model performance using precision, recall, and F1-score. 
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3.4 Step 2: Feature Selection 

Almeghlef et al.'s (2023) model evaluation used six CoAP features, most of which 

were used in previous research analyses. This research evaluated 12 CoAP features 

captured in the CoAP DoS and the generated CoAP dataset, as summarized in Table 3-4. 

Evaluating 12 CoAP features makes this research the most comprehensive analysis of 

CoAP features based on the previously researched articles used in ML to detect cyber-

attacks. 

Table 3-4. Generated CoAP Data Set Feature Summary After Data Treatment 

CoAP feature CoAP DoS-IoT network 

intrusion dataset 

Generated CoAP 

dataset 
coap.version ü ü 

coap.type ü ü 

coap.token_len ü ü 

coap.mid ü ü 

coap.opt.name ü ü 

coap.opt.length ü ü 

coap.opt.length_ext ü ü 

coap.code ü ü 

coap.payload_length ü ü 

coap.opt.desc ü ü 

coap.opt.delta ü ü 

coap.opt.proxy_uri ü ü 

 

Feature selection is ML model dependent. RF calculates feature importance by 

considering the average decrease in impurity caused by each feature when making 

decisions across all trees in the forest (Muller & Guido, 2017). 
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DTs determine feature importance based on each feature's contribution to the 

tree's overall effectiveness in making accurate predictions. Feature importance is a 

number between 0 and 1 for each feature, where 0 means not used at all and 1 represents 

perfectly predicts the target. For DT, if a feature has a low value, it doesn't imply that this 

feature is uninformative. The low value indicates that the tree did not pick the feature, 

likely because another feature encodes the same information. After training the model 

using a DT, the feature importance is captured in the feature_importances_ variable. 

Gaussian Naive Bayes (GNB) is a probabilistic classification algorithm, part of 

the Naive Bayes family. GNB does not explicitly determine feature importance in the 

same way as some other ML models. GNB feature importance is directly related to how 

well the feature distinguishes between classes and how much the feature contributes to 

the likelihood of the calculations based on the feature mean and feature variance. 

XGBoost determines the importance of features through the gradient boosting 

algorithm. The importance of a feature in XGBoost is calculated based on how frequently 

a feature is used in trees across all boosting rounds and how much each feature 

contributes to reducing the impurity during tree building. 

In a CNN-LSTM model, determining feature importance is more complex than in 

some traditional ML models, where feature importance can be directly derived from 

coefficients or weights. Each filter learns to detect different patterns or features in the 

input data for CNN. Visualizing these filters can provide insights into which features are 

deemed necessary by the model. In LSTM, attention mechanisms can be used to identify 

the parts of the input sequence that are most relevant for making predictions. Analyzing 
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the attention weights helps infer which parts of the input sequence are essential. Table 3-

5 summarizes the ML models and feature importance. 

 

Table 3-5. Machine Learning (ML) Model Feature Importance Summary 

ML model ML method ML feature importance approach 

Decision Tree 

(DT) 

Non-parametric Calculates feature importance based on each feature's 

contribution to the tree's overall effectiveness in 

making accurate predictions. 

Random Forest 

(RF) 

Ensemble Calculates feature importance by considering the 

average decrease in impurity caused by each feature 

when making decisions across all trees in the forest 

Gaussian Naïve 

Bayes 

(GNB) 

Probabilistic 

classification 

Feature importance is directly related to how well the 

feature distinguishes between classes and how much 

the feature contributes to the likelihood of the 

calculations based on the feature mean and feature 

variance. 

Extreme Gradient 

Boosting 

(XGBoost) 

Gradient boosting Calculates feature importance based on how frequently 

a feature is used in trees across all boosting rounds and 

how much each feature contributes to reducing the 

impurity during the tree building. 

Convolution 

Neural Network 

(CNN)-Long 

Short-Term 

Memory (LSTM) 

Hybrid of deep 

learning and recurrent 

neural network 

Each filter learns to detect different patterns or features 

in the input data for CNN. Visualizing these filters can 

provide insights into which features are deemed 

necessary by the model. In LSTM, attention 

mechanisms can be used to identify the parts of the 

input sequence that are most relevant for making 

predictions. 
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3.5 Step 3: Hyperparameter Tuning 

Hyperparameter tuning searched for a machine-learning model's best set of 

hyperparameters from all the candidate sets to optimize the model's performance (Owen, 

2022). Hyperparameter tuning was run iteratively with Step 2 Feature Selection. The 

research split the data into training and test sets and then defined a parameter grid to 

search. Lastly, the study used grid search to perform hyperparameter tuning. The output 

was a set of parameter values optimized for model performance. Hyperparameter tuning 

was not meaningful for GNB due to the model's low number of parameters. The research 

captured the hyperparameter results in both the CoAP DoS and Generated CoAP datasets 

to support the model validation steps. 

3.6 Step 4.1: Combine Datasets 

Step 4.1 combined the Generated CoAP dataset (after SMOTE with 50/50 attack 

vs. non-attack traffic) and the CoAP DoS dataset, evaluated in Step 5.1 K-fold Cross-

Validation on the Combined dataset. The purpose of combining datasets was to measure 

model performance using different types of attacks in one dataset.   

3.7 Step 4.2: Train Model 

Several research articles described in Chapter 2 measured performance based on a 

single dataset. This research tested whether the model's performance in detecting CoAP 

cyber-attacks is affected by the types of attacks in the dataset. To evaluate model 

performance, the model was trained on the Generated CoAP dataset with model 

parameters saved using the "joblib.dump" python function to execute on the CoAP DoS 

dataset in Step 5.2. Precision, Recall, and F1-Score determine the model's performance. 
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3.8 Step 5.1: K-fold Cross-Validation 

K-fold cross-validation is a technique for evaluating predictive models (Jung & 

Hu, 2015). The research divided the dataset into 10 subsets or folds. The research trained 

and assessed the model ten times, using a different fold as the validation set. The research 

averaged the performance metrics from each fold to estimate the model’s generalization 

performance (Jung & Hu, 2015). Step 5.1 evaluated the machine model (s) performance 

on the combined CoAP dataset from step 4.1, which captured multiple attack types. 

3.9 Step 5.2: Evaluate Model Performance Across Datasets 

Step 5.2 evaluated the model’s performance on the CoAP DoS dataset using 

trained parameters from Step 4.2. The objective was to test whether different attacks in 

the CoAP dataset affected model performance. 

3.10 Step 6: Final Model Selection 

The final model selection was based on the model’s ability to detect CoAP cyber-

attacks across datasets with different types of attacks and K-fold cross-validation 

performance. 
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Chapter 4—Results 

4.1 Introduction 

This research analysis answered the following questions: (RQ1) Which machine 

learning (ML) model from Random Forest (RF), Decision Tree (DT), CNN-LSTM, 

GNB, and XGBoost is the most performant based on precision, recall, and F1-score 

detecting CoAP cyber-attacks? (RQ2) Which features are most important in CoAP cyber-

attack identification? (RQ3) Is ML model performance in detecting CoAP cyber-attacks 

affected by the types of attacks in the CoAP datasets based on precision, recall, and F1-

score? The analysis used three datasets to answer the research questions: the CoAP DoS 

dataset, the Generated CoAP dataset, and the combined CoAP DoS/Generated CoAP 

dataset. Chapter 4 captures the results from the research methodology. 

4.2 Step 1: Establish Baseline Model Performance Results 

Figure 4-1 summarizes baseline model performance in detecting cyber-attacks on 

the CoAP DoS dataset. DT and RF were the most performant models that were selected 

for further analysis.   

 

Figure 4-1. Machine Learning Model Baseline Performance Summary 
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4.2.1 CNN-LSTM Model Performance Analysis 

Figure 4-2 captures the CNN-LSTM model performance output. Precision, recall, 

and F1-score were 99% across all three metrics. Convolutional layer (Conv1D) indicates 

a one-dimensional convolutional layer and has an output shape of (batch_size, 

sequence_length, number_of_filters): None, 10, 64. The number of parameters is 256. 

LSTM output shape (batch_size, 50), indicates None for the batch_size and 50 for the 

dimensionality of the output produced. The LSTM layer has 2300 trainable parameters. 

For the dense layer, there is none for batch_size and 1 for dimensionality. The dense 

layer has 51 trainable parameters. The CNN-LSTM model is a comprehensive solution, 

with a total of 23,307 parameters. This level of detail ensures that every aspect of the 

model's performance is finely tuned and optimized. 

 

 

Figure 4-2. CNN-LSTM Model Performance Summary 
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Alkahtani & Aldhyani (2021) achieved similar results using the CNN-LSTM 

model, but DT and RF improved performance from the previous work at identifying 

cyber-attacks in IoT communications. 

4.2.2 Gaussian Naïve Bayes (GNB) Model Performance Analysis 

GNB assumes that the feature values within each class follow a Gaussian 

(normal) distribution. The mean and variance values characterize the distribution of 

feature values within each class. When making predictions with GNB, the model utilizes 

the calculated mean and variance values to estimate the likelihood of observing a 

particular feature value for a class label. Notably, with its highest mean, the coap.mid 

feature plays a crucial role in the model's predictions, followed by coap.code and 

coap.payload_length. Feature coap.mid has the highest variance. Figure 4-3 captures the 

GNB model feature mean summary, and Figure 4-4 captures the GNB mode feature 

variance summary on the CoAP DoS dataset. 

 

 

Figure 4-3. GNB Feature Mean Summary 
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Figure 4-4. GNB Variance Summary 

GNB scored 99% across precision, recall, and F1-score. GNB’s performance is 

consistent with Thockchom et al. (2023) who also achieved 99% performance on 

precision, recall, and accuracy.  

4.2.3  eXtreme Gradient Boosting Model Performance Analysis 

XGBoost achieved 99% across precision, recall, and F1-score. These results are 

similar to Bhati et al. (2021), who also achieved 99% on precision-recall and F1-score on 

the KDDCup99 dataset. Figure 4-5 captures the feature importance for XGBoost. As 

captured, coap.opt.length_ext and coap.opt.desc were the most dominant features. 
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Figure 4-5. Feature Importance – XGBoost 

 

4.3 Step 2: Feature Selection Results 

Step 2 selected which CoAP features are the most important in detecting cyber-

attacks based on feature importance. Feature importance was determined by the ML 

model and CoAP dataset. This analysis focused on the DT and RF ML models. 

4.3.1 Decision Tree Feature Selection Results 

Figure 4-6 captures the importance of the DT features. It has coap.code as the 

only significant feature for the DT selection algorithm.  
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Figure 4-6. Feature Importance - DT Classifier (CoAP DoS Dataset) 

 

Figure 4-7 captures the DT node breakdown, which provides more information 

about the feature analysis. The root node coap.code <= 0.0 splits the tree, and if 

coap.code is less than or equal to 0, it is a very good indicator of an attack using the 

CoAP DoS dataset. 
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Figure 4-7. Decision Tree Node Breakdown (CoAP DoS Dataset) 

 

Table 4-1 summarizes DT CoAP features with the most significant impact on 

determining CoAP attacks. Ninety-nine percent of the attacks are indicated by coap.code 

less than or equal to 0. 

Table 4-1. Decision Tree Feature Summary (CoAP DoS Dataset) 

Decision Tree feature Summary 
coap.code (<=0.0) AND  

coap.opt.desc (<=2.0) 

99% attack (208,743 out of 208,749 entries)  

1% non-attack (6 out of 208,749 entries)  

coap.code (>0) AND 

coap.payload_length (<=0.0) 

91% non-attack (232,142 out of 255,230 entries) 

9% (coap.payload_length <=50) 

coap.code (>0) AND 

coap.payload_length (<=50.5) 

23,085 non-attacks (23,085 out of 23,088 entries) 

3 samples split (2 to 1) based on coap.mid 
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4.3.2 Random Forest Feature Selection Results 

Figure 4-8 captures the RF feature importance across multiple tree samples using 

the CoAP DoS dataset. 

 

 

Figure 4-8. Feature Importance – Random Forest Classifier (CoAP DoS Dataset) 

 

Figure 4-9 shows a sample tree feature breakdown, and Table 4-2 summarizes the 

RF feature analysis. Feature coap.opt.proxy_uri > 2.5 AND coap.opt.length <= 3.5 is a 

good indicator of an attack. A good characteristic of RF is that it evaluates multiple trees, 

reducing the probability that the algorithm will be overfit on any one feature (Muller et 

al., 2017). 
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Figure 4-9. Random Forest Node Breakdown (CoAP DoS Dataset) 

 

Table 4-2. Random Forest Feature Summary (CoAP DoS Dataset) 

Random Forest Summary 
coap.opt.proxy_uri (<= 2.5) AND  

coap.payload_length (<= 0.0) 

91% non-attack (232,142 out of 255,230 entries)  

9% (coap.payload_length <= 50) 

coap.opt.proxy_uri (<= 2.5) AND  

coap.payload_length (<0) AND (<= 50.5) 

23,085 non-attacks (23,085 out of 23,088 entries) 

3 samples split (2 to 1) based on coap.mid 

coap.opt.proxy_uri (> 2.5) AND  

coap.opt.length (<= 3.5) 

99% attack (208,743 out of 208,749 entries)  

1% non-attack (6 out of 208,749 entries) 
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4.3.3 Feature Selection Summary 

Table 4-3 summarizes the CoAP features that are important in detecting CoAP 

cyber-attacks. As noted, coap.code is the most important feature for both DT and RF 

using the CoAP DoS Dataset. 

 

Table 4-3. Feature Selection Summary (CoAP DoS Dataset) 

 CoAP feature DT feature importance RF feature 
importance 

Significant 
impact 

1 coap.code .99 .25 ü 

2 coap.payload_length 0 0  

3 coap.opt.desc 0 .18  

4 coap.mid 0 0  

5 coap.opt.length 0 .08  

6 coap.opt.proxy_uri 0 .16  

7 coap.opt.length_ext 0 .18  

8 coap.type 0 .06  

9 coap.opt.delta 0 .003  

10 coap.opt.name 0 .11  

11 coap.version 0 0  

12 coap.token_len 0 0  

 

4.4 Step 3: Hyperparameter Tuning Results 

The sections below capture the Hyperparameter tuning results for Random Forest 

and Decision Tree ML models. 

4.4.1 Random Forest Hyperparameter Tuning Results 

RF reviewed four parameters: n_estimators, max_depth, min_samples_split, and 

min_samples_leaf. The analysis considered values based on impact and machine 

performance. The analysis can choose higher values for future research if more 
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computing resources are available. Table 4-4 summarizes the RF parameters assessed 

with the optimal values captured in blue/bold. 

 

Table 4-4: Random Forest Hyperparameter Tuning Results 

Parameter Summary Value 
n_estimators The number of trees in the forest. 

Higher values generally improve 

performance but also increase 

computation time 

CoAP DoS dataset 

5, 10, 30 

Generated CoAP dataset 

5,10,30 

max_depth The maximum depth of each tree. This 

controls the maximum depth of the 

tree to prevent overfitting. 

CoAP DoS dataset 

None, 10, 20 

Generated CoAP dataset 

None, 10, 20 

min_samples_split The minimum number of samples 

required to split an internal node. 

Increasing this parameter can prevent 

overfitting. 

CoAP DoS dataset 

2, 5, 10 

Generated CoAP dataset 

2, 5, 10 

min_samples_leaf The minimum number of samples 

required to be at a leaf node. 

Increasing this parameter can prevent 

overfitting. 

CoAP DoS dataset 

1,2,4 

Generated CoAP dataset 

1,2,4 

 

4.4.2 Decision Tree Hyperparameter Tuning Results 

The DT reviewed three parameters for hyperparameter tuning: max_depth, 

min_samples_split, and min_samples_leaf. Other DT parameters were not considered 

because either the model determined the best value (e.g., max_features) or the default 

value was set to an appropriate setting for the model (e.g., max_leaf_nodes). Table 4-5 

summarizes the DT parameters assessed, with the optimal values captured in blue/bold. 
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Table 4-5: Decision Tree Hyperparameter Tuning Results 

Parameter Summary Value 
max_depth The maximum depth of the tree. If none, 

nodes are expanded until all leaves are 

pure or until all leaves contain less than 

min_samples_split samples. 

CoAP DoS dataset 

3, 5, 7 

Generated CoAP dataset 

3, 5, 7 

min_samples_split The minimum number of samples 

required to split an internal node. 

CoAP DoS dataset 

2,5,10 

Generated CoAP dataset 

2,5,10 

min_samples_leaf The minimum number of samples 

required to be at a leaf node. 

CoAP DoS dataset 

1, 2, 4 

Generated CoAP dataset 

1, 2, 4 

 

 

4.5 Step 4.1: Combine Datasets Results 

Figure 4-10 captures the combined dataset heatmap. As illustrated, coap.type and 

coap.code have strong negative correlations with attack, and coap.opt.desc has a strong 

positive correlation with attack. 
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Figure 4-10. Combined Dataset Heatmap 

 

Figure 4-11 captures the Generated CoAP dataset after SMOTE. Feature 

coap.payload_length has a high positive correlation with attack. 
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Figure 4-11. Generated CoAP Dataset after SMOTE 

 

Figure 4-12 captures the heatmap for the CoAP DoS dataset. The CoAP DoS dataset heat 

map is similar to the combined dataset results since the CoAP DoS dataset has the 

majority of the entries. 
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Figure 4-12. CoAP DoS Dataset Heatmap 

 

4.6 Step 4.2: Machine Learning Algorithm Training Results 

DT and RF were both trained on the Generated CoAP dataset (before SMOTE). 

The Generated CoAP dataset (before SMOTE) adhered to RFC 7252 (CoAP protocol) 

when generating attacks, so model training was a good representation for identifying 

CoAP attacks. 

4.6.1 Decision Tree Training Results 

The DT model (with hyper-tuned parameters) was run on the Generated CoAP 

dataset (before SMOTE) to train the model in identifying cyber-attacks. Figure 4-13 

captures the feature importance for the DT model on the Generated CoAP dataset (before 

SMOTE). As illustrated, coap.payload_length and coap.opt.delta are the most dominant 

features. 
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Figure 4-13. Decision Tree Feature Importance (Generated CoAP Dataset - Before 

SMOTE) 

Figure 4-14 captures the feature breakdown of the DT Node. The root node 

coap.payload_length <= 134.0 splits the tree into 92% (non-attack) and 8% 

(coap.opt.delta <=0). Feature coap.opt.delta <= 0 splits the data into 35% (non-attack) 

and 65% (attack). 
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Figure 4-14. Decision Tree Node Breakdown (Generated CoAP Dataset - before 

SMOTE) 

 

Figure 4-15 captures the DT classification report on the Generated CoAP dataset 

(before SMOTE). Support measures the total entries in each category. For this test, the 

generated CoAP dataset (before SMOTE) had 3,473 total entries that were split into 

3,195 non-attack class (92%) and 278 attack class (8%). As noted, the analysis was on a 

highly imbalanced dataset, which is similar to what is observed in real-world attacks. 

 

 

Figure 4-15. Decision Tree Generated CoAP Dataset (Before SMOTE) Classification 

Report 
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4.6.2 Random Forest Training Results 

Figure 4-16 captures the feature importance for RF on the generated CoAP 

dataset. The feature importance represents parameters across multiple trees. As noted, 

coap.payload_length has the highest importance. 

 

 

Figure 4-16. Random Forest Feature Importance (Generated CoAP Dataset – 

Before SMOTE) 

 

Figure 4-17 captures a single tree from the RF feature breakdown. Feature 

coap.opt.name <= 1.5 splits the data into 49% (non-attack) and 51% (coap.mid <= 

43496.5). Looking at the feature node breakdown, feature coap.mid does not influence 

the outcome because both decisions are based on coap.payload_length <= 134.0 (non-

attack). Feature coap.payload_length <= 134 indicates 85% non-attack entries and 15% 

attack entries. 
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Figure 4-17. Random Forest Feature Breakdown (Generated CoAP Dataset - Before 

SMOTE) 

 

Figure 4-18 captures the RF classification report on the Generated CoAP dataset 

(before SMOTE). RF performance is 100% across precision, recall, and F1-score for both 

the non-attack class and the attack class. 

 

 

Figure 4-18. Random Forest Model Performance (Generated CoAP Dataset - Before 

SMOTE) 
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4.7 Step 5.1: K-Fold Cross-Validation Results 

Table 4-6 summarizes the K-fold CV results. K-fold was run 10 times across the 

combined CoAP dataset. As captured, RF slightly outperformed DT. 

 

Table 4-6. K-fold CV Results 

K-fold # Decision Tree Random Forest 
1 .9955 1.0 

2 .9952 1.0 

3 .9952 .9999 

4 .9950 1.0 

5 .9954 .9999 

6 .9953 .9999 

7 .9958 1.0 

8 .9955 1.0 

9 .9953 .9999 

10 .9953 1.0 

 

 

4.8 Step 5.2: Evaluate Model Performance Across Datasets 

The DT and RF model parameters were baselined on the Generated CoAP dataset 

to evaluate model performance on the CoAP DoS dataset. Evaluating ML performance 

on a different dataset allows us to measure model performance across datasets with other 

attacks. 

4.8.1 Decision Tree Performance on CoAP DoS Dataset 

Figure 4-19 captures the DT parameters that were set as part of the 

hyperparameter tuning and trained on the generated CoAP dataset. 
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Figure 4-19. Decision Tree Baseline Parameters 

 

Figure 4-20 captures the DT classification report on the CoAP DoS dataset (using the 

model parameters trained on the generated CoAP dataset). The DT model performance 

was significantly lower, meaning the parameters trained on the generated CoAP dataset 

are not transferable between the two datasets. Precision is 54%, recall is 95%, and F1-

score is 69% for the non-attack class. For the attack class, the DT scored 0% for all three 

metrics. 

 

 

Figure 4-20. Decision Tree Classification Report on the CoAP DoS Dataset 
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4.8.2 Random Forest Performance on CoAP DoS Dataset Results 

Figure 4-21 captures the RF parameters that were set as part of the 

hyperparameter turning and trained on the generated CoAP dataset. 

 

 

Figure 4-21. Random Forest-Generated CoAP Dataset Parameters 

 

Figure 4-22 captures the RF classification report on the CoAP DoS dataset (using 

the model parameters trained on the generated CoAP dataset). The results were similar to 

DT’s performance, with precision measuring the same but slightly higher performance on 

recall and F1-score. All three metrics on the attack class were 0%. 
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Figure 4-22. Random Forest Classification Report on the CoAP DoS Dataset 

 

4.9 Step 6: Final Model Selection Results 

Step 6 selects DT or RF based on their performance in detecting CoAP cyber-

attacks using K-fold CV on the CoAP combined dataset and model performance across 

datasets. This section analyzes the features and ML model results from Step 5. 

4.9.1 Feature Importance Analysis 

Table 4-7 summarizes the DT CoAP Features. The analysis provides insight into 

impactful features across the CoAP Generated and CoAP DoS datasets. Feature 

coap.code is the most important for the CoAP DoS dataset. Feature coap.payload_length 

is a good indicator for detecting CoAP cyber-attacks in the Generated CoAP dataset. The 

two most important features across the CoAP DoS dataset and the Generated CoAP 

dataset for the DT algorithm are coap.code and coap.payload_length. 
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Table 4-7: Decision Tree CoAP Feature Summary  

 CoAP features  Decision Tree 

(CoAP DoS dataset) 

Decision Tree 

(Generated CoAP 

dataset) 

Feature 

selected 

1 coap.code .99 0 ü 

2 coap.payload_length 0 .62 ü 

3 coap.opt.desc 0 0  

4 coap.mid 0 0  

5 coap.opt.length 0 0  

6 coap.opt.proxy_uri 0 0  

7 coap.opt.length_ext 0 0  

8 coap.type 0 0  

9 coap.opt.delta 0 .38  

10 coap.opt.name 0 0  

11 coap.version 0 0  

12 coap.token_len 0 0  

 

Table 4-8 summarizes the importance of the RF CoAP Features. The “coap.code” feature 

was important across both datasets, and the “coap.payload_length” feature was important 

in the Generated CoAP dataset.  

 

Table 4-8: Random Forest CoAP Feature Summary  

 CoAP features  Random Forest 

(CoAP DoS 

dataset) 

Random Forest 

(Generated CoAP 

dataset) 

Feature 

selected 

1 coap.code .25 .15 ü 

2 coap.payload_length 0 .58 ü 

3 coap.opt.desc .18 0.0  

4 coap.mid 0 0.004  

5 coap.opt.length .08 .09  

6 coap.opt.proxy_uri .16 .13  

7 coap.opt.length_ext .18 0  
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 CoAP features  Random Forest 

(CoAP DoS 

dataset) 

Random Forest 

(Generated CoAP 

dataset) 

Feature 

selected 

8 coap.type .06 0  

9 coap.opt.delta .003 0  

10 coap.opt.name .11 .05  

11 coap.version 0 0  

12 coap.token_len 0 0  

 

4.9.2 Model Performance Analysis 

As captured in Step 5.1: K-fold Cross-Validation, Random Forest slightly 

outperformed Decision Tree on the Combined dataset.  Step 5.1 gives insight into model 

performance when the dataset contains different types of attacks. 

Table 4-9 summarizes model performance across the Generated CoAP dataset and 

CoAP DoS dataset based on precision (P), recall (R), and F1-score (F1) from Step 5.2. 

DT scored 100% across all three metrics on the Generated CoAP dataset used for 

training. DT’s performance was significantly lower on the CoAP DoS dataset. DT scored 

54% (P), 95%(R), and 69%(F1) for the non-attack class and 0% across all three metrics 

for the attack class. RF scored 100% on all three metrics on the Generated CoAP dataset 

like DT. RF scored 54% (P), 97%(R), and 70%(F1) for the non-attack class and 0% 

across all three metrics for the attack class.  
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Table 4-9: Model Performance Summary 

 Generated CoAP 

dataset 

(P, R, F1) 

CoAP DoS dataset –  

“non-attack class” 

(P, R, F1) 

CoAP DoS dataset 

– “attack class” 

(P, R, F1) 
Decision Tree (100%, 100%, 100%) (54%, 95%, 69%) (0%, 0%, 0%) 

Random Forest (100%, 100%, 100%) (54%, 97%, 70%) (0%, 0%, 0%) 

 

4.9.3 Final Model Selection 

RF is the final model selection. RF outperformed DT in both Steps 5.1 and 5.2.  
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Chapter 5—Discussion and Conclusions 

5.1 Discussion 

The research looked to analyze machine learning (ML) models to detect CoAP 

application layer attacks and assist in improving IoT network defenses. The research 

accomplished all objectives and addressed all research questions. Hypothesis One (H1) 

was confirmed. Random Forest (RF) is the most successful ML model, outperforming DT 

in both the K-fold CV test and model performance across datasets. Hypothesis Two (H2) 

was confirmed. Features coap.code (CoAP DoS dataset) and coap.payload_length 

(Generated CoAP dataset) are the most important features in detecting CoAP cyber-

attacks. The CoAP DoS dataset used a script to send packets. In 99% of the attacks 

targeted at the CoAP server, the CoAP DoS dataset set the coap.code to NULL (-1), 

which made that the most important feature. The Generated CoAP dataset targeted the 

payload length to cause a buffer overflow, which is a typical practice when attempting an 

exploit. Hence, that feature was selected in the Generated CoAP dataset. Table 5-1 

summarizes the hypotheses and features selected based on the dataset. 

Table 5-1. Hypothesis Feature Summary 

 Hypothesis 

selected features  

Random Forest 

(CoAP DoS 

dataset) 

Random Forest 

(Generated CoAP dataset) 

Feature 

selected 

1 coap.code .25 .15 ü 

2 coap.payload_length 0.0 .58 ü 

 

Hypothesis Three (H3) was confirmed. The types of attacks in the training 

datasets based on precision, recall, and F1-score affect ML model performance in 

detecting CoAP cyber-attacks. The differences in model performance are primarily due to 
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the attack approaches used by the dataset. This finding shows the importance of having 

datasets that capture different attacks. Table 5-2 captures the Hypothesis Summary. 

Table 5-2. Hypothesis Summary 

 Hypothesis  Hypothesis confirmed or 

rejected 
H1 Random Forest is the most successful machine 

learning model out of CNN-LSTM, Decision Tree, 

Naïve Bayes, and XGBoost at detecting CoAP 

cyber-attacks. 

Confirmed: Random Forest is the 

most successful machine learning 

model. 

H2 CoAP request messages (coap.code) and the size of 

the payload (coap.payload_length) are the most 

important features in detecting CoAP cyber-attacks. 

Confirmed: coap.code and 

coap.payload_length are the most 

important features in detecting CoAP 

cyber-attacks. 

H3 The types of attacks in the training datasets based 

on precision, recall, and F1-score affect machine 

learning model performance in detecting CoAP 

cyber-attacks. 

 

Confirmed: Machine learning model 

performance at detecting CoAP 

cyber-attacks is impacted by the 

types of attacks in the dataset. 

 

5.2 Conclusions 

With IoT devices becoming more prevalent, communication protocols such as 

CoAP are needed. The research showed that ML is a valuable tool for identifying cyber-

attacks, and more datasets with varying types of attacks are needed to improve defenses.  
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5.3 Contributions to the Body of Knowledge  

CoAP is a relatively new protocol with very little research completed to date in 

comparison to other IoT device communication protocols. CoAP has several features and 

therefore numerous options for attacks. Significant new contributions to the CoAP 

network defense field of study include: 

1. An extensive analysis of CoAP features (12 total) to help improve network 

defenses against cyber-attacks. Six CoAP features were the most previously 

analyzed based on the articles reviewed. 

2. Identified coap.code and coap.payload_length are important features that 

influence CoAP cyber-attack identification.  

3. Created a new CoAP dataset capturing cyber-attacks to aid the analysis of ML 

model performance. 

4. Confirmed that the types of attacks in a dataset impact the model performance. 

Previous research analyzed model performance on one dataset without insight into 

how the model would perform on datasets with different types of attacks. 

5.4 Recommendations for Future Research  

The research results are limited to the datasets utilized. A recommendation for 

future research is to expand the datasets to include various attacks. By extending the 

attacks used to baseline the model parameters, future research can aim to find out if 

model performance could eventually be consistent across datasets.  
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