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Abstract of Praxis 

 

 

Machine Learning for Detecting Modbus Zero-Day Exploits 

 

With cyber threats on the rise worldwide, Industrial Control Systems (ICS) have 

not gone unscathed. ICS play a major role in the backbone of critical infrastructure. ICS 

security controls are a must have requirement to ensure resilience; however, ICS are often 

deployed with little to no security controls. This Praxis evaluated Machine Learning 

(ML) models designed to detect zero-day exploits targeting Modbus TCP/IP, which is the 

standard protocol used in most ICS networks. Prior ML research on Modbus has not 

explored exploits from a zero-day perspective, contributing to the novelty of and 

motivation for this Praxis. 

The dataset of this Praxis was acquired from Kaggle, and ML was performed 

using the AutoML Pycaret library. Models were evaluated primarily for which had the 

best accuracy and speed, alongside if data rescaling techniques made a significant 

difference and performance. The best performing models were non-rescaled Gradient 

Boosting, Normalized Light Gradient Boosting, and non-rescaled Light Gradient 

Boosting, with no significant difference between their accuracies. Rescaling techniques 

did make a significant difference in performance, but the answer to which rescaling 

technique was best varied between each model. Welch's ANOVA and the Games-Howell 

post hoc test were used to determine if there is any significant difference between the 

models. This Praxis proves that AutoML can be used to detect Modbus zero-days, and 

can serve to inform security engineers when they design ML based intrusion detection 

systems. 
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Chapter 1: Introduction 

 

 

1.1 Background 

As a communication protocol, Modbus is commonly used to facilitate message 

flow across the TCP/IP network protocol. Many Supervisory Control and Data 

Acquisition (SCADA) environments/systems use the Modbus protocol to enable remote 

control of devices/components. Modbus is one of the most popular network 

communication protocols being used in SCADA system, and SCADA has the capability 

to collect and examine real-time data across multiple devices in Industrial Control System 

(ICS) environments (Alkhalil et al., 2023, p.1).  

ICS / SCADA is commonly deployed to support critical infrastructure such as 

water treatment, power, and solar plants. As stated by Alkhalil et al. (2023), 

ICS is a control system for industrial production, and is an important part 

of national infrastructure, widely used in key fields such as water 

conservancy, nuclear power, and energy, as the core control equipment of 

national infrastructure; its security is related to the national economy and 

people’s livelihood (Alkhalil et al., 2023, p.1).   

SCADA enables automated efficiency in the day-to-day operation of ICS; 

however, devices on Modbus networks are vulnerable and therefore can be exploited by 

cyber threat actors.  

SCADA facilitates the automation in the substation network, and according to the 

Occupational Safety and Health Administration website “a substation is a high-voltage 

electric system facility. SCADA is used to switch generators, equipment, and circuits or 

lines in and out of a system.” (U.S. Department of Labor, n.d.).  In the past, 

turning/switching generators on or off , making adjustments to substation equipment, 
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opening or closing circuit breakers to maintain power distribution were done manually. 

Now, with the evolution of the internet/technology, those substations have been 

automated to render certain manual tasks easier and faster. While there are advantages in 

using new technology to automate substation networks, cyber challenges arise. 

1.2 Research Motivation 

Exploring Automated Machine Learning (AutoML) based security controls, to 

detect attacks in Modbus networks is the key motivation for this Praxis. The Modbus 

protocol is vulnerable to cyberattacks because Modbus lacks encryption, authentication, 

and other security features. If threats can be identified with AutoML, then proper 

mitigation can be applied sooner, to remediate compromises. Having a model that can 

detect what normal communication traffic looks like in the Modbus protocol will help 

engineers or ICS operators intervene or take quick action when an abnormal event is 

happening is another motivation for this Praxis. 

Another motivation of this Praxis is to contribute or add to insights prior works 

related to enhancing the security of the Modbus protocol. The ICS environments where 

Modbus is used are critical and therefore need to be secure at all times. Another 

significant motivation, as an engineer and cyber specialist, is to create a one-of-a-kind 

AutoML model that will automate the standard ML method for a faster and more efficient 

response to cyber-attacks that target the Modbus protocol. In addition, being able to 

explore AutoML in the security aspect of Modbus protocol is an important area or topic 

to work on. The output of an intrusion model will help ICS operators or other engineers 

in the field build and secure Modbus protocol better in the ICS/SCADA network. 
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1.3 Problem Statement 

Compromised substation networks pose a serious threat to the stability of the 

electrical grid, costing American businesses $150 billion annually due to power outages 

(The White House, 2023). The same White House Biden-Harris fact sheet went further to 

say on 30th October 2023 that “Across the country, the electric grid connects 145 million 

households and businesses. Last year, the United States experienced eighteen separate 

natural disasters that resulted in millions of American families losing power”.    

Modbus's insufficient security is a concern, and security controls are required to 

guard against cyber-attacks in that arena. Attacks such as Denial of Service (DOS), 

Scanning attacks, and Man-In-The-Middle (MITM) can happen in compromised SCADA 

networks, placing critical infrastructure at risk (Sahani et al., 2023, p. 6). Since Modbus is 

an ideal protocol for communication in ICS, it is a concern to have cyber vulnerabilities 

in Modbus. A successful attack on Modbus can cause great damage to national critical 

industrial infrastructure systems. According to Banik et al. (2023), “Traditional Modbus 

protocol cannot withstand cyberattacks as it lacks security and encryption. Any 

vulnerability in the Modbus communication systems can affect the whole SG network” 

(Banik et al., 2023, p. 2). In light of these security shortcomings, additional security 

controls need to be developed.  

1.4 Thesis Statement 

An intrusion detection model using Machine Learning (ML) will improve the 

cybersecurity posture of the Modbus networks. Using machine learning methodology will 

help detect various malicious attacks on the Modbus protocol. The approach in this Praxis 



 

4 

is to use an ML intrusion detection model on the Edge-IoT dataset obtained from Kaggle 

and show how different attack types can be detected once models have been trained.  

The ML-based intrusion detection system (IDS) will help detect anomalies, or 

strange behaviors in a network which is a great countermeasure to defend against cyber-

attacks on the Modbus network. Therefore, developing methods to identify intrusions and 

malicious attacks in Modbus is one step closer to ensuring a robust cybersecurity posture 

for ICS.  

1.5 Research Objectives 

These Praxis Research Objectives (RO) are: 

RO1: Use an existing Modbus dataset from Kaggle and analyze normal versus 

malicious traffic in the Modbus protocol. 

RO2: Among ML algorithms tasked to identify attacks, identify ML models with the 

best performance and efficiency.  

RO3: Use Machine Learning to detect zero-day traffic. 

1.6 Research Questions and Hypotheses 

Research Questions and Hypotheses for this Praxis are: 

1.6.1 Research Questions 

RQ1: Can AutoML models trained to detect zero-days targeting ICS/SCADA 

networks produce an accuracy greater than 90%?  

RQ2: Among AutoML models trained to detect zero-days, is there a significant 

difference in their accuracy? 
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RQ3: Is there a significant difference in the testing speed among the top five strongest 

performing AutoML models trained to detect zero-days targeting ICS/SCADA 

networks? 

RQ4: Among feature rescaling techniques, is there a significant difference among the 

AutoML models trained to detect zero-days targeting ICS/SCADA networks? 

1.6.2 Research Hypotheses 

Hypotheses for the research questions above in this Praxis are: 

H1-n: Among AutoML models trained to detect zero-days targeting ICS/SCADA 

networks, none produce accuracy greater than 90%. 

H1-a: Among AutoML models trained to detect zero-days targeting ICS/SCADA 

networks, at least one can produce an accuracy greater than 90%. 

H2-n: Among AutoML models trained to detect zero-days targeting ICS/SCADA 

networks, there is no significant difference between their accuracy. 

H2-a: Among AutoML models trained to detect zero-days targeting ICS/SCADA 

networks, there is a significant difference between their accuracy. 

H3-n: Among the top five strongest performing AutoML models trained to detect 

zero-days targeting ICS/SCADA networks, there is no significant difference 

between their testing speeds. 

H3-a: Among the top five strongest performing AutoML models trained to detect 

zero-days targeting ICS/SCADA networks, there is at least one model with a 

significantly different prediction speed. 
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H4-n: Among AutoML models trained to detect zero-days targeting ICS/SCADA 

networks, there is no significant difference in accuracy between feature 

rescaling techniques. 

H4-a: Among AutoML models trained to detect zero-days targeting ICS/SCADA 

networks, there is at least one model with an accuracy that is significantly 

different from the rest. 

1.7 Scope of Research 

This research relied on using a public Modbus dataset from Kaggle to show how 

zero-days can be detected with AutoML. This Praxis trained AutoML models to detect 

attacks and tested the models using attacks the models were not trained against. AutoML 

is discussed in Section 2.5. The public dataset from Kaggle is discussed in Section 3.2, 

and AutoML models are discussed in Section 3.7. 

1.8 Research Limitations 

This Praxis is limited to the test bench dataset found by Kaggle. Even though this 

dataset mimics real-world Modbus protocol network traffic, the dataset remains a test 

bench and is not a perfect mirror of real ICS traffic. As a result, the dataset may contain 

some biases because it was obtained from a known set of devices/test bench workstations. 

1.9 Organization of Praxis 

The Praxis is structured as follows:  

Chapter 1 - Introduction: This chapter gives a brief overview/background of the 

research in question. 
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Chapter 2 - Literature Review: This chapter shows past related research works 

and their contributions. 

Chapter 3 - Methodology: This chapter presents the technique/methodology 

used for feature selection and testing of different Machine Learning models. 

Chapter 4 - Results: This chapter shows model accuracy which will help 

improve cyber posture in Modbus TCP/IP. 

Chapter 5 - Discussion and Conclusion: This chapter gives recommendations 

for future related work.  
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Chapter 2: Literature Review 

 

 

2.1 Introduction 

As more entities in the industrial fields lean toward automation to perform many 

manual tasks, the methods and protocols used to render manual tasks easier bring along 

cybersecurity vulnerabilities. Those weaknesses, if or when exploited, can cause great 

damage to a nation's infrastructure. Prior research works that show cybersecurity threats, 

weaknesses, and potential mitigation avenues in Modbus TCP/IP network will be 

presented in this chapter, alongside other topics relevant to understanding this Praxis. 

2.2 Industrial Control System (ICS) 

In industries such as energy and transportation, ICS plays an important role. As 

stated by Cook et al. (2023), “ICS controls and operates the physical processes in critical 

national infrastructure sectors such as water treatment and electrical generation and 

manufacturing” (Cook et al., 2023, p.1). ICS is a crucial tool when it comes to automated 

industrial processes. Elements such as Supervisory Control and Data Acquisition 

(SCADA), Distributed Control Systems (DCS), Programmable Logic Controllers (PLCs), 

Human-Machine Interface (HMI), Industrial Networking, Industrial Internet of Things 

(IIoT), and Security are major players in the ICS.  

SCADA will be discussed in more detail in Section 2.3 of this Praxis. DCS are 

used to make control decisions on field devices and monitor process operations. PLCs 

which are discussed further in the next paragraph are used for processing input/output 

signals. HMIs facilitate the communication between ICS and the operator. IIoT is a 

trending phrase to describe networks within industrial environments, where the Internet 
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of Things intersects with ICS. Lastly, security ensures ICS is protected against cyber-

attacks. 

According to Cook, the cybersecurity features such as the interconnection of ICS 

components like SCADA systems, and PLCs increase the attack surface, making ICS 

potential targets for cyber-attacks (Cook et al., 2023, p.1). Moreover, ICS networks often 

sit alongside an Operation Technology (OT) network, which is just hardware and 

software that are used remotely to control critical industrial devices.  

Besides the OT, there are also Information Technology (IT) networks, which 

include workstations, databases, and other traditional computers (Conti et al., 2021, p.1). 

OT monitors physical processes and IT handles network information flow in ICS. Before 

the evolution of the Ethernet, ICS environments were mainly networked using serial 

connections, with each connected device having its own individual wire that ran back to a 

central operations room (Ops room for short). Fast forward to recent years, the Ops Room 

looks very different, thanks to Ethernet TCP/IP communication instead of serial 

communication in ICS. More details about Modbus TCP/IP will be presented in Section 

2.4. The characteristic of modern Ops rooms is the adoption of SCADA, for 

transportation of ICS data for supervisory control by operators, and data acquisition into 

databases to archive what historically happened within the ICS environments. 

In addition, the four primary components of the ICS/SCADA are the Ops Rooms / 

Human Machine Interface (HMI), servers supporting SCADA services, PLCs, and 

SCADA Engineers programming workspace. PLCs could play dual roles. First, PLCs are 

used to control the ICS process. Secondly, PLCs can relay process data to other systems 

such as SCADA systems, DCS, and HMIs. Pickren et al. (2024) also said that PLCs are 
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critical components of ICSs because of their dual function to monitor and manipulate 

other components through local control (Pickren et al., 2024, p.1).  

2.3 SCADA Network Review  

SCADA systems are used in many ICS environments that control critical systems 

such as oil and gas, water treatment and power plants, plutonium enrichment labs, 

power/smart grids, and so on. Qu et al. (2018) stated that “SCADA systems allow remote 

monitoring and remote access and control for geographically dispersed facilities, 

enabling operators in these facilities to monitor and control the entire system in real-

time” (Qu et al., 2018, p. 437).  

SCADA contains the following four components (a) “master terminal unit (MTU) 

which controls the processes in the system using a human–machine interface (HMI)”; 

(b) “Remote Terminal Units (RTUs) which transmit the data collected from the field 

sensors to the MTU”; (c) “a historian database to store the data acquisition”; and (d) “a 

communication network such as Modbus” (Sögüt & Erdem, 2023, P.3). While SCADA 

plays an important role in the ICS, SCADA faces many cyber challenges. The growth of 

the internet, with many essential components connected and remotely operated, has 

increased the attack surface.  

2.3.1 ICS/SCADA Attacks and Modbus TCP/IP Vulnerabilities Review 

Moxa, a leader in Edge Networks, revealed that a cyberattack occurred on the 

Ukrainian electric power plant causing a major blackout that affected two million people 

after Russia invaded Ukraine. (SIW, 2023). Due to vulnerabilities in the Modbus TCP/IP 

protocol used by the ICS, ICS are facing many different cyber-attacks such as man-in-

the-middle (MITM), command injection, and denial-of-service (DoS) (Sögüt & Erdem, 
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2023, P.4). Other examples include the Stuxnet attack against the Iranian uranium 

facilities that disrupted a nuclear power plant/grid; there was also the Irongate attack 

against Siemence’s; in addition, there was the Florida City Water supply poisoning attack 

where “the attackers seized the water facility and tried to increase the sodium hydroxide 

level in the city water” (Sögüt & Erdem, 2023, p.4). Last but not least, Saudi Arabian 

petrochemical facility was attacked by the Triton malware (Dehlaghi-Ghadim et al., 

2023, p. 1).  

In addition, Phillips et al. (2020) listed the following cybersecurity weaknesses in 

the Modbus protocol “(a) Lack of confidentiality; (b) Lack of integrity; (c) Lack of 

authentication; (d) Simplistic Framing where TCP does not preserve record boundaries; 

and (e) Lack of session Structure with no knowledge of the existing session” (Phillips et 

al., 2020, p.190). The MODBUS protocol is a popular communication protocol. 

Attackers can exploit the MODBUS vulnerabilities to cause harm to ICS. Morris& Gao 

(2013) showed a set of seventeen cyber-attacks that can happen in ICS through the 

MODBUS communication protocol (Morris & Gao, 2013, p.23).  

Substation Automation Systems (SAS) are used for protection, communication, 

and monitoring. SAS also have been the target of cyber-attacks. Those systems tend to 

use the Modbus protocol as the primary source of communication which could be 

exploited due to the vulnerabilities that currently exist in Modbus. Sahani et al. (2023) 

explained how the Ethernet is widely used within those systems network communication. 

Therefore, similar to the known vulnerabilities that are present in TCP/IP, these 

vulnerabilities can also be seen in those substations’ networks such as DoS and MITM 

(Sahani et al., 2023, p.7).  
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2.3.2 Impact of Digitization, Information and Communication Technology 

Girdhar et al. (2021) discussed the importance of data communication and how 

the introduction of digitization of substation networks increased the cybersecurity attack 

surface. Girdhar et al. stated “The integration of computers and communication 

capabilities with power systems, digitization, and massive deployment of Information and 

Communication Technology (ICT) systems have rendered the systems more vulnerable to 

unauthorized intrusions into the digital substations” (Girdhar et al., 2021, p.1). 

With the evolution of ICT, numerous actions can be performed remotely through 

SCADA. While this makes life easier, attackers can take advantage of weaknesses 

present in the substation networks to attack critical access points. Girdhar et al., listed the 

following cyber-attacks: 

 (1) Korea Hydro and Nuclear Power Co Ltd, where malicious firmware 

hijacked the Human Machine Interface (HMI) and sent phishing emails to 

the power plant employees; (2) in Ukraine through a malware named 

BlackEnergy, severe power outages occurred and affected around 225,000 

residents (Girdhar et al., 2021, p.3).  

2.4 Modbus Protocol Review 

Modbus is used to facilitate the communication between the master or Parent PLC 

and the slaves or child PLCs and has three primary families of variants: MODBUS 

TCP/IP, MODBUS RTU, or MODBUS ASCII (Morris & Gao, 2013, p. 23-28). This 

Praxis focuses on the Modbus TCP/IP. Modbus TCP/IP, sometimes just referred to as 

Modbus TCP, was registered in 1996 with the Internet Assigned Number Authority 

(IANA) (Modbus, 2018, p.6).  

During the registration, port number 502 was assigned to the protocol. To make 

the protocol more secure, Transport Layer Security (TLS) is used to secure data during 
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communication, thus port 802 was assigned. In addition, Modbus TCP/IP is based on “the 

addition of the Modbus Application Protocol (MBAP) header at the front of the frame” 

(Modbus, 2018, p.6).  

The Modbus protocol frame contains the MBAP header, the function code which 

is the instruction to PLC, and the data portion containing Modbus request or response 

(Modbus, 2018, p.6).  Figure 1 below displays a typical Modbus frame. As a 

communication protocol, Modbus facilitates data transport between multiple devices. 

This data is shared or exchanged via packet which is a medium of transmitting data 

through the network. Modbus TCP/IP frame wraps data in a packet which consists of 

information related to network communication, transaction, and protocol ID which is part 

of the Modbus Application Protocol (MBAP) header and a unique identifier, the function 

code which is part of the Modbus Application Data Unit (ADU) and the data telling if it 

is a Modbus data request or response. 

According to Acromag, Inc. (2005),  

Modbus TCP/IP uses networking standard (TCP/IP) and physical network 

(Ethernet) to carry the data of the Modbus message. Modbus TCP/IP 

message is simply a Modbus communication encapsulated in an Ethernet 

TCP/IP wrapper. In practice Modbus TCP/IP embeds a standard Modbus 

data frame into a TCP frame without the Modbus error checking field 

(checksum) (Acromag, 2005, p.4).  

Figure 1 below illustrates a representation of the Modbus TCP/IP Packet 

structure.   
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Figure 1.  Modbus TCP/IP Packet Composition 

(Acromag, 2005, p.4) 

 

2.5 AutoML and Traditional ML Libraries Review  

2.5.1 AutoML Libraries Review 

For many years, a considerable amount of work and effort has been conducted 

using standard Machine Learning (ML) algorithms. Most, if not all, previous works have 

been focused on standard ML (such as scikit-learn) to analyze performance. Automated 

Machine Learning (AutoML) presents an alternative means to perform ML. As noted by 

Salehin et al. (2023),  

AutoML is an emerging field that aims to automate the process of building 

ML models. AutoML emerged to increase productivity and efficiency by 

automating as much as possible the inefficient work that occurs while 

repeating this process whenever ML is applied (Salehin et al., 2023, p.1).  

AutoML is a way of reducing costs in model development. AutoML with the ML 

algorithms selected can be more efficient when designing a solution model. According to 
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Salehin et al. (2023), “AutoML system has the capability to dynamically merge different 

techniques to establish a simple and user-friendly end-to-end ML pipeline system” 

(Salehin et al., 2023, p.53-55). Several phases are involved when dealing with AutoML, 

“(1) Feature engineering; (2) Data preparation; (3) Model generation and model 

evaluation” (Salehin et al., 2023, p.53). 

Figure 2.  AutoML Stages  

(Salehin et al., 2023, p.53) 

 

All those phases in AutoML can be done with minimal code through an AutoML 

library. There are multiple AutoML libraries such as PyCaret pronounced as “pie carrot”, 

MLJar (its powerful AutoML tool that is easy to use), and auto-Sklearn which does the 

heavy duty of algorithm selection for a user in an automated way that will save a user 

time. This Praxis will focus on the AutoML with PyCaret library due to time constraints. 

PyCaret is an open-source library that automates ML functions with less code. Mengi et 

al. (2023) stated that “Automated machine learning (AutoML) aims to reduce the need 

for data scientists by allowing domain experts to automatically construct ML applications 

without extensive statistical and ML knowledge” (Mengi et al., 2023, p.1).  



 

16 

Using any AutoML library can speed up the process of developing a model. 

AutoML with PyCaret library can accelerate the training and testing phase and produce 

faster results than traditional ML. AutoML with PyCaret has built-in functions that can be 

used for comparing multiple models and can display the best performance metrics among 

the models quicker than traditional ML. Similar to traditional ML, AutoML with PyCaret 

supports both supervised and unsupervised datasets. AutoML with PyCaret can also be 

used for classification and clustering. In addition, preprocessing, data cleaning, and 

hyperparameter tuning of a dataset can be done faster and can also be automated. Also, 

AutoML with PyCaret can provide performance metrics results efficiently. In the next 

few paragraphs below, traditional ML will be discussed. 

2.5.2 Traditional ML Libraries Review  

ML has been around for many years. In 1959, Arthur Samuel said, “Machine 

learning is the field of study that gives computers the ability to learn without being 

explicitly programmed” (Géron, 2022, ch.1, p.1). Fast forward sixty-three years later, 

Géron said in his book that: “Machine learning is the science (and art) of programming 

computers so they can learn from data” (Géron, 2022, ch.1). When dealing with complex 

data, ML can help categorize the data using many techniques. ML could ease certain 

complex and difficult to manage tasks and could render them easier to manage. 

A popular and widely used traditional ML python library is Scikit-Learn (aka 

sklearn). When it comes to developing an ML model, analyzing, assessing performance 

of a model, or preparing a dataset through preprocessing, sklearn can support that. Scikit-

Learn can accomplish many tasks such as feature scaling for dataset preprocessing, and 

evaluating performance metrics such as AUC, accuracy, precision, recall, and F1-score.  
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Sklearn can also aid with classifying supervised data and grouping or clustering 

non-supervised data. Shushkevich et al. (2021) stated that Scikit-Learn “contains a big 

variety of models for classification, clustering, and predicting a continuous-valued 

attribute” (Shushkevich et al., 2021, p.4). According to Seldon (2022), “Supervised 

machine learning requires labeled input and output data during the training phase of the 

machine learning model lifecycle. It is used to classify unseen data into established 

categories and forecast trends and future change as a predictive model”. When it comes 

to un-supervised machine learning, Seldon also said, “It is the training of models on raw 

and unlabeled training data. It is often used to identify patterns and trends in raw datasets, 

or to cluster similar data into a specific number of groups” (Seldon, 2022).  

ML is used in many real-life applications. Many companies use regression-based 

models to predict growth and/or stock values, for example. Furthermore, to combat 

fraudulent activity in the banking sector, particularly the credit card business, the 

isolation forest algorithm can be used. (Géron, 2022, ch.1). Regression according to 

Géron, “is a method or technique used in ML to predict a target numeric value, such as 

the price of a car, given a set of features (mileage, age, brand, etc)” (Géron, 2022, ch.1). 

ML had also been used to categorize things with common characteristics using the 

clustering algorithm model (Géron, 2022, ch.1).  

In addition, when dealing with regression-based models, the root-mean-squared 

error (RMSE) metric can be used for model evaluation. As stated by Chico et al. (2021), 

“RMSE is optimal for normal errors, it is the square root of the mean squared error 

(MSE). Also, it has been used as a standard statistical metric to measure model 
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performance” (Chicco et al., 2021, p.1). To detect outliners, MSE can be a good metric to 

use. According to Hodson (2022),  

MSE can be used if there are outliners that need to be detected, it is great 

for attributing larger weights. MSE and RMSE are monotonically related 

(through the square root). An ordering of regression models based on 

MSE will be identical to an ordering of models based on RMSE (Hodson, 

2022, p.5).  

Another powerful ML model worth mentioning is the Support Vector Machine 

which can be used for multiple purposes such as linear, non-linear classification, and 

regression. SVM could also be very effective or could perform very well on small to 

medium size datasets (Géron, 2022, ch.5). Other ML algorithms that have been used by 

many other researchers are for example, decision tree which is a supervised model. When 

it comes to intrusion detection, specifically anomaly detection, ML is revealed to be a 

good tool of support in this area. Belis et al. said, “ML techniques have gained popularity 

as a more flexible and powerful approach for performing anomaly detection” (Belis et al., 

2024, p.1). Chatterjee et al. (2023) went further to say that “ML does in fact provide 

cybersecurity insights and assist in the growth of various strategies” (Chatterjee et al., 

2023, p.2).  

In ML, during model development, scientists often use an approach that allows 

the model to learn from a significant amount of the entire dataset while using a smaller, 

different portion of the dataset to evaluate or predict the model. This method of splitting 

the dataset in such a way is sometimes referred to as a 70-30 split. The 70-30 split is used 

to partition the entire dataset into two parts. Seventy percent (70%) of the whole dataset 

is used for training the algorithm. This is where the model learns about different features 

and patterns of the dataset. The remaining thirty percent (30%) is allocated for testing or 

validating the model. This divide strategy of the dataset ensures the model has enough 
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data samples to effectively train on, and a smaller portion but enough to evaluate the 

training was done accurately and to check on the model performance.  

Moreover, this allocation contributes to assessing the algorithm’s performance on 

how effectively it interacts with the 30% unseen data. The 70-30 split could help a model 

after being trained to predict accurately, therefore improving the model’s performance. 

While a 70-30 split is standard, it is not uncommon to see 80-20 or 90-10, 60-40 or even 

50-50 split. According to Joseph (2022),  

There does not seem to be clear guidance on what ratio is best or optimal 

for a given dataset... 

Theoretical and numerical investigations on the optimality of data 

splitting ratio so far have not led to any consensus…  

On the other hand, extensive numerical studies by Dobbin and Simon, 

Pham et al., and Nguyen et al. have indicated that a value of around 30%  

to be a reasonable choice. (Joseph, 2022, chap. 1, para. 3-4) 

In conclusion, the unique strength of PyCaret, in contrast to Scikit-Learn, is that 

AutoML with PyCaret will automate most of the optimization of model configurations, 

otherwise done by hand. PyCaret can help in creating, training, tuning, comparing, 

predicting, and saving a model. These functions can be customized to run on different 

scaler techniques.  

2.6 Classification, Clustering, and Reinforcement Machine Learning 

With supervised ML, the algorithms learn from and test against labeled data. As 

stated by Géron, “Classification is a typical supervised task where the training set you 

feed to the algorithm includes the desired solution, called labels” (Géron, 2022, ch.1). 

The labels represent which category the data traffic falls into such as benign versus 

malicious traffic. Moreover, the classification could be binary when dealing with only 

two categories; or multiclass when the dataset has more than two classes. As will be 
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discussed in the Methodology chapter, this Praxis primarily uses supervised classification 

algorithms. It is worth noting that supervised ML also includes regression algorithms, 

which are also used in this Praxis. Regression models can be trained to predict the future 

such as stock market forecasting. Géron went further to say that “the sort of tasks 

involving target numeric value predictions such as the price of car is called regression” 

(Géron, 2022, ch.1). 

Alternative to supervised learning, unsupervised learning deals with unlabeled 

data. Unsupervised algorithms often use clustering techniques (instead of classifying 

techniques), which seek to group data points with similarities. In contrast to 

classification, clustering learns from unlabeled data to build or develop models. 

According to Géron (2022), “Clustering is a tool for data analysis and its goal is to group 

similar instances together into clusters” (Géron, 2022, ch.9). While unsupervised 

algorithms are intended for non-labeled datasets, unsupervised algorithms can also be 

applied to labeled datasets; however, algorithms designed for labeled datasets generally 

perform better on labeled datasets.  K-Means Clustering, also known as K-Nearest 

Neighbors (KNN), for example, is an unsupervised algorithm used in this Praxis, even 

though the dataset of this Praxis is labeled.  The “k” of K-Means Clustering indicates the 

number of clusters the dataset attempts to make. After dividing the dataset into groups or 

clusters, each group has a centroid which is the mean among the points in a group.  

Another type of ML is Reinforcement learning which learns in iterations, based 

on a reward and penalty system. Reinforcement learning is a “system where the learner 

observes the environment, selects and performs actions, and gets rewards in return. It 

learns by itself the best strategy called policy to get the most reward over time” (Géron, 



 

21 

2022, ch.1). Reinforcement learning is popular, for example, with autonomous / self-

driving vehicles, where the vehicle fleets progressively (iteratively) improve in their 

driving capabilities. 

2.7 Contribution from Previous Research  

Table 1.  Prior ML Research, Journal, Article, Book Read for this Praxis 

Publication 

Year 

Author in 

Bibliography 

Models / Methodology 

2024 Sah & Hong Performance Comparison of ML Models for Concrete Compressive Strength Prediction 

2023 Dehlaghi-

Ghadim et al. 

Decision Tree (DT), Random Forest (RF), and Artificial Neural Networks (ANN). ML 

2023 Mengi et. al. AutoML 

2023 
Sögüt & 
Erdem 

ML, Deep Learning 
Support Vector Machines (SVM), DT, k-nearest Neighbors (KNN), and k-means clustering 

2023 Salehin et al. Auto-ML 

2023 Alkhalil et al. SVM (Support Vector Machine) 

2023 Cook et. al. CNN (Convolution Neural Networks) 

2023 Chatterjee et. 

al. 

SVM ( Support Vector Machine) 

2022 Ferrag et al. Centralized and Federated Learning, ML 

2022 Ray & Susan Performance Evaluation using online ML Packages for Streaming Data 

2022 Géron A Machine Learning, TensorFlow 

2022 Uddin et al. Comparative performance analysis of KNN 

2021 Shushkevich 

et al. 

Scitkit-Learn aka sklearn 

2021 Chen et al. Improved naive Bayes classification algorithm for traffic risk management 

2020 Phillips et al. ML. SVM, KNN, K-Means, Decision trees 

2018 Jiang et al. A Direct Approach for Sparse Quadratic Discriminant 

Analysis 

2018  Qu et al. Machine Learning 

2017 Ke et al. Machine Learning Algorithm 

 

Table 2.  Prior Non-ML Research, Journal, Article, Book Read for this Praxis 

Publication 
Year 

Author in 
Bibliography 

Models / Methodology 

2024 Pickren et al. PLC web-based Malware Attack 

2023 Sahani et al. Statistical model. Time complexity (big O notation) 

2023 Banik et al. Metasploit to simulate  the attack on simple test bed in a virtual machine (VM) 

2022 Joseph V.R. Optimal ratio for data splitting 

2022 Hodson T.O Mean square error (MSE), Root mean square error (RMSE) 

2021 Conti et al. Testbed is classified as Hybrid, Physical, Virtual 

2021 Girdhar et al. HMAC (Hash-based message authentication), GMAC (Galois message authentication code) 

2021 Pospisil et al. Industrial Test Beds. Physical, Simulated, Virtual, and Hybrid testbeds. 

2021 Almudevar, 

A 

Central Limit Theorem 

2021 Chicco et al. Root mean square error (RMSE) 



 

22 

Publication 

Year 

Author in 

Bibliography 

Models / Methodology 

2020 Foody, G. M Kappa 

2020 Frost J Statistics 

2019 Xing W. Feature scaling 

2018 Schober et 
al.  

Correlation 

2015 Singh et al. Normalization 

2013 Morris et al. 17 attacks against SCADA control systems 

2011 Wu et al. Rescaling 

2009 Sawyer S. F ANOVA 

2007 Schechtman 
et al. 

Two-Sample T-Test 

 

Some prior research showed how traditional ML could check for anomalies. The 

tables above also show a series of cyber-attacks that either already happened or could 

happen due to poor security posture in the ICS, SCADA, or Modbus protocol. While 

prior works have been done in this area, no prior research talked about how AutoML can 

improve security in the Modbus protocol, nor did prior research evaluate zero-day traffic. 

In Table 2 above, journals/articles related to AutoML showed how the AutoML concept 

is growing and can help automate many manual tasks that have been done before in 

traditional ML. 

2.8 Summary and Conclusion 

Table 1 and Table 2 above listed some previous research articles, and journals that 

were read and/or contributed to the development of this Praxis. Some of the journals, and 

articles listed in Table 1 or Table 2 talked about ML methods or ideas, and techniques 

that could contribute to improving security in Modbus. Prior researchers presented the 

usage of machine learning and different types of attacks on Modbus. In previous studies, 

researchers who talked about ML focused more on traditional ML.  

In addition, Table 1 listed many journals that discussed different techniques and 

methodologies that have been used in the past. Also, some journals presented many 
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different cyber-attacks that were revealed to be a challenge in ICS and posed a great 

threat to a nation's ICS critical infrastructure. Systems like SCADA help in monitoring 

and remotely controlling certain components/devices in ICS either locally or remotely in 

a different geographical location via the internet using Ethernet TCP/IP protocol. While 

this facilitates message communication and easy control of certain critical devices in ICS, 

cyber-attacks surface also increases. Some journals and articles presented how traditional 

ML can help in threat detection. Chapter 3 will present the methodology and techniques 

used in this Praxis. 
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Chapter 3: Methodology 

3.1 Introduction 

This methodology chapter provides an overview of the dataset used in this Praxis, 

as well as information relevant to the experiment design used to produce the results in 

Chapter 4. Section 3.2 talks about the generation of the dataset and presents a brief 

review. Section 3.3 presents the features of the dataset and the feature selection process, 

and also presents the correlation of the features in the dataset. Section 3.4 describes the 

rescaling techniques. Section 3.5 introduces the AutoML library used in this Praxis. 

Section 3.6 describes performance metrics. Section 3.7 describes the AutoML models 

used in this Praxis. Section 3.8 presents the Analysis of Variance (ANOVA) and the tool 

used to conduct ANOVA. Section 3.9 gives a brief overview of the two-sample t-test and 

Satterthwaite’s correction. 

3.2 Review of the Dataset / Dataset Generation  

The dataset used in this Praxis was obtained from Kaggle. For academic research 

purposes, this dataset is free to use perpetually without any special request; however, for 

commercial use, the author of the dataset, Dr. Mohamed Amine Ferrag, requires 

permission prior to the use of the dataset. Dr. Ferrag and his team's dataset was generated 

from a testbed which is an environment setup to conduct experiments that could replicate 

real-world scenarios. Actual data collection and generation started on November 21, 2021 

and ended on January 10, 2022. During this time, several hours of logs were collected 

every day. Table 3 below summarizes the fourteen attack types collected. 
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Table 3.  List of Attacks against MODBUS Protocol in ICS  

(Ferrag et al., 2022, p.10) 

Attack  # Attack Name Attack Definition 

1 Backdoor A malicious way of avoiding normal authentication process to gain access. 

2 DDoS_HTTP Distributed Denial of Service Hypertext Transfer Protocol attack, where HTTP service 
becomes unavailable due to internet traffic flooding. 

3 DoS_ICMP Denial of Service Internet Control Message Protocol attack, where the targeted 

victim/device gets flood with ICMP request (through ping command). 

4 DDoS_TCP Distributed Denial of Service Transmission Communication protocol attacks the server and 
makes the server unavailable for real users. 

5 DDoS_UDP Distributed Denial of Service User Datagram Protocol attack diminishes server/system 

bandwidth and makes such system or machine unavailable for authorized users to access. 

6 Fingerprinting A way of scanning, identifying and exploring a system in an attempt to get vulnerable, 
valuable information about the system. 

7 MITM Man-in-the-Middle attack where the malicious actor place themselves in between two 

legitimate parties without their knowledge. 

8 Password An unlawful way to try to gain access to a machine or system.  

9 Port_Scanning A method use by malicious actor to identify open port that is not secure on a network.  

10 Ransomware A way to deny users to access their own resources by locking/encrypting their systems and 

demand a ransom to release such info. 

11 SQL_injection A way of injected malicious Structured Query Language code in the intention of causing 
harm to a database. 

12 Uploading A way of uploading file of any type by any unauthorized user on a system. 

13 Vulnerability_Scanner A technique used to identify potential security weakness on a system.  

14 XSS Cross-site scripting attack, where malicious executable script is introduced in code in the 
intention to make the system behaves differently than intended.  

 

To create the dataset, Dr. Ferrag and his team started by installing different 

hardware and software and also set up and configured the network environment. A 

sample of tools and IoT devices that were used in the creation of this dataset are 

presented in Table 4 below. The full list can be found in Dr. Ferrag and his team's journal 

article. It is worth noting that the device names listed in the article are similar to the type 

of devices that could be seen in an ICS/SCADA Modbus network environment. 

Table 4.  IoT Devices Adopted in the Dataset Creation  

(Ferrag et. al., 2022, p.288) 

IoT Device Name Description IIot/IoT application type 

Sound Detection 

Sensor 

“Used to notice sound.” “Security system for home office, home 
automation, Ambient sound recognition”. 

“LM393 Sound Detection 
Sensor Module”. 

Ultrasonic Sensor “Identify the distance of the 

object from sensor”. 

“IoT agricultural, IoT-based Smart 

Monitoring”. 

“HC-SR04, Ultrasonic 

Sensor”. 

Water Level 

Detection Sensor 

“Produce output voltage 
according to water resistance”. 

“IoT agricultural, Water distribution 
systems, Smart Irrigation systems”. 

“Water level detection, 
sensor module”. 

PH Sensor Meter “Used in a variety of PH 

measurements”. 

“Water distribution systems”. “PH sensor, PH 4502C”. 

Servo Motor “Geared motor capable of 
turning 180 degrees, and 

activated by sending electrical 

impulses”. 

“IoT/IIoT automation and control”. “Servo SG90”. 
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IoT Device Name Description IIot/IoT application type 

Stepper Motor “Electric direct current motor 

that splits a complete rotation 
into a number of equal steps”. 

“IoT/IIoT automation and control”. “Stepper motor 28BYJ-48 

and the ULN2003”. 

DC Motor “Electric motors that transform 

direct current electrical energy 
into mechanical energy”. 

“IoT/IIoT automation and control”. “DC motor and the L293D 

chip”. 

IR Receiver 

Sensor 

“Used for remote control 

detection”. 

“IoT-based smart monitoring”. “IR Receiver, Diode 

TSOP38238”. 

Soil Moisture 

Sensor 

Measure the chare and 
discharge time so that the 

sensor can determine how 

moisty the earth is. 

“Smart crops monitoring, smart 
irrigation”.  

“Capacitive moisture, 
sensor v.12”. 

Low-Cost Digital 

For Sensing 

Temperature 

“Consists of thermistor for 
sensing temperature”.  

“Heating, Ventilation, and air 
conditioning systems”. 

“DHTII Sensor”. 

Low-cost digital 

sensor for sensing 

humidity 

“Consist of capacitive humidity 
sensing element”. 

“Heating, Ventilation, and air 
conditioning systems”. 

“DHTII Sensor”. 

 

Figure 3 below shows the simulated testbed that Dr. Ferrag and his team used to 

collect the Modbus data. The picture depicted all the components in the testbed 

environment.   
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Figure 3.  Edge-IIoTset Dataset Testbed Architecture  

(Ferrag et al., 2022, p.6) 

 

Also, Dr. Ferrag and his team used threat and attack modeling strategies against 

multiple IoT and IIot devices. Five different attack categories were generated such as 

(DoS, DDoS, Information Gathering, Man in the Middle, Injection, Malware) and 

fourteen different subsets of attacks. These attacks were classified as malicious traffic in 

the dataset. See Table 5 below for the complete list of attack categories and subsets. 
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Table 5.  List of Attacks Included in Edge-IIoT Dataset 

(Ferrag et al., 2022, p.290) 

Attack 

Category 

Attack Type IoT Vulnerabilities Tools 

 

 

 

 

 

 

 

DoS/DDoS 

Attack 

TCP SYN Flood 

DDoS Attack. 

“Make the victim’s IoT edge server 

unavailable to legitimate requests.” 

“Sending manipulated SYN packets using the 

tool hping3-based python script.” 

UDP Flood DDoS 
Attack 

“Overwhelm the processing and 
response capabilities of IoT devices.” 

“Sending manipulated UDP packets using the 
tool hping3-based python script.” 

HTTP flood DDoS 

Attack 

“Exploits seemingly-legitimate 

HTTP GET or POST requests to 
attack IoT application.” 

“Use 200000 connections with GET requests 

using the slowhttptest tool.” 

ICMP Flood DDoS 

Attack 

“The IoT edge servers become 

inaccessible to normal traffic By 
flooding them with request packets 

(i.e., with ICMP echo-requests 

(pings)).” 

“Sending manipulated ICMP packets using the 

tool hping3-based python script.” 

 

 

 

 

Information 

Gathering 

Port Scanning “Discover open doors or weak points 

in the edge-based IoT network.” 

“Discover active hosts using the Nmap and 

Netcat tools.” 

OS Fingerprinting “Analyzing IoT data packets to spot 

the weakness of IoT devices as well 
as Edge servers.” 

“An active operating system fingerprinting tool, 

named xprobe2.” 

Vulnerability 

Scanning Attack 

“Identifying IoT network security 

vulnerabilities”. 

“A web server scanner tool, named Nikto, for 

performing comprehensive tests against web 
servers”. 

 

 

 

Man in the 

Middle 

Attack 

DNS Spoofing 

Attack 

“The interception of communications 

between IoT devices and a DNS 

server”. 

“Sniffing and spoofing using Ettercap tool”. 

ARP Spoofing 

Attack 

“Linking an attacker’s MAC address 

with the IP address of an IoT device 

or Edge server”. 

“Sniffing and spoofing using Ettercap tool”. 

 

 

 

 

 

Injection 

Attacks 

Cross-site Scripting 
(XSS) Attack 

“Send a malicious script to an 
unsuspecting user, which can access 

sensitive information, session tokens, 

cookies ...etc”. 

“Detect, exploit and report XSS vulnerabilities 
using xsser tool in a PHP/MySQL web 

applications (DVWA application)". 

SQL Injection “(Read/Insert/Update/Delete) 

sensitive data from the IoT database 

by the injection of a SQL query”. 

“Detecting and exploiting SQL injection flaws 

using sql map tool”. 

Uploading Attack “Uploading files that contain 
malwares’ command and control 

data”. 

“Creating php backdoor using Metasploit 
framework and uploading through a 

PHP/MySQL web application (e.g., Damn 

Vulnerable Web App (DVWA))”. 

 

 

 

 

 

 

 

 

 

Malware 

Attacks 

Backdoor Attack “Install backdoors to take control of 

vulnerable IoT network 

components”. 

“Creating python script backdoor using 

Metasploit framework and then transferring it 

using curl tool”. 

Password Cracking 

Attack 

“Identify an unknown or forgotten 

password to an IoT device in order to 

obtain unauthorized access to IoT 
resources”. 

“The CeWL tool is used as a ruby app for 

creating a list of words (password crackers) and 

email addresses (usernames)”. 

Ransomware Attack “Publish or blocks access to IoT data 

or an IoT device system by 

encrypting it, until the victim pays a 
ransom fee to the attacker”. 

“After applying the Backdoor attack, the 

OpenSSL cryptography toolkit is used for 

creating RSA public/private keys and 
encrypting and decrypting victim files”. 

 

In addition, packet data were collected using Wireshark to capture benign and 

malicious traffic. This data was collected on a continuous frequency for about 3 hours 

each time. Feature extraction was conducted next to obtain the relevant features from 

PCAP which is a packet capture format that collects network traffic using tools such as 

Zeek, Wireshark, and tcpdump. The final output of the data was saved in CSV (a comma-
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separated value to store data similar to Excel) format. Sixty-one high correlation features 

were noticed after collection and generation were completed.  

After feature extraction, labels applied to include attack type either 0 for benign or 

1 for malicious traffic on the dataset. Finally, ML algorithms such as Random Forest 

(RF), Support Vector Machine (SVM), Decision Tree (DT), XGBoost were used on the 

dataset to evaluate the performance.  The original raw data and number of records for 

each attack type are presented in Table 6 below. 

Table 6.  Raw Dataset, Number of Records for each File Type 

Dataset Name Number of Records 

Modbus (normal, benign traffic) 159,502 

Backdoor_attack 24,862 

DDoS_HTTP_Flood_attack 229,022 

DDoS_ICMP_Flood_attack 291,4354 

DDoS_TCP_SYN_Flood_attack 2,020,120 

DDoS_UDP_Flood_attack 3,201,626 

MITM_attack 1,229 

OS_Fingerprinting_attack 1,001 

Password_attack 1,053,385 

Port_Scanning_attack 22,564 

Ransomware_attack 10,925 

SQL_Injection_attack 51,203 

Uploading_attack 37,634 

Vulnerability_Scanner_attack 145,869 

XSS_attack 15,915 

The dataset used in this Praxis is the final merged data file. Ferrag et al. (2022), 

cleaned and combined the dataset to show normal and malicious attacks file. Table 7 

displays the number of records for each. The merged dataset csv file had 157800 rows. 

With that merged csv file, an additional column for the purpose of this Praxis was added. 

This new column called ‘bucket’ is used as a label to indicate which attack type will be 

used for training the models and which attack type will be used for testing. The bucket 

label also indicates the thirty percent of the normal traffic that will be used for testing. 
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The reason for that logic is to clearly differentiate between training and testing data. The 

following section will describe actions that were taken on the merged dataset for the 

purpose of this Praxis. 

Table 7.  Attacks Files and Records in the Merged Dataset 

Type Number of Record  Bucket Label 

Normal 24,301                     Train: 17,011             Testing: 7,290 

Backdoor  10,195                                                        Testing 

DDoS_HTTP 10,561                                                        Testing 

Ransomware 10,925                                                        Testing 

DDoS_ICMP 14,090                     Training 

DDoS_TCP 10,247                     Training 

DDoS_UDP 14,498                     Training 

FingerPrinting 1,001                     Training 

MITM 1,214                     Training 

Password 9,989                     Training 

Port_Scanning 10,071                     Training 

SQL_Injection 10,311                     Training 

Uploading 10,269                     Training 

Vulnerability_Scanner 10,076                     Training 

XSS 10,052                     Training 

 

Traditionally in ML, the dataset is randomly split into a training portion to train 

the model and a testing portion to test the model, sometimes referred to as a 70-30 split 

with 70 percent use for training and 30 percent use for testing. A 70-30 approach, 

however, is not suitable for testing zero-day. To test for zero-day in this Praxis, three 

attack files listed in Table 7 (Backdoor, DDoS_HTTP, and Ransomware) and a random 

thirty percent portion of the benign traffic were labeled for testing. Roughly 70 percent of 

the data was used for training (including the eleven other exploits from the table above), 

and roughly 30 percent was used for testing; however, this is still different from a 

completely random 70-30 split. As such, this Praxis will refer to this division as a 

pseudorandom 70-30 split.  
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3.3 Features and Feature Selection of the Dataset  

This section presents the dataset’s features and discusses the feature selection. 

Features give a representation of the dataset in question, but not all features are useful for 

ML. Good and relevant features tend to result in better model performance and therefore 

better accuracy in model prediction. One of the features of engineering techniques is to 

drop irrelevant features from a dataset. This technique could help obtain better 

performance metrics during the training and testing of a model. It is important to note that 

bad features could bring noise and therefore the model performance results could be 

suboptimal. Techniques used on the dataset to select the relevant features are discussed 

next.   

According to Schober et al. (2018),  

correlation is a measure of a monotonic or consistent association between 

two variables. In correlated data, higher values of 1 variable tend to be 

associated with either higher (positive correlation) or lower (negative 

correlation) values of the other variable, and vice versa. Pearson product-

moment correlation is the term used to refer to (Schober et al., 2018, p.4) 

linear relationships such as this.  

When two features or variables are closer to -1 or +1 that indicates a stronger 

linear relationship between the features. If two features are highly correlated to each 

other, it is redundant to include them both in a model. Features with a stronger positive or 

negative correlation to the label are desirable for selection, while features with a 

correlation closer to zero are less desirable.   

Twenty-nine of the original sixty-four features were decidedly bad or irrelevant 

and were dropped due to having null or non-numerical data. The remaining thirty-five 

features were then evaluated by their correlations to each other, with their correlation 

matrix split between Figure 4 and Figure 5. The correlation matrix was split into two 
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figures for better readability. For the purpose of this Praxis, no other features were 

removed based on the correlation. This was decided because accuracy was sufficient and 

the learners did not struggle in terms of speed. 

Figure 4.  Training Dataset 35 Features Correlation  
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Figure 5.  Training Dataset 35 Features Correlation (Continued) 

 

3.4 Rescaling Techniques  

According to Wan (2019), “Feature scaling is a method to unify self-variables of 

feature ranges in data” (Wan, 2019, p.1). Wu Zhengpeng and Zhang Xuegong went 

further to say that, 

 In classification problems, different features are taken from different 

measurements, so they often differ significantly in their numerical ranges. 

Less informative or noisy features may dominate other features if they 

have much larger numerical values. Features need to be rescaled to avoid 

this problem” (Wu & Zhang, 2011, p.1).  

To reiterate the importance of Rescaling techniques, they adjust the scale or 

proportion of all features to be uniform. Different models will work better or worse 

depending on the scale of the features they are given. Testing each of the models with 

differently rescaled datasets can help the model reach its best possible performance. In 

addition, it is worth noting that scaling techniques are mutually exclusive which means 

no two techniques can occur at the same time.  
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3.4.1 Normalization   

Normalization according to Singh et al. (2015), is a “useful step to restrict the 

values of all features within predetermined ranges” where each feature will be between 

zero and one, rather than falling outside of zero and one (Singh et al., 2015, p.1).  

Equation 1.  Normalization 

Normalization =
x−min(x)

max(x) −min(x)
     (1) 

Where min(x), max(x), are respectively the minimum and maximum values of the 

dataset attributes, whereas x is the actual value.  

3.4.2 Standardization 

Another rescaling technique used in this Praxis is Standardization, which ensures 

a mean value of 0 and a standard deviation of 1 in the dataset’s features. Similar to the 

Normalization scaler, Standardization is set during the configuration setup process in 

AutoML with Pycaret. This preprocessing of the dataset happens in the background. 

3.4.3 Neither 

In this absence of applying neither Normalization nor Standardization, “No 

Rescaling” was conducted in this Praxis, from here forward is referred to as “Neither”. 

Testing for Neither in AutoML with Pycaret can be done by not applying either 

Normalization or Standardization in the configuration setup process. When no technique 

is defined, AutoML with Pycaret will use the original scales of the features in the dataset. 

No uniformity will be applied to the dataset when Neither is used. 
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3.5 AutoML Library 

This section gives a brief overview of the AutoML library. Although this Praxis 

used AutoML with PyCaret, a popular alternative is Scikit-Learn. Scikit-Learn was 

purposefully not utilized to help differentiate this Praxis and leverage the unique 

capabilities embedded into the AutoML PyCaret library. The built-in functions of the 

PyCaret library help train, compare, predict, and evaluate multiple models.  

3.6  Performance Metrics  

In this section of the Praxis, the following metrics help identify which model(s) 

will most likely help detect zero-day attacks based on their performance with the dataset 

used. Ray & Susan (2022), defined the following metrics, Accuracy, Precision, Recall, 

F1-Score, Receiver Operating Characteristic (ROC) curve, and the Area Under the Curve 

(AUC) (Ray & Susan, 2022, p.2). 

 TP (True Positive) means the positive value predicted is indeed what the actual 

value is. 

 FP (False Positive) means the positive value predicted is not what the actual value 

is. The actual value is negative. 

 TN (True Negative) means the negative value predicted is indeed what the actual 

value is. 

 FN (False Negative) means the negative value predicted is not what the actual 

value is. The actual value is positive. 

 Accuracy: measures the percentage of correct predictions among all predictions 

made. 
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Equation 2.  Accuracy 

 Accuracy =
[TP+TN]

[TP+TN+FP+FN]
     (2) 

Equation 3.  Precision 

 Precision: measures the ratio of true positives over the true positives plus the 

false positives.  

 Precision =
TP

[TP+FP]
      (3) 

Equation 4.  Recall 

 Recall (aka Sensitivity): measures the ratio of true positives over the true 

positives plus the false negatives. This can also be referred to as the True Positive 

Rate (TPR). 

 Recall =
TP

[TP+FN]
      (4) 

Equation 5.  F1-Score 

 F1-Score: is the harmonic mean of precision and recall values. A higher F1-score 

value means good accuracy. 

 F1 − Score =
2×Precision×Recall
[Precision+Recall]

    (5) 

 ROC (Receiver Operating Characteristics): ROC is a graphical representation 

of the True Positive Rate (TPR) against the False Positive Rate (FPR) at various 

points. The curve aims to give additional knowledge of the model’s performance.   

 AUC Score (Area under Curve): AUC score derived from the ROC curve. AUC 

value is between [0, 1]. A higher AUC score indicates a better accuracy score. 

When the value is below 0.5 that reveals a bad classifier (Ray & Susan, 2022, p.2). 

AUC can be categorized as follows: An AUC value equals to 1 means the model 

can accurately distinguish the classes. An AUC value equals to 0.5 means the 
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model just guessing the outcome. An AUC value under 0.5 as previously stated 

means the model prediction is horrible and worse than random guessing. An AUC 

value equal to zero means the model is confused and is making inaccurate 

predictions 100% percent of the time. A model with an AUC equal to zero is not a 

good model to rely on. 

Equation 6.  False Negative Rate 

 False Negative Rate (FNR): Total positive values that were falsely classified as 

negative. 

             FNR =
FN

[TP+FN]
    (6) 

Equation 7.  False Positive Rate 

 False Positive Rate (FPR): Total negative values that were falsely classified as 

positive 

             FPR =
FP

[TN+FP]
         (7) 

Equation 8.  True Negative Rate 

 True Negative Rate (TNR) also called Specificity: Total of all true negatives 

over true negatives plus false positives. 

                           TNR =
TN

[TN+FP]
          (8) 

 Confusion Matrix (CM). In ML, to estimate or analyze model performance 

weaknesses or strengths, the confusion matrix technique is used. It tells which 

model has the better performance. Confusion matrix is usually shown in Table 8 



 

38 

below. Actual means the true value of the dataset. While predicted means the 

projection or guessing value.  

Table 8.  Binary Classification Confusion Matrix (CM) Table Representation 

 

Equation 9.  Matthews Correlation Coefficient 

 Matthews Correlation Coefficient (MCC). AutoML displays the MCC metric in 

the performance result. MCC uses the confusion matrix parameters to show the 

quality of the model classification. It is usually seen in the imbalance class of 

binary classification.   

 MCC =
(TP⋅TN)−(FP⋅FN)

√(TP+FP)(𝑇𝑃+𝐹𝑁)(𝑇𝑁+𝐹𝑃)(𝑇𝑁+𝐹𝑁)
    (9)  

MCC value is also between -1 to 1. A value of 1 shows perfect prediction. A 

value of -1 shows disagreement in what is observed against what is predicted. 

3.7 Model Types 

Using AutoML with PyCaret, all three Rescaling techniques mentioned above 

were run on fourteen different ML models/algorithms. Each scalar-mode pair was trained 

and tested twenty times. The following section presents the AutoML models that were 

used in this Praxis.  

- Extra Trees Classifier (ET): As stated by Géron, “ET is a forest of 

extremely random trees. ET makes trees even more random by also using 
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random thresholds for each feature rather than searching for the best possible 

thresholds” (Géron, 2022, ch.7). 

- Ridge Classifier (Ridge): Ridge is a linear classification model that is used to 

avoid overfitting due to its regularization attribute. According to Géron, Ridge 

is  

a regularized version of linear regression. The regularization 

term is added to the MSE forces the learning algorithm to not 

only fit the data but also keep the model weights as small as 

possible. Once the model is trained, the unregularized MSE (or 

the RMSE) is used to evaluate the model’s performance (Géron, 

2022, ch.4). 

- Random Forest Classifier (RF): a decision-tree-based classification model 

that contains many small decision trees. According to Géron, “Random Forest 

is an ensemble of decision trees, generally trained via the bagging method 

typically with max_samples set to the size of the training set (Géron, 2022, 

ch.7).  

- Light Gradient Boosting Machine (LightGBM): LightGBM is a model that 

is used for model performance and scalability. According to Ke et al., 

“LightGBM is a highly efficient Gradient Boosting Decision Tree and can 

handle large-scale datasets” (Ke et al., 2017, p1) 

- Gradient Boosting Classifier (GBC): GBC is a decision tree-based 

classification model that is used to fix errors caused by other models. Per 

Géron, “GBC works by sequentially adding predictors to an ensemble, each 

one correcting its predecessor. GBC tries to fit the new predictor to the 

residual errors made by the previous predictor” (Géron, 2022, ch.7). 
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- Quadratic Discriminant Analysis (QDA): QDA is a linear-based 

classification model. According to Jian et al., “QDA is a standard tool for 

classification due to its simplicity and flexibility. Because the number of its 

parameters scales quadratically with the number of the variables, QDA is not 

practical, however, when the dimensionality is relatively large” (Jiang et al., 

2018, p1). 

- K Neighbors Classifier (KNN): KNN is a classification model that uses the 

majority class. Per Uddin et al. (2022),  

KNN algorithm is a supervised machine learning algorithm 

predominantly used for classification purposes. KNN can classify 

datasets using a training model similar to the testing query by 

taking into account the k nearest training data points, which are 

the closest to the query it is testing. KNN can perform a majority 

voting rule to check which classification to finalize (Uddin et al., 

2022, p.2). 

- Decision Tree Classifier (DT): DT is a classification model that uses features 

to predict based on their values. As stated by Géron, “Decision trees are 

versatile machine learning algorithms that can perform both classification and 

regression tasks, and even multioutput tasks. They are powerful algorithms, 

capable of fitting complex datasets” (Géron, 2022, ch.6).  

- Logistic Regression (LR): LR is a linear-based classification model that 

usually deals with binary or multiclass during prediction. According to Géron, 

“Logistic regression (also called logit regression) is commonly used to 

estimate the probability that an instance belongs to a particular class” (Géron, 

2022, ch.4). 
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- Naive Bayes (NB): NB is a classification model that is based on Bayes’ 

theorem which can be seen in probability theory and statistics. As stated by 

Chen et al. (2021), 

NB is one of the classic Bayesian classification algorithms, which 

has a simple algorithm structure and high computational 

efficiency. One advantage of a naive Bayes classifier is that it only 

needs to estimate the necessary parameters (mean and variance of 

variables) based on a small amount of training data (Chen et al., 

2021, p.1) 

- Support Vector Machine - Linear Kernel (SVM): SVM is a classification 

model that uses linear functions to separate multiple classes. Per Sah & Hong 

(2024), “SVM is designed to learn from training data and aim to generalize 

their knowledge to accurately predict outcomes on new, unseen data” (Sah & 

Hong, 2024, p.3). 

- AdaBoost Classifier (ADA): ADA is a classification ensemble-based model 

that is used to fix errors caused by other models. As stated by Géron (2022), 

“AdaBoost is one way for a new predictor to correct its predecessor and is to 

pay a bit more attention to the training instances that the predecessor underfit. 

This results in new predictors focusing more and more on the hard cases” 

(Géron, 2022, ch.7). 

- Linear Discriminant Analysis (LDA): LDA is a linear-based classification 

model. Per Géron (2022), “LDA) is a linear classification algorithm that, 

during training, learns the most discriminative axes between the classes. These 

axes can then be used to define a hyperplane onto which to project the data” 

(Géron, 2022, ch.8). 
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- Dummy Classifier (Dummy): Dummy is a classification model that does not 

learn from the train dataset and predicts based on simple techniques. 

According to Eskandar (2023), “A dummy classifier, also known as a baseline 

classifier or a null model, is a simple machine learning model that provides 

basic predictions based on the class distribution or simple rules in a dataset. 

Dummy classifiers are often used as a benchmark to compare the performance 

of more sophisticated models” (Eskandar, 2023). 

3.8 Analysis of Variance (ANOVA) 

ANOVA according to Sawyer (2009) is a  

…statistical test for detecting differences in group means when there is 

one parametric dependent variable and one or more independent 

variables. A statistically significant ANOVA is typically followed up with a 

multiple comparison procedure to identify which group means differ from 

each other, (Sawyer, 2009, p.1) commonly known as a post hoc test.  

ANOVA can be considered as an exploratory tool to analyze differences between 

multiple groups. Using Minitab, the plan of this Praxis was to use ANOVA to determine 

significant differences among the performance of models. As will be discussed here, 

Welch's ANOVA was used instead. 

3.8.1 ANOVA Assumptions  

When using ANOVA, there are fundamentals assumptions that need to be met to 

obtain a valid ANOVA test.  

1. Independence. The independence assumption requires that the samples of any 

given group (aka category or treatment) are only within a single group. The 

accuracy of each scaler-model pair (the groupings used in the Praxis) are by 
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definition not used in multiple groups. Therefore, this assumption of ANOVA is 

met.  

2. Outliers and Proportional. ANOVA requires roughly proportional groups (1.5 

ratio). Since 20 tests were run for each scaler-model pair, any group with seven or 

more outliers would need to have the group removed; however, in the case of this 

Praxis, all groups did not have seven or more outliers. It is worth noting that 

before performing the Jarque-Bera test for normality, all outliers were removed 

based on Interquartile Fences. 

3. Normality. The Normality assumption requires the data distribution within 

groups to be normally distributed. The Jarque-Bera (JB) test was conducted to 

assess if the scaler-model pair groupings were normally distributed or not. Groups 

with a JB p-value smaller than 0.05 were removed such as (Normalization 

Random Forest, Standardization Random Forest, Standardization Quadratic 

Discriminant Analysis, Neither Support Vector Machine Linear, Neither 

Quadratic Discriminant, Neither Naive Bayes, Neither Decision Tree, and Neither 

AdaBoost). Groups with a JB p-value greater than 0.05 were kept. Table 9 below 

displays the JB test p-value of each scalar-model pair. Groups with a JB p-value 

of .05 or less are not normally distributed, marked in red in Table 9, and were 

removed prior to performing Welch’s ANOVA. The removed learners were not 

among the top five performers, so their exclusion does not come at a loss to the 

hypothesis testing discussed further on. 

Table 9.  JB P-Value Test Results 

Type Model P-Value 

Normalization SVM-l 0.33276 
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Type Model P-Value 

Normalization KNN 0.62524 

Normalization LR 0.65078 

Normalization ET 0.15904 

Normalization LDA 0.47831 

Normalization Ridge 0.90449 

Normalization RF 0.00733 

Normalization QDA 0.23847 

Normalization NB 0.45565 

Normalization GB 0.21495 

Normalization LightGB 0.13242 

Normalization DT 0.22194 

Normalization ADA 0.34076 

Standardization SVM-l 0.75563 

Standardization KNN 0.38512 

Standardization LR 0.45735 

Standardization ET 0.12671 

Standardization LDA 0.08762 

Standardization Ridge 0.71630 

Standardization RF 0.00000 

Standardization QDA 0.03294 

Standardization NB 0.17532 

Standardization GB 0.09767 

Standardization LightGB 0.84270 

Standardization DT 0.43821 

Standardization ADA 0.55496 

Neither SVM-l 0.00043 

Neither KNN 0.14995 

Neither LR 0.34594 

Neither ET 0.10632 

Neither LDA 0.48199 

Neither Ridge 0.69279 

Neither RF 0.18379 

Neither QDA 0.01766 

Neither NB 0.01766 

Neither GB 0.11924 

Neither LightGB 0.189716 

Neither DT 0.00107 

Neither ADA 0.00428 
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Figure 6 below shows a visual representation of the JB test results for each scalar-

model pair with the highest p-value on the left to the lowest p-value on the right in each 

scalar-model pair section. 

Figure 6.  JB P-Value Test Results PivotChart 

 
  

4. Randomness. When it comes to randomness, the central limit theorem (CLT) 

states how a true random sample should behave based on the environment or 

population in question, and states how a population should behave based on the 

random sample. As stated by Almudevar (2021), “the sums of random quantities 

tend towards a normal distribution, and when observations are combined, we can 

expect such observation to be approximately normally distributed” (Almudevar, 

2021, p.11). In order words, the CLT tells us that a random sample will share the 

same mean and standard deviation as the population and vice versa.  

 The randomness in this Praxis questions whether or not the dataset (as a 

sample) matches the total population of all Modbus exploits seen in real life. 

While that is not the case, one could argue that the testbed from which the 14 
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sample exploits came does represent the population of the 14 exploits in real 

life sufficient to achieve randomness. While the 14 exploits were not 

randomly split between testing and training, the benign traffic was. 

Additionally, since new types of attacks are constantly appearing, this dataset 

is likely to deviate from the true population of exploits to be created in the 

future.  

5. Homogeneity of Variance: Homogeneity of Variance means different groups or 

samples should have equal variance or similar size of variance, which was not the 

case among the groups in this Praxis. To test for homogeneity of variance, the 

Levene’s test was conducted. Levene’s test checks if the variances of Model 

performances are approximately the same. The Levene’s test showed that there 

was no homogeneity of variance, indicated by the Levene’s p-value being less 

than .05, shown in Figure 7 below for accuracy. The Levene’s test p-value 

showed a value of 0.000. 
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Figure 7.  Accuracy Levene’s Test 31 Category and P-Value 

 

Since some of the groups failed the ANOVA assumption for homogeneity of 

variance, Welch’s ANOVA was used instead, which has all of the same assumptions as 

ANOVA but does not require homogeneity of variance. 

3.8.2 Welch’s ANOVA 

Welch’s ANOVA can be used to compare and check if there’s any significant 

difference between the models. Traditional ANOVA requires Homogeneity of variances 

between the groups. However, Welch’s ANOVA does not require Homogeneity of 

variances between the models.  

This Praxis uses the Welch’s ANOVA for group’s pairwise comparisons to 

identify if the models are significantly different from each other. If Welch’s ANOVA 
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detects a difference among groups, the Games-Howell post hoc test can be used to 

determine which among the groups are significantly different or similar. A significant 

difference was detected in the case of this praxis, and Chapter 4 shares the Games-

Howell groupings.  

3.8.3 Environment/Tool Used to Conduct ANOVA 

To conduct Welch’s ANOVA (and the Games-Howell post-hoc), the tool used in 

this Praxis was Minitab. Minitab is a software tool used for data analysis. Many tests can 

be performed using Minitab. Another feature in Minitab is the graphical representation of 

the test results which could help visually describe the scaler-model pair groupings.  

3.9 Two-Sample T-Test, Satterthwaite’s Correction 

To assess if there is a significant difference between the two sample groups, the 

two-sample t-test, and the Satterthwaite’s Correction were also used in this Praxis. Two-

sample t-test is a technique that can determine if there is a significant difference between 

the confidence intervals of two groups that are independent of each other and are 

normally distributed. Schechtman & Sherman (2007) stated that the assumption “for the 

two samples is that they come from independent, normal populations with possibly 

different means” (Schechtman & Sherman, 2007, p.1).  

If samples do not have homogeneity of variance, Satterthwaite’s Correction can 

be used to supply an approximate degree of freedom (DF) for the two-sample t-test. 

According to Frost (2020), “degree of freedom in statistics indicates the number of 

independent values that can vary in an analysis without breaking constraints. It’s related 

to sample size, but it’s not directly equal to it” (Frost, 2020, ch.7). Also, when dealing 

with inequality in groups with unequal variances, which was the case in this Praxis, the 
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T-Statistic is used in comparison with the approximate DF value obtained from the 

Satterthwaite’s Correction to figure out if significant difference exist among two 

independent samples means. Normally, when the t-test is used, if the absolute value of 

the t-statistic is greater than 2, then it can be concluded that the two samples are 

significantly different.  Under Satterthwaite’s Correction, if the absolute value of the t-

statistic from the t-test is greater than the t-critical value, then it can be concluded that the 

two samples are significantly different. Below is a table for looking up the t-critical value 

for most of Satterthwaite’s Correction. In the case of this praxis, the significance value 

used was 0.05. 

Figure 8.  Satterthwaite’s Correction DF T-Distribution Table  

(Bobbitt, 2020) 
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Equation 10. Test-Statistic 

Test − Statistic =
(X1 Mean −X2 Mean)

√(
(std12)

𝑛1
)+ (

(std22)

𝑛2
)

       (10) 

Equation 11.  Satterthwaite’s Correction of DF 

Satterthwaite′s Correction of DF =
((

(std12)

𝑛1
)+ (

(std22)

𝑛2
))

2

(
std12

𝑛1
)

2

𝑛1−1
+ 

(
std22

𝑛2
)

2

𝑛2−1

   (11) 

Where: 

X1 Mean and X2 Mean are the means values for each group. 

std1 and std2 are the standard deviations for each group.  

n1 and n2 are the number of samples for each group.  



 

51 

Chapter 4: Results 

4.1 Introduction 

Among the performance metrics collected, as discussed in Chapter 3, accuracy 

was selected for formal hypothesis testing. With the assumptions for performing Welch's 

ANOVA met, Welch’s ANOVA confirmed the presence of significant differences, and 

their differences were determined with the Games-Howell post hoc test. Those findings 

are discussed herein alongside other traditional performance metrics such as accuracy and 

speed. 

4.2 AutoML Predictions Accuracy Test Results Metrics for each Model 

To understand better how each model performs, three different Rescaling 

techniques Normalization, Standardization, and No Rescaling (titled as Neither in 

subsequent Figures), were used as shown in Table 10 below. Results collected from 

AutoML code were run 20 times on each model for each Rescaling technique. As 

previously mentioned in Chapter 3, the methodology used to train and make predictions 

on the test data is AutoML with PyCaret. Results were manually collected on 13 built-in 

AutoML models. The dummy classifier was not employed since it constantly produced 

trash results, worse than random guessing.   

In addition, each Rescaling technique has 13 different models respectively SVM - 

Linear Kernel (SVM-l), Neighbors (KNN), Logistic Regression (LR), Extra Trees (ET), 

Linear Discriminant Analysis (LDA), Ridge, Random Forest (RF), Quadratic 

Discriminant Analysis (QDA), Naive Bayes (NB), Gradient Boosting (GB), Light 

Gradient Boosting (LightGB), Decision Tree (DT), and AdaBoost (ADA). Therefore, a 

total of 780 tests were conducted, with each resealing technique tested 260 times. 



 

52 

Table 10 displays the average values for 20 iterations for each prediction model, based on 

the accuracy metric. It also ranks the accuracy values from the highest performance to the 

lowest performance models along with their corresponding standard deviations. 

Table 10.  AutoML Prediction Test Accuracy Rank-Order 

Type Model Accuracy Rank Standard Deviation 

Neither GB 0.99078 1 0.00879 

Normalization LightGB 0.97499 2 0.02771 

Neither LightGB 0.97140 3 0.02744 

Standardization LightGB 0.94064 4 0.01372 

Standardization DT 0.91771 5 0.00748 

Standardization KNN 0.89777 6 0.00329 

Neither RF 0.88427 7 0.09675 

Standardization LR 0.87249 8 0.00032 

Normalization LR 0.87196 9 0.00022 

Normalization DT 0.87185 10 0.02909 

Standardization SVM-l 0.87184 11 0.00011 

Normalization KNN 0.87080 12 0.00400 

Normalization Ridge 0.86949 13 0.00002 

Normalization SVM-l 0.86918 14 0.00007 

Standardization Ridge 0.86905 15 0.00003 

Neither Ridge 0.86903 16 0.00004 

Normalization LDA 0.86332 17 0.00231 

Neither LDA 0.86297 18 0.00237 

Standardization LDA 0.86294 19 0.00289 

Neither ET 0.84833 20 0.04493 

Standardization ET 0.84333 21 0.02598 

Neither DT 0.83262 22 0.03985 

Normalization ET 0.83102 23 0.03795 

Neither KNN 0.82256 24 0.03692 

Standardization GB 0.81706 25 0.09288 

Standardization RF 0.78758 26 0.01974 

Normalization GB 0.76515 27 0.10507 

Neither ADA 0.75575 28 0.03033 

Normalization RF 0.74499 29 0.02413 

Neither SVM-l 0.70985 30 0.21594 

Normalization ADA 0.69782 31 0.06921 

Standardization QDA 0.68838 32 0.01577 

Standardization NB 0.66598 33 0.00054 
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Type Model Accuracy Rank Standard Deviation 

Normalization NB 0.66523 34 0.00056 

Standardization ADA 0.65768 35 0.06907 

Neither LR 0.65242 36 0.00333 

Normalization QDA 0.56443 37 0.12971 

Neither QDA 0.25457 38 0.00000 

Neither NB 0.18706 39 0.00000 

 

Below is the PivotChart representation for the AutoML Prediction Test Accuracy. 

The highest-performance model for each scalar is shown on the left and the lowest 

performer is shown on the right for each scalar-model pair as seen in Figure 9 below. 

Figure 9.  AutoML Prediction Test Accuracy PivotChart 

 

4.3 AutoML Predictions Speed Test Results for each Model 

The section below displays the models' prediction speeds by their rank order. 

Table 11 shares their speeds; however, the largest gap among them for all but KNN is no 

more than a second, suggesting that the difference in their run time is negligible. KNN 
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took nearly 60 seconds to run and was KNN a top performer in terms of accuracy, 

discussed next. In addition, the top five performers have been highlighted in red in the 

subsequent table. 

Table 11.  AutoML Models Prediction Test Speed Rank-Order  

Type Model Speed in (Second) Rank Standard Deviation 

Normalization Ridge 0.456 1 0.084 

Standardization Ridge 0.462 2 0.084 

Standardization DT 0.495 3 0.082 

Normalization DT 0.500 4 0.090 

Neither SVM-l 0.505 5 0.107 

Neither LR 0.509 6 0.067 

Neither DT 0.519 7 0.078 

Standardization NB 0.523 8 0.093 

Standardization LR 0.529 9 0.107 

Normalization SVM-l 0.533 10 0.114 

Normalization LR 0.535 11 0.090 

Neither Ridge 0.546 12 0.096 

Standardization SVM-l 0.561 13 0.115 

Neither NB 0.563 14 0.085 

Standardization LDA 0.576 15 0.121 

Neither LDA 0.593 16 0.106 

Standardization QDA 0.626 17 0.131 

Normalization GB 0.635 18 0.114 

Standardization GB 0.665 19 0.093 

Neither QDA 0.667 20 0.119 

Normalization NB 0.681 21 0.837 

Neither LightGB 0.687 22 0.058 

Neither GB 0.690 23 0.123 

Standardization LightGB 0.713 24 0.135 

Normalization LightGB 0.757 25 0.177 

Normalization LDA 0.849 26 1.259 

Normalization QDA 0.928 27 1.329 

Neither RF 0.933 28 0.209 

Standardization RF 0.964 29 0.205 

Standardization ADA 0.996 30 0.116 

Normalization ADA 1.009 31 0.168 

Neither ADA 1.026 32 0.143 

Normalization RF 1.033 33 0.194 

Neither ET 1.309 34 0.253 

Standardization ET 1.366 35 0.252 

Normalization ET 1.427 36 0.347 

Neither KNN 54.829 37 5.858 
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Type Model Speed in (Second) Rank Standard Deviation 

Normalization KNN 59.413 38 2.692 

Standardization KNN 59.763 39 2.224 

 

Below, in Figure 10, is a PivotChart representation for the scaler-model pair 

prediction speeds which shows KNN as the slowest model compared to the other 

algorithms. 

Figure 10.  AutoML Models Prediction Speed Pivot Chart 

 

In Figure 10 above, KNN is clearly an outlier, hurting readability. Accounting for 

that, Figure 11 below shares the same data as Figure 10 without KNN included. 
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Figure 11.  AutoML Models Prediction Speed Pivot Chart without KNN 

 

4.4 Welch’s ANOVA 

Given that Levene’s test failed, Welch’s ANOVA was performed instead, since 

Welch’s ANOVA does not assume homogeneity of variance. Figure 12 below shows the 

scalar-model pair test groupings accuracies alongside their group’s sample sizes N, which 

is the number of non-outlier test samples for each model. A value of N that is not equal to 

20 means there were outliers removed.  
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Figure 12.  Welch’s Test 31 Accuracy Category and Sample Sizes N 

 

The accuracy p-value for Welch’s ANOVA can be seen in Figure 13 below. 

Given that the p-value was less than .05, there was a significant difference between the 

groups. As such, the Games-Howell post hoc grouped the scaler-model pairs based on 

significant differences. Among the top performers such as Neither-GB, Normalization 

LightGB, and Neither LightGB there were no significant differences, hence their shared 

grouping letter “A”. In ranks 2 and 3 (groups B and C), present are Standardization 
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LightGB and Standardization DT, respectively. A light blue bar has been added in 

between some groups for easier readability and has no significance toward formal testing. 

Figure 13.  Games-Howell Pairwise Comparisons of Mean Accuracy 
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4.5 Best Models Confusion Matrix 

This section shows the confusion matrix for the top performer in terms of 

accuracy for each scalar-model pair technique (Neither GB, Normalization LightGB, and 

Standardization LightGB).  

4.5.1 Normalization & Standardization LightGB Confusion Matrix 

1) Confusion Matrix of the LightGB. Figure 14 and Figure 15 below show the 

true positive, true negative, false positive, and false negative of LightGB 

confusion matrix for Normalization and Standardization. 

Figure 14.  Normalization LightGB Confusion Matrix 

 

Figure 15.  Standardization LightGB Confusion Matrix 
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4.5.2 Neither GB Confusion Matrix  

1) Confusion Matrix of the Gradient Boosting. Figure 16 below shows the GB 

confusion matrix of the true class versus the predicted class when Neither was 

applied. 

Figure 16.  Neither GB Confusion Matrix 

 

4.6 Test Results, Observations, and Speed  

As can be seen in Figure 12, the top five performing models in terms of accuracy 

are Neither GB, Normalization LightGB, Neither LightGB, Standardization LightGB, 

and Standardization DT. Their accuracies were over 90 percent which indicates that the 

top five models made correct predictions and correctly classified benign from malicious 

traffic over 90 percent of the time. In addition, their standard deviations were 0.000257, 

0.02771, 0.02744, 0.01372, and 0.001272, respectively. These standard deviations being 

small suggests consistent performance for zero-day detection. Moreover, their 95% 

accuracy Confidence Intervals (CI) were as follows: Neither GB (99.3657, 99.3921), 

Normalization LightGB (96.202, 98.795), Neither LightGB (95.856, 98.424), 

Standardization LightGB (93.422, 94.706), and Standardization DT (91.4144, 91.5452). 



 

61 

Another observation is that of these five, their prediction speeds were under one 

second. For the top five best performance models, Standardization DT had the best speed, 

followed by Neither LightGB for the second best, then Neither GB for the third best, 

Standardization LightGB had the fourth best, and Normalization LightGB had the fifth 

best speed among them. That alone though, is not good enough for hypotheses testing, so 

the two-sample t-test and Satterthwaite’s Correction were used to identify if there is any 

significant difference between the mean speeds of the models. The results for group A 

and B models (Neither LightGB, Neither GB, Normalization LightGB, Standardization 

LightGB) in Table 12 & Table 13 below show no significant difference between their 

mean speeds since the absolute value of the Test-Statistic was less than the t-critical 

value. However, the results in Table 14 show a significant difference between 

Standardization DT and the other four models previously mentioned above. 

Table 12.  Comparing Test-Statistic and T-critical for Top Three Performers 

Scalar-Model Pair Comparison 
Absolute 

Value of Test 
Statistic 

Satterthwaite's 
Correlation 

t-Critical Value 

Is Absolute 
Value of Test 
Statistic > t-

Critical Value 

Neither LightGB vs Neither GB   0.391 21.673 2.074 No 

Neither LightGB vs 
Normalization LightGB 

1.671 23.047 2.069 No 

 

Table 13.  Comparing Test-Statistic and t-Critical for Top Four Performers 

Scalar-Model Pair Comparison 
Absolute 

Value of Test 
Statistic 

Satterthwaite's 
Correlation 

t-Critical Value 

Is Absolute 
Value of Test 
Statistic > t-

Critical Value 

Neither LightGB vs Neither GB   0.391 21.673 2.074 No 

Neither LightGB vs 
Standardization LightGB 

0.790 25.764 2.060 No 

Neither LightGB vs 
Normalization LightGB 

1.671 23.047 2.069 No 
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Table 14.  Comparing Test-Statistic and t-Critical for Top Five Performers 

Scalar-Model Pair Comparison 
Absolute 

Value of Test 
Statistic 

Satterthwaite's 
Correlation 

T-Critical Value 

Is Absolute 
Value of Test 
Statistic > t-

Critical Value 

Standardization DT vs Neither 
LightGB 

8.438 28.414 2.048 Yes 

Standardization DT vs Neither 
GB 

5.821 27.290 2.052 Yes 

Standardization DT vs 
Standardization LightGB 

6.233 31.737 2.042 Yes 

Standardization DT vs 
Normalization LightGB 

6.079 27.573 2.048 Yes 

 

To obtain the 95% confidence interval of the model's prediction speeds, an 

ANOVA test in Minitab was conducted on the independent samples with outliers 

removed. Figure 17 below shows the scalar-model pair test speed results alongside their 

group’s sample 95 % CI, StDev, and sizes N. 

Figure 17.  Models Speed Category Confidence Interval and Sample Sizes N 

 
 



 

63 

4.7 Addressing Research Questions and Hypotheses 

This section addresses the research questions and hypotheses presented in Chapter 

1 (Section 1.6) of this Praxis.   

4.7.1 Research Question and Hypothesis, Set 1 

RQ1: Can AutoML models trained to detect zero-days targeting ICS/SCADA 

networks produce an accuracy greater than 90%?  

H1-n: Among AutoML models trained to detect zero-days targeting ICS/SCADA 

networks, none produce accuracy greater than 90%. 

H1-a: Among AutoML models trained to detect zero-days targeting ICS/SCADA 

networks, at least one can produce an accuracy greater than 90%. 

From the AutoML test results, five scaling pair models, respectively, Neither 

Gradient Boosting, Normalization Light Gradient Boosting, Neither Light Gradient 

Boosting, Standardization Light Gradient Boosting, and Standardization Decision Tree 

produced accuracy greater than 90%. Their accuracies can be seen in AutoML Prediction 

Test Accuracy PivotChartand AutoML Prediction Test Accuracy Rank-Order. Also, 

Games-Howell Pairwise Comparisons of Mean Accuracy of the Welch/Games-Howell 

Pairwise Comparisons Mean Accuracy displayed their accuracies. Therefore, the null 

hypothesis of this set (H1-n) is rejected and the alternate hypothesis of this set (H1-a) is 

accepted. It can be concluded that there are models capable of detecting zero-days with 

greater than 90% accuracy. 
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4.7.2 Research Question and Hypothesis, Set 2 

RQ2: Among AutoML models trained to detect zero-days, is there a significant 

difference in their accuracy? 

H2-n: Among AutoML models trained to detect zero-days targeting ICS/SCADA 

networks, there is no significant difference between their accuracy. 

H2-a: Among AutoML models trained to detect zero-days targeting ICS/SCADA 

networks, there is a significant difference between their accuracy. 

If there was no significant difference between model accuracies, the p-value of 

Welch’s ANOVA would be greater than .05, which was not the case. Thus, the null 

hypothesis of this set (H2-n) is rejected and the alternate hypothesis of this set (H2-a) is 

accepted. There are models with significantly different accuracies. 

4.7.3 Research Question and Hypothesis, Set 3 

RQ3: Is there a significant difference in the testing speed among the top five 

strongest performing AutoML models trained to detect zero-days targeting 

ICS/SCADA networks? 

H3-n: Among the top five strongest performing AutoML models trained to detect 

zero-days targeting ICS/SCADA networks, there is no significant difference 

between their testing speeds. 

H3-a: Among the top five strongest performing AutoML models trained to detect 

zero-days targeting ICS/SCADA networks, there is at least one model with a 

significantly different prediction speed. 

The AutoML prediction speed results of the top five learners showed previously 

in Models Speed Category Confidence Interval and Sample Sizes N that Neither GB ran 
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in 0.7000 of a second, Neither LightGB ran in 0.6870 of a second, Normalization 

LightGB ran in 0.7565 of a second, Standardization LightGB ran in 0.7130 of a second, 

and Standardization Decision Tree ran in 0.4882 of a second. Given their total difference 

in run speed was less than half of a second, the difference in their speed is arguably 

negligible.  

However, the Test-Statistic alongside Satterthwaite’s Correction illustrated in 

Table 12, Table 13, and Table 14 above that there was no significant difference among 

Neither GB, Neither LightGB, Normalization LightGB, and Standardization LightGB. 

However, there was a significant difference between the Standardization Decision Tree 

prediction speed and the other four top performers. Therefore, it is statistically safe to say 

there was at least one model among the top five performers with significant differences 

compared to the other four. Based on that analysis, (H3-n) can be rejected and the alternate 

hypothesis of this set (H3-a) is accepted. It should also be pointed out that within group A 

which contains Neither LightGB, Neither GB, and Normalization LightGB, the fastest 

learner was Neither LightGB. 

4.7.4 Research Question and Hypothesis, Set 4 

RQ4: Among feature rescaling techniques, is there a significant difference among 

the AutoML models trained to detect zero-days targeting ICS/SCADA 

networks? 

H4-n: Among AutoML models trained to detect zero-days targeting ICS/SCADA 

networks, there is no significant difference in accuracy between feature 

rescaling techniques. 
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H4-a: Among AutoML models trained to detect zero-days targeting ICS/SCADA 

networks, there is at least one model with an accuracy that is significantly 

different from the rest. 

If it were true that rescaling made no difference to any given model, you would 

expect to see that all three scaling variations of a model exist within the same Games-

Howell grouping, for all learners. That is not the case. For example, Neither GB is in 

group A, while Standardized GB and Normalized GB are not. For this reason, (H4-n) can 

be rejected and the alternate hypothesis of this set (H4-a) can be accepted. Rescaling does 

make a difference in performance, but there was not a consistent answer as to which 

rescaling technique made the best models. 
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Chapter 5: Discussions and Conclusions 

 

5.1 Introduction  

This chapter presents discussions and conclusions based on the results obtained 

from the research, shares contributions to the body of knowledge, and recommends ideas 

for future research.  

5.2 Discussion and Conclusions 

This Praxis focuses on zero-day exploit detection with AutoML against Modbus. 

The findings suggest that AutoML can detect zero-days. The accuracy results of the 

Games-Howell pairwise comparisons showed no significant difference when dealing with 

Neither-GB, Normalization LightGB, and Neither LightGB. However, there was a 

significant difference between those three compared to ranks 4 and 5 (Standardization 

LightGB and Standardization DT). In addition, the prediction speed results of the Games-

Howell pairwise comparisons showed no significant difference when dealing with 

Neither-GB, Normalization LightGB, Neither LightGB, and Standardization LightGB. 

However, there was a significant difference between those four and Standardization DT. 

A model such as Neither GB with an accuracy of 99.3789 percent, a standard 

deviation of 0.000257, and a 95% confidence interval of (0.993657, 0.993921) illustrated 

in the Welch’s ANOVA test results shows in this Praxis that Neither GB will be correct 

in its prediction 99 percent of the time. There is still less than a one percent chance that 

the model might miss a true zero-day exploit. This less than one percent chance is critical 

to know so that scientists can apply other safeguards or protective strategies, tactics, 

techniques, and procedures to strengthen Modbus protocol and therefore protect the ICS 
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environment. Performance, however, could vary if the nature of the exploit is different 

from the zero-days used in this Praxis.    

From the dataset obtained from Kaggle, this Praxis intentionally reserved three of 

the attack files and a random 30% portion of the benign traffic to test zero-day detection 

capabilities. Given the success of 99% accuracy for Neither GB, the findings of this 

Praxis demonstrate that future research on zero-days is called for. Further insights toward 

how best to detect zero-days using ML can help improve the security posture of critical 

ICS infrastructure.  

5.3 Contributions to Body of Knowledge  

This Praxis used AutoML to help identify the models best suited to detect zero-

day exploits in the Modbus protocol, or at a minimum at least demonstrated that Machine 

Learning is capable of doing so. This is in contrast to prior ICS exploit research, which 

did not use AutoML, nor focused on zero-days. The useful insight here is that ML models 

designed to detect ICS intrusions would continue to work after deployment, even when 

new exploits are used. This Praxis also showed that AutoML can develop, compare, and 

test multiple models simultaneously.  

Identifying the best model could help a cyber professional make better decisions 

on which algorithm to adopt in protecting the ICS against known and unknown cyber-

attacks. While the focus of this Praxis is Modbus communication protocol in ICS, 

however, the AutoML methodology adopted in this Praxis could also support any other 

network communication protocol with similar attributes. While this Praxis focused or 

used mainly the AutoML PyCaret library, however, there exist other ones that can be 

used to accomplish similar efforts. 
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5.4 Recommendations for Future Research 

This Praxis used a benchmark dataset from Kaggle. While this dataset simulated a 

real-world Modbus network, the simulated network is not a true representation of a live 

ICS environment/network. One suggestion for future research can be to obtain a dataset 

from a real ICS network and conduct an intrusion detection experiment to see how well 

the models perform. Another idea for future research is to test each zero-day attack 

individually and see if certain kinds of zero days are harder to detect. A final suggestion 

is to use AutoML libraries other than PyCaret to conduct similar experiments and observe 

if there is any significant difference in performance. 
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Appendix A 

Table 15.  AutoML Mean Prediction Performance Metrics 

Type Model Accuracy AUC Recall Precision 
F1-

Score Kappa MCC 
TT in 
(sec) 

Normalization SVM-l 0.8692 0.6503 1.0000 0.8614 0.9255 0.4114 0.5089 0.5330 

Normalization KNN 0.8708 0.9279 0.8799 0.9578 0.9172 0.6262 0.6380 59.4125 

Normalization LR 0.8720 0.7699 1.0000 0.8639 0.9270 0.4284 0.5220 0.5350 

Normalization ET 0.8310 0.9786 0.8016 0.9882 0.8845 0.5815 0.6289 1.4265 

Normalization LDA 0.8633 0.7601 0.9868 0.8643 0.9215 0.4111 0.4738 0.8485 

Normalization Ridge 0.8695 0.6512 1.0000 0.8617 0.9257 0.4133 0.5104 0.4555 

Normalization RF 0.7450 0.9657 0.6956 0.9868 0.8157 0.4397 0.5172 1.0325 

Normalization QDA 0.5644 0.5666 0.5678 0.8594 0.6540 0.0786 0.1033 0.9280 

Normalization NB 0.6652 0.5716 0.7334 0.8347 0.7808 0.0850 0.0882 0.6810 

Normalization GB 0.7652 0.9553 0.7231 0.9831 0.8275 0.4895 0.5535 0.6350 

Normalization LightGB 0.9750 0.9975 0.9733 0.9959 0.9841 0.9249 0.9287 0.7565 

Normalization DT 0.8719 0.8991 0.8556 0.9847 0.9153 0.6573 0.6862 0.4995 

Normalization ADA 0.6978 0.8382 0.6445 0.9752 0.7731 0.3744 0.4546 1.0085 

Standardization SVM-l 0.8718 0.6574 1.0000 0.8638 0.9269 0.4277 0.5215 0.5610 

Standardization KNN 0.8978 0.9464 0.9151 0.9573 0.9357 0.6870 0.6912 59.7630 

Standardization LR 0.8725 0.7586 0.9998 0.8646 0.9273 0.4322 0.5243 0.5290 

Standardization ET 0.8433 0.9867 0.8131 0.9929 0.8937 0.6065 0.6529 1.3655 

Standardization LDA 0.8629 0.7601 0.9862 0.8643 0.9213 0.4103 0.4721 0.5760 

Standardization Ridge 0.8690 0.6500 1.0000 0.8613 0.9255 0.4106 0.5083 0.4620 

Standardization RF 0.7876 0.9887 0.7436 0.9935 0.8504 0.5093 0.5779 0.9640 

Standardization QDA 0.6884 0.6092 0.7606 0.8409 0.7986 0.1169 0.1198 0.6255 

Standardization NB 0.6660 0.5565 0.7345 0.8348 0.7814 0.0856 0.0889 0.5230 

Standardization GB 0.8171 0.9814 0.7819 0.9910 0.8701 0.5819 0.6378 0.6645 

Standardization LightGB 0.9406 0.9967 0.9311 0.9956 0.9622 0.8248 0.8353 0.7130 

Standardization DT 0.9177 0.9412 0.9043 0.9940 0.9470 0.7652 0.7826 0.4945 

Standardization ADA 0.6577 0.8334 0.5940 0.9751 0.7349 0.3264 0.4166 0.9955 

Neither SVM-l 0.7099 0.5632 0.7975 0.8465 0.7682 0.1690 0.2510 0.5045 

Neither KNN 0.8226 0.6887 0.9285 0.8633 0.8943 0.3393 0.3588 54.8285 

Neither LR 0.6524 0.4842 0.7612 0.8013 0.7807 -0.0545 -0.0550 0.5085 

Neither ET 0.8483 0.9875 0.8192 0.9929 0.8968 0.6198 0.6639 1.3090 

Neither LDA 0.8630 0.7602 0.9863 0.8643 0.9213 0.4103 0.4721 0.5930 

Neither Ridge 0.8690 0.6499 1.0000 0.8612 0.9255 0.4105 0.5082 0.5460 

Neither RF 0.8843 0.9911 0.8621 0.9948 0.9196 0.7226 0.7580 0.9325 

Neither QDA 0.2546 0.6453 0.0838 0.9907 0.1546 0.0318 0.1239 0.6665 

Neither NB 0.1871 0.4661 0.0000 0.0000 0.0000 0.0000 0.0000 0.5625 

Neither GB 0.9908 0.9960 0.9927 0.9960 0.9943 0.9703 0.9707 0.6900 

Neither LightGB 0.9714 0.9974 0.9688 0.9959 0.9819 0.9141 0.9184 0.6870 

Neither DT 0.8326 0.8900 0.7989 0.9941 0.8851 0.5905 0.6423 0.5190 

Neither ADA 0.7558 0.8568 0.7083 0.9878 0.8245 0.4566 0.5314 1.0260 

 



 

80 

Figure 18.  Levene’s Test Accuracy Category Confidence Interval for Standard Deviation  
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Figure 19.  Boxplot of Category Accuracy  

 

Figure 20.  Individual Value Plot of Category Accuracy 
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Figure 21.  Boxplot of Category Speeds 

 
 

Figure 22.  Welch’s ANOVA Interval Plot of Accuracy versus Category 
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Figure 23.  Normalization LightGB Calibration Plots or Reliability Curve 

 
 

Figure 24.  Standardization LightGB Calibration Plots or Reliability Curve 
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Figure 25.  Normalization LightGB Cumulative Gains Chart 

 

Figure 26.  Standardization LightGB Cumulative Gains Chart 
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Figure 27.  Neither Gradient Boosting Calibration Plots or Reliability Curve 

 
 

Figure 28.  Neither Gradient Boosting Cumulative Gains Chart 

 
 


