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Improving Radar’s Reliability and Maintainability 

 

Abstract 

Approximately 30% of returned radar hardware is classified as “Cannot 

Duplicate” (CND), indicating a high rate of failure reports that cannot be reproduced. 

These returns typically result in no repairs being performed, despite extensive testing and 

investigation. In such cases, a repair depot is unable to replicate the failures reported by 

field maintenance crews. This can lead to significant waste in terms of time, cost, and 

resources for a company and a customer. More critically, it disrupts fighter jet operations 

and reduces overall operational availability. Additionally, CND returns negatively impact 

the reliability and maintainability (R&M) metrics of radar systems. This praxis presents 

the development of a machine learning algorithm that utilizes data from the Failure 

Reporting, Analysis, and Corrective Action System to predict CND cases. The objective 

is to reduce the CND return rate by 20%, thereby enhancing the R&M of fighter jet radar 

systems. By minimizing unnecessary hardware replacements, the proposed solution aims 

to improve operational availability and significantly reduce sustainment costs when 

implemented at the field or depot level.  
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Chapter 1—Introduction 

1.1 Background 

The United States government, along with its foreign allies, invests millions of 

dollars annually in aerospace and defense companies to maintain advanced military 

aircraft, weapons systems, and related equipment. These sustainment programs are 

inherently costly and often span extended periods, typically lasting five years, with some 

extending up to 20 years or more. 

Governments are willing to make these substantial investments because the initial 

design and production costs of such systems are even higher, frequently reaching 

hundreds of millions or even billions of dollars (Naval Supply Systems Command 

Weapon Systems Support, 2021; Insinna, 2019; Trevithick, 2020). As a result, reliability 

and maintainability (R&M) are critical design requirements for aerospace and defense 

systems that directly influence long-term operational effectiveness and cost efficiency.  

Reliability, maintainability, supportability, and safety (RMSS) and availability are 

critical mission requirements for any military device or equipment because pilots’ and 

soldiers’ lives depend on these costly military tools when in combat. For example, a 

fighter jet’s radio detection and ranging (radar) system represents a jet’s eyes, ears, 

brains, and weapons. Without the radar, the jet would be a regular small airplane—that is, 

capable of flight but without the ability to defend itself. Therefore, RMSS and the 

availability of radar are extremely important. Moreover, radar systems must perform 

reliably while being quick and easy to maintain to ensure jets remain operationally 

available, especially during wartime.  
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When a piece of military equipment fails, various methods exist to track and 

report these failures for analysis and investigation of their causes. Engineers will 

formulate a repair plan, which will include the action steps concerning the hardware 

before shipping it back to the field after the repair. This type of report has a military 

standard—MIL-STD-2155 (Department of Defense, 1985)—that specifies the 

standardized requirements and criteria for implementing a failure reporting, analysis, and 

corrective action system (FRACAS). This is because a FRACAS involves establishing a 

structured process for identifying, analyzing, and resolving failures to improve product or 

process reliability and performance. This typically includes defining clear objectives, 

creating standardized reporting procedures, utilizing robust analysis techniques, and 

implementing corrective actions with verification. A defense company will adapt a 

standardized FRACAS based on its culture and products to keep track of its hardware 

and/or software failures.  

1.2 Research Motivation 

Fighter Jet Weapons Systems repairs are consistently expensive, sometimes 

triggering government audits due to extremely high costs. For example, the United States 

Department of the Navy conducted an audit to determine whether the pricing for 

repairing Airborne Fire Control Radar Systems on the F/A‑18 Hornet reasonable (Naval 

Supply Systems Command Weapon Systems Support, 2021). Deficiencies and issues are 

“growing pains,” as new technology is continuously incorporated into weapons systems 

or aircraft (Insinna, 2019). Figuring out how to reduce a system’s problems and find more 

efficient ways to repair with respect to time and cost to improve reliability and 

maintainability (R&M) are the main motivations for this project.  
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When a system malfunctions in the field (i.e., aircraft is at the airfield or operating 

location), a field maintenance crew will pull a suspected failed unit(s) (e.g., a radar power 

supply) and ship it back to its supplier depot for repair. There are different field return 

categories (e.g., induced failure, hardware failure, or anomaly). One significant category 

in FRACAS data is CND (Cannot Duplicate), which stands out due to its high overall 

percentage. Observations of manifestation spurred curiosity about the root causes of CND 

cases. However, this current praxis focused on identifying ways to reduce the CND return 

rate.  

From a business perspective, a CND case is something that a company does not 

want to occur, given that a reported problem cannot be duplicated by engineers because 

1) the problem never existed (or triggered by a false alarm), 2) was intermittent failure, 

and 3) was due to user error (induced). In other words, radar depot repair engineers will 

not find anything wrong with the relevant radar hardware or software. All the time and 

effort dedicated to troubleshooting the hardware, such as investigations concerning the 

pilot or field maintenance service crew claimed failure(s), different levels or types of tests 

for troubleshooting on the hardware, and test result analyses, will ultimately show that 

nothing is wrong, meaning that such efforts and labor costs were wasted.  

Overall, a CND case represents a time-consuming, expensive interruption to a 

fighter jet’s operation; it is also counterproductive for a repair depot. Also, it degrades the 

radar’s performance in terms of R&M. The only thing gained by this process is that data 

are captured in a FRACAS throughout the return and strenuous testing processes. 

Therefore, if a company can minimize a radar’s CND field returns, its repair costs will be 
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decreased, sustainment profits will increase, and, most importantly, the radar’s reliability, 

availability, and maintainability (RAM) will be improved. 

1.3 Problem Statement 

The radar hardware CND return rate is too high, adversely impacting a radar 

system's R&M.  

Numerous CND returns increase demand for hardware spares and repair costs. 

Additionally, this disrupts fighter jets' operational availability because of necessary radar 

hardware removal and replacement.  

1.4 Thesis Statement 

The proposed reliability tool uses a machine learning (ML) algorithm to predict 

radar hardware failure and identify CND cases.  

The main purpose is to reduce the CND case and repair overall costs, and most 

importantly to improve the radar’s RAM performances. Ultimately, these improvements 

aim to increase fighter jet’s operational availability, thereby strengthening mission 

readiness especially during the wartime. 

1.5 Research Objective 

This praxis examines fire control radar hardware failures in fighter aircraft 

currently in operation, undergoing upgrades, or in testing. A reliability tool was 

constructed based on FRACAS data using the ML algorithm method to predict “Cannot 

Duplicate” (CND) cases to improve the R&M of radar system performance.  

The objective of this research is to develop a reliability tool to: 

1. Predict whether a fire control radar hardware failure from a fighter aircraft is a 

CND case 
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2. Identify the most significant attributes affecting the model 

3. Recommend optimal points in the maintenance process to apply this predictive 

tool; this can help field service crews make informed decisions about which 

radar units to remove and replace and determining if radar hardware should be 

sent to the depot. Alternatively, the tool can be utilized at a depot, where 

prediction results can help depot engineers develop appropriate cost- and time-

saving testing plans, avoiding unnecessary testing when there is a high 

probability of CND. 

Thus, this research focused on reducing the radar hardware field return rate of a 

specific category of returns—namely, the CND category. This category has drawn 

attention due to the large number of returns, which the data show to be approximately 

30% of the total returns. The proposed novel reliability tool will perform the desired 

prediction, and the result can assist maintenance crews and/or depot engineers in deciding 

on taking appropriate actions, which can save repair time, effort, and costs. Also, the tool 

will improve a radar’s R&M and aircraft availability once the number of CND cases has 

been reduced. Implementing the tool will require small changes to existing hardware 

return processes, the details in which are presented in Chapter 4. 

1.6 Research Questions and Hypotheses 

To help accomplish the stated research objective, three research questions and 

three associated hypotheses were developed concerning the radar’s 1) CND cases, 2) how 

CND attributes impact to the R&M performance, and 3) what process can be improved to 

enhance radar’s performance and repair costs.  
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 This praxis aims to answer the following three research questions and address 

three hypotheses: 

• RQ1: Can a reliability tool be created to accurately predict the CND radar 

hardware field return category? 

• RQ2: Which radar features have most significant and positive impacts on selected 

model’s performance? 

• RQ3: Where in a sustainment program would implementing this reliability tool 

provide maximum benefit? 

• H1: The reliability tool can predict radar hardware field return CND cases with at 

least 80% accuracy. 

• H2: Return hardware identification, aircraft type, flight location, and built-in test 

code for the hardware (BITHW) are the most important attributes of the model. 

• H3: The reliability tool is most effective when used before sending the 

“suspected” failed radar hardware item from the field to the depot. 

1.7 Research Scope 

This research has three major scopes. The first part is a discussion of the 

importance of R&M in military aircraft and weapons systems designs and operations. 

References were collected from various standards and sustainment-related papers, 

including R&M standards and handbooks, articles, reports, and studies of how R&M and 

maintenance have been improved with different methods. The second part involves data 

collection and data processing for training ML algorithms to make a CND prediction and 

compare results to down-select the best model. The third part is about interpreting the 

prediction results and describing the best use of the model.  
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1.8 Research Limitations 

There are very limited actual radar FRACAS datasets in the public domain. The 

steps to obtain the data were difficult and tedious. Also, the data gathered for this 

research had to be filtered, cleaned, and desensitized. The reason is that the original 

FRACAS data could not be used as given (although the FRACAS data are unclassified) 

because the data are owned by a company and not by the customer. Certain failure 

information or descriptions may contain a product’s sensitive technical data. Therefore, 

many data points that contained sensitive and/or a company’s proprietary technical 

information had to be filtered out, leaving the data containing generic information.  

Before the data could be exported from a company, it was reviewed and approved 

by the company’s subject expert, chief engineer, technical directors, and the company’s 

legal team. The dataset used in this praxis is from one generation of radar and one version 

of the platform radar that contains a high CND return rate.  

Incomplete data may provide good insights into the CND prediction output; more 

complete data would be ideal for confirming the proposed tool’s methodology and 

performance results. Furthermore, it would be even better if it could be tested and 

validated with an entire dataset. 

1.9 Organization of This Praxis 

This praxis paper comprises five chapters. This first chapter provides the 

background to the research and the motivation for it. It has also presented the research 

problem, objective, research questions and hypotheses, scope, limitations, and 

organization. Chapter 2 offers a review of the literature relevant to this praxis. The first 

section of Chapter 2 introduces the review process and the types of literature reviewed. 
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Chapter 3 presents the methodology for how the data were gathered and processed to 

build the algorithm model. It details the different types of algorithms tested and trained, 

and the methods used to validate the models.  

Chapter 4 presents the results and analysis of the research, which includes a 

comparison of the algorithms and attributes that are significant to the model and down-

selects the best one to address RQ1 and RQ2. This chapter goes into where the ML tool 

will be implemented as part of the depot process to answer RQ3. Finally, Chapter 5 

provides a discussion of RQs 1, 2, and 3 and Hypotheses 1, 2, and 3, respectively, and a 

summary of the conclusions of this research regarding whether the findings support the 

hypotheses. Chapter 5 also discusses the application of the research results and makes 

recommendations for future research. A reference section lists all the references used 

throughout this research, and Appendix A embeds the data and files used for the model 

training and building, which can duplicate the research results.   
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Chapter 2—Literature Review 

2.1 Introduction 

This chapter consists of five sections. It starts with the introduction of the 

literature review, and the second section provides an overview of the concepts of R&M 

and the commonly used applications of military standards and handbooks. The third 

section presents the methodologies developed to improve R&M, which including the 

conventional and nonconventional methods, software maintainability (SM), and 

maintenance processes. The fourth section reviews the cost of improving R&M by 

providing examples of military aircraft, weapons systems, and equipment. The fifth 

section provides a summary explains the conclusions of the literature reviews.  

2.2      R&M Overview 

  The concept of reliability refers to the probability that an item or system will 

perform according to specified functional requirements for a defined period under stated 

conditions (Department of Defense, 1980; Ben-Daya et al., 2016; Ren, 2021; Benbow & 

Broome, 2012). A radar system’s reliability has several measurements including the 

mean time to failure (MTTF) and the mean time between failures (MTBF) (Ben-Daya et 

al., 2016; Benbow & Broome, 2012; U.S. Department of Defense, 2024; Ridder, 2021).  

In contrast, a system’s maintainability refers to the probability of an item or system can 

be maintained in or restored to, a specified operational condition when the maintenance is 

performed according to the prescribed procedures and resources within a specified 

defined timeframe requirement (Department of Defense, 1966; Ben-Daya et al., 2016; 

Benbow & Broome, 2012).  
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Note, the maintainability and maintenance are related but their functions and 

definitions are different. Indeed, maintenance concerns actions performed to control or 

prevent a degradation process leading to the failure of engineered hardware or software 

and return that hardware or software to an operational state via corrective, preventive, 

and predictive actions before or after a failure; hence, maintenance can be measured 

using the mean time to repair (MTTR) (Ben-Daya et al., 2016; Meddaoui, et al., 2024; 

Mitchell, 2023; U.S. Department of Defense, 2024). R&M are often considered 

complementary disciplines, given that both impact system availability, where attention to 

reliability during the design stage results in a lower frequency of failures, and attention to 

maintainability at the same stage facilitates the rapid restoration of a system if it fails in 

the field (Ben-Daya et al., 2016; U.S. Department of Defense, 2024).  

This complementary relationship is illustrated in Figure 2.1 (Ben-Daya et al., 

2016), while Equation (1) shows the relationship between MTBF and the MTTR and 

availability in this context:  

      𝐀 =
𝐌𝐓𝐁𝐅

𝐌𝐓𝐁𝐅 + 𝐌𝐓𝐓𝐑
    (1) 

where A stands for availability. 
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Figure 2-1. Complementary roles of R&M in system availability 

Military standards such as MIL-STD-785B from the United States establish fundamental 

reliability requirements that are tailored to each project's specific tasks, according to the 

different forms for the different military products that a company produces (Department 

of Defense, 1980). This particular standard focuses on fault prevention, deficiency 

correction, detection of weak parts, and identification of workmanship defects for 

systems and equipment.  

The specific parameters included in the application matrix featured at the end of 

the standard’s appendices allow a design engineer to select and access the most relevant 

parameters for a reliability program (Department of Defense, 1980). This guides an 

engineer in specifying system reliability requirements at the system, subsystem, unit, 

module, and component levels. The related standard, MIL-STD-781D, provides 

guidelines for testing a system and ensuring that it complies with reliability requirements 

during both nominal and environmental (e.g., extreme temperature, humidity, shock, 

vibration, corrosion, and altitude) qualification testing (Department of Defense, 1986).  
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Typical types of tests include laboratory, chamber, flight, and production tests 

(Department of Defense, 1986, 2019). Any deficiencies, failures, or errors detected 

during testing must be fixed, which may require a redesign, and then retested/requalified 

before a product goes into production. It is generally more costly to change the product 

design after it has been deployed in the field; thus, it is recommended that every product 

undergo reliability testing and refinement/repair to ensure that it complies with design 

capability requirements before production (Department of Defense, 1980; Department of 

Defense, 1986; Department of Defense, 2022).  

 The military handbook MIL-HDBK-217F is a customizable guide that provides 

information for systems engineers and reliability engineers to assist in making reliability 

predictions concerning electronics systems and equipment components (United States 

Department of Defense, 2022). An example of reliability prediction parameters for 

electronic systems and components is the MTBF, which can be predicted through two 

methods: parts stress analysis and parts count methods (Department of Defense, 1980, 

2022). The first method requires a greater amount of detailed information after the 

hardware and circuits have been designed, whereas the second method is normally used 

during the proposal and early design phases of the program and requires less information, 

typically only part quantity, quality level, and application environment (Department of 

Defense, 1980, 2022).  

Also, according to MIL-HDBK-217F, tradeoffs regarding redundant systems and 

failure modes, effects, and criticality analysis (FMECA) techniques can be used for 

reliability prediction after a design has been selected (Department of Defense, 1980, 

2022). The maintainability and testability based on a system’s built-in test (BIT) design 
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and capability for fault detection and isolation are used during FMECA for system 

reliability design and prediction (Department of Defense, 1966; Department of Defense, 

1980).  

 Although military standards (e.g., MIL-STD-785B, or MIL-STD-2155) guide the 

tailoring of reliability tasks, it can sometimes be difficult to apply guidance effectively to 

diverse systems and projects, especially if it has little or no emphasis on sustainment or 

depot programs. Also, the standards primarily focus on the development and production 

phases of programs. Furthermore, the standards do not provide cost-benefit analyses and 

strategies for optimizing resource allocation, and they do not fully address modern 

reliability engineering techniques and tools while technology is rapidly advancing. These 

shortfalls highlight areas where additional guidance, updates, or complementary 

standards could improve the effectiveness and applicability of MIL-STD-2155 and MIL-

STD-785B.  

2.3 Methods to Improve R&M 

There are two major methods for improving R&M: 1) the conventional method 

and 2) the groundbreaking and highly reliable data-driven maintenance prediction method 

involving artificial intelligence (AI) and ML (Fox, 2012). Traditional methodologies and 

tools designed to improve R&M and maintenance processes include FMECA, the 

reliability block diagram (RBD), fault tree analysis (FTA), and a FRACAS (Ben-Daya et 

al., 2016; Department of Defense, 1980). By contrast, the more modern way to improve 

both R&M and maintenance processes involves AI and ML technologies, which have 

become very popular over the last 20 years due to offering unprecedented opportunities 
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to achieve significant reliability, safety, and maintenance improvements (Ren, 2021; 

Benbow et al., 2012; Payette et al., 2023; Meddaoui et al., 2024).   

Ren’s 2021 paper on optimizing predictive maintenance with ML is 

comprehensive and well-regarded, especially in the supervised learning methods and 

algorithms used for both classification and regression categories (Ren, 2021). Algorithms 

such as decision trees, Naïve Bayes, and k-nearest neighbor algorithms were reviewed 

and evaluated. However, the algorithms such as the Artificial Neural Networks (ANNs) 

and Support Vector Machines (SVMs) standout in analyzing the historical maintenance 

records and sensor data to predict the system failures, supporting the proactive 

interventions and repair actions which are different with this research. The paper covered 

many different ML algorithms and their applications, and case studies. For example, how 

ML predictive maintenance systems integrated with the existing maintenance and 

operational systems to reflect the actual challenges and solutions of the real-world 

implementation. Future machine learning research in these areas could be explored to 

provide an overall view of the challenges and opportunities for optimizing the predictive 

maintenance in machine learning technology. 

2.3.1 Traditional Methodologies 

There are some traditional methodologies used to improve R&M and maintenance 

processes, including the FRACAS, FMECA, FTA, RBD, and Weibull analyses (Copilot, 

2025; Ben-Daya & Murthy, 2016; Department of Defense, 1980). FRACAS and FMECA 

are the most popular conventional methodologies used by defense contractors. While 

these two methodologies are very similar, they differ in terms of when they are 

performed (Department of Defense, 1980, 1985; Defense Acquisition University, n.d.). 
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Indeed, both FMECA and FRACAS provide information to improve R&M; however, 

FMECA uses estimated data because it is typically performed during the design phase, 

whereas FRACAS analysis is based on actual data collected after the system has been 

deployed in the field. Furthermore, FMECA and the FRACAS use the same data 

elements, definitions, and metrics to determine the results, including the MTBF, mean 

time between critical failures (MTBCF), and MTTR (Guha & Mondal, 2023; Defense 

Acquisition University, n.d.). In this way, these conventional methods promote and 

improve a system’s R&M and provide a disciplined closed-loop process for solving 

R&M issues, whether in the design and development, integration, testing, production, or 

fielding phase of a system’s life cycle (Guha & Mondal, 2023; Defense Acquisition 

University, n.d.).  

 Military standard MIL-STD-2155 established the FRACAS requirements and 

criteria in 1985, although it was superseded by the military handbook MIL-HDBK-2155 

in 1995 (Department of Defense, 1995). According to these military guidelines, the 

purpose of the FRACAS is to provide uniform requirements and criteria that are 

nevertheless tailorable for defense contractors seeking to implement them in relation to 

their production and sustainment programs. A FRACAS is important to production and 

sustainment programs because it contributes to reliability growth and achievement of the 

required operational reliability through early identification and elimination of failure 

trends (Rome Laboratory, 1993).  

There are many essential FRACAS activities, including the field failure report 

generated by a maintenance crew based on the pilot’s post mission debrief and the 

diagnosis performed by the maintainer. An experienced, knowledgeable field maintainer 



16 

 

selects, analyzes, and prioritizes the failures and issues detected by a system and includes 

them in the failure report to help improve R&M (U.S. Government Accountability 

Office, 2019; Mitchell, 2023). Systems engineers or sustainment personnel identify the 

required corrective actions and implement them to prevent future occurrences of reported 

failures and anomalies as they follow a FRACAS workflow.  

A FRACAS workflow normally starts with the failure entry, the actions generated 

and assigned to investigate and fix issues at the failure review board (FRB) stage, and the 

verification/validation performed for any repairs completed before closing out the failure 

in the FRACAS database (U.S. Government Accountability Office, 2019; Trout, n.d.). 

Reliability engineers track R&M issues over time to allow for further analysis and 

corrective actions to improve the R&M performance of the next generation of products or 

to drive the redesign of an existing product for retrofit or forward-fit (Department of 

Defense, 1985; Defense Acquisition University, n.d.; Trout, n.d.). These FRACAS 

analyses provide benefits in terms of enhancing system reliability, facilitating 

understanding of system failures, and assessing impacts on the system. Also, the analyses 

may reveal inherent or underlying reliability issues and validate or invalidate the FMECA 

performed during the design phase (U.S. Government Accountability Office, 2019; Ben-

Daya et al., 2016; Department of Defense, 1980).  

 FRACAS data can be obtained via the inspection routine (i.e., visual checks and 

functional testing) for the system, which involves regularly checking the system’s parts 

for wear and tear, cable connector/harness damage, etc. In this way, a maintenance crew 

can spot potential problems before they worsen and cause serious issues. Corrective 

maintenance actions should be taken immediately if any parts are found to be worn out or 
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damaged to ensure or improve the system’s performance and reliability (Guha & Mondal, 

2023). However, not all repairs or upgrades can be performed immediately, given that 

there may sometimes be delays due to obsolete parts or design flaws that need to be 

reproduced or fixed. Until the hardware repaired with the new components is tested and 

manufactured, the failed hardware will not be replaced with the upgraded version. It is 

not uncommon for failures or anomalies caused by software bugs to cause a system to 

freeze, glitch, or restart. These types of software issues or deficiencies may have to be 

addressed through upgrades. Ensuring that the system software is up-to-date is just as 

important as maintaining the system hardware for some reasons (e.g., security, signal 

processing, performance improvement). Also, systems rely heavily on software for 

various operations, particularly when it comes to processing and analyzing data 

transmitted by and received from radar (Guha & Mondal, 2023).  

The Department of Defense’s standards, such as MIL-STD-785B and MIL-STD-

2155, are valuable tools for identifying potential failures, reporting failures, and 

determining corrective actions to improve the R&M of a system. However, challenges 

exist and improvements needed, such as delayed feedback for corrective actions to 

resolve critical issues. Defense contractors need to adapt or leverage modern tools, such 

as ML or AI, as part of standards to align with contemporary development methodologies 

and technologies to make more effective processes to support the system design and 

development of R&M. 

2.3.2 Nontraditional Methodologies 

Nontraditional methods use advanced technologies and largely depend on data or 

a data-driven process to predict R&M and availability (Copilot, 2025). The following are 
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the most commonly used nonconventional methods (Copilot, 2025; Ren, 2021; Kumar & 

Tewari, 2018; Pinnacle, 2024; Matsumoto et al., 2020): 

1. ML and AI: These technologies analyze large historical datasets to identify a 

system’s patterns and predict its failures. They can improve the accuracy of 

reliability predictions by continuously learning from new data (Kumar & Tewari, 

2018). 

2. Digital twins: A digital twin is a virtual model of a physical system. It uses real-

time data to simulate a system’s performance, predict its failures, and optimize its 

maintenance schedules (Pinnacle, 2024). 

3. Predictive maintenance (PdM): This method uses sensors and Internet of Things 

devices to monitor the system or equipment conditions in real time. Also, 

advanced analytics predicts when maintenance should be performed to prevent 

failures (Pinnacle, 2024). 

4. Big data analytics: By analyzing vast amounts of data derived from various 

sources, big data analytics can reveal insights that traditional methods might miss, 

which helps in predicting reliability and identifying potential issues before 

problems occur (Kumar & Tewari, 2018). 

5. Bayesian networks: A Bayesian network is a probabilistic model that consists of 

variables and their conditional dependencies. The model is used to predict the 

reliability of complex systems by incorporating both historical data and expert 

knowledge (Matsumoto et al., 2020). 

6. Monte Carlo simulations: These simulations use random sampling to model the 

probability of different outcomes during a process. Hence, they aid in 
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understanding the impacts of variability and uncertainty on a system’s reliability 

(Pinnacle, 2024). 

All these advanced technological methods enhance the ability to predict and 

improve the R&M and availability of systems by leveraging modern technologies and 

data-driven insights (Copilot, 2025; Kumar & Tewari, 2018; Pinnacle, 2024; Matsumoto 

et al., 2020). 

Ridder’s 2021 dissertation introduced a new way of evaluating the radar system’s 

operational reliability, which shifted the focus from traditional hardware reliability to 

operational reliability, including the radar’s signal processing and real-world operating 

conditions (Ridder, 2021). Ridder developed multiple criteria to measure operational 

reliability, and his simulation results demonstrated the effects of different performability 

metrics, including hardware degradation, target detection performance, and clutter 

conditions (Ridder, 2021). His overall dissertation emphasized the importance of 

integrating user expectations and operational goals into performability metrics to make 

them more applicable to modern and complex radar systems. The operational reliability 

equation is calculated as the probability of detection minus the probability of false alarm. 

The false alarm probability concept is similar to this study’s CND case, where the radar 

system incorrectly flags hardware as failed when it’s actually functioning properly.  

ROp = PD − PFA , (ROp≥0)  (2) 

If Ridder’s paper or his future research could provide a comparative analysis with 

other existing performability metrics, which include the latest advancements in radar 

technology and signal processing and the integration of other systems and technology 
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used in defense and aerospace, then the context would be broader and make his unique 

contributions stand out even more.   

2.3.3 Software and Software Maintainability  

Software has become a crucial part of radars and other types of civilian and 

military weapons systems, devices, and equipment (Copilot, 2025; Alsolai & Roper, 

2019; Defense Innovation Board, 2019). As stated by Cortney Weinbaum and Lt. Gen 

John N. T. “Jack” Shanahan in the Software Acquisition and Practices (SWAP) Report: 

The future battlespace is constructed of not only ships, tanks, missiles, and 

satellites, but also algorithms, networks, and sensor grids. Like no other time in 

history, future wars will be fought on civilian and military infrastructures of 

satellite systems, electric power grids, communications networks, and 

transportation systems, and within human networks. Both of these battlefields—

electronic and human—are susceptible to manipulation by adversary algorithms. 

(Defense Innovation Board, 2019, p. 1) 

Many studies have been conducted over the last two decades concerning AI and 

ML software and SM because software now plays an indispensable role in most systems. 

When compared with the situation in the past, when software was merely an enabler, 

today’s radar and weapons systems rely on software to define mission-critical capabilities 

and the ability to sense, communicate, integrate, coordinate, act, and fight (Defense 

Innovation Board, 2019). Nowadays, software is everywhere, including the Department 

of Defense (DoD) weapons systems, command and control, communication systems, 

intelligence systems, logistics systems, and infrastructure (Defense Innovation Board, 

2019).  
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Software Maintainability is defined by the Institute of Electronic and Electrical 

Engineers Standard Glossary of Software Engineering Terminology as “the ease with 

which a software system or component can be modified to correct faults, improve 

performance or other attributes, or adapt to a changed environment” (Alsolai & Roper, 

2019, p. 14). Some SM types can be measured directly, whereas others can be measured 

indirectly. Based on the systematic literature review, ensemble models are better than 

individual models at predicting SM (Alsolai & Roper, 2019).  

Despite the fact that Alsolai and Roper’s paper provides a comprehensive review 

of ML techniques for predicting SM, there are a few potential gaps and areas for 

improvement (Alsolai & Roper, 2019). For example, the paper noted many datasets from 

private sources, so there is a need for more available datasets in the public domain to 

improve reproducibility and comparison between studies (Alsolai & Roper, 2019). The 

ensemble models’ benefits, as discussed in this paper, are like the 

meta.RandomCommittee model was used for this research. Alsolai and Roper's paper 

also noted that such implementation is relatively uncommon in practical applications 

Alsolai and Roper’s paper also pointed out that it is relatively rare in use in applications; 

thus, more research is needed on the use of ensemble models in various contexts to show 

why it is a good model to use. It is also more complex in computation and requires more 

processing than the Bayes and k-nearest neighbor distance algorithms (Alsolai & Roper, 

2019).  

Alsolai & Roper’s paper mainly focused on theoretical and simulated results; 

some real-world case studies or practical implementations may provide more insights into 

the challenges and benefits of applying these techniques in practice. Furthermore, there is 
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a lack of standardization in evaluation metrics; however, evaluation measures for 

classification problems, such as those in this research, include Accuracy, Recall, 

Precision, and F-measure. Additional research using a standardized metric for comparing 

studies of ML models’ performance over time to understand their long-term reliability 

and effectiveness would be beneficial. 

There is another Department of Defense paper stated Air Force uses an integrated 

AI and ML software tool as a record system for the predictive maintenance actions 

(Mitchell, 2023). This tool is termed condition-based maintenance plus (CBM+) and 

forms part of the Rapid Sustainment Office’s Predictive Analytics and Decision Assistant 

(PANDA) tool, which is used to increase the operational reliability of weapons systems 

before aircraft are sent on missions (Mitchell, 2023; U.S. Department of Defense, 2024). 

The ML aspect of the tool provides the capability to aggregate disparate datasets, analyze 

data, and perform maintenance predictions concerning the future health of the aircraft 

(Mitchell, 2023). This results to complete eliminate of the unscheduled maintenance 

downtime for the B-1 bombers and a 51% reduction of person-hours in maintenance 

actions (Mitchell, 2023). 

2.3.4 Maintenance 

The definition of Maintenance is the combination of all the technical, 

administrative, and managerial actions during the life cycle of a system that is intended to 

keep it in or restore it to, a state in which it can perform to the required function (Copilot, 

2025; Ben-Daya et al., 2016; Gulvin, 2023).  

Following are the three types of maintenance definitions (Copilot, 2025; Ben-

Daya et al., 2016; Gulvin, 2023):  
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1. PdM uses advanced data analytics, ML, and predictive algorithms to forecast 

when a system or piece of equipment will need maintenance. It optimizes the 

maintenance schedule and allows better planning to minimize unnecessary 

maintenance actions. PdM can predict issues earlier than preventive maintenance 

and prevent those issues from escalating into more serious problems.  

2. Preventive maintenance (PM) is like PdM in that both strategies increase the 

uptime and reduce the unplanned downtime to improve the reliability and life 

cycle of assets. The difference between the two concerns timing and the ability to 

predict the likely future condition of the system. PM uses historical data to 

determine the routine maintenance schedule for the system, but there are some 

imperfect and uncertain effects stemming from PM actions, given that the 

majority of failures are unexpected. For example, most of the time, the reported 

failure is either a hard or intermittent fault, although PM actions may cause an age 

reduction and a reduction in the failure rate (i.e., under maintenance, or over 

maintenance).    

3. Corrective maintenance (CM) action is needed to make hardware operational if it 

experiences a hard fault. If it encounters an intermittent failure, the hardware 

returns to the normal operational state with no CM action, although a fundamental 

issue still exists that may happen again.  

 Some electronic items and software have experienced intermittent failures. When 

such an item fails, it can often become operational again after a power cycle or system 

restart. When the item is returned to the repair depot after experiencing failure a few 

times, the depot engineer may or may not be able to duplicate the fault. In the latter case, 
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the item is returned to the user with a statement along the lines of “no fault found” or 

CND, the reported failure (Fox, 2012). This research provides novel and innovative 

solutions to address the prediction and reduction of CND cases in the following chapters. 

2.4 Costs of Improving R&M 

There are two major types of maintenance costs: direct costs and indirect costs. 

Direct costs are due to maintenance actions, such as maintaining radar hardware and 

software to keep fighter jets in operation to complete each mission. Also, labor costs for 

maintenance, repair, and material and spare parts costs are included as part of 

maintenance costs (Ben-Daya et al., 2016). In contrast, indirect costs are normally higher 

and stem from unplanned maintenance actions and revenue loss due to maintenance 

actions that cause operations to stop (Copilot, 2025; Ben-Daya et al., 2016; Gulvin, 

2023). 

PdM is a more promising maintenance method in terms of maintenance prediction 

and optimization using ML algorithms. PdM is an emerging research topic that is popular 

in relation to reliability and maintenance planning because it offers notable benefits when 

compared with conventional maintenance techniques (Ren, 2021). In this regard, PdM 

results in lower maintenance costs, a reduction of 35%–50% in downtime, and a 20%–

40% increase in lifespan (GULVIN, 2023). 

Any redesign to improve reliability is costly. Similarly, maintainability is directly 

related to maintenance costs, given that it is the sum of the person-months spent on 

maintenance testing (MMT), modification (MMM), and understanding (MMU) (Granja-

Alvarez & Barranco-Garcia, 1997). Several United States Government Accountability 

Office (GAO) reports have reviewed DoD investments in Air Force, Army, and Navy 
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acquisitions of weapons systems and have found that they do not consistently adhere to 

key reliability practices (U.S. Government Accountability Office, 2020).  

DoD acquisition programs have often prioritized schedule and cost over key 

reliability practices, and so were not as reliable as they promised (U.S. Government 

Accountability Office, 2020). For example, the DoD estimated that the purchase of F-35 

aircraft over the next 26 years would cost $406 billion, while the sustainment costs for 

operating and maintaining the F-35 fleet over the next 52 years were estimated to be 

$1.12 trillion (U.S. Government Accountability Office, 2019). A GAO report noted the 

high costs due to deficiencies stemming from not meeting all of the F-35 program’s 

R&M targets. However, the F-35 program office estimated that implementation of the 

R&M improvement program (RMIP) would potentially save over $9.2 billion in life-

cycle costs (U.S. Government Accountability Office, 2019).  

The above-mentioned studies illustrate how costly it is to improve the R&M of 

DoD acquisition programs. However, the literature review also identified ways to reduce 

costs by applying and implementing Reliability Centered Maintenance (RCM) and 

CBM+ analyses and processes during the early stage of the acquisition (U.S. Government 

Accountability Office, 2019; U.S. Department of Defense, 2024; Rome Laboratory, 

1993). 

2.5 Summary and Conclusion 

R&M should always be part of design requirements to ensure a system’s mission 

performance and operational availability. Moreover, different methods and tools are 

available to improve R&M (as reviewed in Section 2.3). There are many large defense 

companies manufacturing military weapons systems and/or fighter jets that are very 
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costly, with millions or billions of dollars spent on their design and development, 

integration, testing, production, and sustainment programs (as discussed in Section 2.4). 

Initial investments are often too large, and it is almost impossible to cancel a 

program even if a system does not meet the R&M requirements. A subsequent 

sustainment program is needed because it is too expensive to waste the system; therefore, 

ways must be found to maintain and repair it. Therefore, a product's R&M is vital 

throughout the entire system or equipment life cycle, from inception to retirement. 

Fortunately, there are industry and military standards and handbooks for defense 

companies to reference or follow concerning the R&M of their products, covering the 

design requirements, predictions, testing, qualification, tracking failure reports, etc. 

(Department of Defense, 1966, 1980, 1986, 1995, 2022).  

Each company has its own ways of maintaining its products after deployment, 

although sometimes the customer or primary contractor (if the company is a 

subcontractor) may have specific requirements for sustaining the products, meaning that 

the company and the customer would need to work together to find the middle ground. 

This research presents a novel method for predicting radar hardware CND cases based on 

radar FRACAS data and using a tool with ML algorithms in the field and/or at the depot 

to improve R&M performance. If the proposed method results in any reduction in CND 

returns, the associated maintenance actions and repair costs will also be reduced. 
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Chapter 3—Methodology 

3.1 Introduction 

This chapter discusses the methodologies applied in this praxis research. The first 

three sections explain the data-gathering step, the data-processing step, which includes 

preprocessing and feature engineering, and the class definition step. The subsequent two 

sections present the model development step and the testing and validation steps, which 

involve the use of the Weka software tool (Chaplain, 2011; Bradshaw & Chang, 2013).  

3.2 Data Collection 

FRACAS data were obtained from a company’s reliability engineering team. The 

dataset includes 10 years of data from 2010 to 2019. The reliability engineering team is 

normally responsible for generating, updating, and maintaining the company’s FRACAS 

database. All radar failures, anomalies, defects, and performance deviations occurring 

during production testing and field operation are documented in the FRACAS database. 

This research uses a dataset containing information from fielded aircraft, including 

operational aircraft, test aircraft, aircraft undergoing upgrades, and various other aircraft 

categories. However, the focus was on aircraft in operation, as the others are considered 

irrelevant concerning the target variable. Figure 3.1 captured the highlighted original 

variables before any data processing methods applied. 
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A field maintenance crew member or field service representative provides the 

radar field failure report based on his/her diagnosis and the pilot’s post-mission debrief. 

The field failure report was copied verbatim into the database. The database also contains 

any field and depot corrective actions in relation to the returned radar, such as the tests 

(e.g., ambient or environmental stress) and types of repairs, as well as the hardware or 

software versions used, which are also documented in the database. Also, a brief repair 

failure report for each radar hardware component is included in the dataset, typically 

consisting of a summary of the failure investigation, the trend identification (if any), the 

FRB’s decisions, conclusions, and recommendations, the repair actions performed, and 

any remaining actions. Moreover, each failure event number (FEN) includes the date, 

status, contract type, Assy Name (changed to ReturnedHW), Assy S/N (changed to SN), 

failure date, Recv’d Date at the depot (changed to ReceivedDate), Ship Date back to the 

field (i.e., a customer) (changed to ShippedDate), AIRCRAFT the radar failed from, 

aircraft location (changed to Loc1…Loc11), type flight (expanded to TypeFltOp, 

TypeFltUpdgrade, TypeFltTest, TypeFltNA), FRB finding (expanded to 

FindingCountable, FindingNonCountable, FindingNonFRACAS), cause category 

 

Figure 3-1. Original Variables 
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(expanded to CauseInduced, CauseFail, CauseCND), BITs Set failure codes (expanded to 

BITHWx), and failure summary report.  

The original data used in this research had to be filtered and sanitized to be used 

for academic purposes and to eliminate any proprietary company information. As 

mentioned in Chapter 1, the data were subjected to a series of cleaning steps to remove 

any proprietary or sensitive technical data before the approval process.  

3.3 Data Processing 

 Data preprocessing and feature engineering are crucial steps in any ML analysis, 

serving to improve data analysis and enhance model performance, respectively (Fan et 

al., 2021). There are similarities in terms of the improvements achieved, although there 

are subtle differences between the two steps. The main difference is apparent when 

applying the techniques for different purposes during different phases of data processing 

(Fan et al., 2021). The simplified data-processing flow diagram shown in Figure 3-1 is 

divided into two sections. In the top section, the raw data preprocessing step takes place, 

while in the bottom section, the feature engineering step occurs. Each step entails distinct 

techniques that are used in this praxis.  
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3.3.1 Data Preprocessing 

The raw data preprocessing step comprised three major parts: data sanitization, 

data cleaning, and data formatting. Data sanitization was required in this research because 

the data were owned by the company, and some of the information was proprietary 

and/or sensitive, even though the data were originally unclassified. The sanitization 

procedure involved reviewing the data, deleting all sensitive data, and renaming any titles 

that included sensitive attributes. After being sanitized, the data were submitted for 

approval by the company’s subject matter experts (SMEs), the chief engineer, and 

authoritative teams (e.g., legal) before being exported outside of the company.  

 

Figure 3-2. Data Processing 
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Once the original radar FRACAS data had been sanitized and approved for use in 

this research, data cleaning was performed. This involved correcting any obvious and 

repeated errors and inconsistent data. Simple ones can be done in Microsoft Excel; more 

complex ones would need to be performed in the ML learning software tool, which 

requires conversion of the Excel file to CSV or Attribute-Relation File Format (ARFF). 

Also, missing data were corrected by performing imputation (i.e., replacing or filling any 

missing data values with the averaged values from the dataset).  

Imputation is usually used during the data preprocessing step to enhance the 

quality and usability of building operational data and to improve analyses to be more 

reliable and accurate (Fan et al., 2021). Imputation can be done automatically in a 

software tool like Weka that has a filter under the unsupervised attribute named 

‘ReplaceMissingValue’ or manually to replace the missing values for nominal and 

numeric attributes in a dataset with mean or average from the training data (Fan et al., 

2021; Hall et al., 2009). For instance, an estimated average date was used when a 

receiving or shipping date was missing.  

For data outliers, another technique involving selecting and removing 14 out of 59 

attributes was applied in Weka to prevent performance-skewed results. For example, data 

collected from aircraft not in operation, upgrades, and testing status are not reliable; the 

most trusted data are from the fielded or aircraft in operation. Therefore, the 

“TypeFltTest and TypeFltNA” data were removed to avoid skewing the results. Also, 

non-value-added, irrelevant features were removed to make the model simpler and to 

improve calculation time. These removed data comprised the FEN, failure receiving date, 
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repair status, hardware shipping date, failure cause (induced or hard fail), and payment 

category.   

In the final major preprocessing step, data formatting was performed on the raw 

data. This step was critical because the raw data included a mix of data types (e.g., 

nominal, binary, numeric, etc.). For example, data type format for the serial number “SN” 

was formatted from numeric to nominal. The FRACAS database’s Excel spreadsheet, 

some of the parameters were extracted and separated, including aircraft location, type of 

flight, failure cause (induced or hard fail), and findings. The BITs Set Parsing the BIT 

fault code was done manually because it was entered into various formats by different 

flight maintenance service crew members and field service representatives (FSRs). After 

separation, each BIT was marked with a binary “Yes” or “No” next to the hardware BIT 

fault code based on the BIT matrix. There were about 20 different pieces of hardware, 

and each item return was unique due to its failure claim and BIT set. Often, the return did 

not have much information provided by a flight service crew member or FSR. For 

example, a BIT fault code or failure explanation may be missing, and in such cases, the 

absent parameters were treated as “missing” data. 

All the attribute k-values were converted into nominal k-values because a mix of 

data types would prevent the analysis from being run or make it difficult for ML 

algorithms to work (Hall et al., 2009).  For instance, the serial number (SN) is converted 

from a numeric to a nominal value by adding the SN in front of the number instance. 

Also, attributes such as the test location, flight type, cause category, and BIT set were all 

converted into nominal values with the instances “Yes” or “No” because they were 

originally a mix of data types.  
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3.3.2 Feature Engineering 

Feature engineering represents another crucial step during the data-processing 

stage. It takes place after the data preprocessing because, at that point, raw data should be 

ready for the ML algorithm; however, it may sometimes require reiteration of the data 

preprocessing step. The feature engineering step focuses on applying different techniques 

to improve the ML model’s performance, which normally involves data reduction and 

data scaling, as shown in the flow diagram in Figure 3-1. The techniques utilized include 

feature selection and feature extraction in conjunction with feature ranking and 

transformation. Reiterative steps may be applied until a final model is selected after 

modifying the existing features and/or generating new ones until the model’s predictive 

performance is satisfactory (Future Machine Learning, n.d.; Murel & Kavlakoglu, n.d.; 

Fan et al., 2021). 

In this research, attribute evaluators from the Weka software tool were tested and 

compared—namely, OneRAttributeEval, CorrelationAttributeEval, 

GainRatioAttributeEval, InfoGainAttributeEval, ReliefAttributeEval, and 

SymmetricalUncertAttributeEval; their synopsis is listed in Table 3-1 (Hall et al., 2009). 

These evaluators were used in conjunction with the ranking search to evaluate the worth 

of a given attribute by measuring each attribute’s weight and ranking it based on the most 

heavily weighted attributes (i.e., features) for each measurement (Hall et al., 2009). Note, 

the CorrelationAttributeEval evaluator has the capability to measure and select features 

that are most correlated with the class label and helps eliminate features that are 

redundant which they are often cause collinearity or dimensionality that impacts model’s 
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performance and interpretability. This CorrelationAttributeEval evaluator will be used as 

a reference for other evaluators. 

Table 3-1. Utilized Attribute Evaluators from Weka 

Attribute 

Evaluator 
Synopsis (Hall et al., 2009) 

OneR 

Evaluates an attribute’s worth by using the One Rule classifier: It 

calculates the error rate and scores on accuracy; a lower error rate 

is a better predictor. 

Correlation 

Evaluates an attribute’s worth by measuring the correlation 

(Pearson’s) between an instance and the class. 

Nominal attributes are collected value-by-value basis by treating 

each value as an indicator. The overall correlation for a nominal 

attribute was determined from the weighted average. 

GainRatio 

Evaluates an attribute’s worth by measuring the gain ratio with 

respective class: GainR (Class, Attribute) = (H (Class) – H (Class | 

Attribute)) / H (Attribute). 

InfoGain 

Evaluates an attribute’s worth by measuring the information gain 

respective class: InfoGain (Class, Attribute) = H (Class) – H 

(Class | Attribute). 

Relief 

Evaluates an attribute’s worth by sampling repeatedly to an 

instance and evaluating the attribute's value based on its nearest 

neighbors from the same and opposing classes. This can operate 

on discrete and also the continuous class data. 

Symmetrical 

Uncertainty 

Evaluates an attribute’s worth by measuring the symmetrical 

uncertainty with respect to class: SymmU (Class, Attribute) = 2 * 

(H (Class) – H (Class | Attribute)) / H (Class) + H (Attribute). 

The test and top features were selected based on quantitative measurements and 

their percentage impact on the model's predictive accuracy. Two methods were used to 

determine the importance of each top feature in relation to the model’s predictive 

performance. The first method involved the manual removal of each feature and the 

measurement of the significance of the prediction results, which were repeated for each 

feature of the selected model.  
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The second method entailed measuring each feature’s significance by means of 

permutation, which was like the first method but included a random feature with 

permutation after removal of the feature under test and then running the model to 

calculate the results concerning the impacts. Once again, this process was reiterated for 

each feature in the selected model. 

Another feature engineering technique, data scaling, was performed using 

resampling and normalization. Resampling techniques involve producing and scaling a 

dataset. Resampling helps to improve model performance and handle imbalanced, biased 

datasets, which produce a random subsample from the dataset and samples with or 

without replacement to balance the minor sample dataset (Hall et al., 2009). 

Normalization techniques are part of data scaling; they ensure that different features 

contribute equally to the model’s performance by transforming the data to a common 

scale without distorting differences in the range of values. This method improves the 

efficiency and reliability of the model and is beneficial for algorithms that are sensitive to 

data scales (Fan et al., 2021; Hall et al., 2009). It can also simplify the model and reduce 

overfitting, meaning that the simpler model can compute faster and perform well with the 

training data (Copilot, 2025; Future Machine Learning, n.d.; Murel & Kavlakoglu, n.d.).  

3.4.1 Definition of Success CND 

When radar hardware is returned from the field to the depot for repair, the depot 

typically follows a repair process flow that begins with testing and then repairs the 

relevant hardware after successfully duplicating the field failures that originally caused 

the return. However, there are instances in which the reported field failure cannot be 
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duplicated or verified. In such cases, the depot conducts extensive repair-related testing 

processes to determine whether the returned hardware has any failures or anomalies. 

There are three typical outcomes of this process: 

1. Successful Duplication and Repair: The field failure is successfully duplicated 

and repaired. 

2. Identification of Secondary Failures: The depot identifies another failure, either in 

addition to the reported field failure or a new failure that differs from the reported 

field failure, known as a “secondary failure.” 

3. Cannot Duplicate the Field Failure: The returned hardware’s field failure cannot 

be duplicated at the depot despite exhaustive testing, investigations, and analyses. 

Consequently, the hardware is returned to the field without any repair actions 

being performed. CND was the dependent variable in this study.  

Outcomes 1 and 2 above would be considered one category, the failure category 

(Not CND), and Outcome 3 is the success category, CND. Among these scenarios, the 

CND case is the most undesirable due to its impact on repair costs, time, and radar 

performance, which negatively affects the aircraft’s operational availability (i.e., R&M 

performance). This research aims to identify ways to minimize the rate of the variable of 

success, “CND” returns. One potential method involves adding a depot process that uses 

an ML tool to predict the CND probability before return or depot testing. The prediction 

of the target variable result would enable the FSR or depot engineer to make informed 

repair decisions, thereby minimizing repair time and cost, improving radar R&M, and 

enhancing the aircraft’s operational availability. 

3.5 Model Development  
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Multiple models were tested to address the research questions (RQ1, RQ2, and 

RQ3). Before developing the models, the worthiness of the attributes was determined 

using the attribute evaluators presented in Table 3-1. During the model development 

process, the K-nearest neighbors (KNN), Naïve Bayes, decision tree, function, and meta-

algorithms were tested and compared to determine the most desirable approach.  

3.5.1 KNN (Lazy Algorithms) 

The KNN classifier is considered the simplest and most powerful algorithm in the 

field of ML (Copilot, 2025; Brownlee, 2016). This classifier is straightforward and 

requires no learning because the model is the entire training dataset (Brownlee, 2016). 

The model’s predictions for a new data point are based on searching the entire training 

dataset for the K-most similar instances (i.e., the nearest neighbors) and summarizing the 

output variable for those K instances (Brownlee, 2016).  

KNN can select an appropriate value of K based on cross-validation and can also 

perform distance weighting (Hall et al., 2009; Aha and Kibler, 1991). Euclidean 

distance represents the most common use of a distance measure, which is known simply 

as distance and a simple illustration is showed in Figure 3-2. When the data are dense or 

continuous, it is the best proximity measure (Aha & Kibler, 1991). The Euclidean 

distance between two points is the length of the shortest path that connects them: 

Euclidean distance (x, y) = √∑ (𝒙𝒊 − 𝒚𝒊)𝟐𝒏
𝒊=𝟏   (3) 

Other popular distance measures include Manhattan distance and Minkowski 

distance (Polamuri, n.d.). Suppose there are two points, A and B: to find the Manhattan 

distance between them, sum up the absolute x-axis and y-axis variations. This indicates a 

way to determine the variations of points A and B along the x-axis and y-axis planes. The 
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mathematical meaning is the Manhattan distance between two points measured along 

axes located at right angles (Polamuri, n.d.): 

Manhattan distance = |x1 – x2| + |y1 – y2|  (4) 

The Minkowski distance is a generalized metric form of the Euclidean and 

Manhattan distances (Polamuri, n.d.).  

 

KStar (K*) is also an instance-based classifier that uses the concept of an entropy-

based distance function to calculate the distances between instances a and b using a 

probabilistic approach (Hall et al., 2009; John et al., 1995). The following equation is a 

category prediction for calculating an instance ‘a’ probability of being in Category ‘C’ by 

summing all instances’ probabilities that are part of ‘C.’ 

𝐏 ∗ (𝐂|𝐚)  =  ∑ 𝑷 ∗ (𝒃|𝒂)𝒂∊𝑪   (5) 

K* uses probabilistic equations, such as equation (5), to determine the distance 

between instances based on the key concept of the probability of transforming one 

instance into another to classify the instances. This concept allows the algorithm to 

 

Figure 3-3. Simple Illustration of KNN Algorithm 
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handle noisy data and missing values while simultaneously providing a flexible and 

powerful method for classification. To make it easy to determine the classification, the 

highest probability will be the classification for the new instance. Another option is to 

select a class at random using the relative probabilities or using the normalized 

probability distribution as the result (John et al., 1995). 

3.5.2 Decision Tree Algorithms 

The decision tree is the most popular and simplest method used for classification 

or regression tasks. The tree made out of nodes, branches, and leaves, where the nodes 

are the decisions or tests based on the features, and the branches are the results of the 

decisions and the connections among the nodes (Hall et al., 2009; Brownlee, 2016). 

Lastly, leaves are the final decision result or class label (Hall et al., 2009; Brownlee, 

2016). A decision tree sample probability equation (6) that reaches a leaf node to 

calculate class c, and a simplified version of a decision tree is illustrated in Figure 3-3.  

P(c | x) = 
𝑵𝒄

𝑵
  (6) 

Where Nc is the number of training samples of class c in the leaf node, and N is 

the total number of samples in the leaf node.  
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The Random Tree classifier is used to construct a tree that considers K randomly 

chosen attributes at each node. It builds decision trees using random subsets of attributes 

and data, and then it selects the best attribute to split the data from each node. The tree 

size, complexity of the calculations, and process time depend on the data size. The 

Random Tree performs no pruning and has the option of allowing estimation of the class 

probabilities based on a hold-out set (i.e., backfitting) (Hall et al., 2009).  

The random forest algorithm is an ensemble learning method that combines 

multiple random trees to improve classification performance (Hall et al., 2009, 2024; 

Brownlee, 2016). It has the advantage of reducing overfitting by averaging multiple trees, 

given that a single Random Tree has a higher chance of experiencing an overfitting issue 

(Brownlee, 2016). The equation for a random forest is averaged across all trees based on 

Equation 7. 

P(c | x) =
𝟏

𝑻
∑ 𝑷𝒕(𝐜 | 𝐱) 𝑻

𝒕=𝟏   (7) 

where T is the number of training samples of class c in the leaf node, and Pt(c|x) is 

the probability of class c from tree t. 

 

Figure 3-4. Simple Illustration Decision Tree Algorithm 
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3.5.3 Functions: SGD, and SMO 

The stochastic gradient descent (SGD) is implemented to learn various linear 

models (e.g., binary class SVM, binary class logistic regression, squared loss, Huber loss, 

and epsilon-insensitive loss-linear regression) (Hall et al., 2009). Globally, it replaces all 

the missing values and transforms the nominal attributes into binary ones. It also 

normalizes all the attributes, meaning that the coefficients in the output are based on 

normalized data. For numeric class attributes, the squared, Huber, or epsilon-insensitive 

loss functions must be used, although the epsilon-insensitive and Huber loss functions 

may require much higher learning rates (Hall et al., 2009). 

John Platt’s sequential minimal optimization (SMO) algorithm is implemented to 

train a support vector classifier (Hall et al., 2009). Globally, this implementation also 

replaces all missing values and transforms nominal attributes into binary ones. Moreover, 

it normalizes all the attributes by default (where the coefficients in the output are based 

on the normalized data, not the original data, which is important when interpreting the 

classifier). Multiclass problems are solved using pairwise classification (i.e., 1 vs. 1). To 

obtain proper probability estimates, the option that fits the calibration models to the 

outputs of the SVM should be used. Also, in the multiclass case, the predicted 

probabilities are coupled using Hastie and Tibshirani’s pairwise coupling method (Hall et 

al., 2009; Platt, 1998; Keerthi et al., 2001; Hastie & Tibshirani, 1998). 

3.5.4 Naïve Bayes 

The Naïve Bayes family of probabilistic classifiers is based on Bayes’ theorem 

and relies on conditional independence to predict classification. Bayes’ rule provides a 

means for the computation of the posterior probabilities based on the known prior 
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probabilities and the conditional probabilities concerning a particular situation or 

experiment. Let us assume that X is a collection of d dimensionally conditional 

independent features in radar operation, while X = (X1; X2; X3; …; Xd). Let c = (c1; c2; 

c3; …; cn) as the vector with all the possible prediction labels. Then, let Y be the 

predicted failure and maintenance label, as in Bayes’ theorem (Insinna, 2019; Brownlee, 

2016; Garvey et al., 2016):  

P(cj | d) = P(d | cj)P(cj)/P(d)  (8) 

where P(cj | d) is the posterior probability of label cj given instance d, P(d | cj) is the 

likelihood of producing instance d given that label P(cj) is the prior probability of the 

occurrence of label cj, and P(d) is the marginal likelihood of the occurrence of instance d. 

The Naïve Bayes formula is as follows:  

P(c|X) = P(X1 | c1)P(X2 | c2)…P(Xd | cn)P(cn)/P(Xd)  (9) 

Y = 𝐚𝐫𝐠𝐦𝐚𝐱
𝐤∈{𝟏,𝟐,𝟑,...𝐧}

𝐏(𝐜𝐤) ∏ 𝑷(𝑿𝒊|𝒄𝒌)𝒅
𝒊=𝟏   (10) 

The Naïve Bayes classifier is a simple but powerful algorithm for predicting 

electronic systems. It can assist a system with preventive decision making to avoid 

catastrophic failures and perform maintenance and scheduling predictions (Ren, 2021; 

Brownlee, 2016; Ali, 2021; Garvey et al., 2016). The Naïve Bayes algorithm’s 

advantages are its ease of implementation and ability to work well with large dimensions, 

albeit with the assumption of independence between the predictors (Ali, 2021).  

3.5.5 Meta-Algorithms 

The random committee class is used to build an ensemble of randomizable base 

classifiers. Each instance is trained on the same dataset, although different random seeds 

are used, ensuring diversity among the classifiers. The final prediction is a straight 
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average of the predictions generated by all the individual base classifiers (Hall et al., 

2009; Copilot, 2025). There are advantages to using this method for different random 

seeds to help reduce overfitting and improve generalization. However, this classifier can 

be computationally intensive, and the final model is more complex and difficult to 

interpret when compared with a single classifier (Copilot, 2025).  

3.3.6 Testing and Validation Methods  

The methods used for testing and validating classification algorithms’ prediction 

results are explained in this section. Two methods are commonly used in Weka for 

machine learning model test and validation: cross-validation k-folds, and percentage split. 

The dataset used for training and testing the model for this research is considered small to 

medium-sized, which means using the 10-folds cross-validation was the best test option 

because it provides a very robust model performance and has the advantages of reducing 

the risk of overfitting.  

The dataset was randomly divided into 10 equal subsets as the resampling 

method, where nine subsets were used for the model training, and the remaining subset 

was tested (Alsolai et al., 2019; Brownlee, 2016; Hall et al., 2009). The process was 

repeated 10 times, with a different subset serving as the test set each time. Weka provided 

the average performance results (Alsolai et al., 2019). The predicted performance metric 

parameters were accuracy, true positive (TP) rate (or recall), false positive (FP) rate, true 

negative (TN) rate, false negative (FN) rate, precision, and F-measure, as summarized in 

the confusion matrix table below (Ali, 2021; Hall et al., 2009).  
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Table 3-2. Confusion Matrix Measurements 

Measurement Parameters Measurement Descriptions  

Accuracy 
Instances are correctly classified divided by the total 

number of instances. 

True positive rate  
TP instances divided by the sum of TP and FN 

instances. 

False positive rate  
FP instances divided by the sum of TN and FP 

instances. 

False negative rate  
FN instances divided by the sum of TP and FN 

instances. 

True negative rate  
TN instances divided by the sum of TN and FP 

instances. 

Precision  
TP instances divided by the sum of TP and FP 

instances. 

F-measure  
Two multiplies the product of precision and recall 

divided by the sum of precision and recall.  

 

Further description of the measurement parameters and their equations from Table 

3-2 are listed below: 

• Accuracy is the proportion of correctly classified instances among the total 

instances. It provides a general measure of how well the model performs across 

all classes.  

𝐀𝐜𝐜𝐮𝐫𝐚𝐜𝐲 =
 𝐓𝐫𝐮𝐞 𝐏𝐨𝐬𝐢𝐭𝐢𝐯𝐞𝐬 + 𝐓𝐫𝐮𝐞 𝐍𝐞𝐠𝐚𝐭𝐢𝐯𝐞𝐬

𝐓𝐨𝐭𝐚𝐥 𝐈𝐧𝐬𝐭𝐚𝐧𝐜𝐞𝐬
  (11) 

• True Positive Rate (also known as Recall) calculates the number of TPs that are 

correctly identified by the model, indicating how often the model successfully 

predicts a true value. 

𝐓𝐏 𝐑𝐚𝐭𝐞 =
 𝐓𝐫𝐮𝐞 𝐏𝐨𝐬𝐢𝐭𝐢𝐯𝐞𝐬

𝐓𝐫𝐮𝐞 𝐏𝐨𝐬𝐢𝐭𝐢𝐯𝐞𝐬 + 𝐅𝐚𝐥𝐬𝐞 𝐍𝐞𝐠𝐚𝐭𝐢𝐯𝐞𝐬
  (12) 
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• Recall (also known as the sensitivity or TP Rate) calculates the number of true 

positives that are correctly identified by the model, revealing how often the model 

successfully predicts a true value.  

𝐑𝐞𝐜𝐚𝐥𝐥 =
 𝐓𝐫𝐮𝐞 𝐏𝐨𝐬𝐢𝐭𝐢𝐯𝐞𝐬

𝐓𝐫𝐮𝐞 𝐏𝐨𝐬𝐢𝐭𝐢𝐯𝐞𝐬 + 𝐅𝐚𝐥𝐬𝐞 𝐍𝐞𝐠𝐚𝐭𝐢𝐯𝐞𝐬
 (13) 

• False Positive Rate calculates the proportion of actual negatives that are 

classified incorrectly as positive by the model, thereby measuring how often the 

model predicts a true value when the observed value is actually false (false 

alarms).  

𝐅𝐏 𝐑𝐚𝐭𝐞 =
 𝐅𝐚𝐥𝐬𝐞 𝐏𝐨𝐬𝐢𝐭𝐢𝐯𝐞𝐬

𝐅𝐚𝐥𝐬𝐞 𝐏𝐨𝐬𝐢𝐭𝐢𝐯𝐞𝐬 + 𝐓𝐫𝐮𝐞 𝐍𝐞𝐠𝐚𝐭𝐢𝐯𝐞𝐬
  (14) 

• The True Negative Rate calculates the proportion of actual negatives that are 

correctly identified by the model, which measures how often the model correctly 

predicts a negative result. 

𝐓𝐍 𝐑𝐚𝐭𝐞 =
 𝐓𝐫𝐮𝐞 𝐍𝐞𝐠𝐚𝐭𝐢𝐯𝐞

𝐅𝐚𝐥𝐬𝐞 𝐏𝐨𝐬𝐢𝐭𝐢𝐯𝐞𝐬 + 𝐓𝐫𝐮𝐞 𝐍𝐞𝐠𝐚𝐭𝐢𝐯𝐞𝐬
  (15) 

• The False Negative Rate indicates how often the model predicts a value to be 

false when it is actually true. 

𝐅𝐍 𝐑𝐚𝐭𝐞 =
 𝐅𝐚𝐥𝐬𝐞 𝐍𝐞𝐠𝐚𝐭𝐢𝐯𝐞

𝐓𝐫𝐮𝐞 𝐏𝐨𝐬𝐢𝐭𝐢𝐯𝐞𝐬 + 𝐅𝐚𝐥𝐬𝐞 𝐍𝐞𝐠𝐚𝐭𝐢𝐯𝐞𝐬
  (16) 

• Precision is the proportion of TP predictions among all the positive predictions, 

which reveals the accuracy of the positive predictions.  

𝐏𝐫𝐞𝐜𝐢𝐬𝐢𝐨𝐧 =
 𝐓𝐫𝐮𝐞 𝐏𝐨𝐬𝐢𝐭𝐢𝐯𝐞𝐬

𝐓𝐫𝐮𝐞 𝐏𝐨𝐬𝐢𝐭𝐢𝐯𝐞𝐬 + 𝐅𝐚𝐥𝐬𝐞 𝐏𝐨𝐬𝐢𝐭𝐢𝐯𝐞𝐬
     (17) 

• The F-measure (or F1 score) is the harmonic mean of precision and recall, 

providing a single metric that balances both precision and recall, which is 

especially useful when considering both false positives and false negatives. 
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𝐅 − 𝐌𝐞𝐚𝐬𝐮𝐫𝐞 = 𝟐 ×  
 𝐏𝐫𝐞𝐜𝐢𝐬𝐢𝐨𝐧 × 𝐑𝐞𝐜𝐚𝐥𝐥

𝐏𝐫𝐞𝐜𝐢𝐬𝐢𝐨𝐧 + 𝐑𝐞𝐜𝐚𝐥𝐥
  (18) 
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Chapter 4—Results 

4.1 Introduction 

This chapter reviews the findings of the experiment, which are divided into four 

subsections. The first subsection describes the data-processing results, including how the 

dataset was first obtained, sanitized, preprocessed, and feature-engineered. The 

subsequent three subsections present the results of the experiment, thereby addressing 

RQs 1, 2, and 3, respectively, and offering recommendations regarding the best model to 

select and the stage at which to implement it.  

4.2 Original Data to ML Data Transformation 

Sanitization was performed with regard to the raw data, which involved removing 

or renaming the company’s proprietary and sensitive information, as described in Chapter 

3. The FRACAS database consists of all failure data, some of which can be useful and 

relevant for classification. However, the database also contains information that is not 

relevant or significant when it comes to classification. Thus, data preprocessing and 

feature engineering were performed utilizing various techniques to improve the overall 

predictive performance of the model.  

Based on the FRACAS dataset in the Microsoft Excel spreadsheet, Figures 4-1 

and 4-2 present the transformation from sanitized original data to ML data. The data 

format was converted to CSV and then saved in ARFF, with which Weka can work (as 

shown in Figure 4-3).  
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Figure 4-1. Sanitized FRACAS Dataset  

 

Figure 4-2. Processed FRACAS Dataset for ML 
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As the data in Figure 4-2 shows, many of the parameters were separated from the 

original data, including the location, flight type, and category of each return. Moreover, 

each attribute was clearly defined and converted into a nominal format using the “Yes” or 

“No” classification. 

 

4.3 RQ1: Can a reliability tool be created to accurately predict the CND radar 

hardware field return category? 

Five major classifier categories were tested: the KNN, Decision Trees, Functions, 

Bayes, and Meta Ensemble algorithms. Each classifier’s attribute worthiness was 

evaluated as part of feature engineering using six different attribute evaluators (i.e., 

OneR, Correlation, InfoGain, GainRatio, SymUncertainty, and Relief) in conjunction 

with the ranking search.  

Figure 4-4 shows the results of six attribute evaluators plotted against the top 20 

worthiness attributes of a classifier. Note that evaluator OneR supposed to be measured in 

error rates that are close to zero, which indicates that a lower rate is a better predictor. 

However, it converted and scaled to the value represents the predictive performance. The 

 

Figure 4-3. Data in ARFF format 
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measurement of attribute worthiness values is the ratio of how relevant it is to the class. 

Higher absolute values of Pearson's correlation indicate stronger relationships, regardless 

of whether the correlation is positive or negative. The results of the classifiers versus the 

evaluators, with the accuracy predictions in percentages, are summarized in Table 4-1. 

Note, the CorrelationAttributeEval evaluator overall model prediction is lower than the 

SymUncertainty evaluator, this means, collinearity is not an issue for the models. 

 

 

 

 

 

 

Figure 4-4. Attribute Evaluator Results 
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Table 4-1. Classifier Prediction Versus Attribute Evaluator Summary 

 

Table 4-2 shows the model’s weighted average accuracy for each parameter. As 

shown, the parameter True Positive Rate weighted average accuracy for models KStar 

and Random Tree (RndTree) have the highest percentages, 85.5% and 84.6%, 

respectively. The two lowest models are Naïve Bayes and SMO, 74.8% and 77.7%, 

respectively. Correspondingly, the False Positive Rate weighted average accuracy align 

with the performance patterns of KStar and Random Tree models, which demonstrated 

superior results compared to SMO and Naïve Bayes models, as lower False Positive 

Rates indicate better performance. The remaining parameters, Precision, Recall, and F-

measure, are identical or close to the TP Rate.  

Table 4-2. Model’s Weighted Predictive Accuracy 

 

In summary, RQ1 can be answered affirmatively, as a reliability tool can indeed 

be developed to predict whether field-returned radar hardware will be categorized as 

success CND (Yes) or Not CND (No) using any of the models presented in Table 4-2. 

OneR Correlation InfoGain GainRatio SymUncertainty Relief

Algorithm Name Prediction Prediction Prediction Prediction Prediction Prediction
Avg 

Prediction

lazy.IBK 81.95% 81.47% 83.14% 84.56% 84.32% 82.90% 83.06%

lazy.KStar 80.52% 82.42% 85.04% 85.04% 85.51% 82.42% 83.49%

functions.SGD 78.15% 78.15% 82.66% 82.90% 82.90% 76.25% 80.17%

functions.SMO 76.96% 76.96% 77.20% 76.48% 77.67% 75.06% 76.72%

trees.RandomTree 81.71% 81.47% 84.09% 84.32% 84.56% 82.42% 83.10%

trees.RandomForest 81.24% 81.71% 82.66% 83.85% 82.66% 82.42% 82.42%

Bayes.NaiveBayes 72.45% 72.92% 77.20% 76.48% 74.82% 74.82% 74.78%

meta.RandomCommittee 83.14% 81.95% 81.95% 81.71% 82.90% 82.42% 82.34%

Avg Prediction (Evaluator) 79.51% 79.63% 81.74% 81.92% 81.92% 79.84%

Attribute Evaluators

Accuracy 

Parameters:
IBK KStar MetaRndCom RndTree RndForest SGD SMO NaiveBayes

TP Rate 84.3% 85.5% 82.9% 84.6% 82.7% 82.9% 77.7% 74.8%

FP Rate 18.1% 17.4% 19.1% 17.3% 19.4% 17.8% 24.1% 28.1%

Precision 84.3% 85.7% 82.8% 84.5% 82.6% 83.0% 77.6% 74.6%

Recall 84.3% 85.5% 82.9% 84.6% 82.7% 82.9% 77.7% 74.8%

F-Measure 84.2% 85.3% 82.8% 84.5% 82.5% 82.9% 77.6% 74.6%
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However, the most preferred worthiness to the model’s performance discussed in the 

following sections is the symmetrical uncertainty attribute evaluator for its simpler 

computation and highest average prediction (81.92%), as shown in Table 4-1.  

4.3.1 KNN Algorithm Prediction Results 

 Two KNN algorithms—the instance-based KNN (IBK) model and the KStar 

model—were developed in this praxis. Both of these classifiers have shown strong 

performance in terms of predicting success in CND and Not CND cases. 

The lazy.IBK classifier is an instance-based learning algorithm. Thus, it classifies 

instances based on the majority class among the KNN in the training data using the 

distance Equation (3), the Euclidean distance. The Weka lazy.IBK classifier 

demonstrated strong performance in predicting “No (Not CND)” instances, with a high 

TP Rate (Recall) of 90.2% and a Precision of 84.1%. By contrast, it shows slightly 

weaker performance in predicting “Yes (CND)” instances, as indicated by the lower 

Recall of 76% and the FP rate of 9.8%. This suggests that while the classifier is effective 

overall, there remains room to improve when it comes to identifying “Yes” (CND) 

instances. The confusion matrix shows that 24 out of 222 instances were classified 

incorrectly as “No (Not CND),” while 42 out of 133 instances were classified incorrectly 

as “Yes (CND)”.  

Table 4-3 presents both the detailed accuracy by class and the confusion matrix, 

showing the number of instances classified correctly and incorrectly among the total 

number of instances for each class. Moreover, Figure 4-5 plots the IBK predictions of 

CND (Yes) versus Not CND (No) for different hardware.  
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Table 4-3. IBK Prediction Results 

=== Detailed Accuracy by Class === 

Class TP Rate FP Rate Precision Recall F-Measure 

No (Not CND) 0.902 0.24 0.841 0.902 0.871 

Yes (CND) 0.76 0.098 0.847 0.76 0.801 

Weighted Avg. 0.843 0.181 0.843 0.843 0.842 

=== Confusion Matrix ===       

Class 
Classified as 

“Not CND” 

Classified as 

“CND” 
      

No (Not CND) 222 24       

Yes (CND) 42 133       

 

IBK is one of the most promising models in terms of computational complexity 

(i.e., it is the simplest model) and exhibits high performance in predicting the success in a 

CND case (TP Rate) when compared to other models.  

 

 

Figure 4-5. IBK CND (Yes or No) 
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The lazy.KStar classifier is another instance-based learning algorithm that uses an 

entropic distance measure to classify instances. The KStar algorithm showed very similar 

performance to the IBK algorithm; however, it demonstrated the highest prediction 

results among all models. In particular, the lazy.KStar classifier showed strong 

performance in predicting “No (Not CND)” instances, with a high TP Rate of 92.7% and 

a Precision of 84.1%. Conversely, it exhibited slightly weaker performance in predicting 

“Yes (CND)” instances, as indicated by the lower Recall of 75.4% but the FP Rate of 

7.3% is better than IBK. The confusion matrix showed that 18 out of 228 instances were 

classified incorrectly as “No (Not CND),” while 43 out of 132 instances were classified 

incorrectly for the “Yes (CND)” case.  

Table 4-4 presents both the detailed accuracy by class and the confusion matrix, 

showing the number of instances classified correctly and incorrectly among the total 

number of instances for each class. The KStar model exhibited the strongest performance 

among all models.  

Table 4-4. KStar Prediction Results 

=== Detailed Accuracy by Class === 

Class TP Rate FP Rate Precision Recall F-Measure 

No (Not CND) 0.927 0.246 0.841 0.927 0.882 

Yes (CND) 0.754 0.073 0.88 0.754 0.812 

Weighted Avg. 0.855 0.174 0.857 0.855 0.853 

=== Confusion Matrix ===    

Class 
Classified as 

“Not CND” 

Classified as 

“CND” 
   

No (Not CND) 228 18    

Yes (CND) 43 132    
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 While the results of the lazy.KStar algorithm offer slightly higher predictive 

accuracy (1.2%) than the lazy.IBK algorithm, its computational complexity is not as 

simple as that of the IBK algorithm (Weka, 2024; Copilot, 2025).  

4.3.2 Decision Tree Algorithm Prediction Results 

The trees.RandomTree algorithm demonstrated as the second strongest 

performance among all other models; it has a weighted average high precision of 84.5% 

and a TP Rate (Recall) of 84.6% for both classes. The TP Rate for the “No (Not CND)” 

class was 89% of “Not CND” instances that were identified correctly. For the “Yes 

(CND)” class, the TP Rate was 78.3%, and “CND” instances were identified correctly. 

The FP Rate measured with 0.217 for the “No (Not CND)” class and 0.11 for the “Yes 

(CND)” class which is 3.7% higher than KStar. Precision was 85.2% for the “No (Not 

CND)” class, and 83.5% for the “Yes (CND)” which is lower than KStar for this class. 

The F-Measure was 87.1% for the “No (Not CND)” class and 80.8% for the “Yes 

(CND)” class, both are slightly lower than KStar measures.  

 Table 4-5 presents the detailed accuracy by class and the confusion matrix, 

showing the number of instances classified correctly and incorrectly among the total 

number of instances for each class. As mentioned, the trees.RandomTree algorithm 

showed the second strongest performance among all models. Its weighted average 

metrics indicate balanced performance across classes. However, the “Yes (CND)” class 

had a slightly lower Recall, suggesting some room for improvement in identifying 

“CND” instances, given that the confusion matrix showed 38 out of 137 instances 

classified incorrectly, while for the “Not CND” class, 27 out of 219 instances were 

incorrectly classified.  
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 Although the trees.RandomTree algorithm’s predictive performance is strong, its 

computation is much more complex and time consuming than that of the KNN algorithms 

(Copilot, 2025). This model is one of the top performers in comparison to others. 

Table 4-5. Random Tree Prediction Results 

=== Detailed Accuracy by Class === 

Class TP Rate FP Rate Precision Recall F-Measure 

No (Not CND) 0.89 0.217 0.852 0.89 0.871 

Yes (CND) 0.783 0.11 0.835 0.783 0.808 

Weighted Avg. 0.846 0.173 0.845 0.846 0.845 

=== Confusion Matrix ===       

Class 
Classified as 

“Not CND” 

Classified as 

“CND” 
      

No (Not CND) 219 27       

Yes (CND) 38 137       

 The Table 4-6 summarizes the Detailed Accuracy by Class and Confusion Matrix 

of the trees.RandomForest algorithm performance. The TP Rate (Recall) was 87.8% for 

"Not CND" instances, meaning this percentage was identified correctly. For "Yes 

(CND)" instances, the Recall was 75.4%. The FP Rate was 0.246 for "No (Not CND)" 

and 0.122 for "Yes (CND)". The Precision was 83.4% for “No (Not CND)” and 81.5% 

for “Yes (CND)”. The F-Measure was 85.5% for “No (Not CND)” and 78.3% for “Yes 

(CND)”. 

The random forest algorithm demonstrated a more balanced performance with the 

Precision and Recall for both classes. However, the weighted average parameter Recall 

for the “Yes (CND)” class was 75.4%, which was lower compared with the “No (Not 

CND)” class (85.8%), indicating some of “CND” instances weren’t identified correctly as 

shown in the Confusion Matrix. Additionally, the FP Rate for the “No (Not CND)” class 
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(24.6%) was relatively high, which means that some “Not CND” instances were miss 

classified for the “CND” case. 

This random forest tree model is more complex than other decision tree since it is 

an ensemble classifier, and its processing time can take longer compared to the other top 

predictive algorithms such as the KNN (Copilot, 2025). 

Table 4-6. Random Forest Prediction Results 

=== Detailed Accuracy by Class === 

Class TP Rate FP Rate Precision Recall F-Measure 

No (Not CND) 0.878 0.246 0.834 0.878 0.855 

Yes (CND) 0.754 0.122 0.815 0.754 0.783 

Weighted Avg. 0.827 0.194 0.826 0.827 0.825 

=== Confusion Matrix ===       

Class 
Classified as 

“Not CND” 

Classified as 

“CND” 
      

No (Not CND) 216 30       

Yes (CND) 43 132       

 

4.3.3 Functions Algorithm Prediction Results 

There are many classifiers available in the Weka software tool, two of them are 

under Functions classifier and showed good performance in predicting the success of 

CND classification especially the SGD classifiers, see their predicted performances in 

Table 4-7 and Table 4-8.   

The SGD algorithm showed strong performance overall, ranked the fourth highest 

weighted average prediction with 82.9%. However, it has the highest of TP Rate of 

80.6% for “Yes (CND)” class compare to the other top classifiers. The “No (Not CND)” 

class has 84.6% instances were identified correctly. In contrast as a more desirable 

outcome, the FP Rate for “No (Not CND)” was 19.4%, and for “Yes (CND)” was with 

15.4% lower than the other class. The Precision was 86% for “No (Not CND)” and 
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78.8% for “Yes (CND)”. The F-Measure was 85.2% for “No (Not CND)” and 79.7% for 

“Yes (CND)”. 

Although the SGD model showed strong performance, with high Precision and 

Recall for both classes, the Recall for the “Yes (CND)” class was slightly lower 

compared with the “No (Not CND)” class, indicating that some “CND” instances weren’t 

identified correctly, as the confusion matrix shows below. Additionally, the FP Rate for 

the “No (Not CND)” class was relatively higher, which means some “Not CND” 

instances were miss classified as “CND”. The SGD model has the highest TP Rate for 

Yes (CND) classifier; however, it also has the highest FP Rate. Thus, it will not be 

selected as the model because it is not the simplest to compute, and its overall 

performance is not as strong as the KNN and Random Tree algorithms. 

Table 4-7. SGD Prediction Results 

=== Detailed Accuracy by Class === 

Class TP Rate FP Rate Precision Recall F-Measure 

No (Not CND) 0.846 0.194 0.86 0.846 0.852 

Yes (CND) 0.806 0.154 0.788 0.806 0.797 

Weighted Avg. 0.829 0.178 0.83 0.829 0.829 

=== Confusion Matrix ===       

Class 
Classified as 

“Not CND” 

Classified as 

“CND” 
      

No (Not CND) 208 38       

Yes (CND) 34 141       

 Table 4-8 shows that the SMO’s algorithm had moderate performance because it 

was the second lowest when compared with the other seven models. Both Precision and 

Recall indicated good performance in both classes. However, the Recall for the “Yes 

(CND)” class was 71.4%, lower than “No (Not CND)” class at 82.1%, which indicating 

that some of “CND” instances were not identified correctly. Additionally, the FP Rate for 
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the “No (Not CND)” class of 80.2% was high, meaning that some of “Not CND” 

instances were classified incorrectly as “CND” as showed in the confusion matrix below. 

As the overall performance of the SMO algorithm is on the lower side and it’s not the 

simplest in terms of computation compare to the top three algorithms; therefore, this 

model is rejected. 

Table 4-8. SMO Prediction Results 

=== Detailed Accuracy by Class === 

Class TP Rate FP Rate Precision Recall F-Measure 

No (Not CND) 0.821 0.286 0.802 0.821 0.811 

Yes (CND) 0.714 0.179 0.74 0.714 0.727 

Weighted Avg. 0.777 0.241 0.776 0.777 0.776 

=== Confusion Matrix ===       

Class 
Classified as 

“Not CND” 

Classified as 

“CND” 
      

No (Not CND) 202 44       

Yes (CND) 50 125       

 

4.3.4 Bayes Algorithm Prediction Results 

The Bayes.NaiveBayes algorithm demonstrated moderate or poor performance 

compare to other top algorithms, as shown in Table 4-9. It has the lowest weighted 

average TP Rate of 74.8% among all models. The confusion matrix indicates that a 

significant number of “CND” instances were not identified correctly (62 out of 113 total 

instances). Additionally, the FP Rate for the “No (Not CND)” class was relatively high, 

meaning that many “Not CND” instances were classified incorrectly as the “CND”.  

As for the other algorithms, there are methods and techniques available to improve 

the model’s predictive performance, although this model is still rejected because its 

overall performance was significantly lower than the KNN and other classifiers, despite it 

being the simplest and least complex classifier in terms of computations (Copilot, 2025). 
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Table 4-9. Naïve Bayes Prediction Results 

=== Detailed Accuracy by Class === 

Class TP Rate FP Rate Precision Recall F-Measure 

No (Not CND) 0.821 0.354 0.765 0.821 0.792 

Yes (CND) 0.646 0.179 0.72 0.646 0.681 

Weighted Avg. 0.748 0.281 0.746 0.748 0.746 

=== Confusion Matrix ===       

Class 
Classified as 

“Not CND” 

Classified as 

“CND” 
      

No (Not CND) 202 44       

Yes (CND) 62 113       

 

4.3.5 Meta Ensemble Algorithm Prediction Results 

The performance of the meta.RandomCommittee algorithm is tied with the SGD 

algorithm, demonstrating the fourth highest weighted average prediction, with a TP Rate 

of 82.9% for Yes (CND) class. Table 4-10 showed the TP Rate with high 87.8% for “Not 

CND” class and 76% of “Yes (CND)”. Both the FP Rate was relatively higher than other 

models, 0.24 for “No (Not CND)” and 0.122 for “Yes (CND)”. The Precision was 83.7% 

for “No (Not CND)” and 81.6% for “Yes (CND)”. Lastly, the F-Measure was 85.7% for 

“No (Not CND)” and 78.7% for “Yes (CND)”.  

The meta.RandomCommittee model showed balanced performance, with good 

Precision and Recall for both classes. However, the Recall for the “Yes (CND)” class of 

76% was lower than the “No (Not CND)” class with 87.8%, indicating that some “CND” 

instances were not identified correctly. In this regard, the confusion matrix in Table 4-10 

shows the number of instances that were identified incorrectly out of the total instances 

(30/216 as Not CND, 42/133 as CND). Additionally, the FP Rate for the “No (Not 

CND)” class was relatively higher, meaning that some “Not CND” instances were 

classified incorrectly as the “CND” class. 
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Table 4-10. Random Committee Prediction Results 

=== Detailed Accuracy By Class === 

Class TP Rate FP Rate Precision Recall F-Measure 

No (Not CND) 0.878 0.24 0.837 0.878 0.857 

Yes (CND) 0.76 0.122 0.816 0.76 0.787 

Weighted Avg. 0.829 0.191 0.828 0.829 0.828 

=== Confusion Matrix ===       

Class 
Classified as 

“Not CND” 

Classified as 

“CND” 
      

No (Not CND) 216 30       

Yes (CND) 42 133       

 This ensemble model is rejected due to its computational complexity being much 

higher than that of the other models and its performance not being as strong as the top 

algorithms (e.g., KNN and Decision Tree) (Copilot, 2025). 

4.3.6  Model Selection 

Table 4-11 lists the accuracy prediction results of the eight tested classifiers. For 

the functions.SMO and Bayes.NaiveBayes algorithms were both mid-70%, and the 

predictive accuracy of the other six algorithms were higher and all above 80%. 

Table 4-11. Model Prediction 

Algorithm Name Classification Accuracy Prediction 

lazy.KStar 85.51% 

trees.RandomTree 84.56% 

lazy.IBK 84.32% 

functions.SGD 82.90% 

meta.RandomCommittee 82.90% 

trees.RandomForest 82.66% 

functions.SMO 77.67% 

Bayes.NaiveBayes 74.82% 
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 Based on the model results presented in the preceding subsections and Table 4-12, 

the classifiers KStar, IBK, and Random Tree stand out among the rest of the algorithms. 

Even though SGD exhibited slightly higher performance on TP Rate and Recall accuracy 

parameters than the KStar, IBK, or Random Tree, the highest average accuracy 

parameters are KStar, IBK, and the third highest is Random Tree. Therefore, the best 

classifier is KStar, which is the recommended model for the tool because it is a popular 

KNN and the simplest algorithm to compute, the easiest to understand, and the most 

efficient when compared with the other models (Vijayarani & Muthulakshmi, 2013).  

Table 4-12. Yes (CND) Class Prediction Accuracy  

 

KStar demonstrated a strong weighted average TP Rate of 85.5%. The selected 

algorithm output with 85.5% CND and its implications in the real world yielded two 

scenarios. Scenario One, when it is FP (supposed to be CND but falsely predicted as Not 

CND), will decrease the CND prediction probability, meaning the radar hardware will be 

returned and tested because there is a real fault. It will end up with a CND case that this 

research is all about to reduce.  

Scenario Two, predicted as CND, but actually, it is not (1-PCND), meaning there is 

a real failure, then it will be kept (per the tool’s recommendation) in the field and is not 

Yes (CND)

Weighted 

Average

(TP)

TP Rate FP Rate Precision Recall F-Measure

KStar 85.5% 75.4% 7.3% 88.0% 75.4% 81.2%

RndTree 84.6% 78.3% 11.0% 83.5% 78.3% 80.8%

IBK 84.3% 76.0% 9.8% 84.7% 76.0% 80.1%

SGD 82.9% 80.6% 15.4% 78.8% 80.6% 79.7%

Meta 82.9% 76.0% 12.2% 81.6% 76.0% 78.7%

RndForest 82.7% 75.4% 12.2% 81.5% 75.4% 78.3%

SMO 77.7% 71.4% 17.9% 74.0% 71.4% 72.7%

Naïve 74.8% 64.6% 17.9% 72.0% 64.6% 68.1%
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returned to the depot. The hardware’s fault will then be double-verified on the next 

mission, followed by returning the hardware to the depot. This scenario does not present 

significant concerns because the HW has a real problem that needs to be repaired, but the 

tool’s reliability decreases since the HW failure is wrongly predicted.    

4.4 RQ2: Which radar features have most significant and positive impacts on the 

selected models? 

The Weka software tool has many attribute (i.e., feature) evaluators capable of 

measuring the relevance of an attribute to the class and ranking it from most to least 

worthiness (Hall et al., 2009). The twenty (N=20) most significant attributes to the 

classifier were evaluated and ranked from highest to least worthiness shown in Table 4-

13, Table 4-14 and Table 4-15. 

Table 4-13. OneR and Symmetrical Uncertainty Attribute Evaluators  

 

 

Attributes# Attributes Name Ranked Attributes# Attributes Name Ranked

1 ReturnedHW 64.3705 2 AIRCRAFT 0.0771082

2 AIRCRAFT 61.9952 1 ReturnedHW 0.0378037

3 BITHW16 60.095 3 BITHW16 0.0138535

4 Loc10 59.3824 4 Loc10 0.0087197

5 BITHW2a 59.1449 10 BITHW3 0.0072229

6 BITHW2 58.9074 18 Loc4 0.0066771

19 Loc7 58.4323 5 BITHW2a 0.0059723

8 Loc11 58.4323 6 BITHW2 0.0042515

7 TypeFltOp 58.4323 19 Loc7 0.0036754

9 BITHW4 58.4323 9 BITHW4 0.0036754

20 Loc5 58.4323 14 BITHW18 0.0036754

11 Loc9 58.4323 12 BITHW1 0.0020905

16 Loc1 58.4323 17 Loc2 0.0020238

18 Loc4 58.4323 20 Loc5 0.0017576

17 Loc2 58.4323 15 Loc3 0.0017368

15 Loc3 58.4323 7 TypeFltOp 0.0011519

12 BITHW1 58.4323 8 Loc11 0.0010375

14 BITHW18 58.4323 16 Loc1 0.00096

13 Loc8 58.4323 13 Loc8 0.0000164

10 BITHW3 58.4323 11 Loc9 0

OneRAttributeEvaluator SymmetricalUncertAttributeEvaluator
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Table 4-14. Relief and Correlation Attribute Evaluators 

 

Table 4-15. Information Gain and Gain Ratio Attribute Evaluators 

 

Attributes# Attributes Name Ranked Attributes# Attributes Name Ranked

2 AIRCRAFT 0.114964371 3 BITHW16 0.11364

1 ReturnedHW 0.053444181 18 Loc4 0.08897

18 Loc4 0.032066508 1 ReturnedHW 0.08621

7 TypeFltOp 0.025653207 4 Loc10 0.08549

12 BITHW1 0.008313539 5 BITHW2a 0.07182

15 Loc3 0.005700713 2 AIRCRAFT 0.06428

16 Loc1 0.004988124 6 BITHW2 0.06183

20 Loc5 0.001425178 10 BITHW3 0.05827

4 Loc10 0.000712589 17 Loc2 0.04945

3 BITHW16 0.000475059 12 BITHW1 0.04449

10 BITHW3 0.000475059 19 Loc7 0.04116

13 Loc8 0.00023753 9 BITHW4 0.04116

14 BITHW18 6.59E-20 14 BITHW18 0.04116

11 Loc9 0 15 Loc3 0.04093

9 BITHW4 -6.59E-20 7 TypeFltOp 0.03975

19 Loc7 -6.59E-20 20 Loc5 0.03661

6 BITHW2 -0.000475059 16 Loc1 0.03531

5 BITHW2a -0.001662708 8 Loc11 0.02862

17 Loc2 -0.002612827 13 Loc8 0.00349

8 Loc11 -0.004038005 11 Loc9 0

ReliefFAttributeEvaluator CorrelationAttributeEvaluator

Attributes# Attributes Name Ranked Attributes# Attributes Name Ranked

2 AIRCRAFT 0.25076523 10 BITHW3 0.0849203

1 ReturnedHW 0.08577762 19 Loc7 0.0764258

3 BITHW16 0.00916425 9 BITHW4 0.0764258

18 Loc4 0.00581304 14 BITHW18 0.0764258

4 Loc10 0.00518752 2 AIRCRAFT 0.0453885

10 BITHW3 0.00369411 3 BITHW16 0.0266684

5 BITHW2a 0.00365333 4 Loc10 0.0246488

6 BITHW2 0.00271096 1 ReturnedHW 0.0241039

9 BITHW4 0.00184414 5 BITHW2a 0.0149707

14 BITHW18 0.00184414 6 BITHW2 0.0091616

19 Loc7 0.00184414 18 Loc4 0.0076305

17 Loc2 0.00177903 20 Loc5 0.0061908

12 BITHW1 0.00145554 12 BITHW1 0.0035232

15 Loc3 0.00119477 8 Loc11 0.0032381

7 TypeFltOp 0.00113996 15 Loc3 0.0030136

20 Loc5 0.00100305 17 Loc2 0.0022846

16 Loc1 0.0008968 7 TypeFltOp 0.00114

8 Loc11 0.00060497 16 Loc1 0.0010088

13 Loc8 0.00000881 13 Loc8 0.0000947

11 Loc9 0 11 Loc9 0

GainRatioAttributeEvaluatorInfoGainAttributeEvaluator



65 

 

The manual method was applied to test which of the top 20 features had positive 

or negative impacts on the selected model by removing one attribute at a time and then 

measuring the impacts when compared with the original performance as a percentage. 

Table 4-16 shows the percentages of the impacts on the selected model, while Figure 4-6 

plots a summary of the attributes versus the performance impacts on the models. 

Table 4-16. Attribute Impacts on the Model (Manual Method) 
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Similarly, Weka’s built-in permutation filter method was used to test which 

features had positive or negative impacts on the selected model by introducing a new 

attribute with permutation after removing an attribute and then measuring the delta 

performance between the original model and the model with an added random 

permutation attribute. Table 4-17 shows the percentages of the impacts on the selected 

model using the permutation method, while Figure 4-7 illustrated a summary of the 

attributes versus the performance impacts on the models. 

 

 

 

 

 

 

 

Figure 4-6. Significance Attributes of the Algorithms (Manual Method) 
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Table 4-17. Attribute Impacts on the Model (Permutation Method) 
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Based on the results presented in Table 4-16 and Table 4-17, attributes with the 

most significant and positive impacts on the selected models are highlighted in 

red/orange, showing higher performance scores, while attributes with lower or negative 

impacts are indicated in blue. Figure 4-6 visually demonstrates that the attributes 

ReturnedHW and AIRCRAFT have the most significant and positive impacts on the 

algorithms according to the manual method assessment. Meanwhile, Figure 4-7 revealed 

that under the permutation method, the attributes ReturnedHW, AIRCRAFT, BITHW18, 

TypeFltOp, and Loc8 are identified as most significant and show positive impacts on the 

algorithms. Those attributes identified as significant attributes with respect to the 

classifier which means that they are influential in driving the classifier’s prediction in 

accuracy, including predictions of the CND class. However, they don’t necessarily relate 

 

Figure 4-7. Attributes’ Significance to the Algorithms (Permutation Method) 
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to the output class nor they are the only driver for the model classifier. They do play a 

significant role in the context of the training model classifier.  

Table 4-18 summarizes both methods with the most significant and positive 

impact attributes to the recommended KStar model: ReturnedHW, Aircraft, BITHW18, 

TypeFltOp, Loc8, and Loc1, which addressed Research Question 2. 

Table 4-18. Significant Attributes for the Recommended Model  

 

4.5 RQ3: Where in a sustainment program would implementing this reliability 

tool provide maximum benefit? 

In Chapter 2, the literature review revealed that the conventional way to improve 

a radar system’s R&M is to redesign its hardware and/or upgrade its software, which is 

both costly and time consuming due to the need to requalify the redesign, manufacture, 

Attribute
KStar

(Manual Medthod)
Attribute

KStar

(Permutation Method)

ReturnedHW 5.7007 AIRCRAFT 4.9881

AIRCRAFT 2.8503 ReturnedHW 4.7506

TypeFltOp 2.6128 TypeFltOp 2.6128

Loc1 1.1876 Loc8 2.3753

BITHW16 0.9501 Loc3 2.3753

BITHW4 0.9501 Loc5 2.3753

BITHW3 0.9501 Loc10 2.1377

Loc9 0.9501 Loc11 2.1377

Loc8 0.9501 BITHW4 2.1377

BITHW18 0.9501 BITHW3 2.1377

Loc7 0.9501 Loc9 2.1377

Loc5 0.9501 BITHW18 2.1377

Loc10 0.7126 Loc7 2.1377

Loc11 0.7126 BITHW16 1.6627

Loc3 0.7126 Loc2 1.6627

Loc2 0.7126 Loc4 1.6627

BITHW2a 0.475 BITHW2a 1.1876

Loc4 0.2375 BITHW2 1.1876

BITHW2 -0.2376 Loc1 0.7126

BITHW1 -0.2376 BITHW1 -0.2376
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and redeployment or retrofit/forward-fit of the redesigned systems in the field. Depending 

on how complicated the redesign of the system or component is, it could take years to 

complete the retrofit or forward-fit of a redesign, while software upgrades and 

redeployment of software can also take years from development to upgrading the system 

in the field.  

A key aim of this research was to identify a straightforward, economical, and 

innovative way to overcome a specific issue—namely, a high CND return rate. The 

chosen solution for reducing the CND return rate is to develop a tool using an ML 

algorithm, which requires post-processing of the radar failure data and inputting it into 

the tool to predict whether the described field failure is a CND case. Typically, hardware 

is returned after a field maintenance crew identifies it as faulty, based on radar BIT data 

collected during flight missions and a pilot's post-flight debrief describing radar 

performance issues. 

RQ1 is answered in the affirmative because it is possible to create the desired 

tool, while the answer to RQ3 concerning where the tool would best be implemented in 

the depot process is provided in Figure 4-8. In the conceptual depot process, there are two 

stages identified where the tool would best fit: the field repair stage and the depot repair 

stage. The left side of Figure 4-8 (with the highlighted background) is the first stage, 

where the tool makes the most valuable repair action determination for two major 

reasons. First, if the tool is implemented and predicted a successful CND case, the FSR 

can decide to keep the hardware in place, thereby saving the customer and the company a 

great deal of time and cost that would otherwise be spent on a repair diagnosis.  
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Second, aircraft or radar RAM performances will be maintained and not impacted 

when a CND case is revoked in the field. For example, radar hardware does not have to 

be taken down or put the aircraft in maintenance status for a long period because entering 

BIT data and running the tool will obtain a prediction result in minutes. The process 

should involve the service crew checking the radar hardware’s physical installation and 

interface connections and performing adjustments as needed. They should then run an 

initiated BIT to verify the outcome before returning the radar/aircraft to operation. 

If a service crew decides to send the hardware suspected to be faulty to the depot, 

the tool could be used at the depot repair stage, as shown in Figure 4-8, by the range and 

screwdriver equipment. The prediction tool will provide a result to indicate in a 

percentage whether the field return is a CND or not, and based on the result, the depot 

engineer’s repair plan could be applied accordingly (i.e., if the result is a CND, certain 

tests or troubleshooting steps can be avoided). The final result is that the prediction tool 

will save a company’s repair costs, but more importantly, it will improve the mean time 

to recovery (MTTR; i.e., the repair turnaround time) and RAM at the radar/aircraft level 

to better support aircraft missions, whether implemented in the field or at the depot.  
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Depending on the hardware or software failure complexity and the availability of 

both parts and technicians, the required time to repair radar hardware can vary 

significantly from a few weeks to years. However, when using the tool, at least one week 

of testing or troubleshooting can be avoided, and the cost of labor for that week can also 

be saved depends on the item of hardware. If hardware is kept in the field when the 

proposed reliability tool predicts a high probability of a CND situation, several costs can 

be avoided: shipping expenses to the depot, labor costs for removing radar hardware from 

an aircraft, wear and tear on the hardware, and the risk of damaging the hardware during 

handling. A small item of hardware normally costs thousands of dollars for shipping 

because many times it needs specially handling due to its delicate design and security 

classification. A large item of hardware, such as an antenna or a power supply unit, which 

can weight in a few hundred pounds, and can cost tens of thousands of dollars for 

shipping. These type of direct and indict costs can quickly add up and it’s worthwhile to 

 

Figure 4-8. Reliability Tool Implementation as Part of the Depot Process 
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pay attention to since 30% of the total hardware returns (421 items) in 2019 and 2010 

were CND cases. 

In conclusion, the predictive tool can be implemented at either stage to help the 

FSR or depot engineer make the most appropriate repair plans and take action.  However, 

it is recommended to use the tool in the field because, at this stage, the FSR can cut down 

many unnecessary repair actions, such as testing, troubleshooting, wear and tear, and 

overall save repair costs. Most importantly, using the tool in the field will help improve 

the RAM of the radar and fighter jets and provide better support for their mission.  
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Chapter 5—Discussion and Conclusions 

5.1 Discussion 

There are multiple strategies to sustain a product in the field and various methods 

to enhance a system’s R&M. As outlined in Chapters 1 and 2, any hardware or software 

enhancement for aerospace defense systems, such as fire control radar, typically involves 

significant financial investment and extended development timelines, including testing, 

qualification, manufacturing, and redeployment. However, some supplementary 

technologies and tools are more cost-effective and quicker to develop and implement. For 

example, the Air Force uses PANDA to enhance predictive maintenance by using AI and 

ML based on maintenance data and to support aircraft maintenance-related decision-

making (Mitchell, 2023).  

The ML tool recommended by this praxis is like the PANDA tool used in Air 

Force, but it is radar-specific. Nevertheless, these types of AI and ML tools can support 

radar maintenance efforts and simultaneously improve RAM, as demonstrated in this 

praxis in the methodology and results sections. The following subsections discuss the 

findings related to each research question and corresponding hypothesis. 

5.1.1 Discussion of Research Question 1  

The model results are sorted from highest to lowest performance in accuracy 

prediction in Table 4-11, while Table 4-12 tabulates the prediction parameter results. 

First, all eight classifiers’ performance is above 70% accuracy, and the top three 

algorithms are KStar, Random Tree, and IBK, all of which are individual classifiers, 

contrary to Alsolai and Roper (2019), who claimed that ensemble models have better 

accuracy predictions than individual models. This research aligns with Ren’s (2021) 
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findings on supervised learning algorithms that are good at predictive maintenance, 

including decision trees, SVMs, SMO, and ensemble learning algorithms, such as the 

meta–Random Committee and Random Forest. Ren also highlighted that ML is much 

superior to conventional maintenance methods, as maintenance now integrates science 

and technology, and engineers use maintenance data (e.g., FRACAS data) to analyze and 

make effective repair decisions (Ren, 2021; Ben-Daya, et al., 2016). Both Ben-Daya’s 

and Ren’s findings directly support this research by using the ML tool as part of the radar 

maintenance method to help improve RAM. 

Both overall accuracy and weighted TP predictions showed that the model KStar 

classifier yielded the highest performance among the eight algorithms. KStar is 

considered the best algorithm for this classification task when compared to the other 

seven algorithms, with its effectiveness attributed to its adaptive similarity measure. 

KStar uses an entropy-based distance function that adapts better than the IBK data 

distribution used to calculate simple Euclidean distance. This characteristic makes it more 

robust when handling noise and missing values in the data. 

Unlike Naïve Bayes, SGM, or SMO algorithms, KStar does not make strong data 

assumptions, which allows flexibility in performing well across datasets. Therefore, 

KStar is the recommended algorithm model because it uses the concept of entropy-based, 

stores the training data, and makes the prediction every time a new instance(s) (e.g., BIT 

fault code) is added to the dataset. This can be advantageous because the dataset is small 

to medium, overfitting is avoidable from pretrained models, and it is not significantly 

affected by collinearity when using distance metrics. Apparently, the KStar model is 
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more balanced between flexibility, robustness, and accuracy prediction performance 

compared to the other seven promising classifiers. 

The above discussions showed strong support for Hypothesis 1, that a reliability 

tool can predict radar hardware field return success in CND cases with at least 80% 

accuracy in overall model performance. As shown in Table 4-1, the prediction accuracy 

of six out of eight algorithms exceeds 80%, and only the functions SMO and Bayes Naïve 

Bayes are in the mid-70% range. 

5.1.2 Discussion of Research Question 2  

Data processing is a necessary step for data analysis, and before building a model 

(Fan et al., 2021). Answers to Research Question 2 were obtained through data 

processing. First, extensive manual and semiautomated filtering and evaluation of the 

attribute worthiness and impacts concerning class for different classifiers were conducted 

using the Weka software tool. The initial dataset contained approximately 50 attributes, 

which were reduced to more than half through iterative experimentation and comparison 

using the six attribute evaluators listed in Table 3-1. These evaluators analyzed each 

attribute’s relevance and worthiness to the target variable (success CND outcome). 

The second phase involved evaluating the significance of each selected attribute 

across the chosen algorithms. The most influential attributes for each algorithm, based on 

manual and permutation method evaluations, are shown in heatmap Table 4-16 and Table 

4-17. Furthermore, Table 4-18 summarizes the top significant attributes for the selected 

model KStar for manual and permutation methods. However, permutation method is a 

preferred method to address the RQ2 and hypothesis 2 because it is more reliably 

measured in semi-automated rather than manual method which can introduce human 
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errors. Thus, the top four attributes are “Returned HW, AIRCRAFT, TypeFltOp, and 

Loc8” and they are not 100% aligned with the Hypothesis 2 due to attribute “BITHW” 

isn’t as significant as the Loc8 for the model’s performance predictions. Therefore, 

Hypothesis 2 is rejected.  

The reason these attributes (Returned HW, AIRCRAFT, TypeFltOp, and Loc8) 

are important to the model prediction performance is the need to identify the specific 

hardware being returned and the unique identification information. The hardware or 

aircraft identification provides history of their past performances, for example, an old 

hardware or aircraft would be more likely have degraded performance issues. They also 

have more wear and tears physically, mechanically, and or electronically, which could 

cause failures due to the aging wire harness and degraded hardware caused by the 

environment or simply near end of life. Second, an aircraft’s identification is equally 

important as the failed hardware, as is the type of flight the aircraft was conducting, since 

different aircraft categories exist (e.g., in operation, in testing, and upgrading). Usually 

those testing and upgrading aircrafts do not consider normal operational flights because 

they may undergo rigorous tests to verify and validate whether they meet performance, 

safety, and mission readiness specification requirements.  

Furthermore, the aircraft's location during mission execution is important because 

the climate or environment could be a contributor to the failure. For example, if the 

aircraft flies mainly in a tropical rainforest climate, then it will have a greater chance of 

being struck by lightning, which would cause catastrophic damage to radar hardware. 

Another reason location is important is it indicates how or who maintained an 

aircraft/radar. A skilled maintenance crew or FSR would provide detailed failure 
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descriptions and have fewer returns, while certain locations might provide no failure 

descriptions and send multiple hardware units from a single jet, resulting in numerous 

CND cases due to factors like insufficient knowledge and training.  

5.1.3 Discussion of Research Question 3  

 Beyond the proposed tool’s predictive capabilities, it is essential to determine the 

optimal implementation environments to maximize its benefits. As discussed in section 

4.5, field deployment for use by flight maintenance crews is recommended. This 

approach offers significant cost savings and operational advantages compared to depot-

level implementation. If we use the KStar model with 85.5% accuracy confidence 

multiplied by the total 30% CND rate returns, a 25.5% hardware reduction in hardware 

returns could be achieved. When the tool predicts a CND case with high confidence, 

hardware removal, shipping, and depot testing can be avoided, thereby preserving radar 

operational availability and reducing aircraft downtime. Modern maintenance has 

evolved into a multidisciplinary subject integrating science, engineering, and technology, 

which will be more favorably used (e.g., PANDA tool) in the field than using traditional 

maintenance actions, such as preventive and corrective maintenance (Mitchell, 2023; 

Ben-Daya, et al., 2016).  

These findings support Hypothesis 3. However, the tool can also be beneficial at 

the depot level, as outlined in the repair of concept of operation in section 4.5. The 

drawback of depot implementation is the temporary unavailability of a radar system, 

which negatively impacts R&M metrics such as MTBF and Mean Time Between Repairs 

(MTBR) as well as overall aircraft operational availability. Additionally, depot-level 

repairs incur higher costs due to shipping, labor, and testing. One advantage of depot tool 
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implementation is that it typically does not require customer approval, especially if the 

tool is developed independently of customer funding. In contrast, field implementation 

would require customer authorization and collaboration with other tools, user training, 

etc. 

5.2     Conclusion 

The findings from this research addressed Research Questions 1, 2, and 3, and 

strongly aligned with Hypotheses 1, 2, and 3, respectively. The important attributes 

identified through the applied methodologies and the down-selected model enhance the 

tool’s ability to predict CND outcomes with promising results. However, there is more to 

learn from the dataset and room for improvement with the model for future studies.  

In conclusion, this study used real data from ML algorithms to identify crucial 

features most significant to the reliability tool, and it introduced the tool to the repair 

process at two potential locations. However, field implementation as a PANDA or 

integration into an existing PANDA would be more ideal for improving radar RAM 

performance and reducing overall repair costs. 

5.3     Contributions to the Body of Knowledge  

The methodology developed in this research has broad applicability across the 

aerospace and defense industry and beyond. Potential applications include: 

1. Aerospace and Defense Systems: This approach can be applied to satellites, 

sensors, radar systems, and other weapons systems with historical failure data. It 

can support predictive maintenance and performance improvements in areas such 

as cybersecurity, reliability, availability, and safety. 

2. Traffic Management Systems: AI and ML technologies can be used to upgrade 

traffic light operations based on the historical traffic patterns one can collect. For 
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example, the green light’s durations can be adjusted dynamically to reduce the 

traffic congestion during the rush hours. 

3. Healthcare Facilities: Hospitals and urgent care facilities can employ 

comparable systems to automatically complete patient data fields by using 

previous records. This would streamline the intake process, especially in 

emergencies, and reduce stress for patients and their families. 

5.4 Recommendations for Future Research 

Future research should explore extending the tool’s capabilities to predict other 

failure categories, such as hard faults due to hardware issues or induced failures. This 

would require evaluating additional models beyond the selected algorithms and 

identifying new significant attributes. Future studies should investigate adding the tool's 

diagnostic features into radar's flight program BIT software and PANDA. This could 

improve fault detection accuracy, boost system RAM, and enable better preventive 

maintenance. 
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Appendix A 

 A sample of raw data in a Microsoft Excel file, a preprocessed data file in CSV, 

and a feature engineered ARFF are embedded below. The CSV file can be used to run in 

Weka and duplicate the results shown in Chapter 4 by applying methodologies described 

in Chapter 3. Or, run the ARFF in Weka to duplicate the study results shown in Chapter 4 

since it has been data processed and applied filters in Weka. 

SampleRawData PreprocessedRawD

ataCSV
 

 

 


