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Abstract of Praxis

ML-Based Intrusion Detection System (IDS) Optimization for Cybersecurity in
Internet of Things Networks

Internet of Things (IoT) enables diverse devices across telecommunications,
healthcare, Information Technology (IT), and manufacturing to interconnect for enhanced
automation and operational efficiency. However, rapid IoT proliferation has substantially
expanded attack surfaces, created sophisticated intrusion vectors and increased cyber-
attack vulnerability due to inherent device limitations including constrained processing
power, limited storage capacity, and energy resources. These constraints necessitate
weaker encryption algorithms and shorter security keys, compromising network security.
While edge layer networking addresses processing limitations through proximity-based
data centers, it introduces significant financial and operational challenges that many
organizations cannot sustain. This research addresses the critical need for an optimized,
robust, and scalable intrusion detection system capable of high-speed, high-accuracy
attack detection in energy-constrained enterprise [oT environments.

BoT-IoT and ToN-IoT datasets were leveraged to develop and evaluate eight
machine learning models through a comprehensive comparative analysis. This
investigation encompasses four ensemble models (XGBoost, Random Forest, CatBoost,
and LightGBM) and four deep learning models (DNN, CNN, RNN, and ANN).

Through extensive performance evaluation, it was demonstrated that XGBoost
emerges as the optimal solution for energy-constrained enterprise IoT networks. The
proposed model achieves superior performance with over 98% accuracy, minimal

classification time, and the lowest false positives, effectively detecting and classifying

Vi



high-frequency network intrusions while maintaining compatibility with resource-limited

IoT infrastructure requirements.
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Chapter 1: Introduction

1.1 Background

Most individuals, children, and adults alike, especially in developed nations and
emerging economies, have one or more mini digital devices, often called smart devices.
These devices have a significant and constant presence in the day-to-day activities. They
are usually interconnected and used for several tasks. For example, a single device, when
connected to a given network with several other devices, can be used to gain access to
these connected devices and perform various tasks without direct access to them. The
technology that enables this functionality is referred to as the Internet of Things (IoT).
IoT aims to link devices and make them readily available and easily accessible from
anywhere, by anyone, and at any time (Gadre & Deoskar, 2020).

IoT devices collect, share, and use data from one another over the internet,
providing users with ease of use and convenience. The devices usually do not require
human or manual interventions. Many enterprises, especially new startups, have adopted
this technology for this convenience and several other reasons, including increased
productivity, improved user experience, and reduced costs (Gadre & Deoskar , 2020).
These enterprises are no longer disconnected, nor is time lost as they transition from
using one device to another. This IoT networking technology has continued to grow in
popularity. The primary reason is the convenience it provides, in addition to its variety of
applications and usage, including its use in telecommunication, healthcare (IoMT),
manufacturing industries (I1oT), agriculture, transportation (IoVT), smart homes and
cities, financial sector, educational sectors, security, and surveillance systems (Nizeti¢ et

al., 2020). Figure 1 depicts the nature of these various areas.
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Figure I: Various Areas of Application of loT Technologies
(Source: Nizetic et al., 2020)

IoT connects everything in today’s world. In recent years, loT has been among
the newest, most prominent, and most popular technological ideas (Ibrahimi & Benaddi,
2022). It can locate, collect, transmit, analyze, and process data by utilizing a simple or
broad network and heterogeneity of connected devices, applications, software, and
hardware. [oT allows for some level of scalability, allowing for the addition of new
features, applications, and devices. There were over 22 billion IoT devices connected
worldwide in 2018. By the end of 2025, it is expected that there will be about 38.6 billion
devices connected across the globe and used in many different applications, including
blockchain, a significant jump compared to the value of about 20.4 billion seen in 2022
(Hassija et al., 2022). This shows how rapidly [oT devices have been used. There is also a
projection that this number will quickly grow to about 50 billion devices by 2030 (NIST,
2020). Some of [oT’s standard implementations include its use in smart homes and smart
cities where it is used for high-speed and intelligent automation such as waste and traffic

management and control, remote control of specific functions such as light, security
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systems, thermostats, and other electronic devices, as well as ensuring energy efficiency
through continuous monitoring and optimization (Akpakwu et al., 2018). IoT
implementation has also been found to be increasingly used in the healthcare sector,
where it is utilized in devices to closely monitor patient's health parameters in the
hospital or remotely as in telemedicine (Morton, 2024). Its application in industries
referred to as the Industrial Internet of Things (IIoT) is for continuous monitoring of
agricultural, industrial, and production equipment to ensure optimal state, especially
about temperature levels and overall performance to avoid failures and downtime (Ferrag
et al., 2022).

IoT has become part of everyday life as it has practical use in every industry
where it plays critical roles in the effective functioning of businesses and organizations.
Any negative impact on the IoT devices and networks in use will result in severe and
devastating outcomes on the system where it is present. For example, in cities
implementing an intelligent management approach, IoT devices and networks are used
for traffic monitoring, bus and train dispatch, aircraft controls and management, waste
treatment, disposal and management, water and electricity distribution, and other
amenities that help support life (Abbas et al., 2022). Any disruption can result in severe
consequences, including loss of life. In the hospital system where [oT devices, referred to
as Internet of Medical Things (IoMT), are heavily utilized in the intensive care units to
monitor patients' vital organs and response activities, failure in the [oMT devices and
network in use can result in significant loss of life and a substantial impact on the future
of medicine and society at large (Morton, 2024). In the manufacturing sector, any effect

on the IoT system will result in the malfunctioning of the industrial systems and



operations and would lead to the output of defective products and goods, adversely
affecting the overall human population that consumes these goods and services. This will
also adversely impact the organization due to the hit on reputation and legal issues that
may follow, leading to the potential loss of clients, customers, and funds, which may
cause such impacted companies to cease operations thus leading to loss of jobs and
means of livelihood.

IoT devices and networks are the easiest and most attacked (Victor et al., 2023).
This is due to its large attack surface area, primarily because of its broad network of
connected devices and the characteristic limited security processing and computing
ability (Echeverria et al., 2021). These security concerns associated with [oT devices and
networks pose a significant challenge to their continuous growth and the benefits, which
cannot be overemphasized. Some of these benefits include improved efficiency, reduced
cost, increased productivity, informed and better decision-making, better user experience,
sustainability, scalability, accessibility, and competitiveness (Balantrapu et al., 2024).
These benefits also present some challenges. These are the prevalence of attacks, ethical
concerns, regulatory, legal, compliance, privacy concerns, data security and authenticity,
design complexity, operational difficulties, power consumption and limited processing
power, reliability, increased cost as well as data storage, management and overload
(Bujari et al., 2018). Of all the concerns organizations have about loT technology, the
security concern is the most profound since these loT devices possess low processing and
computing abilities by the nature of their design (PR Newswire, 2022).

Consequently, they are characterized by low-security measures, which make them

readily available and accessible gateways for threat actors to enter a network and



leverage the devices’ well-known weaknesses to move laterally through the entire
network and beyond, causing even more harm to a victim organization. An example of
this attack was the T-Mobile attack of August 2021, which cost the organization $350m
in settlement fees (Cremer et al., 2022).

The most popular and prevalent type of [oT attack is the Denial of Service (DoS)
attack and its advanced form, which is referred to as the Distributed Denial of Service
attack (DDoS) (Khanna & Kaur, 2020). DoS attack is a type of oT attack that results in
the consumption of enormous network bandwidth and computing resources in a device or
network by sending a large number of fictitious requests to overload a device or network,
a good example being the Mirai Botnet Attack of 2016 (Zhang et al., 2020).
Additionally, IoT devices and networks are prone to man in the middle (MiTM) and
reconnaissance attacks. IoT attacks are very costly in both monetary and reputational
value. In 2020, several IoT-related cybersecurity attacks have been recorded, thus making
the average cost of insurance claims due to cyber-attacks to be reported at $350,000 each
(Cremer et al., 2022).

To overcome these challenges seen with the use of IoT devices and networks,
stringent security measures should be taken. These security measures should include the
use of [oT devices that possess strong security features, the use of lightweight protocols
to increase speed, low power processing components to improve energy efficiency, the
use of edge computing techniques to reduce traffic latency and network optimization.
Additionally, organizations must adopt automatic update mechanisms for patching,
updating, and upgrading software and firmware to avoid threat actors employing

techniques such as pivoting and fingerprinting to initiate attacks. Organizations also need



to ensure the use of efficient measures for strict enforcement of security best practices,
and continuous monitoring and analysis of the overall networking and security
environment.

To improve the performance of IoT networks, edge networking is significantly
helpful due to its near real-time performance, high speed, low latency, increased energy
efficiency, reduced congestion, and improved responsiveness (Bocu & lavich, 2023). The
IoT edge networking serves as a remedy to the latency problem associated with [oT
networks, providing a way to analyze, detect, and classify [oT network traffic in a
separate environment close to the source of traffic. However, overcoming network
latency presents a new challenge that must be addressed. This challenge is to provide the
necessary security measures that are resilient enough to overcome the speed and
sophistication of contemporary threat actors. The most notable challenge is the absence
of a highly optimized intrusion detection system (IDS) with the capacity to perform at an
enormously high-speed rate to be able to accurately identify, detect, and classify intrusion
activities initiated by threat actors using the sophistication and speed of contemporary
technology through a multi-dimensional approach. This will help provide a more
effective, accurate and timely detection of different kinds of IoT network attacks. It will
also help ensure zero trust security of [oT users, organizations' networks, and data at
various stages and levels by reducing the possibility of successful data breaches (Tripathy
et al., 2024).

A highly optimized and effective IDS, which is a system that monitors a network

or device for any attempted malicious activities or threats, security risks, vulnerabilities,



and policy violations, is critical for the protection of enterprise IoT networks and its
continuous growth in adoption and benefits to organizations.

Due to the numerous challenges associated with IoT devices and networks,
researchers have channeled efforts, time, and resources toward finding effective ways to
identify and detect network traffic anomalies and IoT-related attacks. Researchers have
also focused on securing loT devices and networks from these intrusion-related attacks so
that organizations can enjoy all the loT benefits without risks. In this regard, several
methods have been proposed, including traditional and non-traditional methods. The most
practical way to identify attacks in IoT devices and networks is by using lightweight ML-
based energy-efficient IDS, preferably one built with a CNN algorithm (Zhang et al.,
2020).

Implementing IDS in a network is a critical part of a cyber-security strategy that
helps provide in-depth visibility into potential security threats and prompt responses to
stop cyber-attacks and protect users, assets, and data (Aravamudhan & Kanimozhi,
2023). IDS primarily works by carefully performing an automated analysis of the
devices, network traffic, and system logs. It checks the file integrity to identify suspicious
behavior, which it then flags as benign or malicious. It could also provide some insights
into the type of application or protocol used for the intrusion activities, mainly if multi-
class intrusion classification is employed. This is a more effective way of detecting
various types of attack in an enterprise loT network.

Typically, when the IDS detects an anomaly, it triggers an alert for necessary
actions (Bandekar & Javaid, 2017). This process is paramount in ensuring adequate

security for networks and devices with limited security measures and processing



capability. There are two main types of IDS: network-based IDS (NIDS) and host-based
IDS (HIDS). NIDS monitors network traffic in real-time and analyzes network packets,
traversing a network segment to detect malicious activities like DoS attacks, DDoS
attacks, Man in the Middle attacks (MiTM), port scans (reconnaissance), or any intruder
or threat actor attempting to exploit network protocol vulnerabilities. HIDS is a security
system that detects malicious activity on devices. It monitors activities like login
attempts, file changes, and system calls to detect malware infections, injections,
unauthorized access, or anomalous behavior on the device (Ribeiro et al., 2020). This
research will focus primarily on using NIDS deployed in an enterprise loT network for
the detection and multi-class classification of IoT network traffic. It will measure the rate
and performance of various models to determine the most effective model for use in
building an optimized IDS for detecting and classifying various attack types in enterprise

10T networks.

1.2 Research Motivation

With the vast surface area by the interconnection of [oT devices, networks are
vulnerable to cyber-attacks. Although some [oT devices are more secure and have stricter
security measures than others, all IoT devices and IoT-based networks, by extension, are
susceptible to cyber-attacks since cyber-attacks on IoT devices are not usually targeted to
the actual device (just one device) but a collection of devices, and in some cases, the
entire network (Chen et al., 2022). In cyber-attacks, there are concepts of primary and
secondary victims. The primary victims are the main target of the attack. Secondary
victims are reliant on the primary victims and therefore are indirectly affected by an

attack. The secondary victims may be interconnected with numerous devices or extensive



network devices as in the case with IoT devices. Considering them as one victim, a single
compromised device can become part of a botnet attack (Li et al., 2022).

Between 2019 and 2023, cybersecurity attacks have quadrupled. A majority of
attacks originate from the use of IoT networks and devices and the unsecure protocols
surrounding them, leaving them vulnerable entry points for cybercriminals. (Smaili et al.,
2022). The number of cybersecurity attacks and the vast costs and other negative impacts
of these attacks on both organizations and individuals have increased rapidly, causing
some indifference to the adoption of IoT, especially among small and medium-sized
industries that do not have massive resources to fight cyber-attacks or pay for settlements
when they occur. Investment in the security of IoT devices has seen a rapid spike, rising
to USD 5.6 billion in 2021 and is expected to increase to USD 14 billion by 2027
(NASDAQ, 2022). Researchers have written several works on ML-based IDS using
different models. However, most of these studies have limited their scope to one-two ML
models and have not carefully and extensively investigated and compared the
performance of ensemble models with DL models for fitness in the energy constrained,
limited computing, IoT environment. Additionally, most of the research done in this area
leveraged binary classification and manual methods where the traffic is analyzed and
classified as benign or malicious, without interest or consideration in understanding the
different attack classes present within the IoT network traffic, or the specific protocols.
These are the drawbacks of most of the previous research done on this area, as there are
clear and comprehensive ways to measure ML models’ performance in an all-
encompassing way to truly highlight the impacts of some key networking features needed

to understand the entire [oT network traffic and detect and classify them more accurately



and efficiently. Understanding several aspects and key features of data and carefully
considering them in the performance analysis for building an efficient ML model fit for
the IoT network, will help in optimizing the ML IDS model thus preventing or drastically
reducing the potential for very costly cyber-attacks as witnessed by T-Mobile, Target
(which costs them a total of $202 million) and other organizations (Abrams, 2017).

The primary motivation for this research is to improve the accuracy and time of
detecting various cyber-attacks in IoT networks by exploring a custom automated
ML-based approach for assessing 8 different ML models to develop an optimized model
that captures the prevalent features and patterns of IoT network data. This is borne out of
the lack of optimized ML-based IDS for classifying loT network traffic with limited
computational requirements. This study will involve a broader multi-faceted multi-class
classification task, rather than binary classification, which either puts network traffic in
one of either malicious or benign categories without any further in-depth analysis to
better understand and categorize different [oT attack types based on patterns, types, and
time. The resultant performances of these ML models will be carefully evaluated. This
evaluation will determine performance metrics such as accuracy, F1 score, precision,
recall, and the time taken to classify and predict attacks using BoT-IoT and ToN-IoT
datasets. The results from this analysis will be carefully evaluated, compared and used to

perform an overall assessment of the models.

1.3 Problem Statement

IoT networks are rapidly being adopted by various industries, increasing the

surface area of cyber-attacks. The increased adoption appetite for loT networks seen
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within different sectors results in a significant increase of up to 92% in cyber-attacks

targeted at industries utilizing loT devices and networks (NIST, 2020).

IoT devices have been perfect targets for cyber-attackers due to their low
computing and processing capabilities, which make them susceptible to cybersecurity
attacks. Current methods of detecting intrusion and preventing data breaches in enterprise
IoT networks are slow and ineffective, leading to successful cyber-attacks, especially
DoS, DDoS, MiTM, and Reconnaissance attacks (Ghorbani et al., 2020). Identifying and
assessing security risks and threats is crucial to preventing data breaches.

It is critical to prevent data breaches in loT networks by properly and promptly
identifying and evaluating the risks and threats at different levels, paying close attention
to important network patterns and traffic characteristics. The traffic characteristics are
types, packet sizes, number of packets per destination, the record duration for each
packet, applications forms and patterns, ingress ports, source and medium (Gaurav et al.,
2022). This approach is now essential, primarily due to the fast-growing number and

susceptibility to attacks.

14 Thesis Statement

An optimized machine learning based intrusion detection system aimed at
detecting and classifying several types of attacks in loT network traffic with enhanced
speed to ensure more than 98% accuracy within the shortest possible time is required to
improve the intrusion detection and protection of the enterprises’ networks and devices

from IoT related cyber-attacks.
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This praxis proposes the development of an energy-efficient optimized general-
purpose ML-based IDS which will be deployed and used by security teams in various
enterprise networks of different scales to provide a more accurate, timely, and effective
intrusion detection, thereby countering IOT-related network security breaches. The model
should accurately and timely predict anomalous behavior and detect malicious traffic in
IoT networks by leveraging continuous automated ML-based classification of threats
within the network and alerting the connected security tools and teams to act promptly to

prevent security data breaches.

1.5  Research Objectives

This research aims to improve the protection of connected IoT devices and
networks by building an optimized ML-based intrusion detection model with high
accuracy and speed that performs more effectively on different IoT network traffic. The
model will detect and classify 10T network traffic with little computational requirements
within the shortest possible time, with the lowest false alarm rate (false positive) and the
highest performance metrics, primarily accuracy, precision, and recall.

To achieve this, key attention will be paid to selecting the critical features in both
the BoT-IoT and ToN-IoT datasets necessary for determining vital metrics such as

accuracy, time, and false alarm rate.

1.6 Research Questions and Hypotheses

The research questions and hypotheses enumerated below will carefully and
specifically provide guidance on this research for the utilization of BoT-IoT and ToN-IoT

datasets in achieving the objectives outlined above which is the building of an optimized
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ML-based intrusion detection model with the capability to accurately detect and classify
attacks with the highest performance metric, the lowest false alarm rate and at the
shortest time in an energy-constrained IoT environment.

This section outlines the three research questions and hypotheses that will form

this praxis's goal and scope and guide the steps, process, and methodology.

1.6.1 Research Questions

RQ1: Which of the machine learning-based classifiers examined is the optimal
model used in IoT networks to detect malicious IoT traffic within the

shortest time?

RQ2: Can any of the machine learning multi-class intrusion classification models
be developed to detect malicious IoT traffic with an accuracy higher than

98.0%?

RQ3: Which combination of features in the optimal model is the most significant

for detecting malicious IoT traffic?

1.6.2 Research Hypotheses

H1: The XGBoost machine learning classifier is the optimal model used in loT

networks to detect malicious IoT traffic within the shortest.

H2: One or more of the machine learning-based models will detect malicious IoT
traffic with an accuracy value higher than 98.0%.
H3: A combination of features showing network connection characteristics and

traffic flow patterns such as number of inbound connections per source IP
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(N_IN Conn_P_SrcIP), number of inbound connections per destination IP
(N_IN Conn_P_DstIP), destination port (dport), state number, and
maximum value (max), are the most significant features in the optimal

model for the detection of malicious loT traffic.

1.7 Scope of Research

The scope of this praxis is to analyze the BoT-1oT and ToN-IoT dataset available
in the public sphere with an ML-based IDS approach to build an optimized intrusion
detection model capable of effectively and efficiently detecting and classifying intrusion
activities in various enterprise IoT networks. The datasets are characterized by both
normal and malicious traffic from different loT-based networks and will be utilized as
part of this research for analysis, training, and validation. This will be done using eight
different ML-based models (four closely related ensemble algorithms and four closely
related DL algorithms). When implemented on an enterprise network or deployed as a
server in an [oT network, the models will help achieve a solution to improve performance
and time to detect intrusion activities. Thus, ensuring an optimized, and early intrusion
detection and classification to aid data breach prevention, attack mitigation, and disaster

recovery by enterprise [oT security teams.

1.8 Research Limitations

This research is limited to the evaluation of eight different advanced ML models
to determine the model with the optimal performance for building an advanced ML-based
IDS that is best suited for an energy-constrained enterprise loT network. It leveraged

publicly available datasets only. It focuses on NIDS-based attacks such as MiTM,
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Reconnaissance, DoS and DDoS attacks, which are the most prevalent types of attack in
IoT environments (Wei, et al., 2020). Although it highlights other types of attacks present
within the datasets, the other types of attacks in this study were not extensively analyzed
especially since they are mostly HIDS-based attacks. It focuses primarily on externally
intrusive NIDS-based attacks such as MiTM, Reconnaissance, DDoS and DoS. It does
not focus on HIDS-based attacks or such attacks as theft or insider threats, as it only deals
with north-to-south (ingress) traffic and no east-west traffic.

Certain limitations that may impact the applicability of this model in real world
deployment need to be acknowledged. Although this praxis produces an advanced ML
model for building an optimized IDS, it did not extensively evaluate how well this
solution will perform in real world enterprise loT network. Additionally, there are
challenges that may result from the use of sensitive or classified datasets like those from
DoD, a governmental agency and Industry 5.0 enterprise network that could be of
national interest relevant for detecting network-based cyber espionage. For a multi-class
classification approach, the more features present in a dataset, the more processing power
and time requirements there are. This may impact on the values of the performance
metrics and, by extension, the effectiveness of the models if proper feature engineering
(FE) and feature selection are not conducted. Additionally, testing with real IoT hardware
deployments and various enterprise environments would be necessary to obtain more
concrete performance values for each detection scenario. This research was conducted in
controlled simulation environments rather than actual enterprise IoT network
infrastructures, and the intrusion detection and classification were evaluated only by

using ML-based metrics and qualitative and quantitative approaches such as confusion
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matrix, accuracy, recall, precision, F1-score, FAR, prediction and training time. No real-

time hardware devices, network performance and user experience were measured.

1.9 Organization of Praxis

This research is further organized as follows:

Chapter 1, the introduction, offers an overview of the praxis and its significance
and relevance in the development of an optimized ML-based IDS leveraging energy-
efficient ensemble and DL learning models. This chapter also outlines the problem and
thesis statements, the research’s objectives, questions and hypotheses, and its scope and
limitations.

Chapter 2 reviews existing and related literature and research on several methods
of detecting and classifying network intrusions, especially in an IoT-based environment.

Chapter 3 focuses on the methodology and details of the dataset, systems, and
experiments.

Chapter 4 highlights the results collected from the experiments performed with
the BoT-IoT and ToN-IoT datasets using different systems and models, as well as their
underlying discussions.

Chapter 5, the final chapter, presents the findings and summary of this research

work, serving as the conclusion.
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Chapter 2: Literature Review

2.1 Introduction

As 10T technology adoption continues to enjoy rapid growth and popularity, so do
its attacks. IoT devices and networks are by far the most accessible, susceptible, and most
attacked technology (Apruzzese et al., 2019). This is due to its large attack surface area
but primarily due to its limited security processing and computing ability (Echeverria et
al., 2021). As a result, researchers have channeled time, efforts, and resources toward
finding effective ways to correctly identify and detect network traffic anomalies and IoT-
related attacks. Researchers have also focused on securing [oT devices and networks
from these intrusion-related attacks so that organizations can enjoy all the benefits that
IoT provides with little to no risks. Several traditional and non-traditional methods have
been proposed to address security concerns regarding adopting and using IoT networks.

The most practical way to identify attacks in IoT devices and networks is using
ML-based NIDS (Zhang et al., 2022). This is because ML-based IDS has shown great
potential in effectively detecting and classifying attacks because they can learn complex
patterns in network traffic and adapt to new, evolving threats since they can generalize
from past data to detect zero-day or previously unseen attacks (Hairab et al., 2023).
However, with IoT security, there exists a challenge of limited computing power,
resulting in the need for an optimized energy-efficient ML model. This will help to
ensure adequate security for [oT networks and devices with limited security measures and
processing capabilities.

Many researchers have worked on using ML models to improve the efficiency

and effectiveness of IDSs and ensure more robust security for IoT devices and networks
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against numerous cybersecurity threats. From these numerous studies, it has become
evident that the introduction of ML in intrusion detection has improved performance
outcomes in terms of accuracy, which is attributed to ML models’ robust data learning
ability (Sarker et al., 2020). Furthermore, since IoT is a resource-constrained device,
high-speed energy-efficient and lightweight operations and methods are required to
optimize IDS capability in IoT networks. To this end, more advanced, lightweight and
energy-efficient ensemble learning and DL models are considered.

This section of this praxis reviews existing research on various ensemble and DL
models explored for intrusion detection in IoT networks and highlights the drawbacks,
limitations, or areas of improvement and further research. The datasets, methods,
findings/results obtained and recommendations by these different researchers will be

carefully highlighted in this section.

2.2 Intrusion Detection Methods

There are several methods of detecting intrusion attacks in cybersecurity. These
include conventional and non-conventional methods. Some intrusion detection methods
are performed either directly on the IoT devices, or on the network (Liu et al., 2018).
Intrusion detection is performed on the device using a Host-based Detection System
(HIDS). It uses different data forms such as Operating System (OS) logs, system files,
programs, and resource utilization data collected internally within the physical or virtual
device to detect any malicious or anomalous activity occurring in the device (Liu et al.,
2018). This method is known for consuming enormous processing and computing
resources on devices and, as such, is not suitable for energy-constrained devices like [oT

devices. The intrusion detection activity on the network is done using Network Intrusion
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Detection Systems (NIDS). NIDS method is not performed on a given IoT host device;
therefore, it enjoys the advantage of not exhausting the limited processing power and
computing capacity of energy-constrained IoT devices (Kharoubi et al., 2025).

NIDS have two main types. These are Signature-based Intrusion Detection
System (SIDS) and Anomaly-based Intrusion Detection System (AIDS) (Elmasry et al.,
2021). SIDS detects intrusions by comparing network traffic to a database of known
signatures. AIDS detects intrusions by identifying pattern deviations from normal
network behavior using statistical models, or heuristics (Elmasry et al., 2021). While
SIDS is very effective and provides high performance accuracy and low false positives
for known threats and cyber-attacks, it requires frequent updates to the signature
database. It cannot detect new, unknown, or zero-day attacks within the enterprise loT
networks. AIDS, on the other hand, can identify unusual network traffic patterns, making
it able to detect previously unknown or novel attacks (Khraisat et al., 2019).

Several scholars have performed numerous research studies comparing the
effectiveness of different intrusion detection methods. A study that reviewed the
effectiveness of SIDS and AIDS concluded that AIDS approaches to intrusion detection
are more effective than their SIDS-based counterparts (Liu et al., 2018). However, due to
some notable limitations seen with the use of AIDS, there is a need for enhancement to
make NIDS more effective and provide more high-speed robust security for the enterprise
IoT networks.

In recent years, as ML advances, many researchers have applied ML techniques to
intrusion detection, thus making the technique gradually becoming mainstream (Banko et

al., 2025). An investigation into the application of ML to NIDS to detect IoT attacks was
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carried out, which found that ML can efficiently identify attacks in IoT devices and
networks (Gaurav et al., 2022). However, since they did not specifically study the
effectiveness and performance of any given ML model, future research was proposed to
enhance its accuracy and efficiency. This study further stresses that the effectiveness of
ML-based intrusion detection and the resultant outcome (IoT network security) depends
on the type of ML-based NIDS. A highly performing ML-based NIDS should have high
accuracy, very low false alarms, and a short time to detect and classify network traffic.
For ML-based NIDS to provide the best possible performance, it must be lightweight,
computational efficient and operate with little to no latency, i.e., the shortest time to
detect and classify (Hussain et al., 2020).

Although some conventional supervised ML methods of detecting and classifying
intrusion attacks in IoT networks, such as k-Nearest Neighbors (k-NN), Support Vector
Machine (SVM), GBM, Decision Tree (DT), and NB, have shown some improvements,
they still face significant challenges due to their heavy computational requirements and
the advancement and sophistication of cyber-attacks in energy-constrained IoT networks
(Alzahrani & Alzahrani, 2021). More energy-efficient, advanced, robust, and adaptive
intrusion detection and classification methods that match the advancement, speed, and
sophistication of contemporary threat actors are critical since these threat actors have
successfully devised means to bypass signature-based, heuristic detection systems and the
learning rate of traditional methods and algorithms.

Research into DL approaches to intrusion detection and attack prevention for loT
security is gaining more popularity as it provides high potential for an optimized model to

more accurately identify and classify IoT network traffic compared to the conventional
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approaches (Rashid et al., 2022). The following sections highlight some literature on

ensemble and DL approaches for intrusion detection in loT networks.

2.3 Advanced Machine Learning Approach for Intrusion Detection in IoT
Networks

Known for its capability in efficiently detecting zero-day attacks and evolving
threats without known signatures, and with significantly low computational requirements
at very high speed, advanced ML NIDS is the method that will be explored in this study.
It uses intelligent algorithms to automatically detect malicious activities within network
traffic by learning patterns of normal and abnormal behavior. ML enhances intrusion
detection accuracy and adapts to evolving threats (Gyamfi & Jurcut, 2023). There are
several conventional and non-conventional ML approaches for intrusion detection, which
broadly fall into two main techniques. These are supervised and unsupervised machine
learning. Supervised learning is typically utilized in developing models using human-
tagged datasets to predict a future occurrence (Khaleefa & Abdulah, 2022). Unsupervised
learning does not rely on labeled data, instead, it detects anomalies by identifying
deviations from typical network behavior (Mahesh, 2019). Since the BoT-IoT and ToN-
IoT datasets with labelled data are used in this study to conduct a classification analysis
assessing the performance of eight different ML (4 ensemble and 4 DL) models, this

study falls within the scope of supervised ML.

2.4  Supervised Learning

Supervised learning involves the use of labelled dataset for training ML
algorithms (Hojabri et al., 2022). In supervised learning, models are trained on labeled

datasets containing both normal and attack traffic, thereby enabling classification of
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network traffic into predefined categories. It relies on data obtained from historically
labeled data. There are two main kinds of supervised learning. These are regression and
classification (Anthi et al., 2019). A regression problem predicts continuous outcomes,
whereas a classification problem categorizes inputs into distinct classes (Plazas Olaya et
al., 2024). Some of the notable supervised ML algorithms include SVM, NB, DT, KNN,
XGBoost, AdaBoost, LightGBM, CatBoost, DNN, RNN, CNN, ANN, LSTM, MLP, etc.

ML algorithms are mainly utilized to create an efficient and reliable model. To
select a model suitable for a given environment, there is a need to compare different
models based on their performances (Mahesh, 2019). Ensemble and DL models are
known to be more effective than their counterparts because of their robust learning
capabilities as well as their effectiveness in detecting unknown attacks with few false
positives (Odeh & Taleb, 2023).

Canadian Institute for Cybersecurity Intrusion Detection System 2017
(CICIDS2017) dataset was utilized in a study that investigated some ensemble learning
models for implementing a ML-based NIDS in cloud environment. The model will
provide increased speed and accuracy of attack detection and overcome the limited
processing capacity of [oT devices and allow for more processing and computing power
required for improved intrusion detection. According to the study, this will help ensure
more scalability and processing capacity of network traffic. This implementation aims to
achieve higher processing capacity, more computing ability, low latency processing, and
ease of scalability as the number of connected devices in a network grows (Elmasry et al.,
2019). The limitation of the study was that it utilized an older network dataset. It also

leveraged the double Particle Swarm Optimization (PSO)-based algorithm for both FS
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which is known to be prone to some form of latency issue due to its high computational
requirement. This study will utilize recent IoT datasets (BoT-IoT and ToN-IoT), which
are more robust heterogenous loT-specific datasets containing more malicious and
normal traffic collected in a properly simulated real-time IoT network and perform the
analysis using an automated machine learning (AutoML) approach for advanced FS,
hyperparameter tuning, and training and validation operation. This will provide more
efficiency and positively impact the overall accuracy and other metrics of interest thereby
producing an optimized model for intrusion detection in enterprise [oT networks.

A study that leveraged the UNSW-NBI15 dataset was carried out for the detection
of anomalous network activities to identify the best ML-based model to be used for the
detection and classification of malicious traffic in the shortest time, using three ML-based
models, K-Nearest Neighbor (KNN), SVM, and Naive Bayes (NB) (Agarwal et al.,
2021). The proposed SVM model achieved 97.77% accuracy, however showed high
computational resource requirements by its high prediction time. The issue observed in
this study is that it used an older dataset, the high computational requirements, and no
specific classification and prediction time was reported for the model in the results
presented. This is particularly important and noteworthy as a model's performance cannot
be effective in detecting intrusion activities if it does so accurately without any time or
speed consideration (Wang et al., 2022). This research seeks to address both the dataset
and detection time issue by using newer heterogenous IoT specific datasets as well as
incorporate, in addition to accuracy and the other key metrics, training and prediction
time to the model selection criteria employed in this research. Put simply, this study will

focus not just on the accuracy of intrusion detection by a given model but also on other
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performance metrics, most importantly, the time it takes the models to detect intrusion
accurately and the speed of the classification of the model (training time).

In a 2022 study, BoT-IoT and ToN-IoT datasets were utilized to conduct
performance assessments to compare DT and RF ensemble tree-based models and some
DL models for their effectiveness in IoT-network attack detection. The study employed
SHAP for explainable Al interpretation of the models’ decisions. It concludes that
ensemble models such as RF achieved a more effective attack detection and classification
accuracy of 98% with lower computational requirements when compared to DL models
(Le et al., 2022). However, the study appears limited by focusing only on two tree-based
ensemble and DL models without comparing against other state-of-the-art ensemble and
DL models. Additionally, the study’s practical deployment effectiveness in real-world
IoT environments remains to be demonstrated beyond experimental validation. This work
will not only consider more ensemble and DL models but will also increase the number
of attacks detected, while demonstrating effectiveness in practical real-world IoT-
network deployments.

A comparative study that evaluated and compared the attack detection and
computational efficiency or some conventional and DL algorithms such as k-NN, DT,
MLP, RF, SVM was performed leveraging USNW-NB15 and NSL-KDD datasets. The
study concluded that CNN achieved the best performance in terms of accuracy and
computational efficiency (Udurume et al., 2024). A study that explored Spider Monkey
Optimizer (SMO), and correlation-based feature selection (CFS) for model optimization
and utilized UNSW-NBIS on designing an anomaly detection IDS for Smart City

obtained an improved accuracy rate of 98% for RF (Shibu et al., 2024). Additionally,
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another study performed earlier that employed a balanced version of the NSL-KDD
dataset to investigate the performance of deep RNN for its effectiveness in IoT cloud-
computing network and concluded the model achieved improved performance up to
99.4% accuracy (Almiani et al., 2020). These studies evaluated only one DL algorithm
using older datasets, and investigated only the DoS attack, which is a considerable
concern. The issue with this study is its narrow implementation. Other ML algorithms,
and prevalent IoT attacks, such as DDoS, MiTM and scanning attacks, were not
considered. These will be considered in this research, and the effectiveness of several DL

models on the various attack types will be compared.

2.5  Ensemble Learning for Intrusion Detection in IoT Networks

Ensemble models combine multiple decision trees to improve generalization and
performance. Examples are XGBoost, Random Forest, CatBoost and LightGBM. They
are credited for being capable of detecting specific attack types and identifying anomalies
with very low false positives as well as offering a resource-efficient approach to building
IDS for IoT networks. Their ability to adapt to complex patterns and generalize well
makes them especially suited for the heterogeneous nature of IoT network traffic.

The n-BaloT dataset was utilized in an ML analysis to detect botnet attacks using
a multiclass approach and leveraging ensemble classifiers such as k-NN, RF and
XGBoost. This study concluded that out of the models evaluated, XGBoost is the best
model, and achieved 99.1% accuracy (Al-Sarem et al., 2022). However, XGBoost
maintained an average prediction time of 0.72 seconds. Additionally, this study
performed FS selection using a Mutual Information filter-based technique which has

some notable limitations where large dataset is involved. This study will utilize newer
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IoT datasets and leverage AutoML for dynamic FS, hyperparameter tuning, and training
operations of the models and aims to achieve higher accuracy and significantly shorter
prediction time.

Leveraging a self-generated IoT dataset and RF classifier, a study was conducted
in which an IDS system for use in an [oT environment via a multi-class approach was
developed and achieved an accuracy of 91.8% and a significantly high FAR (Hattarki et
al., 2021). This study aims to leverage BoT-IoT and ToN-IoT datasets, that are large,
heterogenic loT-specific datasets credited for their effectiveness in IDS experiments. The
performance of eight different models will be evaluated and tested to determine their
effectiveness in terms of accuracy and prediction time.

A study that explored ANOVA F-score and PCA FS techniques, LR for feature
importance, Z-Score StandardScaler for standardization, and no extensive data balancing
in a multiclass classification analysis for implementing ML to determine the most
effective model for achieving dynamic intrusion detection in IoT networks to address it
growing security challenges, leveraged BoT-IoT and ToN-IoT datasets to analyze seven
models namely DT, RF, GNB, K-NN, SVM, BA, XGBoost, and ANN concluded that RF
classifiers outperformed other models, achieving optimal performance accuracy metrics
0f 99.2 (Ashraf et al., 2025). Some limitations of this study include the use of only BoT-
IoT dataset, the analysis of mostly conventional ML algorithms and only 1 DL algorithm
ANN, and it does not extensively analyze the computational overhead and energy
consumption trade-offs of the proposed ML models on actual IoT environment. The
proposed model, and most of the other algorithms analyzed such as DT, Gaussian Naive

Bayes (GNB), SVM, and Bagging Algorithm (BA), are computationally expensive thus
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not highly efficient for energy-constrained limited computing IoT environments. Also,
there is no focus on network intrusion detection as the study did not clearly show how the
NIDS-based attacks were extracted from the BoT-IoT dataset. This study addresses these
gaps by comparing multiple energy-efficient and DL models across multiple
heterogeneous [oT datasets while evaluating energy efficiency and scalability metrics in
real-world deployment scenarios.

A study that investigated the effectiveness of FS in ML operations concluded that
ML-based FS produces the best and top contributing features within a dataset and, as a
result, yields better outcomes (Alshamlan et al., 2023). The selection of key and relevant
features that contribute the most to the analysis is needed for an ML-based model when a
suitable ML-based FS algorithm is utilized (Bhattacharya et al., 2020). However, only
one performance metric, accuracy, was considered in that study, and no other
performance metrics were evaluated. In this praxis, an ML-based FS algorithm will be
used, and other performance metrics will be reviewed in addition to accuracy.

The BoT-IoT dataset was utilized in a study to evaluate the performance of 3 ML
models namely RF, XGBoost, and MLP to determine the best model for energy-
constrained IoT networks employing data standardization using StandardScaler, and
extensive data balancing using SMOTE, FS using PCA and hyperparameter tuning in a
manual training and testing operation to optimize the performance of these models. In the
end, the study concluded XGBoost is the best model and achieved 98.5% accuracy
(Alsarhan, 2023). Some limitations of this study are that it used only one IoT dataset: the
BoT-IoT dataset which is a dataset with few loT attack types and collected from a limited

number of [oT devices. Additionally, the study is limited to only three models, two
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ensemble and one DL model and leveraged extensive data balancing using SMOTE to
significantly improve the performance of the models. It also did not explore automated
approach for training and testing of the models as is obtainable in real-world scenarios.
This study utilizes both BoT-IoT and ToN-IoT datasets, which is a newer dataset to
analyze 8 different (4 ensemble and 4 DL) models exploring both AutoML and

unbalanced datasets to replicate real-word scenarios.

2.6  Deep Learning for Intrusion Detection in IoT Networks

Deep learning methods can automatically extract complex features from raw data
and capture intricate patterns. This makes them powerful tools for high-dimensional and
large-scale intrusion detection tasks (Khan et al., 2021).

An ML-based study utilized Message Queuing Telemetry Transport (MQTT)-
[0T-IDS2020 dataset and produced a NN DL-based IDS for MQTT-enabled IoT. The
model in this study employs forward and backpropagation for the dataset preprocessing.
It also employed Adaptive Moment estimation (ADAM) optimizer algorithm and
Sigmoid activation function to avoid bias and implemented a SoftMax classifier to reduce
the model's loss function, thereby increasing accuracy. This study applied cross-entropy
method for classifying the output as attack and normal. The models achieved accuracy
between 90.7%, and 97.08% (Khan et al., 2021). The limitation of this study is that no
comparison of other algorithms was made, and the accuracy obtained for all the models
investigated is less than 98%.

An extensive study was conducted to determine some algorithms' effectiveness in
detecting DoS attacks on enterprise loT networks in edge location, which proposed a

multi-layered RNN-based model for enterprise IoT networks. The BoT-IoT dataset was
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utilized for evaluating the model, and it produced a DoS detection rate of 99.50%. To
achieve this 99.50% performance accuracy, FS was leveraged to eliminate features that
were not relevant to the experiment (Aldaej et al., 2023). The limitation of the work is
that the model was evaluated with only one dataset thus lacking persuasiveness in
contemporary sophisticated and constantly evolving attacks. Also, the study only
evaluated one DL algorithm and focused solely on DoS and DDoS attacks without
recognizing other loT-related attacks such as MiTM, and reconnaissance. The experiment
also failed to capture the model’s effectiveness with IoT specific network traffic. This
praxis will utilize two IoT specific datasets to analyze eight different algorithms among
them four DL models. It will also consider in addition to DoS and DDoS attacks, other
IoT-related attacks such as MiTM and reconnaissance.

The BoT-IoT dataset was utilized in a study that integrated SMOTE for extensive
data balancing and evaluated the effectiveness of several ML algorithms that include RF,
AdaBoost, CatBoost, k-NN, SVM, LightGBM, Extra Trees, LSTM, GRU, RNN. This
study concluded that XGBoost classifier is the best performing model. The model
achieved an accuracy of 98.5% (Alkhudaydi et al., 2023). However, the limitations of this
work were that it failed to identify several types of attack, and the parameters used were
not optimized. The study also failed to account for the prediction time. Time to detect and
classify is vital for determining a given model's accuracy and overall performance. [oT
devices are constantly hit with sophisticated high-frequency attacks that could escalate
quickly due to the enormous interconnectivity. Considering a successful IoT device or
network breach’s far-reaching impact on an enterprise due to the vast attack surface area,

a model with an accuracy lower than 98% in an ML analysis may indicate an inefficient
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hyperparameter tuning and optimization. A suitable IoT network deployment model
would have little to no error, i.e., possessing almost perfect accuracy >98% and close to
99.99%.This research aims to leverage AutoML to perform efficient feature selection,
hyperparameter tuning, and optimization to produce accuracy higher than 98% accuracy.
This study will also utilize two newer loT-specific datasets.

IoT attacks are prevalent and costly to remediate due to the enormous attack
surface area that it presents. Therefore, improving the attack classification accuracy and
reducing the false positives will help the enterprise’ security team better prevent and
protect their networks against [oT attacks. Some scholars have also performed several
experiments on [oT intrusion detection where the proposed DL architectures are effective
approaches for IoT intrusion detection. CNNs are among the most popular and efficient
DL frameworks. They rely on efficient structures to learn the essential features without
requiring prior feature extraction and offer excellent generalization capability. CNNs
provide an advantage in image processing by more efficiently using local neighborhood
features via convolution transformation (Riyaz & Ganapathy, 2020).

A study that employed CNN for an intrusion classification experiment utilizing
SMOTE and features from the system call graph was carried out, which successfully
developed a Botnet detection model and achieved an F-1 score (a measure of about 97%)
and accuracy of 96.5% (Zhang et al., 2020). This work demonstrates how a CNN-based
model can detect Botnet using system call graphs with an accuracy of 96% and an F-1
score of 97%. Although the model leveraged in the study can detect and classify network
traffic effectively, in the study, no other experiment was carried out to compare the

model’s effectiveness. It is limited to a single DL algorithm, and in the end, the accuracy
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score produced was less than 98%, thus not effective. This makes the study and approach
a very lean one. Also, the time taken to perform the detection was of a significantly high
value. Another primary concern in this study is that it heavily leveraged the SMOTE
technique for extensive data balancing before feeding the data to the CNN model to
achieve the 96% accuracy score. However, it is noteworthy that real network traffic,
especially those launched from a botnet or command and control infrastructure, are not
usually balanced or standardized. A model that performs well with balanced and
standardized data will not necessarily do the same when real unbalanced data
characterized by an enterprise network is involved. This makes their model inefficient for
enterprise loT networks. This praxis seeks to utilize an unbalanced BoT-IoT dataset
derived from the simulation of real-life IoT network traffic to produce an ML-based
model that does not experience any form of exploding and varnishing gradients and has
better performance metrics within a shorter detection and classification time.

An empirical analysis of DNN for detecting DDoS attacks in IoT networks was
conducted in a federated-based study leveraging the BoT-IoT dataset. It was found that
the DNN algorithms can effectively classify IoT network DDoS attacks with higher
performance metrics, specifically accuracy, when compared to other conventional
algorithms. The model achieved an accuracy of 99.89% (Babbar et al., 2024). Although
this work captures a broader scope of networks and datasets, it did not capture newer loT-
specific network traffic and datasets such as the ToN-IoT. This study in addition to BoT-
IoT will utilize ToN-IoT datasets, a newer, robust heterogenous loT-specific dataset used
in IDS experiments. This study will test the performance of eight different models and

aim to achieve higher accuracy.
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An introduction of the FS technique in an ML-based analysis to efficiently detect
anomalies to improve IDS performance was carried out and showed to be effective and
produced an improved outcome compared to cases where FS was not employed (Carta et
al., 2020). Some other scholars have also carried out closely related studies on this aspect.
A framework was proposed for detecting malicious attempts in a fog-based IoT
healthcare system by using an online sequential Extreme Learning Machines (ELM) for
detecting MiTM attacks, as well as DDoS attacks in a fog-based smart home equipped
with a remote patient monitoring system leveraging FS as the major optimization
technique and produced an improved accuracy of 98.2% (Davrazos et al., 2023). This
praxis will optimize the IDS model by utilizing both FS and hyperparameter
optimizations as well as consider additional types of IoT attacks like the Scanning,
reconnaissance, DoS and DDoS attacks.

A study that proposed SMOTE-DRNN optimization experiment for improved
botnet detection in IoT networks was performed leveraging the BoT-IoT dataset. The
study found that with SMOTE optimization, the RNN model achieved an accuracy of
99.50% (Popoola et al., 2021). The limitation of this study is that it only utilized BoT-IoT
dataset and predicted only DoS and DDoS based IoT attacks. Additionally, it did not
compare the performance of other notable DL models. Only the performance or RNN for
balanced and imbalanced dataset was compared, thus making the study a very lean one.

An investigation into some ML models' computational time reduction and
efficiency capability in intrusion detection with respect to model accuracy was carried out
to determine the effectiveness of DNN, ANN, RNN and CNN algorithms. In this study,

the models were trained via a weight distribution mechanism, and CNN achieved the
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highest accuracy of 99.6% (Karanam et al., 2020). Although the model is a trained DL-
based detection method, the analysis utilized a dataset derived from network traffic that
was not derived from a simulation of real-time IoT network traffic like the BoT-IoT and
ToN-IoT datasets. Little iteration of the hyperparameters was performed in this study,
which might have resulted in less optimization of the hyperparameters. Additionally,
more metrics could have been considered and evaluated. This research will also employ
multiple meticulous validation approaches for performance evaluation and validation.

Advanced ensemble learning models can effectively secure IoT devices and
networks in an interactive, resource-constrained environment (Lee, 2019). A study that
employed ensemble learning methods using BoT-1oT datasets introduced an optimal
anomaly detection model based on AdaBoost, along with a Boruta feature selection
technique using the XGBoost algorithm, and achieved commendable performance
metrics: Further buttressing the importance of FS to obtaining improved performance for
the ML algorithms (Alsarhan, 2023).

Another implementation of DL in building an IDS for IoT networks was
performed using algorithms such as DNN, CNN, and RNN (Sun et al., 2020). The study
leveraged the benefits of FS to achieve even better accuracy as they continued to fine-
tune the selected feature until they arrived at the number of features that yielded the best
performance of 99%, which is an excellent value. This further bolster FS's importance
when building ML models. FS is the key to achieving a good outcome whenever a dataset
with many records and features is used. This study will leverage FS and hyperparameter

tuning to optimize the performance of the models.
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2.7 IoT Networks: Issues and Attacks

An IoT network with its distributed nature is an architecture where every layer
performs specific tasks to run the platform efficiently. As a result, network intrusion and
security breaches happen in every layer (Albulayhi et al., 2021). Researchers have found
attacks occurring in the entire network, especially the protocol and gateway layers (4 and
7) (Pahl & Aubet, 2018). Figure 2 shows a broad IoT attack scenario. It considers the [oT
framework as a combination of sensors, devices, networks, platforms, applications,
management, and services R2L (Islam et al., 2022). Some intrusion attacks have recently
gained attention from security analysts and researchers due to their increasing rate. These

include DoS, DDoS, Scanning, MiTM, U2R, and R2L (Islam et al., 2022).

Attacks
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Figure 2: IoT Ecosystem and Potential Attacks
(Source: Islam et al., 2022)

One of the significant issues seen with IoT devices that makes them susceptible to
various cyber-attacks is their characteristically weak security features and ciphers. This
includes but is not limited to weak authentication, authorization, and access. Many IoT

devices, due to their limited processing capacities, are built with weak security algorithms
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such as ciphers (encryption algorithms) for ease of processing. In a study performed to
determine the strength and security of [oT devices based on the security features
embedded in them, it was suggested that [oT devices be designed with more robust
security measures. The study proposed that organizations review their password policy to
force users to change IoT devices’ default passwords to prevent IoT attacks (Kolias et al.,
2019). A notable example is the Mirai Attack of 2016, a type of DoS attack that infected
several [oT devices that possess weak security measures and still maintain their default
usernames and passwords.

IoT devices and networks are the main targets of resource exhaustion attacks
(NIST, 2020). Most cyber attackers target these devices and networks for this attack due
to their energy-constrained, low computing power and processing capabilities (Kerim,
2021). Some of the prevalent network attacks seen in IoT networks include, but are not
limited to, a DoS attack, DDoS attack, theft (insider threat), and reconnaissance attack.

Several aspects of work have been performed where ML is used in intrusion
detection and network traffic classification for better attack prevention and network
security. One of the best and earliest use cases was the work done, which found that
advanced ensemble and DL models will provide better intrusion detection performance
compared to traditional methods. Compared to their traditional counterparts, advanced
ensemble and DL-based IDS models can enhance the intrusion detection rate due mainly
to their capacity to perform classification and detection by extracting features from the
dataset (Sun et al., 2020). It also uses supervised learning techniques for generating a
broad representation of attacks by maintaining a robust signature database, a feature the

traditional approach does not have.
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Recently, outstanding advancements in the progression of intrusion detection
techniques using ML-based methods have been made. This is due to the remarkable
capabilities of some new ML learning models referred to collectively as deep learning
models. (Udurume et al., 2024). It was found that if used and implemented carefully and
correctly, simple ML-based algorithms can be as effective as their complex counterparts.
The conclusion is that ML models are great tools for classifying large, multidimensional
datasets (Gadre & Deoskar, 2020). These findings allowed cybersecurity researchers to
find ways to enhance ML-based algorithms to function independently without human
intervention and yield even better performance accuracy in the shortest time, which is the
primary focus of this praxis.

Other studies were done in this area of employing ML-based algorithms to
enhance the performance of IDS for more improved attack detection and classification
but failed to achieve a significant result (high accuracy >98% and a short time to classify)
primarily because of either lack of automated, efficient and proper preprocessing that
include encoding, hyperparameter tuning, feature selection and use of a full
representative dataset. Some did not study several models, only a few, and those that did
fail to perform a robust comparison of the different models studied, such as models,
shallow learning, and deep learning models. Some researchers who conducted a
comparison of models did not pay keen attention to complex ML-based algorithms, nor
did they perform a broad observation of their training and validation. None of the studies
reviewed performed a simultaneous comparison of eight different ensemble and DL
algorithms in one study with two sets of rich heterogenous IoT-specific datasets for a

better understanding of their unique capabilities in the same environment employing key
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optimization techniques like FS and hyperparameter tuning under the same conditions.
This praxis will investigate eight different ML models using the same datasets and
conditions to determine their uniqueness and capabilities in an energy-constrained

enterprise loT network environment.

2.8 Summary and Conclusion

The review of related literature shows that not enough research has been
conducted to evaluate the performance of several ensemble and DL algorithms
simultaneously, carefully comparing them using large heterogenous representative loT-
specific (BoT-IoT and ToN-IoT) datasets from a wide range of loT devices and networks
through a multi-class classification approach. Most current studies focused on small,
single, older datasets, which fail to simulate real-world IoT environments. Furthermore,
most research did not leverage any automated training operation and process typical with
real-world contemporary network and cybersecurity architecture. The previous studies
were mostly lean, as they did not compare the performance of more than 2 different
advanced ML models; neither did they consider hyperparameter tuning, and some studies
did not perform extensive feature selection to improve the training and validation of the
advanced models for optimized performance.

Most studies also failed to perform the training and validation of the advanced
learning models in a unified environment and did not carefully compare the performance
of the advanced ensemble models with that of the DL with respect to their computational
requirements, which is a critical consideration for determining the best model for
building an optimized IDS fit for energy-constrained limited computing enterprise loT

network.
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This praxis aims to improve the existing studies and research on the potential of
advanced ML-based algorithms for effective intrusion detection and attack classification
for improved enterprise loT networks security. It also seeks to broaden the knowledge of
this field of study by leveraging a multi-class classification approach with an ML-Jar
AutoML operation. This is a unique and novel approach to IoT intrusion detection and
attack classification. This research also centers on an energy-constrained [oT
environment using contemporary BoT-IoT and ToN-IoT datasets derived from a real-
time heterogeneous loT network simulation that has undergone meticulous pretreatment
and pre-processing to ensure fit for use and effectiveness. The model developed in this
praxis can be deployed in an enterprise loT network of different scales for a more
efficient, effective and optimized intrusion detection.

This research's success comes from carefully testing and evaluating the various
ML-based models using the MLJar AutoML-based dynamic approach, which combines
different key and adaptive techniques to train, test, and compare performance metrics for
optimized intrusion detection. The metrics will include accuracy, precision, recall, F1-
score, prediction time and model training time. This analysis will encompass multi-class
classifications of BoT-IoT and ToN-IoT datasets using various models while maintaining
consistency in the number of selected features. This is important because choosing the
appropriate and most important features out of numerous features in datasets is critical to

overcoming noise, overfitting, and achieving a good outcome.

38



Chapter 3: Methodology

3.1 Introduction

This chapter presents the various steps, methods, and implementation stages
followed in this research to develop an optimized model for enterprise loT network IDS.
The development of ML-based models with high efficiency and effectiveness in detecting
and classifying intrusion activity in an IoT network follows the combination of
elementary, intermediate, and advanced steps. It generally starts with data collection,
followed by observatory analysis and data preprocessing.

The data pre-processing operation performed here is primarily aimed at dropping
irrelevant attributes, scaling numerical attributes to prune extreme values and avoid data
skewness, and then transforming categorical attributes to numeric values to make the data
feedable for the models to be used and enable the models to interpret the data properly.

After the data pretreatment steps, the pretreated dataset is then split into two sets,
namely the train set (used for training the models) and the test set (used for testing and
final assessment of the models) in the ratio of 70/30. This robust 2:1 split ratio is to
ensure sufficient data for patterns to be learned more effectively and enough validation
data to test and evaluate the models, thereby striking a balance and avoiding errors,
especially those due to overfitting or otherwise. Ultimately, the various models tested are
compared for the best performance based on the metrics of interest to the study. The full
details of all the steps, methods and operations performed in this praxis are further
elaborated.

The first and primary step is the dataset collection. This is very important and key

to the success of this praxis. Collecting a highly representative dataset containing key
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features relevant to the study is foundational and fundamental to the outcome and results
that will be obtained from the ML-based analysis using the numerous algorithms of
interest in this study.

The next step is a thorough observation of the dataset. This is carried out under
the exploratory data analysis (EDA) section. EDA in this praxis is simply an iterative
process and method performed to carefully observe the dataset to identify the patterns
within the datasets and understand the relations between variables, which will help detect
anomalies.

EDA is immediately followed by correlation analysis of the datasets. This step
was carried out in this study to identify and understand the linear relationships between
features, which helps detect multicollinearity issues where highly correlated features can
negatively impact model performance and interpretation. It also guides feature selection
decisions by revealing redundant features that can be removed. This helps in identifying
the most relevant features that contribute to the target variable, thereby improving model
efficiency and reducing computational complexity.

The next set of operations performed on the datasets is collectively referred to as
data preprocessing. This was carried out by leveraging insights from both EDA and
correlation analysis. It involves several steps and techniques. These include feature
dropping, which aims to drop irrelevant features, feature creation, where new, more
informative features were generated from existing raw data that can better capture
underlying patterns and relationships that may not be apparent in the original features.

This step helps in improving model performance and predictive accuracy. It also helps to
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transform raw data into meaningful representations that are more suitable for the models
to enhance their ability to detect complex patterns in the data.

Feature encoding was also performed as part of the data preprocessing operations.
It converts categorical variables and non-numerical data into numerical formats that ML
algorithms can process, since most ML models require numerical inputs to perform
mathematical computations. This step helps to transform the data to suitable formats to
ensure that categorical features like protocol types, device categories, or attack
classifications are properly represented in a way that preserves their meaningful
relationships while enabling models to effectively learn various unique and critical
patterns and make predictions from the data.

FS and hyperparameter optimization are the steps that were performed at the final
stage of the data preprocessing operation. These help to make the models function well
on the datasets and produce better outcomes. FS step helps to reduce the dimensionality
of the datasets. It identifies and retains only the most relevant features that contribute
significantly to the target variable, which improves model performance, reduces
overfitting, and decreases computational complexity. FS helps to eliminate redundant, or
irrelevant, features that can negatively impact the models' accuracy and training time:
Thus, helping to produce more efficient models that generalize better to unseen data
while requiring fewer computational resources. This step is paramount in this study
mostly because it reduces the energy requirements and optimizes the entire operation.

Hyperparameter tuning is the last step that was performed as part of the data
preprocessing operation. It helps to optimize the models’ configuration parameters that

are not learned during training but significantly influence model performance and

41



behavior. It helps to ensure that the models achieve their best possible performance by
finding the optimal combination of hyperparameters that maximizes accuracy, minimizes
overfitting, and improves generalization to unseen data, rather than using default values
that may be suboptimal for the specific model, dataset, and environment.

The next step is data splitting. During this step, the preprocessed dataset is split
into two sets, namely the training set and the test set, in a 70/30 ratio, respectively. The
70% training set is then used to train and validate the various ensemble and DL models
investigated in this praxis, while the 30% test set is used to test that the operation is
working and functioning properly within the normal operational requirements.

The training and testing operations of the models in this study were carried out
leveraging the AutoML functionalities and operations, encompassing several steps and
techniques in the Python library and other valuable libraries such as sci-kit-learn and
NumPy. After the training and testing operations, the prediction results and outcomes are
then measured to obtain the relevant metrics necessary to determine the most effective
model among those examined. The performance metrics considered in this praxis are
prediction accuracy, model training and classification time, precision, F1—score, and
recall. This is then followed by the model selection step. The selected model will show
the best performance for the chosen metrics, primarily accuracy. The selected model will
be the recommended model for building an optimized IDS for an energy-constrained
enterprise [oT network.

The proposed framework typically starts with designing an IoT use case (a
network) and executing that use case for generating real-time IoT traffic. The generated

traffic is then captured to create an IoT dataset, which is then collected and saved in the
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proper format for model training and testing. For this praxis, it was not necessary to set

up an loT network to capture the traffic for the dataset creation.

3.2 Architecture Framework

The IoT architecture denotes how IoT devices and networks are configured and
arranged to meet specific use cases (Victor et al., 2023). The IoT network architecture
considered here is a simple architecture that can be implemented in small, medium, and
large-scale enterprise IoT networks. It comprises four layered components
(corresponding to the TCP/IP model layers), namely, the application (security) processing
layer, the transport (forwarding) layer, the network (internet) layer, and the datalink
(perception) layer. This praxis focused primarily on the security layer, emphasizing
effective and optimized intrusion detection of various attack categories.

The proposed optimized [oT IDS model, through continuous learning from the
data gathered, can utilize robust ML functionalities to predict and classify cyber-attacks
more accurately. It can effectively detect significant security events in loT data using its
robust ML capabilities, which include rules, procedures, or complex transfer functions
(Ahmad et al., 2021). The architectural diagram, which incorporates the path and steps

for building the proposed model is depicted in Figure 3.
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Figure 3: Proposed loT Security Architecture Diagram Incorporating the Path for
Building the Machine Learning-Based Model

33 Datasets- Description, Acquisition, and Structure

In this praxis, two datasets were used in two separate experiments. They are BoT-
IoT and ToN-IoT datasets. These datasets are selected to ensure their relevance to this
study and their representation of real-world scenarios that simulate normal and malicious
[oT network traffic and capture the complex nature and scalability [oT and Industry 4.0
networks (Moustafa et al., 2021). They are heterogeneous IoT network datasets collected
from multiple [oT devices and contain over 1 million [oT network traffic records. Both
datasets were produced at the University of New South Wales (UNSW) in Australia’s
Cyber Range Laboratory (Koroniotis et al., 2019). Some of the attacks captured in the
BoT-IoT dataset include theft, reconnaissance, DDoS, and DoS attacks. The ToN-IoT
dataset consists of diverse data obtained from IoT system. The dataset encompasses
telemetry data originating from various IoT devices. These include such devices as

fridge, motion_light, thermostat, garage door, GPS tracker, Modbus etc. It incorporates
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logs from both Linux and Windows OS, as well as network traffic data derived from the
IoT system. It encompasses a broad spectrum of contemporary cyber threats including
XSS, reconnaissance, MITM, ransomware, DDoS, DoS, password cracking attacks,
backdoors, and injection attacks (Booij et al., 2021).

They are both provided in CSV format. This enables ease of aggregation and use
when feeding them into ML-based models investigated in this study. These datasets are
notable for their diversity, large size, and good representation of loT-related threats,
especially network-based attacks such as reconnaissance, MiTM, DoS, and DDoS
attacks, and their subcategories. These attacks are of keen interest in this study.

The BoT-1oT dataset comprises many columns (features), with three (3) primary
columns being subcategory, category, and attack, which serve as the dependent (target)
variables, and includes rows of attacks and normal traffic flags, with each attack row
being a unique attack type denoted by Os and 1s, respectively.

The ToN-IoT dataset distinguishes itself through its exceptional diversity,
substantial scale, and comprehensive representation of contemporary loT-centric security
threats, particularly excelling in capturing sophisticated attack patterns, including
injection, and MITM (Moustafa et al., 2021). The dataset comprises numerous feature
columns, with key target variables including label and type. They are suitable for the
objectives outlined in this praxis as evident through their inclusion of diverse attack
categories and subcategories that align with current threat landscapes, making them ideal
for the comprehensive evaluation of ML models or optimization intrusion detection in

enterprise loT networks.

45



34 Various Steps and Processes Followed for Building the Proposed Model

The BoT-1oT and ToN-IoT are two rich IoT-specific datasets used in this research
to examine the ability of some advanced ML models to predict network behaviors and
detect potential attacks. The goal is to analyze different ML (ensemble and DL)
algorithms and evaluate their performance, i.e., how well they can identify and classify
the data and detect intrusion activity or attack on enterprise loT networks. These models
will be investigated via a multi-class classification approach in a custom AutoML
environment for the training, validation and testing operations.

These algorithms to be investigated include RF, XGBoost, CatBoost, LightGBM,
DNN, RNN, CNN, and ANN. The AutoML approach will specifically be used to train
and validate the ensemble algorithms and then be integrated with the DL algorithms.
AutoML automatically finds and trains the best ML models without manually tuning each
model. This will allow for quick exploration of various algorithms and carefully visualize
and compare their performance. The following sections, starting with the dataset loading
process, will detail the various steps and operations performed to arrive at the proposed

model.

3.5 Dataset Loading

Dataset loading is the very first step performed in this chapter. As a first step, the
required libraries and functions were imported that were necessary to perform the various
steps in this analysis. This includes, in addition to the Python libraries, essential libraries
such as Pandas, Scikit-learn, NumPy, etc. After importing the necessary libraries, the
dataset was loaded. This step aims to automate the aggregation of multiple CSV files
from a designated directory into a single comprehensive dataset. To perform this, a
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Python script was run to load the dataset. The script is designed to traverse a specified
directory, identifying and listing all files with a .csv extension. Each identified file is then
read into an individual panda’s data frame. These Data Frames are subsequently
concatenated to form a unified master Data Frame, which was then renamed the
main_bot dataset for the BOT-IoT experiment and main ton dataset for the ToN-IoT
experiment. The reason for performing this step is to consolidate the various individual
files into a single dataset, which helps simplify the analysis and ensure consistency and
efficiency in data handling and treatment. Following this data loading operation is an in-

depth analysis of the data, leveraging both visualization and statistical approaches.

3.6  Exploratory Data Analysis (EDA)

EDA is useful in this study. This step helps in examining the datasets in order to
summarize their main characteristics, as well as identify patterns, detect anomalies, and
understand the underlying structure of the data through statistical summaries and
visualizations. It helps to capture key insights from the dataset. It also helped in detecting
outliers and patterns in the dataset. EDA is a crucial step since it helps to provide the key
insights into the quality of the datasets, discover relationships between variables, identify
potential issues such as missing values or outliers, and helps to determine the appropriate
preprocessing techniques for the dataset and the ML models to be trained (Sahoo et al.,
2020).

ML-based research involves extensive EDA and data observation (DO). The
success of this research first and primarily lies in the ability to analyze the dataset and
understand the data structure, and more importantly, explore the nature and features

present in the dataset and the patterns to determine what is present in the data and what is
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not, what new columns to add (if any), as well as determine what treatment or
transformations need to be performed on the dataset before it is used in the ML analysis.
The EDA process captures what was discussed earlier in this chapter. It further highlights
the nature, structure, and composition of the datasets.

EDA is the second step of the operations performed in this section of the study. It
is carried out to better understand the datasets. Some of the EDA steps performed in this
research include basic data analysis. This reviews the statistics for each feature present in
the datasets. To do this, the count of rows was viewed for the features. Also, the data
types present in the datasets were also inspected. This helps to examine the datasets to
understand their composition and structure. This is followed by other steps for viewing
unique data types in the datasets. During the EDA step, the data types of each column
within the Data Frame were displayed. This helps to highlight whether the data are
numerical, categorical, or textual. This is crucial for determining appropriate
preprocessing methods and analytical techniques to be employed for effective analysis of
the data. This is followed by viewing the dataset’s first and last rows. This involves
inspecting the first and last entries of the dataset to check for consistency across the data
and to identify any noticeable issues, such as data entry errors or anomalies at the
boundaries of the dataset, as well as highlighting which data regularize through the entire
dataset or uniquely bound to a given row or column. The EDA showed the total number
of features present in the BoT-IoT and ToN-IoT datasets and their respective data types.

Statistical analysis was also performed in this study as part of the EDA. This
involves the analysis of the rows and columns of the datasets, checking for empty spaces

and datapoint in the columns present in the dataset (i.e., checking for the Not Available
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(NA) and Not a Number (NaN) values), inspecting the different values of the features
found in the datasets, such as the standard deviations, mean, maximum, and various
percentiles. All these steps and the resultant data help to understand the scale of the
features present in the dataset, thus helping with planning the best approaches and
techniques for pre-treating and preparing the datasets for ML analysis. EDA was very
useful in this regard as it helps to review the various features present in the datasets with
the full description for better comprehension of their distribution scale and relationship
with other features, thereby helping with a complete understanding of all the features and
the data types.

Following this, data types of each feature present in the dataset were checked. The
observed datasets comprise three data types, namely, float64, int64, and object data types.
The object data type observed here is interesting as it contains alphanumeric values.
These need to be converted into numeric values only to ensure the models can analyze
them, as ML algorithms are often incompatible with non-numeric values.

As a next step in the EDA, additional in-depth reviews and analyses were
performed, such as statistical summary analysis, missing data analysis, missing value
count, missing data percentage, etc. A statistical summary is a step in this analysis that
helps to offer a comprehensive statistical view of the datasets numerical features to
identify trends, outliers, and underlying patterns. It involves the generation of statistics
that provide insights into the nature, dispersion, and shape of the dataset's numerical
distributions (Almasre & Subahi, 2024). These are pivotal in highlighting outliers and
understanding the scale and variance inherent in the data, which are critical for

subsequent data modeling and analysis. Lastly, as part of this step, a correlation matrix
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and heatmap were created, which helped to perform correlation analysis to show how the

different features correlate and their relationships.

3.7 Preprocessing and Pretreatment

Dataset preprocessing/pretreatment is a vital step in ML analysis. It helps prepare
the dataset for an ML-based analysis to make it feedable by any ML-based classifier.
This helps remove noise, such as NA, NAN, and duplicate values, from the dataset,
which may consume enormous resources and potentially impact the model’s efficiency,
affecting the analysis and recorded performance.

Preprocessing helps to prepare the dataset to ensure it runs efficiently, as it allows
a strong and better focus on the dataset's features that have crucial impacts on the model's
overall performance. The steps and operations employed in preprocessing and
manipulating the dataset and making it ready and suitable for ML-based analysis are
detailed in this section. Feature correlation analysis was employed, which revealed some
important details about the different features present within the dataset, such as
insignificant and highly correlated features, which necessitated dropping some of those
insignificant, highly correlated, duplicated features. Numericalization and standardization
were also performed. This is primarily to convert categorical features into numerical

formats and normalize feature scales to ensure effective model training.

3.7.1 Preprocessing of BoT-IoT Dataset

It was discovered from the EDA that the original BoT-IoT dataset is huge.
However, despite its large size, there were no empty data points in any of the columns

(i.e., with NA and NAN). Therefore, as a first step in the preprocessing operation, there
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was no need to drop or replace any empty data points since they were absent. It was also
discovered that the dataset comprises almost one (1) million network traffic records and
several features organized in rows and columns. The rows represent the traffic classes,
namely normal and attacks. The attack class is further categorized into DDOS, DoS,
Reconnaissance, and Theft attacks, each represented by a row. DDoS and DoS attacks
have three subcategories depending on the transport protocol used. These are UDP, TCP,
and HTTP.

Reconnaissance has two subcategories, namely Service Scan and OS
fingerprinting, and Theft has just one subcategory called Keylogging. However, this
analysis using the BoT-IoT dataset will not include them. It focuses primarily on DoS
and DDoS and their subcategories. Reconnaissance and Theft attacks and their
corresponding subcategories are filtered out and dropped as part of the preprocessing
operation. This will ensure a good representation of the necessary data and features and
maintain optimal performance during the training operations.

As discussed in the previous introductory sections of this chapter, the BoT-1oT
dataset contains several rows, and three represent the target variables. These are
subcategories, attacks, and categories. They are the key variables found within the dataset
that describe the type of traffic and, for attack traffic, the type of attack, whether it is an
attack DOS-UDP, TCP or HTTP, or attack DDoS UDP, TCP, or HTTP.

The statistical summary analysis performed revealed key and important details
about the BoT-IoT dataset. The dataset does not possess features that indicate any
threshold, repeated attempts, and visible protocol awareness. As part of the pre-

processing and feature engineering steps, to enhance the model comprehension of the
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dataset and increase optimization, new significant features (columns) were created,
namely, multiple src attempts, and same dst ip threshold to highlight the traffic
behavior further. These new features (columns) are created to provide easy visual clarity
to the nature of the dataset and network traffic patterns. They are part of the IP-based
behavioral analyses conducted in this study to implement source-destination pair
frequency analysis, create threshold-based flags for repeated connection attempts, and
generate indicators for targeted destination IPs.

As part of the feature engineering operation, the last but very important feature,
Intrusion_Type was created by concatenating the two significant target variables-
subcategory and category, containing the attack variable data. Thus, the Intrusion Type
feature contained all three target variables. Next the three features that were the target
variables for the original dataset were eliminated and made this new feature
(Intrusion_Type) the sole target variable for the ML experiment. With this, a new dataset
was created, which was called filtered df. The data was manipulated first before any
further operation because the dataset contained three target variables; generally, only one
target variable is used in ML analysis. Second, it was necessary to ensure the new dataset
did not contain any features from the original dataset that were connected to the

dependent variable (new target variable). This aims to ensure data unwrapping.

3.7.2 Preprocessing of ToN-IoT Dataset

Similar to BoT-1oT dataset, TON-IoT dataset exhibited minimal missing values,
with no significant empty data points (NA and NAN values) requiring extensive cleaning
operations. Therefore, as a first step in the preprocessing operation, a basic check for

missing and NA/NAN values was performed, and it was found that the feature uid has
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over half a million (580055) missing/NA values having int64 data types. However, since
this feature only represents a unique identifier for each network connection or session
record, and has no predictive value, no relevance or significance to this study, it was
dropped. This helps to eliminate the need for extensive imputation procedures, especially
because if it is not removed, it must be filled up through imputation, which would likely
cause overfitting and resource exhaustion. This may result in operational and
performance errors during and after the training and validation operations. Other than the
uid column, most columns contained complete data. Thus, there is no further need for
data imputation at this stage of data processing

ToN-IoT dataset comprises approximately over 6 million network traffic records
with 47 distinct features organized in columns. The rows represent various traffic classes,
including normal traffic and nine different types of cyber-attacks. The attack classes
include DDoS, DoS, injection, password, ransomware, reconnaissance (scanning), man-
in-the-middle (MITM), backdoor, and cross-site scripting (XSS) attacks. Each attack type
represents different threat vectors commonly encountered in IoT environments, making
this dataset particularly valuable for research optimizing intrusion detection systems. This
study, however, focuses primarily on the most prevalent and critical external intrusion
attacks that pose significant threats to enterprise loT network security infrastructure.
These are DoS, DDoS, scanning, and MITM attacks. Therefore, as part of the
preprocessing operation, the dataset was filtered to exclude backdoor, injection,
password, ransomware, and XSS, which are all host-based attacks from this analysis.
This is done to maintain focus on network-level intrusion detection while ensuring

optimal computational performance during training and validation operations. This
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approach ensures a good representation of necessary attack patterns while maintaining a
manageable dataset size for performance evaluation, investigating the accuracy and speed
of detection and classification of the algorithms.

The target variables in the dataset are represented by the label (indicating normal
or attack traffic) and the type (specifying the specific attack category). For malicious
traffic, the specific attack type DoS, DDoS, scanning, or MITM, across different
protocols, including TCP, UDP, and ICMP, are highlighted.

The statistical summary analysis of the ToN-IoT dataset revealed its important
characteristics. Unlike the BoT-IoT dataset, ToN-IoT contains extensive protocol-aware
features that capture the unique characteristics of the network traffic which is crucial for
distinguishing between various malicious attack patterns. So, there is no need to create
such additional features. Only additional temporal features were created. These are
features bytes-per-sec, byte ratio derived from data contained with the features duration,
src_bytes, and dst_bytes, and features hour, and day of week created extracted the data
from the feature ts. Creating bytes_ratio, total bytes, and bytes per_sec features is
important because these derived metrics clearly capture additional and more distinct
communication patterns and traffic characteristics such as asymmetric vs symmetric
flows, overall volume, and transfer rates, that are strong indicators for distinguishing
between normal network behavior and various types of [oT related network attacks.
Creating the features hour and day of week from the feature ts is important because
network traffic patterns and attack behaviors often exhibit temporal characteristics (e.g.,
attacks occurring at specific times or days), providing more actionable insights which can

significantly improve ML model performance in detecting intrusions. Despite deriving
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the hour and day of week features from ts, the feature was retained. This is because it
captures a unique record of the exact time when a network connection or flow event
occurred, which is crucial for understanding a specific temporal context of IoT network
activities, thereby enabling a more accurate time-based security analysis and as a result,
improves the ML intrusion detection capabilities.

Service type information was combined with attack labels to create a feature
named Intrusion_Type which serves as the single target variable. The Intrusion_Type
feature is a concatenation of label and type variables. This was done to ensure consistent
target variable representation, as the original dataset contained multiple related target
variables that could lead to data leakage. To avoid any feature correlation with the
dependent variable (Intrusion_Type), the original label and type variables were removed
from the feature set, ensuring that no direct relationship exists between predictor
variables and the target variable that could compromise the integrity of the ML analysis.
This preprocessing approach resulted in a refined dataset for network intrusion detection
analysis while maintaining the rich contextual information inherent in the ToN-IoT
dataset, particularly its protocol-aware and temporal characteristics that are crucial for
effective intrusion detection in loT environments.

After the preprocessing operation, a 5% stratified sampling of the preprocessed
datasets was performed, and it was named sampled nids_df'. The 5% stratified sampling

was employed in this study to ensure adequate representation across all attack categories.

3.7.3 Features Correlation Analysis

Feature correlation analysis is a crucial step in this study. It identifies the relation

that exists between some features within the datasets. It helps to avoid feature
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redundancy, prevent overfitting, enhance feature selection. The correlation values
(coefficients) for network traffic features range from -1 to +1. +1 indicates a perfect
positive correlation and -1 is an indication of a perfect negative correlation.

Following the completion of data preprocessing and feature engineering,
correlation analysis was performed to ascertain if any of the features have a high
correlation. This step was performed using the function provided by the Seaborn library.
The insights from the correlation analysis reveal that some of the features in the datasets
are highly correlated with other features. These features would then need to be removed
to avoid redundancy, and interferences with other key features or the target variables, and
the overall outcome and results of the analysis. It is noteworthy to mention the features
found were highly insignificant, correlated, or redundant, which were dropped from the
datasets.

For BoT-IoT dataset these include pkseqID and seq. These are irrelevant to this
study because they are index/identifier columns that do not contribute information to
attack patterns or classification. Attack, category, and subcategory were dropped since
they are part of the target variables. Of key importance is the dropping of attack,
category, and subcategory, which are part of the target variables. The feature mean
showed a strong correlation with max (0.91), but despite its high correlation, it was not
dropped. This is because it provides complementary information to max that helps
distinguish between sustained attacks and burst attacks, which is crucial for effective
intrusion detection. The feature max captures important relationships in the dataset and
experiment. It has meaningful correlations with other key features, such as min (0.69) and

state_number (0.58), two other key features in the dataset.
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Critical features such as stddev, max, and min were also retained due to their
statistical relevance. They capture important patterns in network behavior and, therefore,
do not need to be dropped in this study involving intrusion detection and attack
classification analysis. The network patterns these features showcase, and highlight are
important in the overall analysis. The feature stddev measures the changes in network
traffic patterns, and its high value indicates irregular network traffic behavior or some
repeated significant spike in network traffic. The feature is useful in detecting DoS and
DDoS attacks characterized by significant deviations from the known, original, or normal
network traffic patterns.

The feature max indicates high or peak activity levels or peak traffic periods in a
network. It is key to identifying traffic spikes or hikes to help detect DoS and DDoS
attacks. Min is a feature that indicates the lowest values in network traffic within a given
period, thus helping to showcase periods in the network when there is inactivity or
unusual network traffic behavior. This feature is crucial to establishing a baseline.

N _IN Conn_ P SrcIP and N_IN Conn P DstIP are connection-based features crucial in
identifying unusual network connection patterns. The features, drate, and srate are rate-
based and essential for detecting attack categories based on the frequency of the network
traffic and connections.

For the ToN-IoT dataset, some features were identified to be highly correlated
with others or show no signification correlation. These features were consequently
dropped to avoid multilinearity or redundancy. They include src_ip, dst_ip, and uid.
These are identifier columns that do not contribute meaningful information to attack

pattern recognition or classification tasks. Src_ip and dst_ip were also dropped. They are
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highly correlated with the src_ip bytes and dst ip bytes respectively and are therefore
redundant. Also, the src_ip bytes and dst ip bytes show more meaningful significance.
Of critical importance is the dropping of label and type columns, which represent
the target variables for the classification task. This is because they were combined to
create a unified comprehensive target variable called Intrusion_Type. src_bytes and
dst_bytes were also dropped due to high correlation with key features such as duration,
src_ip_bytes, dst_ip_bytes, missed bytes, and dst_pkts which capture more important
aspects of the network traffic including directional traffic patterns crucial for detecting
asymmetric attacks such as reconnaissance attacks. High negative correlations exist
between proto_tcp and proto_udp (correlation = -0.87), and since both capture the
essential protocol information, and will give away key data about the target variable, they
were both dropped. The DNS-related features presented interesting correlation patterns.
High correlations were discovered between most of them. For example, dns AA F and
dns AA T (correlation =-0.94), dns RD F and dns RD T (correlation = -0.89), and
dns RA Fand dns RA T (correlation = -0.91). The features dns_qclass, dns_rcode, and
dns_qtype are the most important DNS related features and are therefore retained.
dns_rcode is critical for detecting DNS poisoning, and failed resolution attacks.
dns_qtype is essential for identifying DNS tunneling, exfiltration, and unusual query
patterns. dns_qclass is a vital feature for protocol-level anomaly detection and non-
standard DNS usage. They collectively provide more direct information about DNS query
characteristics that enable the identification of DNS-based attack vectors through query
type pattern recognition, and protocol-level anomalies through non-standard query class

detection. All SSL and HTTP-related features were dropped due to significant

58



correlations between their different categories and versions. Additionally, they contain
protocol details that would likely give away information about the target variables. Some
other features like weird name and weird notice etc were dropped due to no known
significance and meaningful correlations.

Some of the key features strategically retained within the preprocessed ToN-IoT
dataset are duration, bytes per_sec, scr_port, dst_port, src_pkts, and dst_pkts. The feature
bytes per_sec represents the data transfer rate. It effectively captures traffic velocity
patterns essential for detecting various attack categories. It provides temporal context to
network traffic analysis. It is particularly valuable for detecting data exfiltration attempts
and asymmetric communication patterns characteristic of many attack types. Although
bytes per sec showed correlation (0.58) with duration, both features were preserved as
they capture complementary aspects of network behavior - temporal duration and traffic
intensity. These characteristics are essential for identifying different attack signatures,
especially flooding scenarios like DDoS and DoS attacks. Furthermore, these features
capture fundamental network communication patterns essential for intrusion detection.
Figure 4, Figure 5, andFigure 6 show the correlation heatmaps for both datasets at

different stages of preprocessing operations.
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Figure 4: Correlation Heatmap of BoT-1oT(a) and ToN-1oT(b) Categorical Features
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Figure 5: Correlation Heatmap of BoT-IoT(a) and ToN-IoT(b) Numeric
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Figure 6: Correlation Heatmap of All Features After Dropping Operations

Consistent with this approach, the original dataset's inherent characteristics were
maintained without extensive data balancing operations. This decision ensures the
training of the models on data that accurately reflects real-world network traffic
distributions, including the natural imbalance between normal traffic and various attack
types. Such an approach enables the models to learn from authentic network behavior
patterns, thereby improving their effectiveness in production environments where similar
class distributions are expected. The dataset’s class imbalance characteristics were not
addressed by attempting to balance it extensively. This is because performing extensive
operations such as data balancing that create uniformity of the original dataset will likely
cause the dataset and the data contained within it to drastically deviate from its original
composition. This will significantly skew or impact the outcome and results of the
analysis performed, and by extension the efficiency and effectiveness of the model
developed, as it would have subjected the models to dataset that is not a simulation of

real-world network traffic due to the extensive cleaning and balancing operations
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performed on the original dataset before feeding it to the model. This is primarily because
the model’s performance is only as good as the data fed to it.

Other operations and techniques performed in this study to prepare the datasets to
be trained by the ML models, leveraging MLJar custom AutoML integration in a Jupyter-
Lab environment for an effective result, which will be discussed in the following sections
of this chapter include numericalization, normalization, feature selection, hyperparameter

tuning, and data splitting.

3.8 Data Encoding

From EDA, it was observed that the datasets utilized contain several features that
fall into one of three data types: float, object, or integer. The datasets have significant
categorical data, which are either binary, nominal, or ordinal. Both the float64 and int64
data types have numeric values. The object data types are characterized by strings of
alphanumeric values of categorical data with nominal features (Koroniostis et al., 2019).
Therefore, it is necessary to perform data encoding to convert these data from categorical
to numeric values. Numericalization was performed through categorical data encoding by
leveraging a hybrid encoding process that includes Label and One-Hot encoding
methods.

Label encoding was used to handle columns in the datasets containing many
unique values, while leveraging One-Hot encoding solely for columns within the dataset
with few unique values. This hybrid approach is very effective and efficient as it helps to
avoid memory-related issues associated with using only one encoding method for all
forms of values, especially considering the use of large datasets for an experiment

involving an energy-constrained loT environment. Most importantly, the hybrid approach
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effectively handles low and high cardinality features to preserve the original categorical
relationship information and prevent dimension explosions. A hybrid method was
performed using the Pandas and sklearn functions of the Python library.

The conversion of categorical text values into numerical values is a critical step,
especially since ML models only work with numbers, so there is need to convert text-
based categories into a numeric format. Label encoding is particularly useful here as
unique attack and protocol instances, and some IP addresses have many occurrences. This
is followed by one-hot encoding which is achieved by fitting and transforming the
categorical (alphanumerical) columns using the one-hot encoder algorithm. The values

from both encoding operations are combined, resulting in all numeric values.

3.9 Standardization Using Z-Score Standard Scaler

From the EDA, it was observed that several features within the datasets have
large-scale differences, such as high differentials in their standard deviations and mean
values. These differences typically may limit the ability of the models to generalize, thus
necessitating a standardization operation to ensure that all the values of the attributes are
on the same scale.

Z-score Standardization is the techniques used in this study. It was performed by
leveraging the StandardScaler and scipy.stats function provided by the NumPy-Python
library. It is applied to high-range continuous numerical data, such as the BoT-1oT and
ToN-IoT datasets. The operation effectively transforms the data according to their
corresponding numeric values. It typically follows a normal distribution path to scale the
data by subtracting the mean zero and dividing the mean by the standard deviation 1. It

puts all features on the same scale (mean=0, std=1) and prevents features with larger
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scales from dominating. It also improves convergence for ML algorithms. It helps to
detect outliers. It is achieved by finding data points that are with a certain number of
standard deviations away from the mean (z-score>3). Thus, it provides the advantage of
making feature coefficients directly comparable and ensures that no single feature
dominates others due to scale differences), thereby improving performance and

convergence.

3.10 Dynamic Feature Selection

When there are many features, it can become difficult for the ML model to
process all the features efficiently. It was learned from the EDA performed earlier in the
previous section that the datasets possess several features, some of which are not relevant
to the goal of this analysis. Thus, selecting the top-contributing and significant features is
critical in this study.

FS is a technique for choosing top features from a dataset relevant to a given
study. These selected features usually contribute the most to the desired prediction
variable. FS reduces the time and the resources that is required for data training and
prevents any form of complexity resulting from data computation (Li et al., 2024). The
selected features typically contain data about the study’s targeted result. The more
relevant data obtained from FS, the more helpful the information, often resulting in better
discriminative power and effectiveness (Li et al., 2024). It is worth noting that more
features do not necessarily mean better or more efficient classification or training power.
FS helps to select the significant features in the dataset that will align with the goal. It

ensures the models perform well on the training data and generalize better on new data,
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thus making the model training and testing operations to be faster and less likely to
overfit.

In this praxis, the AutoML combined FS technique was leveraged. This is
achieved by setting the function feature selection to true in the AutoML configuration.
This multi-stage combined approach utilizes various techniques like recursive feature
elimination, correlation analysis, mutual information scores, cross-validation
performance and importance scoring across multiple algorithms automatically identifies
and selects the most relevant features from a dataset by systematically evaluating
different feature combinations and their impact on model performance. The choice of this
dynamic approach in this study is key to eliminating bias or preemption in feature
selection. This is because this approach automatically discovers complex feature
interactions that might otherwise not be captured when performing manual operations. It
is a very effective technique for selecting features suitable for developing an ML-based
algorithm for robust, efficient, and optimized detection and classification of intrusion
activity in an IoT network, especially since it adapts and adjusts to varying network
environments and datasets. This is due to the fact that it employs multi-stage operations
using different techniques at different stages. In the end, it optimizes the feature space,
thus enhancing model accuracy even as it reduces the dimensionality and computational
overhead.

Following the FS operations, the algorithms undergo extensive hyperparameter
tuning. This is followed by the train-test datasets split in a 70% to 30% ratio, which is

performed in this praxis by leveraging the train_test split function of the Python library.
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3.11 Hyperparameter Tuning

The various ML-based models utilized in this study possess some
hyperparameters that impact how they behave and their overall performance regarding
data classification and accuracy. Hyperparameter tuning is a technique typically
employed to improve the behavior and performance of a given model. It is an essential
early step in optimizing each model's performance to achieve the best outcome. It helps
to rapidly find optimal configurations, making it a critical operation for these
experiments. The need for this operation in this study stems from the large, complex, and
high-dimensional nature of the datasets, which if not properly tuned to obtain the optimal
parameters, will require many computational resources by only focusing on the promising
areas of the hyperparameter space. This helps to improve model performance- accuracy.
It 1s designed to stop early poor-performing configurations, datasets which help to
efficiently allocate resources (compute time and memory) to promising configurations.
This is crucial for the large datasets and experiments.

Optimized hyperparameter tuning systematically explores several combinations of
model parameters to identify optimal configurations with minimal effort and
computational power. It is a combined approach that leverages multiple techniques
(Bayesian optimization, grid search, and random search) at different stages of its
operation to evaluate multiple hyperparameter combinations across various algorithms
while tracking performance metrics to determine the high-performing model
configurations and the most effective model settings for a given dataset and analysis, thus

making it resource efficient. This is relevant in this study involving IoT devices and
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networks with low resource exhaustion requirements. Some of the different parameters

chosen for each model are presented in the results section of this praxis.

3.12 Machine Learning Models

This study investigated several closely related Ensemble and DL-based models to
determine the most suitable for detecting and classifying intrusion activities in an loT
network with low computing capacity. Among the models studied are four ensemble
models (XGBoost, RF, CatBoost, and LightGBM) and four DL based (DNN, CNN,
RNN, and ANN) models. These models were chosen due to their robust learning,
lightweight, low-energy requirements, and computational efficiency (Thapa et al., 2020).
The basic details and characteristics of each model are presented in the following

subsections.

3.12.1 eXtreme Gradient Boost (XGBoost)

XGBoost is a well-known advanced ensemble learning algorithm. It is an updated
implementation of the gradient-boosting technique, a highly effective tree-boosting
technique that results in a very effective outcome (Alshari et al., 2021). It is one of the
ML-based models that was investigated in this study. The interest in XGBoost in this
study is due to the use of large datasets and its well-known effectiveness in scalability
and training/classification speed, with little to no computational issues or challenges
associated with traditional ML-based models.

The model utilizes robust boosting techniques with multiple parameters to
perform several iterations, which, when tuned, help achieve higher accuracy. It primarily

works by leveraging weak learners through an iterative process that enables them to
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continuously learn from the preceding learners' failings, making each new learner more
accurate and with fewer errors and miscalculations. Its continuous, sequential, and
parallel learning approach is one major characteristic that distinguishes the XGBoost
model from similar models. Figure 7 is an illustration of the XGBoost iterative process

for improving performance.
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Figure 7: XGBoost Operational Process
(Source: Hasan et al., 2019)

3.12.2 Random Forest

RF is another advanced ensemble learning algorithm. It utilizes the bagging
techniques to create a forest with several DTs constructed by randomly choosing data
samples, obtain a forecast from each tree, and selects the best and final solution through
majority voting (Khan et al., 2021). The use of majority voting helps to lower variance,
thereby reducing errors and miscalculations and providing a more improved outcome.
Integrating multiple decision trees in RF enhances the algorithms robustness and

improves its accuracy. It also helps the model mitigate the risk of overfitting. Figure 8
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depicts a simple RF structure with the DTs. The blue icons represent the existing trees,

while the green ones represent the newly formed trees.
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(Source: Khan et al., 2021)

3.12.3 CatBoost

CatBoost is an advanced gradient boosting ensemble algorithm. It is notable for
addressing the common problem of overfitting that occurs with traditional gradient
boosting methods by utilizing a method called ordered boosting and target statistics. It

implements symmetric trees and uses random permutations of features during training.

This helps the model to improve generalization and reduces overfitting when handling the

diverse attack scenarios. It is particularly effective at capturing the complex relationships
between network protocols, services, and attack patterns present in the datasets. Figure 9

depicts the operational techniques of CatBoost.
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(Source: Boufeloussen, 2020)

3.12.4 LightGBM

LightGBM is an advanced gradient boosting ensemble learning. It is known for its
optimized speed and memory efficiency, making it particularly suitable for IoT
environments with resource constraints. It employs leaf-wise tree growth techniques. This
approach significantly reduces memory usage and increases training speed while
maintaining high accuracy, which is crucial when processing the large-scale datasets
containing millions of network traffic records like the ones used in this study.

It functions by utilizing two key techniques, namely Gradient-based One-Side
Sampling (GOSS) and Exclusive Feature Bundling (EFB). These techniques help the
model to achieve faster training speeds and lower memory consumption (Zuech et al.,
2021). LightGBM is notable for demonstrating excellent performance in handling the
high-dimensional feature space of network traffic data while maintaining the ability to
distinguish between subtle differences in attack patterns, making it effective for detecting
sophisticated IoT attacks. Figure 10 illustrates the operational technique of the

LightGBM algorithm.
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3.12.5 Deep Neural Network (DNN)

DNN is a feedforward DL with multiple hidden layers between the input and
output layers. This makes it capable of learning complex, non-linear relationships in IoT
network traffic data. The architecture consists of an input layer that receives the
preprocessed network traffic features, several hidden layers with varying numbers of
neurons that progressively extract higher-level representations of the data, and an output
layer that classifies the traffic into different attack categories. Each hidden layer applies
non-linear activation functions such as ReLU to introduce non-linearity, enabling the
network to model complex attack patterns that may not be linearly separable. Its deep
architecture allows the model to automatically learn feature hierarchies, where lower
layers capture basic network statistics and higher layers combine these to identify
sophisticated attack signatures. Figure 11 depicts a DNN architecture with fully

connected input, output, and multiple hidden layers.
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Figure 11:  DNN Architecture
(Source: Boufeloussen, 2020)

3.12.6 Convolutional Neural Network (CNN)

CNN is another specialized type of feedforward DL model. It is well adapted for
network intrusion detection by treating network traffic data as structured sequences or
grids. It effectively detects spatial patterns and local correlations within network traffic
features that may indicate malicious activities. Its architecture consists of convolutional
layers that apply learnable filters to input data, pooling layers that reduce spatial
dimensions while retaining important features, and fully connected layers for final
classification.

The convolutional layers use filters to scan across the input features. This enables
the model to easily detect local patterns that correspond to specific attack signatures or
normal network behaviors. Max pooling or average pooling layers within the model helps
reduce the dimensionality while preserving the most relevant features (Alshamrani,
2022). The model utilizes Relu activation function for the hidden layers to introduce non-
linearity and enhance the model’s ability to learn complex patterns, and Softmax
activation function to compute class probabilities (Pradeepthi & Maheswari, 2023).

Figure 12 depicts CNN functional architecture.
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Figure 12: Convolutional Neural Network Structure
(Source: Boufeloussen, 2020)

3.12.7 Recurrent Neural Network (RNN)

RNN is a specialized DL architecture designed to handle sequential data by
maintaining internal memory states. This makes the model particularly suitable for
analyzing time-series network traffic data in the ToN-IoT dataset. Its key characteristic is
the ability to process sequences of variable length while maintaining information from
previous time steps through recurrent connections that create loops in the network
architecture. In IoT intrusion detection, this capability is crucial because network attacks
often exhibit temporal patterns that unfold over time, such as multi-stage attacks, slow-
scan techniques, or persistent threats that maintain low-profile activities over extended
periods.

The RNN architecture includes input gates that process current network traffic
features, hidden states that maintain memory of previous network activities, and output
layers that make classification decisions based on both current and historical context.

Figure 13 depicts the RNN’s functional architecture.
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Figure 13:  Recurrent Neural Network
(Source: Wei, 2020)

3.12.8 Artificial Neural Network (ANN)

ANN is a DL-based ML architecture. It learns complex patterns through
interconnected layers of neurons. It automatically discovers non-linear relationships
between input network features and output classifications using weighted connections
and activation functions.

For IoT intrusion detection using the ToN-IoT dataset, ANNs effectively identify
attack signatures by learning relationships between network features such as packet sizes,
flow durations, and protocol types. The architecture consists of an input layer for network
traffic features, hidden layers for feature transformation, and an output layer for
classification decisions.

Figure 14 depicts ANN’s functional architecture.
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Figure 14:  Artificial Neural Network Process Structure
(Source: Wei, 2020)

3.13 Models Training, Validation, and Testing

The goal of ML model training is to enable the models to build or establish a
relationship between the information that is being inputted and the labels to ensure
accurate predictions. This step is critical in developing ML-based models, as it helps shed
light on the nature and characteristics of new data.

Validation uses a separate portion of the training dataset to tune hyperparameters,
select the best model, and prevent overfitting during the model development process.
Model testing is performed at the final stage using the 30% test portion of the dataset.
The testing set is primarily for carrying out the final model performance evaluation. It is
utilized to assess the model's ability to generalize with unseen loT network traffic data. It
is also helpful to check for the presence of overfitting.

The model training approach utilized in this study is the custom AutoML
integration. This environment is configured to train and test models using combined
techniques under the same automated platform, utilizing features and parameters that are

unique and best suited for a given model. The K-fold validation technique is employed,
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with 5 folds. This helps to provide reliable model performance estimation by training on
different data subsets, reducing the risk of overfitting while maintaining computational
efficiency and ensuring robust validation results that generalize well to unseen data.

Compared to the traditional manual training approach, AutoML intrusion
detection and multiclass attack classification combined uniquely specialized techniques
to train the various algorithms investigated in this study. This combination of techniques
provides an accurate multiclass attack classification and a more effective training
operation. It maintains good computational efficiency due to its ability to handle complex
data patterns in the IoT datasets.

The AutoML approach employed different but suitable combined techniques for
each of the models. It utilizes more sophisticated techniques like inter-class relationship
modeling and intrusion pattern correlation analysis for accurate intrusion type distinction
and class weight adjustment. The properly configured AutoML environment was used in
this study to ensure that it incorporates balanced batch generation techniques to handle
any issue arising from dataset imbalance. This helps to eliminate the need for extensive
data balancing, enhance the training operation and improve detection and multiclass
classification efficiency. For example, to enhance optimization, the AutoML process
employed multiclass accuracy tracking, confusion matrix analysis, metric monitoring,
and model selection based on monitored performance metrics for the different models.
Afterward, cross-validation, a method used in further, precise measurement, evaluating
and comparing ML algorithms and assessing how the results of a model will generalize to
a new, unseen, independent dataset, was performed, and the derived values were noted.

Some key steps in the AutoML dynamic training are highlighted below.
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Steps 1. Data Preparation: The feature matrix X category is prepared using the model’s
selected features from the dataset. The target variable y Intrusion Type
represents the Intrusion_Type target (a multi-class classification task). The data
is split into training (70%) and testing (30%) sets using train_test split. This
ensures that the model is trained on one part of the data and evaluated on a
separate, unseen part.

Step 2. An AutoML instance is initialized with the mode ‘Perform’ to train the models.
AutoML trains the ensemble algorithms on the train set in this mode to predict
the Intrusion_Type target and integrates the DL models afterwards.

Step 3. After the training operation, the models are evaluated using the test set. The
accuracy is calculated by comparing the predicted values to the actual values
from the test set. The best performing model for the AutoML operation is then
integrated into a manual approach with the DL models and the overall
performance compared. The accuracy score is shown in Chapter Four of this

praxis.

3.14 Models Evaluation

The evaluation of a ML model is an essential part of the models building. Several
performance metrics were used to determine which model is best for optimizing intrusion
detection and classification in enterprise loT networks. The metrics will be calculated to
evaluate the performance of the models. These are accuracy, precision, recall, F1-score,

average training time, and prediction time.
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3.15 Machine Learning Performance Evaluation Metrics

The performance of ML models evaluated in this praxis are scored by leveraging
several metrics. These include confusion matrix (CM), accuracy, precision, recall, F1-
score, false positive rate, training time, and prediction time (Machine Learning Glossary,
n.d.; Wood, 2020). This study collects these performance metrics to evaluate the models'
effectiveness and determine the best model for building an optimized IDS for an IoT
energy-constrained environment. A brief explanation of some of these key metrics are
provided in the following paragraphs.

CM is a tool typically used in ML analysis for evaluating classification models. In
a classification problem, it helps to provide a summary of correct and incorrect
predictions (Markoulidakis et al., 2021). The equation for CM is represented below.

CM=[TN FP/FNTP] (1)

Where: TP=True Positive, TN=True FP=False Positive and FN=False Negative

The CM table describes the performance of a model on a set of test data for which
the actual values are known. It is employed in this study to visualize a given model's
performance. It helps to easily identify confusion between classes. It is simply a summary
of a classification problem’s prediction results.

The key terms used in the interpretation of a confusion matrix are False Negative
(FN), True Positive (TP), False Negative (FN), and True Negative (TN) (Tasnim et al.,
2022). Rows represent actual classes, columns represent predicted classes, diagonal
elements indicate correct classifications (True Positives), and off-diagonal elements
represent misclassifications. True Positives (TP), which represents the diagonal elements

of the matrix, are the instances correctly classified in their respective classes. It indicates
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the instances where the model correctly identifies a specific class. False Positives (FP)
are the off-diagonal elements in a column. They are the instances incorrectly classified as
a specific class. False Negatives (FN) are the off-diagonal elements in a row. They are
the instances of a class that was not correctly classified. True Negatives (TN) represents

all instances correctly identified as not belonging to a specific class.

Positive class refers to the actual class intended to be predicted by the model. A
prediction in an ML-based classification is therefore referred to as true positive if the
model correctly predicted it. For example, suppose the model correctly predicted an
attack, such as DOS, as malicious and UDP traffic. In that case, this attack belongs to the
positive class and is a true positive (TP) prediction. It simply tells that what is predicted
and what the attack is are the same, indicating that there is no error. TP occurs or results
when any of the three (3) models used in this praxis predicts the attack traffic as an attack
of the correct category and subcategory. It is calculated as the number of actual positives
correctly predicted as positive.

Mathematically, it is the number of total instances predicted minus the number of
instances incorrectly predicted, which is known as the false negative. Assuming the total
number of instances predicted is 100, and out of 100, 70 is correctly predicted as actual
positive instances, and 30 is not correctly predicted, then true positive TP will be
100-30=70.

The mathematical equations for TP and FP are shown below.

True Positive Rate (TPR) = TP / (TP + FN) (2)

False Positive Rate (FPR) = FP / (FP + TN) (3)
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Accuracy is an intuitive ML-based performance metric for classification problems
that measures the proportion of correct predictions among the total number of cases
examined. It measures both TP and TN and is expressed in percentages where 100%
indicates perfect accuracy, which can also be denoted as 1, meaning it is flawless.
Mathematically, accuracy is represented as the number of correct predictions divided by
the total number of predictions.

Accuracy Determination

Accuracy = (TP +TN)/(TP + TN + FP + FN) (4)

In mathematical equation 4, TP represents accurate positive predictions, TN
represents true negative predictions, FP represents false positive predictions, and FN
represents false negative predictions.

In this study, for a more comprehensive and detailed performance evaluation of
the models, accuracy is combined with other metrics, most importantly, precision, recall,
and F1 score, to avoid misclassifications due to the complex nature of the [oT datasets.
Like accuracy, precision is another key performance metric used in this study. This is due
primarily to the fact that it measures the accuracy of positive predictions, which is critical
in cases where the cost of FP is quite significant. It is simply the ratio of correctly
predicted positive observations to the total predicted positive observations. Like
accuracy, it is expressed in percentages where 100% indicates that every item labeled as
positive is positive, which can also be denoted as 1.

Mathematically, it is represented as:

Precision Determination

Pre cision = (TruePositives)/(TruePositives + FalsePositives) (5)
Precision =TP/TP + FP
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A high precision value, i.e., values close to 100% or 1.0, indicates a low false
positive rate. This metric is crucial here and was immensely helpful in evaluating the
performance due to the imbalanced nature of the BoT-IOT dataset in use, as it is found to
be a highly effective metric with an imbalanced dataset. Unlike accuracy, which
measures overall correctness, precision measures only the correctness of positive
predictions (Maldonado et al., 2022). This study combines precision with metrics like
recall and F1 score for an effective performance evaluation.

Recall is the metric that measures the percentage of TP classifications from all
positive records in the dataset. F1-score is the metric that focuses on measuring the
harmonic means of the recall and precision values of a given model (Kalaivani &
Padmavathi, 2023). The model with the highest accuracy score will have the highest
performance.

The following equations determine Recall and F1_Score, respectively.

Recall = TP/(TP + FN) (6)

FI =2TP/(2TP + FP + FN) (7)

3.16 AutoML Model Selection Operation using the Max () Function

AutoML performed a combination of evaluations to select the best model in this
praxis. These are performance metrics, resource utilization, computational efficiency,
memory usage, and cross-validation evaluations. It compares the results of these metrics,

and in the end applies a max () function that sums these metrics up into a comprehensive
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scoring system that combines all evaluated aspects into a single selection metric, which in
this study is accuracy.

The max () function typically selects the highest score, then finds the model that
produced that score and designates it as the best model. This was performed in this praxis
by leveraging the best model name =max and best accuracy operations provided by the

AutoML functionality.

3.17 Conclusion

This chapter describes the methods followed in this praxis to build ML-based
models for optimizing intrusion detection and classification in an enterprise loT-based
energy-constrained network using the BoT-IoT and ToN-IoT datasets. From the onset,
the datasets were carefully and properly analyzed via EDA to obtain insights and
beneficial knowledge of the datasets and their inherent characteristics. These insights
helped with planning appropriate preprocessing carried out on the datasets to prepare and
make them suitable for the analysis. The dataset preprocessing operations carried out
include column dropping, feature creation, scaling, and encoding. The methods and
techniques, such as z-score StandardScaler, label, and one-hot encoding, were utilized at
this stage. These operations were performed to optimize the training efficiency and
determine the best model. Careful preparation and optimization of the datasets and
inherent features without affecting their originality is key to an effective training and
testing operation.

This study focused primarily on NIDS and investigated several advanced
ensemble and DL algorithms. The analysis is conducted in a controlled custom AutoML

environment using memory-efficient approaches to mitigate challenges due to
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insufficient computing resources on the IoT devices characterized by limited computing
capacity. Chapter four will present and discuss the results obtained from the various
steps and operations involved in each section of the experiments performed in this

chapter.
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Chapter 4: Results

4.1 Introduction

This chapter presents the results obtained from the two different experiments
performed in this study. Experiment 1 utilizes the BoT-IoT dataset for implementing and
evaluating three ML algorithms (2 ensemble boosting and one DL models), namely
XGBoost, RF and NN. Experiment 2 utilizes ToN-IoT dataset for implementing and
evaluating four ensemble models (XGBoost, RF, CatBoost, and LightGBM) and four DL
models (DNN, CNN, ANN, and RNN) for building an optimized IDS for enterprise loT
network attack detection. It starts with the AutoML experimentation results, followed by
detailed performance metrics for each model, and concludes with observations about the
comparative performance of these models, and alignment with the hypotheses.

This experiment is performed using a 2nd generation Lenovo ThinkPad
workstation with an Intel(R) Core (TM) 17-14700HX 2.10 GHz microprocessor-, HD
Graphics 520, an upgraded RAM of up to 80.0 GB to allow for ease of processing of the
large BoT-IoT and ToN-IoT datasets, and Windows 11 Pro operating system. All the ML
models are executed on an open-source platform, Jupyter Lab Notebook, leveraging
MLjar AutoML functionality. Pandas and NumPy frameworks are utilized for dataset
loading. Matplotlib and Seaborn's frameworks are implemented for data visualization to
provide better clarity and understanding of the information contained within the dataset
and overall experiment and results. Afterwards, performance analysis was carried out
using the scikit-learn framework. The AutoML process is configured to evaluate the eight
ML algorithms -XGBoost, RF, CatBoost, LightGBM, DNN, CNN, RNN, and ANN, via

custom integration. After the training, validation, and testing operations, the performance
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metrics of the models are carefully analyzed, evaluated, and compared in a
comprehensive manner with keen attention paid to the key performance metric- accuracy.
This study focused on optimizing intrusion detection in enterprise IoT networks to
help facilitate speedy attack detection, classification, and prevention, thereby ensuring
zero-trust security in energy-constrained enterprise IoT networks. These experiments aim
to determine the best model for building an optimized ML-based IDS with minimal
energy and computing requirements that can be deployed and used in enterprise loT
networks. To ascertain the best models, some key performance metrics were taken,
recorded, and evaluated using several Python libraries and AutoML functions. A
comparison of these metrics is then carried out. This chapter illustrates and carefully
analyzes the results obtained from the various steps and analyses carried out as part of the

methodology in Chapter 3 of this study.

4.2 Data Types Exploration

The goal of EDA performed in this study is to visualize the data types for insights
into the data. It summarizes the characteristics and inferences from the datasets. This
aims to show the various data types in the datasets to determine the type of preprocessing
to be carried out on them to better fit into the models. This is a crucial step because an
investigation of the data types in the datasets helps to reveal the nature and exactness of
the data present in the datasets, for example, whether they are textual, categorical, or
numerical. Also, it helps to reveal the presence of incorrect data types (if any) and
formats, which can be taken care of by employing or implementing suitable pretreatment
operations to ensure data fitness and integrity. Checking data types in this praxis helped

to better understand the data composition of the various features and plan appropriate
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preprocessing operation on the datasets to ensure high-quality datasets suitable for the
analysis. Having high-quality datasets results in optimized model performance. EDA
insights reveal that the datasets comprise three different data types- float64, int64, and
object. The datasets also contained categorical and numerical data features as well as

nominal and ordinal variables.

4.3 Data Preprocessing

The results of the EDA analysis discussed in the previous section prompted the
need for pre-processing of the datasets to make them feedable to the ML models. For
example, the summary statistics analysis results necessitated standardizing the datasets,
while the data type analysis calls for hybrid data encoding to effectively encode both the
nominal and ordinal variables as well as convert categorical values to numeric values that
are fit for ML models.

The result of the attack-type encoding performed with the BoT-IoT dataset is

illustrated in Table 1.

Table 1: BoT-1oT Dataset Categorical Features and the Encoded Values
Categorical Values Numerical Values
DDoS_HTTP 0
DDoS_TCP 1
DDoS_UDP 2
DoS_HTTP 3
DoS_TCP 4
DoS_UDP 5

4.3.1 Datasets Standardization using Z-Score StandardScaler

From the EDA performed, it was observed that the features in the datasets have

different scales. There are significant differences in the means and standard deviations
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observed in various features. Standardization is a key step in this study. It is necessary for
dealing with non-standard data, which possesses high variation in the distribution of the
scale of the features.

Applying the z-score to standardize the datasets resulted in the features having a
mean of zero and uniform standard deviation and variance. This means that all the
features in the datasets have their values represented by the corresponding number of
standard deviations from their mean, where the mean denotes zero (0). The
standardization performed here helped eliminate the impact due to the very high scale. If
this is not addressed, it will result in high weight. This could lead to biases. The
standardization operation, therefore, played a key role in this study as it provides for a
more even and equal treatment of all the features present in the datasets, thereby
improving the overall performance of the models.

The z-score StandardScaler technique is utilized in this study to achieve the goal
highlighted above. The choice of this technique and the steps involved in this operation
are detailed in Chapter 3. In this operation, StandardScaler from scikit-learn implements
z-score standardization using the formula below:

z=(x-pw/oc
Where:

e U (mu)=mean of the feature

e 0o (sigma) = standard deviation of the feature

4.3.2 Feature Selection

The feature selection operation extracts the primary components from the

datasets. This operation was performed by utilizing the AutoML dynamic FS function,
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which results in an overall analysis of the entire dataset to highlight the top contributing
features. The feature importance analysis measures the relative contribution of each
feature in the prediction operations performed by the models, thus highlighting the most
informative and discriminative attributes for detecting and classifying intrusion activities.
The top-ranked features in the feature importance plot include features indicating traffic
connection states, patterns and statistics.

The features selected through the AutoML operations are 9 for the BoT-IoT
dataset and 10 for the ToN-IoT dataset. For the BoT-IoT dataset, the selected features are
state_number, stddev, mean, N IN Conn P_SrcIP, min, N IN Conn P DstIP, srate,
drate, and max. For the ToN-IoT dataset some of the features selected are duration, byte-
ratio, src_ip_bytes, dst_ip_bytes, hour, ts, bytes_per_sec, dns_qclass, dns_rcode, and
missed_bytes.

Figure 15 show the feature importance plots for XGBoost, RF, and NN,

respectively, after AutoML training. XGBoost and RF have very similar features.
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Figure 15:  Feature Importance for XGBoost, RF and NN

4.4  ML-Based Models Training Approach

A custom AutoML implementation was leveraged to train, validate, and test the

models using two labelled datasets in a supervised ML approach. These are the BoT-IoT
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and the ToN-IoT datasets. The BoT-IoT dataset was used to analyze 3 models: two
ensemble models and one DL model. These are XGBoost, RF, and NN. The ToN-IoT
dataset was used in a separate analysis to evaluate eight models, four ensemble models
and four DL models. These are XGBoost, RF, CatBoost, LightGBM, DNN, CNN, RNN,
and ANN. Their performances are compared across the datasets by analyzing the various
metrics of interest to assess their effectiveness in building an optimized ML-based IDS
for detecting and classifying sophisticated intrusion activities in enterprise [oT networks.
The key metric used in this study is accuracy. The following sections discuss and present

the models’ tuning, training, and performance evaluation results in detail.

4.4.1 Model Tuning

The type of tuning performed in this praxis is called hyperparameter tuning. It is a
key step for a practical ML analysis. Just as the name suggests, it is a tuning of the
model’s hyperparameters. It involves meticulous considerations and experiments to
achieve the best outcome or results from an ML data analysis.

The primary goal for performing the tuning operation in this study is to optimize
the parameters that dictate the training of the models. These are typically not learned
from the original dataset. Tuning played a fundamental and foundational part in this
study. It helps to prepare the models for improved performance. This is primarily because
it enhances not only the models' learning rate but also the batch size and strength of
regularization. In its simplest form, the process involves the selection of the best
hyperparameter values for the given model.

In this study, the AutoML-based combined techniques were utilized, which follow

a sequential approach to determine the best parameters to optimize models’ performance
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with minimal computational resources. The steps in this operation are detailed in Chapter
Three (3) of this praxis.

The hyperparameter learning_rate is equally important in all ensemble boosting
models. It controls how aggressively the model learns from each iteration, thus balancing
convergence speed with stability. The most significant parameters for XGBoost and RF
are the n-estimators and the max_depths. The parameter n_estimator is used in both
models to determine the number of trees used to construct a strong learner from weak
learners. For CatBoost it is iterations, and for LightGBM it is n_estimators. Like
n_estimators, iterations determine the model’s complexity and learning capacity utilizing
its inbuilt overfitting protection function. The most important hyperparameters for NN
model are the hidden_layer sizes followed by activation. This hyperparameter is crucial
due to its high representation, complex pattern recognition, increased and better feature
extraction capability, and overall impact on model development and improved model
performance. A single hidden layer ([1]) was chosen for the NN operation, thus making it
a lightweight minimal resource model.

For all the other DL models, the hyperparameter- number of layers is equally
important. However, for DNN, and ANN the most important hyperparameter is
neurons_per layer. For CNN it is filters_per layer, and for the RNN it is hidden units.
Neurons_per_layer relates to network width -It controls the expressiveness and capacity
of each layer to represent and transform information, thus affecting how much
information can be processed and stored. Filters per layer controls feature map width. It
determines how many different patterns each layer can detect, directly affecting the

model's capacity to represent data. Hidden_units relates to the size of hidden state. It
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controls the memory capacity and representational power for sequential information
processing.

Using these key selected parameters, training, validation operation is then carried
out for each model using the train set. After this operation is completed, each model’s

final performance is measured by leveraging the testing set.

4.4.2 Model’s Performance Validation and Testing

Performance validation for the various models investigated in this study is a
critical and vital step for collecting the important metrics relevant to determining which
model performs the best. In this praxis, the performance validation process is conducted
using the k-fold validation strategy with a fold count of 5. All the folds for the various
models showed similar performance in the end when compared.

Model testing is achieved in this study by leveraging the holdout method and
setting the train_test split(test size=0.3) function. In this method, 30% of the dataset
were reserved that had never been seen during training and validation operations and
used specifically for testing the models.

The performance metrics collected in this study are then used to evaluate the
investigated models' effectiveness, thus determining the best model for an enterprise loT
energy-constrained environment. These metrics provide a detailed view of models’

performance including accuracy, precision, recall, F1-score, and prediction time.

4.4.3 Model’s Result Analysis and Comparisons

The experiments conducted in this practice comprehensively compared the results

of the eight models under the same set of datasets and environmental conditions. The
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results indicate a clear hierarchy in model performance, with XGBoost consistently

outperforming the other algorithms.

4.4.3.1 Analyzing the Results from the BoT-IoT Experiment

Table 2: BoT-1oT Experiment Performance Metrics
Performance Metric RF XGBoost NN
Accuracy 0.98899 0.99313 0.97999
Precision 0.98878 0.99438 0.97957
F1_Score 0.98889 0.99348 0.97988
Recall 0.98900 0.99258 0.97982
Avg Prediction Time 0.04160 0.01619 0.0709

Learning Curves

a b c

Figure 16:  Learning Curves for XGBoost(a), RF(b) and NN(c)
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Confusion Matrices
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Figure 17: Confusion Matrices for XGBoost(a), RF'(b) and NN(c)

The confusion matrices derived from the BoT-IoT experiment illustrated in
Figure 17 indicate that all three models namely XGBoost, RF, and NN demonstrate
excellent multi-class classification performance with strong diagonal patterns indicating
high TP and minimal off-diagonal misclassifications representing low FP and FN. The
dark blue diagonal squares show correct classifications for each class, while light off-
diagonal cells indicate very few errors, resulting in high TN across all models. XGBoost
exhibits the best performance with the cleanest confusion matrix, followed by Random
Forest. In contrast, the Neural Network displays slightly more scattered misclassifications
but still maintains a strong overall accuracy in distinguishing between different attack
types.

The BoT-1oT experimental evaluation shown in Table 2 demonstrated XGBoost
superior performance with 99.313% accuracy, 99.438% precision, and 99.348% F1-
score, and the fastest prediction time (0.01619 seconds), establishing its optimal
suitability for energy-constrained IoT environments. RF exhibited strong performance
with 98.899% accuracy and balanced metrics, while the single-layer NN achieved

97.999% accuracy but required significantly more computational resources (0.0709
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seconds prediction time). This is attributed to the ensemble advantage of gradient
boosting methods over deep learning approaches. Learning curve analysis revealed
excellent generalization capabilities across the models, with XGBoost demonstrating the
smoothest convergence and perfect alignment between training and validation curves,
indicating robust learning without overfitting, while RF showed similarly stable
performance and NN exhibited initial volatility before converging to comparable
performance levels. Feature importance analysis validated research hypothesis three,
confirming that network flow characteristics such as max, and state_number serve as key
predictors for attack detection, with both XGBoost and RF demonstrating consistent
feature rankings that emphasize traffic flow patterns as critical indicators for network
intrusion classification. The confusion matrix analysis revealed XGBoost near-perfect
classification across attack categories with minimal misclassifications, particularly
excelling in distinguishing between DDoS and DoS attacks, thereby confirming its
effectiveness as the optimal model for production-ready intrusion detection systems in

resource-constrained enterprise loT networks.

4.4.3.2 Analyzing the Results from ToN-IoT Experiment

A tabulation of the performance metrics calculated from the ToN-IoT experiment

is present in Table 3 below.

Table 3: ToN-IoT Experiment Performance Metrics

Models Accuracy Precision Recall F1-Score Prediction
Time(ms)

XGBoost 0.99995 0.99994 0.99997 0.99996 0.03125
RF 0.98757 0.99127 0.97907 0.96988 0.3226
CatBoost 0.99993 0.99971 0.99976 0.99967 0.0399
LightGBM 0.99899 0.99929 0.99963 0.99910 0.3093
DNN 0.99450 0.9990 0.9989 0.9945 42.23
CNN 0.99500 0.9989 0.9988 0.9950 45.22
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Models

Accuracy

Precision

Recall

F1-Score

Prediction
Time(ms)

RNN

0.99050

0.9996

0.9996

0.9905

39.65

ANN

0.95450

0.9929

0.9987

0.9553

40.43

Table 3 shows XGBoost outperformed the other models across the different key

metrics evaluated in this study. It achieved the highest accuracy of 0.99995 and a

prediction time of 0.03125ms. This is also highlighted in Figure 18 which shows

XGBoost learning curve, and confusion matrix.

Learning curves
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ToN-IoT CatBoost Results
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Figure 22:  DNN Learning Curve and Confusion Matrix
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ToN-IoT CNN Results
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The confusion matrices derived from the ToN-IoT experiment indicate that every
model demonstrates excellent performance with strong diagonal patterns indicating high
TP and minimal off-diagonal values representing very low FP and FN, while TN remain
high for each class. The learning curves indicate that most models achieve high
accuracy > 95% with stable convergence, particularly the DL models (DNN, CNN, RNN,
and ANN), which all reach accuracy levels of nearly 99-100%. Based on both the
confusion matrix clarity and learning curve performance, XGBoost appears to show the
best overall performance with the cleanest confusion matrix and stable learning curves,
followed closely by the DL models (DNN, CNN, RNN, ANN), which achieve slightly
higher peak accuracy. At the same time, LightGBM, Random Forest, and CatBoost also

demonstrate strong but somewhat less optimal performance.

4.5  Experiment and Results Discussion

Table 3 illustrates the result from the ToN-IoT experiment. The comprehensive
evaluation on the ToN-IoT dataset revealed that XGBoost achieved superior performance
across all metrics with 99.995% accuracy, 99.994% precision, 99.997% recall, and
99.996% F1-score. Among DL models, CNN demonstrated the best performance,
attributed to its capability in detecting local patterns such as byte sequences and protocol
signatures indicative of network intrusions. The ensemble models (XGBoost, CatBoost,
LightGBM) exhibited excellent learning curves with rapid convergence to >99.8%
accuracy and stable cross-validation performance, while DL models achieved comparable
results with smooth convergence and good generalization without overfitting. XGBoost's
superiority stems from its gradient boosting framework that sequentially learns from

model errors, built-in regularization preventing overfitting on imbalanced datasets,
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efficient handling of mixed data types and high-dimensional IoT network features, and
automatic feature importance weighting for attack pattern discrimination. The
experimental results demonstrate four key contributions: (1) ML-based ensemble and DL
models achieve >98% accuracy in IoT traffic classification, (2) consistent network flow
feature importance validates hypotheses, (3) minimal performance variation across
attack types indicates effective generalization to emerging threats, and (4) high
performance with modest computational requirements supports practical deployment in
energy-constrained enterprise IoT environments, establishing XGBoost as the optimal

choice for production-ready enterprise intrusion detection systems.
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Chapter 5: Discussion and Conclusions

5.1 Discussion

This chapter provides a detailed analysis and discussion of the experimental
results presented in Chapter 4. It examines the significance of the findings of the three
research hypotheses.

The focus and objective of this study is the building of an optimized ML-based
IDS capable of efficiently and effectively detecting and classifying enterprise loT
network attacks within the shortest possible time to ensure timely attack detection and
zero trust security in a high-speed IoT network characterized by low computing power
and limited energy processing. Three research questions were posed in this praxis to drive
the conversation and analysis to achieve this praxis objective, and they are listed below.

5.1.1 Highlights of the Research Questions

RQ1: Which machine learning classifier(s) is the optimal model used in
enterprise loT networks to detect malicious [oT traffic within the shortest

time?

RQ2: Can any of the machine learning models be developed to detect malicious

IoT traffic with an accuracy higher than 98.0%?

RQ3: Which combination of features in the optimal model is the most significant

for detecting malicious [oT traffic?
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5.1.2 Highlights of the Research Hypothesis

H1: The XGBoost machine learning classifier is the optimal model used in

enterprise [oT networks to detect malicious IoT traffic within the shortest.

H2: One or more of the machine learning-based models will detect malicious loT
traffic with an accuracy value higher than 98.0%.

H3: A combination of features showing network connection characteristics and
traffic flow patterns such as number of inbound connections per source IP
(N_IN_Conn_P_SrcIP), number of inbound connections per destination IP
(N_IN_Conn_P_DstIP), destination port (dport), state_number, and
maximum value (max), are the most significant features in the optimal

model for the detection of malicious [oT traffic.

5.2 Conclusions

In summary, the focus of the three (3) research questions centers on the most
efficient and optimal model necessary to achieve the goal of effective optimized intrusion
detection in an energy-constrained, limited computing enterprise IoT environment within
the least amount of time, and the significant features to be used by the optimal model.

Hypothesis one (1), in response to research question one (1), which seeks to know
the optimal model used for the detection of malicious 10T traffic within the shortest time,
claims that the XGBoost is optimal for the energy-constrained, limited-processing loT
environment. This is further highlighted by the prediction/classification time and
accuracy derived from the various analyses conducted using two different [oT datasets on

the various models examined in this study. In the end, XGBoost demonstrated the most
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superior performance. It has the highest accuracy and shortest prediction time compared
to the other algorithms. This proves hypothesis one to be true. Therefore, hypothesis 1
cannot be rejected. I fail to reject hypothesis 1.

Hypothesis two responds to research question two, which seeks to identify if any
of the machine learning models can be developed to detect malicious IoT traffic with an
accuracy of more than 98.0%. Hypothesis two claims that one or more of the models will
achieve more than 98% accuracy. As seen in the results illustrated by Table 2 and Table
3, XGBoost achieved accuracy score greater than 98% for both experiments using BoT-
IoT and ToN-IoT datasets. XGBoost achieved accuracy scores of 99.313% and 99.9% for
BoT-IoT and ToN-IoT datasets, respectively, in a multiclass classification of intrusion
activities under the same environmental conditions. Other models such as CNN,
CatBoost, DNN, and LightGBM also achieved accuracy >98%. This is further elaborated
in Table 3. Hypothesis 2 cannot be disproved. Thus, I fail to reject hypothesis 2.

Research question three seeks to determine the key features in the optimal model
relevant to detecting and classifying malicious IoT traffic of different types and
categories. Hypothesis three claims that features showing traffic flow patterns and
network connection characteristics will be the most significant. This analysis and the
results derived show that these features were indeed significant. This is shown by the
feature importance plots in Figure 15. For the optimal model XGBoost, the features with
the highest importance, as shown in the feature importance plots in Chapter 4 align with
Hypothesis 3. Out of the features contained in the datasets, the ones that show to be most
significant are the features showing network flow patterns and connection characteristics.

These features help to optimize detection and classification of malicious [oT network
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traffic data. They include N IN Conn P SrcIP, N IN Conn P DstIP, state number,
and max in the BoT-IoT dataset and duration, bytes ratio, src_ip byte and dst ip bytes
in the ToN-IoT dataset.

This Praxis’s foundational research questions were addressed. This study found
that XGBoost is the optimal ML-based model for building an Optimized IDS for
detecting intrusion activity in an energy-constrained, limited-computing enterprise loT
environment due to its high accuracy and prediction speed. This study demonstrated that
ML models can achieve more than 98% accuracy in enterprise loT networks attack
detection and classification. It also confirms that traffic flow patterns and connection
characteristics are the most reliable indicators of attack behavior in detecting intrusion
attacks in IoT networks. Hypotheses one, two and three hold. As a result, it is impossible
to rule out these theories.

The results obtained from this experiment strengthen the research hypothesis by
demonstrating that ML models can achieve more than 98% accuracy in IoT networks, as
was asserted in hypothesis one. It also confirms that traffic flow patterns are the most
reliable indicators of attack behavior in detecting various attacks in enterprise loT
environments. Finally, it confirms that the models are effective across different enterprise
network traffic data, attack types, and patterns. These findings validate the core research
hypotheses and offer a strong foundation for future IoT security system research and

development.

5.3 Contributions to Body of Knowledge

The literature review section of this praxis shows that most previous studies done

in this field of cybersecurity focused on HIDS and deployment at the host level, which is
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aimed at optimizing IDS on IoT devices themselves. This approach provides security at
the physical layer. This is known to the cybersecurity industry and community as L1
security, which is the lowest level of security and provides the least amount of security to
the network and connected devices. This study advances zero-trust security as it carefully
explores deployment at the network/internet levels. This is regarded as a higher level of
security as it operates at the upper layers of the OSI model. It effectively provides

attack detection, classification, and security even before it reaches the actual connected
IoT devices, at which point it might have been already too late. The model is to be
deployed at the network/Internet layer of security architecture within an enterprise loT
network of various scales and sizes, to provide an optimized intrusion detection to the
network and connected devices.

Additionally, some studies that were focused on network level detection heavily
leveraged binary classification approach where IoT network traffic are only classified as
either attack or normal, causing obscurity of critical intrusion detection details for
enhanced security-attack types. With this approach, any misclassification could have
far-reaching and devastating impacts. A few studies that utilized a multi-class approach
did so with manual operation and only analyzed 2-3 models using older datasets, and
those that used a newer dataset did so with one dataset. This study investigated several
models’ performances with a multi-class classification approach leveraging seamless
custom AutoML techniques for training, validation, testing, and best model selection to
overcome any form of bias. Additionally, most studies that investigated the performance

of more than three algorithms performed their experiments using one dataset.
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This praxis expands the number of ML algorithms evaluated in a single study. It
simultaneously investigated and compared the performance of 8 different algorithms
exploring the use of two different sets of rich and heterogenous real-world enterprise [oT
datasets. With the BoT-IoT dataset, this study analyzed and compared the performance of
two ensemble boosting models and one DL model. With the ToN-IoT dataset, the
performance of 8 models, 4 ensemble and 4 DL models, was investigated. These models
were carefully analyzed, and their features, capability, and performance were evaluated
and compared leveraging a multi-class classification approach based on AutoML
combined techniques. In the end, this study was able to show the differences in
performance between these notably efficient ML-based algorithms and further showcase
how effective each model is compared to the other in the same environment when
complex, large-scale data in a largely automated enterprise environment is involved.

This experiment also highlights further the importance and need for incorporating
hybrid encoding, as well as extensive feature selection and hyperparameter optimization
provided through an automated process devoid of bias or selectivity by utilizing
MLjar-based AutoML for highly improved outcomes.

Finally, this study explored the optimization of ML models performance and
obtained highly improved accuracy without performing extensive data balancing that

alters the originality of the data seen in real-world enterprise loT networks.

5.4 Recommendations for Future Research

This praxis focused primarily on external network-based intrusive attacks, such as
DDoS, DoS, MiTM, and Reconnaissance attacks. It leveraged two sets of enterprise loT

network datasets-BoT-IoT and ToN-IoT datasets. It did not investigate HID and
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host-based attacks, which are other attack types present in the datasets. Additionally,
east-west network-based attacks in an enterprise loT network such as insider threat, and
privileged escalations were not examined in this study. Further research in this field and
expansion of this study can be carried out to capture and address other forms of enterprise
IoT network-based attacks, such as those mentioned above.

In addition, IoT-based network traffic datasets, other than the BoT-IoT and ToN-
IoT datasets, can be used together with these two datasets or separately, to expand this
study to compare the performance of even more advanced algorithms like the
Transformer Networks. The study can also be expanded to compare the results of
balanced and unbalanced data approaches and show the extent to which extensive data
balancing can alter the performance outcome in a real-world enterprise loT environment.

As technological advancements continue to expand and a wider range of devices
become connected, increasing the attack surface area even more and shifting the threat
landscape causing even more sophisticated attacks to be launched by threat actors, new
datasets needs to be collected and studied for developing more robust and efficient
techniques and models capable of handling evolving, contemporary and unique
challenges of securing resource-constrained IoT systems in small, medium and large
scale IoT network environments. There is also a need for future research into ways to
expand AutoML functionality to support even more advanced algorithms like
Transformer Networks. Additionally, future research could be carried out to expand this
study to explore the possibility of a more optimized ML-IDS for IoT-network based on

XGBoost-CNN hybrid model.
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