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Abstract

Use of Simplified DoDAF Viewpoints to Improve Dynamic Emergency Management
through Intelligence Surveillance and Reconnaissance

In the past few years if we have learned anything about emergency management and
weather related disasters it is that they are unpredictable. Many studies and models have
been developed in regards to planning and preparation for such occurrences. Emergency
management organizations at various governmental levels will choose a model based on
their specific requirements or possibly budgetary restrictions. But in either case detailed
planning will generate individual Courses of Action (COA) due to different scenarios
obtained from a model. When situations arise that do not follow the model then the
Emergency Operations Center (EOC) and the Incident Commander (IC) are thrown into a
foot race to create a new COA because time can mean everything in disaster situations.
To assist military commanders with current and timely information, Intelligence
Surveillance Reconnaissance (ISR) has grown into a critical system for the successful
planning and coordination of operations. The timely input of new information allows for
personnel and equipment to be utilized in the most effective manner possible. The
integration of ISR systems with the emergency management system could serve the EOC
and the 1C with the same timely and accurate information needed to convert the current
reactive modeling process into a dynamic process in order to keep pace with fluid, real
world events. This study will use a simplified Department of Defense Architecture
Framework (DoDAF) perspective to identify the functional linkages between the

community infrastructure systems and the emergency management system. The system



functionality will be studied as functionality becomes impacted during a natural disaster

with rising flood water.
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Chapter 1: Introduction

1.1 Emergency Management Need

In the past few years if we have learned anything about emergency management and
weather related disasters it is that they are unpredictable. Many studies and models have
been developed in regards to planning and preparation for such occurrences. [1]
Emergency management organizations at various governmental levels will choose a
model based on their specific requirements or possibly budgetary restrictions. But in
either case, detailed planning will generate individual Courses of Action (COA) due to
different scenarios obtained from a model. When situations arise that do not follow the
model then the Emergency Operations Center (EOC) and the Incident Commander (IC)
are thrown into a foot race to create a new COA because time can mean everything in
disaster situations as noted with the western US wildfires during the summer of 2010,
Hurricane Katrina [2], and the earthquake devastation in Haiti relief effort. [3] During
situations that tend to follow the planned COA, and those that do not, feedback is
essential to refine the decision making process. Also, the ability to use accurate and
timely information, from a feedback source, speeds the movement of personnel and

equipment to locations where they are needed most.

1.2 Problem Statement



Disaster managers are inundated with information coming from various organizations
and localities. This is in part due to the sheer magnitude and scope of any large scale
disaster. However, as these bits of information are received “they represent isolated
findings which will likely have to be fused with many other such findings before a
synoptic picture of vulnerability or disaster impact emerges.”’[4] Currently the Disaster
Managers rely on information that represent mere snapshots in time and that are at best
dated information. Disaster Managers then plan future actions and the allocation of
constrained resources, i.e. personnel and equipment, based on these static snapshots. This
leaves the emergency management process in a reactive mode or possibly requiring
decisions to be made far in advance of a required need. For Disaster Managers, the time
lag that can exist between events occurring and equipment ‘on scene’ can mean the
difference between life and death. To assist in becoming proactive in lieu of reactive, the
military has developed the ISR system to bring a dynamic aspect to their operations.
However, during the Hurricane Katrina disaster there was no pre-planning or established
architecture for the ISR system to be effectively utilized. [2] A RAND Corporation
report also identified that “It is critical to make the ISR process a ‘closed-loop’ system
that can continually self correct.” [5] This study will suggest that a purposeful feedback,
that ISR could provide, will greatly enhance the Disaster Managers and field crews in a
similar manner that is currently enjoyed by the military. There will be certain capabilities
that ISR currently provides the military that could carry over to disaster management
with relative ease. However, the integration of ISR will require that certain interactions
are first explored between the disaster and the affected community, the responders, and

the decision makers. Extending Eveleigh’s model of the failing systems architecture by



adding to it a model of the response architecture will be used to accomplish this. The
response decision can and should be influenced by the feedback received. If aerial views
of breaks in major roadways could be obtained prior to dispatching response equipment, a
time savings would be found. Also, identifying specific concerns such as downed power
lines or a HAZMAT release with specific locations will assist the decision makers on
equipment requirements and establishing timelines. All of which will be made possible
through new knowledge, received in a timely manner, resulting in a tailored and adapted

response.

1.3 Benchmark

The military is probably the best benchmark for plan development and having an
alternate plan ready for implementation. This may be due to a common saying within the
military, ‘no plan survives first contact with the enemy’. [6] Not that the overall plan is
forgotten but a strategy of ‘adapt and overcome’ is implemented to move beyond the
roadblocks to success. To a large degree feedback enables this agility. New information
is obtained and a new plan is generated in order to continue the mission. In today’s
planning environment, technologic advancements in Intelligence, Surveillance and

Reconnaissance (ISR) fill a large part of that feedback loop.

1.4 ISR Context



A critical function for the military commander to have in order to successfully plan
and conduct operations is ISR. “ISR is the integrated capability to task, collect, process,
exploit, and disseminate accurate and timely intelligence.” [7] The timely input of new
information allows for personnel and equipment to be utilized in the most effective
manner possible. The assets that are tasked to collect the required information encompass
satellites, manned, and unmanned vehicles; these same capabilities are becoming
available to civilian disaster planners particularly in settings where federal and state (e.qg.,
National Guard) resources become involved. A growing area of ISR is within the
unmanned aerial vehicle (UAV) community. Some examples of UAV’s are Predator and
Global Hawk. The Department of Defense defines UAV’s as ”a powered aerial vehicle
that does not carry a human operator, uses aerodynamic forces to provide vehicle lift, can
fly autonomously or be piloted remotely, can be expendable or recoverable, and can carry
a lethal or nonlethal payload.”’[8] In 1982 the Israelis proved how useful UAV’s can be
when conducting operations “in the Bekaa Valley, Lebanon. Israeli forces used
unmanned systems for ISR and to activate Syrian air defense systems, allowing other
aircraft and surface-to-surface missiles to destroy the now active air defenses.” [9] In
subsequent years, a U.S. joint services program developed the RQ-1 Predator system. The
U.S. Air Force began to manage the program in 1996. A growing area of UAV capability,

in both the military and in civilian government, is in the disaster relief support role.

1.5 ISR and Emergency Management



After the 7.0 magnitude earthquake hit the country of Haiti, a USAF Global Hawk
was tasked to provide high altitude damage assessment imagery. The “priority was to
capture images of key infrastructure such as airstrips, bridges, and ports throughout the
country, where relief efforts could gain entrance to reach injured and trapped people.”
[10] In 2007, a Predator UAV was acquired by NASA for earth science studies,
technology development, and possible support of fighting wildfires in the western United
States. In 2007, NASA received a request for assistance from the National Interagency
Fire Center and the California Office of Emergency Services. The Predator was
“equipped with a thermal-infrared imaging system, capable of seeing through heavy
smoke and darkness to identify hot spots, flames, and temperature differences.” [11]
NASA’s Ames Research Center would receive the collected data and overlay it on
Google Earth maps, then transmit the imagery “in near real time to the Interagency Fire
Center in Boise, ldaho, to assist fire incident commanders in allocating their resources.”

[12]

Linked ISR systems fit within the Systems-of-Systems engineering (SOSE) paradigm
defined as “an interoperating collection of component systems that produce results
unachievable by the individual systems alone.” [13] The integration of ISR systems with
the emergency management system could serve the EOC and the I1C with the same timely
and accurate information needed to convert the current reactive modeling process into a

dynamic process in order to keep pace with fluid, real world events.

Eveleigh (2006) proposed a combined model using systems engineering and a
geospatial perspective to improve disaster management. Eveleigh concluded that “this

technique has great potential to advance disaster management practice and help disaster



managers understand the complex interface between natural, human, and technological

systems.” [4]

1.6 Hypothesis

The hypothesis in this paper contains two parts. The first part is that feedback from
Intelligence Surveillance and Reconnaissance (ISR) systems could be used in conjunction
with the Emergency Management System to create a new dynamic systems environment
and that this systems approach is better than the current static DM approach. The second
part is that the proposed dynamic system can be modeled using an architectural viewpoint
structure allowing for a more clear understanding of the dynamic relationship between
the operational context and the systems context and how they relate to feedback enabled

by focused ISR input.

1.7 Purpose of the Research

A combined model was proposed by Eveleigh [14] which explored physical effects
from disasters and their impact on both the physical and functional architecture of a
disaster management (DM) system (e.g., a system that provides regional evacuation or
shelter). A natural extension of his combined model was to provide it with a dynamic
feedback loop that allows monitoring and response to changes in the physical model. The
dynamic feedback loop will provide a capability to DM decision makers wishing to use

ISR more effectively. The purpose of this research is to show the dynamic capability that



ISR can provide and how it can be modeled in conjunction with the physical and

functional architectures of a system facing a natural disaster.

1.8 Significance

This study is unique in that it explores the potential linkage of two systems, the
system of Emergency Management and the system of ISR. During previous disasters, ISR
may have been used to provide information about the disaster, but not information that
dynamically fed a disaster response model. To truly obtain the full potential and synergy
that could be harnessed, a systems engineering modeling approach with a feedback loop
is needed. Eveleigh (2006) suggested that the models of Systems Engineering and GIS
Science could be extended to address real world problems. This study will extend this

research to model ISR with Emergency Management during a disaster event.

This study is also unique in that the combined modeling approach for the ISR and
Emergency Management systems uses an architectural viewpoint structure (in our case a
modification of the DoD’s Architecture Framework (DODAF)) to expose how the models
relate to one another and adapt to new information. This study will show how DoDAF
operational and system views can transition between each other as the disaster progresses

and functionality is impacted.

1.9 Scope and Limitations



This study will not try to quantitatively evaluate whether the combination of ISR and
Emergency Management system models will provide more opportunities for
improvement than not. Nor will this study detail any measureable means for evaluating
the model created against previous case studies or populations. This study will, however,
explore the advantages of incorporating a systems engineering approach to developing a
feedback loop for decision makers in the emergency management system. The research
will theoretically examine both a feedback framework and a modeling approach taken
with a simplified DoDAF structure and review practical examples developed to show
how the combined model could aid the Emergency Management decision makers. It will
be left up to the Emergency Management and ISR communities to determine if the
combined model will provide the satisfactory benefit and results through a variety of

contexts.

Chapter 2: Literature Review

This study is an extension of Eveleigh’s [4] combined model for joining Geospatial
Information Systems (GI1S) and Emergency Management Systems using Systems
Engineering modeling methods. The combined model would help provide a better
understanding of how to manage real world natural disasters and their impact. A diagram
showing his research areas can be found in Figure 2-1. This study will add in a new topic
area to represent the ISR System in order to capture a real time dynamic for emergency

management decision makers. With this new addition, see Figure 2-2, seven new topic



areas emerge and the research will address each one in the following literature review.
The numbers represent the section in which the topic can be found. The existing areas,

those without numbers, are from Eveleigh’s work [4] and will not be covered again here.

2.1 GIS and ISR Modeling

GIS is a term widely used to describe the application of computer databases in order
to manage geographic information. [15] The amount of data collected in a geospatial
environment is very large and in the early years of GIS technology computer
management capabilities were often a limiting factor. However, as computer technology
has advanced so have GIS capabilities and their applications. Some of these applications
now include “combating terrorism, infrastructure protection, and modeling to support
natural disasters. With these gains, GIS technology still needs to push the envelope and
extend itself to accommodate human and physical processes and other dynamic

phenomena.” [4, 16-19]
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The system of ISR has its roots in GIS and consists of “the integrated capabilities to task,
collect, process, exploit, and disseminate accurate and timely information.”[20] The ISR
system brings together the sensor, sensor platform, communications equipment, and

computer capabilities layered over a GIS base. “Current high-tech UAV’s are well suited

for a role in the cost effective and timely

10



Systems
Perspectivein ™
GIE

. Systems '
[ GI5 and | SPEMIA-EPEH | E':: ineerin ]
| Spatial | of Design | gneering
\\ Modeling Systams and Design /
% Madefingin GI5 Madeling /

FI5 fory,  for Disaster __:";E-Ef:ilr
DisaﬂE}\\rdanagzmznt / Disaster

(15R Systemw/ 2.3~ Y 26 h
and Operations J 2.2 T 25 ‘

—— S—, e

27 | 74 e |

| Modeling in Disaster |
"-.. Management /.-"

— —

"I AT
)| Sy L

WVIANAGEME

Figure 2-2 Literature review topics with ISR added

production of geo-information products such as orthophoto, digital elevation model
(DEM) compilation, 3D landscape modeling, and change detection.” [21] Depending on
the platform and sensor type, aerial views from medium to high altitude will allow
coverage over a very large area. This has lead to agricultural uses such as vegetation
monitoring and prediction. Vogiatzakis and Griffiths developed “decision rules for the
construction of a spatial model for each (vegetation) community type.” [22] Predictive
modeling for vegetation studies have grown significantly [23] and can include presence

or abundance of a single species [24], community presence [25], and community
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structure [26]. This type of use for ISR only brings to light the capability to reach areas

that would previously be considered inaccessible or remote.

Other modeling findings come from the desire to enhance the present GIS and ISR
construct. This has been found in extending the capability of the GIS software or the
computational capability of the computer systems. One such method suggested
integrating the geographic tools within a standard GIS framework, automating those same
tools, and presenting the tools in a user-friendly environment. [27] The GIS platform that
Se et al. [27] chose for their GIS platform is ArcGIS™. The ESRI Inc.’s ArcGIS™
software is a widely used GIS platform and the system of choice for many local, state,
and federal government agencies. [4] With the extensions mentioned above, Se et al.
were able to enhance mosaic generation, change detection, and 3D reconstruction
capabilities for the using analyst. In another article co-authored by Stephen Se,
geographic tools and a GIS were integrated within a Service Oriented Architecture
(SOA). In a SOA environment the graphical user interface (GUI) will run on the
operators’ computer and invoke exploitation functionalities that reside on a server. “This
allows the exploitation services to be upgraded easily and allows the intensive video
processing to run on powerful workstations.” [28] The SOA environment is considered
an open source framework and will also enhance any fast prototyping of ISR simulations

that could assist in mission effectiveness, sensor management, and user testing. [29]

2.2 ISR and GIS for Disaster
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In 2007, Voigt [30] described how the German Aerospace Center (DLR) had
established a dedicated organization for disaster assistance called “Center for Satellite-
based Crisis Information” (ZKI). In disaster situations, several organizations can be
involved with the relief effort. It was recognized that satellite imagery could provide a
benefit to disaster response for both national and international response and a central
organization would be needed to provide this information across the numerous
responding organizations. The assistance provided would be in the form of “rapid
satellite mapping campaigns.” [30] With recent advances with commercial satellite
imagery and GIS software a finding became apparent. The interaction with the key
personnel within the disaster relief community was just as important as the imagery
analysis and the GIS platform.[31] Voigt et al., 2007 stated that “Experience over the
past few years has shown that neither sophisticated image analysis and processing nor
mapping capacities or geographic information system (GIS) skills alone allow providing
a meaningful disaster-related information service to crisis response staff and within
operational scenarios.” Geospatial information, like any other tool, must match the
intended need and provide a service to the customer. The best imagery possible could be
provided to relief workers, but without a geospatial context or fusion with other data

inputs, it may not provide the required information.

2.2.1 Automated Damage Assessment

Optical imagery sensors have been used in various disaster applications due their ease

of interpretation. However, when an aerial platform images an area affected by a disaster,

13



the volume of data received can be very high. In a damage assessment role, the pre-
disaster imaged area is compared with the post-disaster images. This comparison is
usually accomplished manually to assess damage and changes. “But analysis of huge
volumes of high resolution image data for rapid damage assessment is a challenging task
to do with existing semi-automated imagery exploitation techniques and the processes are
time consuming.” [32] In particular, Vijayaraj et al. used a Local Binary Pattern (LBP),
Local Edge Pattern (LEP) and a Gabor texture filter to index the images with respect to
significant changes. The LBP assigns a binary code to the pixels in the image, regardless
of illumination intensity. “The LBP values encode different patterns like line edges,
spots, and corners to their corresponding patterns under varying illuminations.” [33] LBP
is also used in some facial recognition applications. The LEP encoding “captures the
changes in structural edge patterns.” [32] Damaged structures will be seen as edges in a
random distribution and these variations will be seen by LEP. When the LBP and LEP
coding are filtered, they must have a good spatial localization in order to identify the
correct location on the image. The resulting comparison imagery will be color-coded to

reflect the changes identified between the pre-disaster and the post-disaster images.

2.2.2 Video Processing

In order to help speed up the imaging process a study in how orthoimaging could be
accomplished differently is meaningful. “The process of generating orthoimages is called
orthorectification” [34] and generates imagery products that are navigated to the earth’s

surface. UAV sensors can provide video feeds that are used to create mosaicked

14



orthoimages that are useful for locating objects and mapping damaged areas. To
accomplish orthorectification, tie points must be established between overlapped video
frames. Tie points will allow the estimation of transformation parameters in order to align
video frames to each other and for the global registration of a set of frames to the earth’s
surface via a process called bundle adjustment. [35-39] The civilian (typically lower
cost) versions of UAV’s are more susceptible to errors in the orthoimage process due to
difficulty in holding a stable attitude and speed, and damping mechanical vibrations
which can yield inconsistent views and overlap. The overlap with the defined tie points is
needed for a reliable orthorectification algorithm result and for controlling computational
complexity. [39] Orthoimages are important sources of geospatial information in that
they provide a geometric measurement of the disaster area that is considered “more
reliable than those from original perspective photographs because orthophotos are

theoretically considered free from perspective distortion.” [34]

2.2.3 Remote Sensing and Prediction Models

A good example of predictive modeling using remotely sensed information can be
seen in the tracking and forecasting of oil slick dispersions on water surfaces. ISR assets
have been used to help locate oil slicks and guide defensive efforts to include skimming
vessels and protective booms. Remote sensors are also used to provide data that is
required for predicting the future locations of the oil slick. [40] This methodology has
progressed over several years of growth in remote sensing and GIS capabilities. In 2000,

some claims were made that satellite imagery could replace airborne remote sensing, but

15



the technology at the time did not support such a claim. [41] A few cases of oil spills
were identified by Fingas et al. where the location of the oil was known but the satellite
imagery had to be processed over several weeks in order to see the oil. The cases
consisted of the IXTOC I well blowout in Mexico viewed by Geostationary Operational
Environmental Satellite (GOES) and the Advanced Very High Resolution Radiometer
(AVHRR) on the NOAA satellite system [42]; the oil slick from the EXXON VALDEZ
was observed on Satellite Pour ’Observation de la Terre (SPOT) satellite data [43]; ice
with oil in Gabarus Bay from the KURDISTAN spill was found using LANDSAT data
[44, 45]; the 1991 Arabian Gulf War Spill was detected by satellite [46-49]; the tanker
HAVEN oil spill off the shore of Italy was followed by satellite [50]; and a Barents sea
oil spill that was monitored using NOAA 10 and an IR band. [51] The need for clear
skies and the frequency of satellite overpasses was also a barrier for obtaining current
data from satellites. During the EXXON VALDEZ spill, the satellite overpass and clear
skies did not coincide for over a month. With the additional time required to process the
data it was almost two months before the oil could be seen on the imagery taken even

though the location of the oil was already known. [41]

Technology advances in remote sensing and geospatial data since 2000 have been
substantial. Today, satellite and aircraft sensors can track “the spilled oil at various
resolutions and over wide areas at frequent intervals through multi-temporal imaging.”
[40] Remote sensing has incorporated Synthetic Aperture Radar (SAR) to provide
imagery during night time conditions and when cloud cover or heavy smoke may prevent
Electro Optical (EO) visual imaging. Thermal Imaging has also been added to remote

sensing when mapping of hot spots during wild fires is needed to help optimize search
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and rescue operations during recovery operations. In the case of oil spills with an oil slick
thickness of 8 to 14 micrometers, thermal infrared wavelengths can be used to detect the

slick. But “thin oil slicks or sheen cannot be detected by thermal infrared sensors.” [40]

A couple of commonly used prediction models used for oil trajectory include the
general National Oceanic and Atmospheric Administration (NOAA) Operation Modeling
Environment (GNOME) and the Community Climate System Model (CCSM). The
GNOME model processes inputs, some of which come from the remote sensor, and
determine how winds and water currents may move and spread the spill. Scenarios can
also be run based on weather impacts on the spill. The CCSM was created by the
National Center for Atmospheric Research (NCAR) and the Department of Energy
(DoE). The CCSM will provide a simulation of how a liquid will circulate and disperse
when it is released at a spill site. During the Deepwater Horizon spill in the Gulf of
Mexico, scientists could track the rate of dispersal at five different depths ranging from
just above the sea floor to the top 65 meters of the water surface. [40] Modeling the
possible movement of an impending disaster, in this case spilled oil, has vastly improved
the recovery operations due to higher accuracy in the planning of defensive measures

like skimming, containment booms, and artificial barriers.

2.3 ISR, GIS and Systems Engineering Modeling for Disaster

Management

The systems engineering modeling found in conjunction with the ISR and GIS

functionality is based on the high-dimensional nature of the data collected and how this
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has created processing challenges. [52] The increase in the amount of remote sensor
data collected is a result of the number of organizations and users that consume the
information world-wide as well as the reduced cost of imagery equipment and the remote
sensor platform, and the exponentially larger amount of sensor data resulting from
improvements in sensor technology (e.g., larger focal plane arrays). In order to
accommodate the increased data flow, high-performance computing (HPC) techniques
are being evaluated for incorporation into remote sensing missions. [53] The HPC
concept involves teaming multiple commercial off-the-shelf (COTS) computers which
simplifies the design of parallel solutions. [54, 55] This teaming effort has been the
inspiration for further developments in multi-processor systems. [56-59] The increased
computational ability of HPC techniques will allow Distributed Computing
Infrastructures (DCI) to support the data intensive modeling and reporting necessary for
disaster management. [60] Lee et al. wrote that a large scale computational infrastructure
would be required in order to take the data received from remote sensors and create
predictive real time modeling forecasts of impending storm strikes. The forecast
information would then be fed to decision support systems and organizations for analysis.
The analysis results could then represent where resources could be best utilized and other

mitigation efforts.

In DCI architecture, the logical, physical, and organizational elements of the
processing system are distributed out to multiple physical locations but with the objective
of being transparent to the user. “This separation frees the user and applications from
managing resources and infrastructure, allowing them to focus on their specific

workflow.” [60]
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The community of disaster management personnel that contend with oil spills have
used ISR and GIS products for years, as discussed in section 2.3 above. However,
systems engineering methodologies are making inroads. A recent article stated that “it is
important to take a systems engineering approach to analyzing and modeling the causes
and consequences of oil spill disasters, with a special emphasis on crafting
comprehensive and integrated solutions to effectively address them.” [61] A schematic
and operational framework was proposed by Assilzadeh et al. that is based on four major

components with various functionalities, see Figure 2-3.

The framework of Figure 2-3 consists of four major components which are the
Application Modules, Command and Control, a Communications Portal, and the Central
Repository. The Application Modules consist of software to accomplish disaster data
modeling as well as ISR imagery analysis. The software would be comprised of ArcGIS
9.3 and Geomatica 10.1. The Command and Control module is designed to provide
guidance from the emergency managers to the public or the emergency personnel. In
essence, the Command and Control module will provide the linkage between the
information coming in, to include modeled predictions to the Communications Portal.
The Portal provides a secure and internet based communications link for the Command
and Control system. “The portal system was developed using Java programming and an

ArcGIS server for supporting GIS data transactions.” [61]

The Central Repository is comprised of computer servers and database storage
servers for storage of both geo-spatial and non-spatial information. Application software

and floating licenses will also be housed in this module.
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The systems engineering approach offered by Assilzadeh et al. claimed a few advantages

over existing approaches. First, a central command and control

capability to collect updated information and then forward on to disaster
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Figure 2-3 Schematic and Operational Framework adapted from [61]

responders. Second, real time situational information for decision makers and the ability
to provide updates for prediction models. Third, a system architecture designed for

flexibility and expansion of functionality for disaster support.

2.4 ISR Operations and Disaster Management
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ISR operations have been seen as a force multiplier by the military for years. After
the attacks conducted on 9-11 and the catastrophic event of Hurricane Katrina, the
expansion of ISR capabilities for civilian use has been prolific. “Such missions include
border patrol, anti-drug warfare, chemical, biological, and radiological detection, and
maritime vessel identification and interdiction in support of homeland defense.” [3] The
concept of utilizing ISR for national and international emergency management was also
discussed by the U.S. Air Force. [62] Similar to the central command and control
discussion in section 2.3 above, Cruz also proposed a need to increase efficiency by
integrating ISR homeland security operations under a single lead organization. The
Department of Defense’s Northern Command (NORTHCOM) was the recommended
organization. The goals for this move would be a formalized command and control

environment, joint and interagency rules of engagement, and centralized training.

2.4.1 ISR and Hurricane Katrina

The intelligence community played a major role during the recovery effort of the
Hurricane Katrina disaster by “allocating 13 different airborne ISR assets to provide
damage assessment and to help with relief and recovery efforts. These aircraft assets
included the Air Force U-2 and OC-135 OPEN SKIES, the Air National Guard RC-26,
C-130 SCATHE VIEW, and F-16 with the tactical airborne reconnaissance system
(TARS), the Air Force Auxiliary (Civil Air Patrol) C-172, C-182, and GA-8, the U.S.
Navy P-3 and F-14 with the tactical airborne reconnaissance pod system (TARPS), the

Defense Intelligence Agency (DIA) DC-3, and the U.S. Customs and Immigration
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Service P-3.” [2] Even with the assets listed above, the government response to assist in
the recovery operations has been criticized for being slow and lacking. “With the lead-
agency role shifting over time, [it was] hard to know who does what to whom and when.”
[63] Other issues cited by Sovada for cause of dysfunction were a lack of pre-planning
which prevented rapid movement at start up, lack of communication between
agencies/organizations, and legal issues with federally funded Title 10 military forces and

state funded Title 32 military personnel.

2.4.2 ISR and California Wildfires

In October of 2007, the state of California was hit with a wildfire disaster that
threatened civilian lives and property. The DoD, National Guard Bureau (NGB), and the
state of California each played a role in the ISR support and humanitarian relief effort. [2]
Since this was a full two years after Hurricane Katrina, an improvement in the
relief/recovery effort was expected. As identified in an interview with Nance Verde
(USNORTHCOM Chief of Production) by Sovada on 30 March 2008, the overall effort
was found to be an improvement over the Hurricane Katrina disaster in regards to the
unity of effort. The unity of command, on the other hand, may never be realized due to
the sheer number of organizations that end up working within the construct of the disaster
relief and disaster management arena. This same issue was addressed by the Assistant
Secretary of Defense for Homeland Defense in his Senate testimony after Hurricane
Katrina where he stated that, “we start any domestic mission with a breach in that

principle of unity of command, [but we should] achieve unity of effort.” [64]
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NORTHCOM was able to move more quickly with the California wildfires due to some
pre-planning, improved communications between agencies, and by conducting exercises
that strengthened its capability to respond. Sovada identified one of the reasons for
improved communication was the placement of liaison officers (LNO) in the EOC to
represent the various organizations such as NORTHCOM, the 480th Intelligence Wing
(USAF), and Army Northern Command (ARNORTH). This helped bridge the
communication gap between the military and civilian leaders and also helped identify

valuable ISR capabilities.

2.4.3 Incorporating ISR within the Emergency Management Cycle

2.4.3.1 The Emergency Management Cycle

Thus far the research has shown where ISR has been used as a tool during the response
and recovery phases of the emergency management cycle. The emergency management
system has established a model to address what is considered the four phases of
emergency management. The first two phases address the actions that take place prior to
a disaster occurring and the last two address the actions after the disaster strikes. The
phases are mitigation, preparation, response, and recovery; see Figure 2-4 below. The
phases are considered a cycle due to disasters having a tendency to be repetitive events.

[65]
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The mitigation phase deals with the steps prior to the actual disaster occurring. They
include actions taken to reduce the risk through structural and non-structural methods.
The structural methods are those that focus on engineering solutions such as building
codes and safety problems. The safety problems could be due to high winds or
earthquakes. The non-structural will include land use planning, insurance, and evacuation
planning. [65, 66] The preparation phase begins at a designated time when a disaster
impact has been forecast or considered imminent. The actions here will include the
evacuation of vulnerable populations and sandbagging of structures or levees. An
important distinction here is that the evacuation would have been planned during the

mitigation phase but actually carried out in the preparation phase. [65] This blurring of

/ MITIGATION \
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Figure 2-4 Phases of emergency management cycle
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the lines or crossover between phases would suggest that the cycle as depicted in Figure
2-4 is not accurate. Simonovic suggests that the cycle should ideally be depicted as an
integration of the phases as shown in Figure 2-5. The response phase is concerned with
actions taken during the impact and for a small period afterward. The actions taken here
are concerned with saving lives and sheltering. Other actions include search and rescue,
fire fighting, damage assessment, and care for the injured. The recovery phase “has been
used interchangeably with reconstruction, restoration, rehabilitation, and post disaster
redevelopment .” [66] However, as the terms above infer, the main focus is on the

process of repairing the damage and restoring services. [65]

Mitigation

Recovery

Response

Figure 2-5 Venn diagram of integrated disaster management adapted from

[66]
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2.4.3.2 ISR Capabilities within the Emergency Management Cycle

“There are few examples where remote sensing is incorporated seamlessly into all
stages of the emergency management cycle.” [67] Joyce et al. has suggested that in order
for ISR to become successful within the emergency management cycle, one must first
identify those attributes that are measurable within each phase. This makes sense in
regards to choosing the right sensor as well. There is a trade off in the detail of
information obtained in an image and the spatial coverage maintained. There will also be

the frequency that the sensor platform can return and re-image the target.

Table 2-1 lists some of the emergency management related applications that Joyce et
al. have identified for emergency management decision makers to be aware of. Within
each phase of the emergency management cycle, the applications shown in Table 2-1
could be utilized to suit a specific purpose in that phase. In the mitigation phase, the
primary focus of ISR will be mapping land usage, and locating potential hazards and
areas to avoid in development, i.e. flood plains. In the preparation phase gathering the
most up to date spatial information is very important. Data from these spatial views, such
as digital elevation and vector data can be used in the hazard modeling process. For the
response phase, damage assessments provided by ISR will begin and continue into the
recovery phase. In Australia and New Zealand, “regional scale imagery of effects
associated with the development of fire fronts (hot spot detection), volcanic eruptions
(gas and ash emissions), or tropical cyclones (inundation) is generally successful where
the area of impact is sufficiently large.” [67] In the recovery phase, Joyce et al. suggests
that this could be where the remote sensing community will make the best impact. A time

series analysis of the imaged areas would indicate the removal of emergency shelters and
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the provision of debris removal rates, housing reconstruction rates, and vegetation re-

growth. [68]

Emergency Management Application Examples Using Remotely Sensed Imageryj

May be from an airborne or
satellite platform

APPLICATION TYPE of DATA DATA DESCRIPTION DISADVANTAGE
Building and Very high Black and white, colour, or Expensive, large volumes
infrastructure damage spatial colourinfrared imagery where |of data, generally only able
assessment resolution the pixel size is <4m (i.e. can to be used for local
optical detect individual buildings). assessment (e.g. city or

town scale)

Local to regional scale

Moderate-High

Black and white, colour, or

Limited level of detail for

rescue (can be used at
night), oil spills.

conditions not suitable for
optical sensors, such as dense
cloud or smoke coverage

mapping and damage spatial colourinfrared imagery where | infrastructure mapping
assessmet resolution the pixel size is 4-30m.
optical Buildings can be seen from but
not adequately delimited
Synoptic and frequent Low spatial Black and white, colour, or Low levels of detail
mapping at contingent resolution | colourinfrared imagery where
or country scale, optical the pixel size is 4-30m.
weather forecasting, Buildings cannot be seen
coastal upwelling and
algal blooms
Weather forecasting, Thermal Relatively coarse spatial Satellite thermal data has
hotspot mapping (fires, imagery resolution providing relatively low spatial detail
volcanoes), sea surface temperature information
temperaure either locally or regionally
dependent on the sensor
Flood mapping Synthetic Active microwave sensor that Generally coarser
(penetrates through |Aperture Radar| is capable of acquiring datain | resolution than that able
cloud), search and (SAR) harsh weatherand lighting |to be achieved with optical

imagery; can be difficult to

interpret

Monitoring sub
centimetre surface
deformations caused by
earthquakes, landslides,
volcanic activity, ground
water extraction

Interferometric
Synthetic
Aperture Radar

Techique utilising wavelength
phase changes in multiple SAR
images in time series overa
set area of interest

Noise from changes

unrelated to landform such

as vegetation growth and
soil moisture variability

Building and
infrastructure mapping,
forest fuel loads, fault
identification, flood
plain mapping

LiDAR

Very high spatial resolution
imagery usually obtained from
an airborne platform for the
purpose of providing elevation
information. Also used for
building and tree height
measurements

Expensive, large volumes

of data, generally only able

to be used for local
assessment (e.g. city or
town scale)

Table 2-1 Remote sensing applications adapted from [67]
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2.5 ISR and Systems Engineering for Disasters

This segment of the literature review Venn diagram will be very similar to section
2.3. In section 2.3 this study discussed the GIS, ISR, Systems Engineering, and Disaster
Management synthesis. ISR provides the airborne platform, the sensor, the
communications, and computer server that will layer with the GIS software to create the
maps and imagery used by decision makers within the disaster management community.
“It is important to note that no decision maker or relief worker can work with raw
satellite imagery--it always takes a very careful processing, analysis, mapping, and
interpretation process to generate the required situation maps, reports, or statistics which
can be read and understood by non-satellite expert users.” [30] In order for the
information that is gathered to become useful to the decision makers a fusion of
information must take place. Some of this is done by imagery analysts who are trained in
this arena. The analysts are briefed and instructed on the surrounding environment,
culture, and politics. This additional information will establish a context that will assist in
the exploitation of the obtained imagery. Some of this analysis is completed by computer
algorithms. Advances in computer processing of remotely sensed data were discussed in
section 2.3 above. Below, this study will discuss a proposed new system to assist in the

automation of this analysis.

2.5.1 Automated Orthorectification

The Government Accountability Office (GAO) released a report that identified a

delay in establishing situational awareness and a lack of coordination as two of the top
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five impediments to disaster response during hurricane Katrina in 2005. However,
agencies were receiving updated orthophotos daily with only a 24 hour delay from the
aircraft. [69] GEOSYS Technology Solutions teamed with Universal Wing Geophysics
Corporation, British Columbia Provincial Emergency Program, Base Mapping Geomatic
Services, and the University of Calgary Positioning and Mobile Information Systems
Group (PMIS) to develop a new system called Geo-Intelligent Collaborative Decision
Support System for Real Time Disaster and Emergency Management (GIDE). This
system is designed around a small commercially available UAV that can carry a payload
consisting of a high resolution camera, GPS device, inertial measurement unit, data
logger & camera control, and a memory device. The raw imagery is downloaded to the
ground based data processing station where it is automatically georectified in near real
time creating an orthophoto map. The maps are then stored in a web map server and
made available to decision makers and first responders via a web browser. [21] The
automated orthorectification reduced turnaround time and speeds the map creation
process. Similar to previous sections, the systems engineering approach is buried in the
computer system connectivity and the architecture of the UAV components as they inter-

relate to provide the end product.

2.5.2 Micro Unmanned Aerial Vehicles (MUAV)

For the purpose of sensing the accidental release of hazardous liquids or gaseous
contaminants in the lower part of the earths’ atmosphere (troposphere), MUAV’s have

been proposed as a possible solution. Where the contaminated area would be dangerous
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to fire, rescue, and law enforcement personnel a swarm of small lightweight MUAV’s
could be utilized to perform surveys and help isolate the danger zone. “A targeted,
reliable and quick reconnaissance of potentially contaminated environments is a key
success factor for isolating and combating the threat situation.” [70] This study was
conducted in Germany at the Dortmund University of Technology. There are five areas in
which the MUAV’s were expected to play a major part. These areas are health hazard,
lack of time, cost, incomplete information, and forecast deficits. The health hazard will
exist not just for the civilian population in the exposed area but also the emergency
personnel responding to the incident. The type of contamination will dictate the personal
protective gear required at the scene. Currently a route is selected prior to responding
based on local weather report information. Possible evacuation of the area causing
additional harm to the populace as well as spreading contamination will also be a factor.
The ‘lack of time’ element comes from the need to perform a circular survey around the
disaster site. The type of contamination and wind speed could also dictate the radial
distance needed for the exclusion zone. As the radial distance increases the circular area
will grow exponentially. This will hamper supporting municipalities in their response and
assistance as well as starting any evacuation. Costs become a factor in the equipment and
personnel needed to perform the surveys. In particular, the rescue workers chosen to go
through the training must be continually updated or certified to perform this function.
However, personnel typically tend to move out of these additional duty positions due to
transfers or promotions. Deploying MUAV’s can result in reduced costs of a rescue
operation. [70] Incomplete information is a result of surveys being conducted at ground

level as quickly as possible via vehicles. In areas where the vehicle cannot access all
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points, dismounted surveys will need to be conducted causing further delays. Forecast
deficits are due to the surveys being conducted at ground level. Surveys at higher
altitudes within the troposphere will be needed to perform accurate wide area monitoring
as well as a three-dimensional context. This will create contamination maps showing the
spread of contamination and its concentrations. Follow on support services and additional

evacuation planning will require this depth of information.

The network architecture developed for the MUAV’s is based on three
communication parts which are Inter Drone Links (IDL), Drone to Ground Station Links
(DGSL), and Backend Network Topology. The IDL is a mesh network such that each
drone can communicate with the ground station as well as each other. In the case where a
certain MAUYV is out of contact with the ground station, it can relate the data to a
neighboring MUAYV that is in contact so the data can be forwarded on. Additionally, the
mesh network will provide for a local calculation gradient of the contamination in the
affected area. The DGSL are the communications technologies used for controlling flight
and the transmission of measurement results back to a Mission Control Center (MCC).
These technologies include High Speed Packet Access, Long Term Evolution, and point-
to-multipoint WiFi connections (IEEE 802.11s). The backend subsystem is a distributed
communications system that assures reliable contact between the NBC Explorer, the

operational command and the headquarter element.

2.6 ISR and Systems Engineering
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2.6.1 Systems Engineering Approach

This study stated above that a systems engineering approach would be needed to fully
integrate ISR with the disaster management system. Systems engineering has been

defined by various entities, they include:

“a technologically based interdisciplinary process for bringing systems,
products, and structures (human made entities) into being” [71]

(Blanchard & Fabrycky)

“Systems Engineering is an interdisciplinary approach and means to
enable the realization of successful systems. It focuses on defining
customer needs and required functionality early in the development cycle,
documenting requirements, and then proceeding with design synthesis,
and system validation while considering the complete problem. Systems
Engineering considers both the business and the technical needs of all
customers with the goal of providing a quality product that meets the user

needs.” [13] (INCOSE)

“An iterative process 0f top-down synthesis, development, and operation
of a real-world system that satisfies, in a near-optimal manner, the full

range of requirements for the system.” [72] (Eisner)

As can be seen by these definitions, the systems engineer must be able to operate
successfully using broad strokes. “Systems engineers must be ‘big picture’ people.” [73]
The methodology used by systems engineers is generally referred to as the ‘systems

approach.’ In accordance with Blanchard et al., using a synthetic mode of thought for
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systems problems establishes a systems approach. “Analytic thinking is outside-in
thinking; synthetic thinking is inside-out thinking.” [71] This line of thinking is rooted in
the concept that even if a subsystem that is operating as well as could be expected does

not necessarily correlate to an optimized whole system operation.

Eisner states there are three main aspects used in a systems approach, they are
architecture design, subsystem design, and system construction. [74] The architecture
design will consist of top-level concerns and elementary design choices. The subsystem
design will encompass detailed information for each. When the first two aspects are
complete, construction can begin on the subsystems. As we move along in the systems
engineering process, a view of the entire system emerges. Sometimes this view is referred
to as the ‘cradle to grave’ or the lifecycle. The management needs as well as the systems
processes for the whole lifecycle of a system covers a lot of ground. Eisner developed a
list of the necessary elements for this overall systems view and called it the “Thirty

Elements of Systems Engineering;” see Figure 2-6.

If we perform these thirty elements properly what could we see as potential benefits? Or
should the question really be; why should one go through all this trouble? Wasek
conveyed there are four areas that will see benefits from a systems engineering
development method. These areas are cost, schedule, technical, and risk. [72] Cost will
most likely be within budgeted constraints and the lifecycle cost will be reduced. The

systems engineering effort is mostly up

33



The Thirty Elements of Systems

Engineering
1.  Meeds/Goals/Objectives 16. Integrated Logistics Support [ILS)
2. hission Engineering 17. Relizbility, Maintzinability, Availzbility
3. Functional Analysis/Allocation (RAAA)
4.  Reguirements AnalysisfAllocation 18. Integration
L. Architecture Design/Synthesis 19. Testand Evalustion
£.  Alternztives Anzlysis/Evaluation 20. Quality Assurance/Mansgement
7.  Technical Peformanca Measures [TPR)  21.  Configuration Management [Ch)
E. Life Cycle Costing [LCC) 22. Specialty Engineering
. Risk Anzlysis 23.  Pre-Planned Product Improvement (P31}
10. Concurrent Engineering [CE) 24. Training
11. Specification Development 25.  Documentation
12. Hardware/Software/Human Engineerng 26. Production
13. Interfzce Control 27. Installztion
14. Computer Tool Evalustion/Use 2B. Operations and Mzintenznce (08 M)
15, Technical Datz Mansge ment 29. Operations Evaluation/Reengineering

30. Systems Engineering Mansgement
[Planning, Organizing, Directing, and
honitoring

Figure 2-6 Thirty Elements of Systems Engineering [74]

front during the concept and planning phases. If we get it right up front, the requirements
integration, testing and evaluation later in the development can be reduced. [71]
Schedule will most likely be met due to feasible alternatives being evaluated early on in
the life cycle. Technical requirements that will meet user needs are part of the initial
planning development and verified as part of the system process. Risks are more visible
and evaluated from the lifecycle perspective. Cause-and-effect relationships can be

assessed at an early stage of the design reducing the overall risk. [71]
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2.6.2 Fusion of Sensor Data in a Reasoning model

Senglaub proposed an integrated systems engineering approach for use in information
intensive environments in an article released by Sandia National Laboratories. [75]
While Senglaubs’ article is directed towards military commanders and leaders who take
in vast amounts of data and then struggle to make the correct decision, this environment
is not unlike emergency operations centers when disasters strike. Senglaub goes on to say
that the “engineering paradigm of divide, constrain, and conquer cannot be used to deal
with the complex problems associated with combat and the information systems
supporting command and control in this domain.” [75] The target of this research is the
decision making process and a systems engineering approach is used to appraise the

overall problem and ensure the correct problem is being solved.

A decision making paradigm, shown in Figure 2-7, is proposed based on the
understanding or ‘belief state’ of the decision maker. Sensor data as well as other inputs
are combined with other acquired knowledge to form a belief state. Additional data can
be obtained through individual skills or possibly learning, thereby updating the
knowledge base. “Once a belief state is generated decisions are made which are tempered

by uncertainty, and risk aversion.” [75]
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Senglaub also combined a neocortex model taken from Jeff Hawkins book “On

Intelligence” in order to add layers of abstraction. Also, in order to simulate how humans

reason through situations, a reasoning tool was added based on C.S. Pierce’s scientific

inquiry model. A main point to take away from this construct is the need for feedback.

The feedback can relate to characteristics, which in turn can link to a higher set of

characteristics and then define a more complex abstraction. When the deductive-

inductive reasoning part of the fusion model cannot identify the situation, it must shift to
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the abduction hypothesis generating function. These feedback mechanisms will be key to

enabling this study’s methodology and to incorporate into multi-sensor fusion.

2.6.3 Satellite Monitoring Architecture

Satellites have been used for earth-monitoring since 1959 through Explorer 6, and
recently by GeoEye-1 with a ground object resolution of 41 cm. [76] With the growth of
space-based monitoring the overlap and integration between owning agencies has
increased. The functions performed by the numerous satellites in orbit include weather
monitoring, earth science, and resource management but these functions require different
types of expertise. However, “the multiple different federal agencies, which have
historically been individually responsible for a single compartmentalized function within
the remote sensing enterprise, must now work together in a coordinated fashion.” [76]
The federal agencies consist of the National Aeronautics and Space Administration
(NASA) which is mostly concerned with advanced science missions, the National
Oceanic and Atmospheric Administration (NOAA) which concentrates on weather
forecasting and monitoring, the United States Geological Survey (USGS) which focuses
on the analysis and archival of space-based images of earth, the Department of Defense
(DoD) which seeks to use space-based imagery for national security issues, and the
United States Department of Agriculture (USDA) which utilizes a large amount of space-
based imagery to analyze crop production and condition as well as the Forest Service for
forest monitoring and wild fire support. The roles and responsibilities of the federal

agencies involved are not well defined and due to the above segmentation in satellite
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imagery, Szajnfarber et al. suggests that there is a need for a coherent and integrated
architecture to accomplish planning and organizational requirements. One of the issues
identified as possibly causing the architectural deficit is the ‘gap’ between satellite
technology research and actual operations. “It is found that programs do not progress as

expected from research to operations.” [76]

When the research to operations ‘gap’ appears it is typically considered a
coordination issue between the stakeholders of the project. However, due to the agencies
involved having separate budgetary constraints and requirements there is usually a
considerable time delay between getting approval for an operational system even after the
system has been proven to work through research. This time delay or ‘gap’ is illustrated
in Figure 2-7 below. A major point that could be taken from Figure 2-7 is that there will
always be a gap for the spacecraft development process. The gap could be minimized
with good coordination efforts but if the operational need cannot be verified until after

the research has proven its worth then the gap will always exist.

In regards to an architectural fix for the issues cited above, Szajnfarber et al. proposed
four possibilities. They are: 1) create a new Remote Sensing Agency with authority over
the entire remote sensing value chain. 2) Consolidation of roles such that one of the
existing agencies will take control of the remote sensing value chain. 3) Redefine agency
roles through altering responsibilities of one or more agencies; (this could create an
alignment between agency expertise and natural phases of the mission lifecycles); and 4)
an Inter-Agency coordination body could be created at the federal level relying on
membership from the existing agencies. This would help increase communication

between agencies and minimize hand-off delays.
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Figure 2-8 Research to Operations ‘Gap’ adapted from [76]; the agencies depicted
offer a representation of the division of labor

2.7 ISR Systems and Operations

2.7.1 ISR and Military Operations

There are various federal agencies that are involved with intelligence collection for
national security, i.e. Central Intelligence Agency (CIA), Defense Intelligence Agency
(DIA), National Security Agency (NSA), National Geospatial Agency (NGA), and
elements of DoD. And as expected this study can only touch on certain aspects of ISR

operations in order to escape any security clearance and information release concerns.
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However, each branch of the military, and the U.S. Coast Guard, conducts intelligence

operations as part of their normal missions.

The U.S. Air Force has a field operating agency called Air Force Intelligence,
Surveillance and Reconnaissance Agency (AFISRA). AFISRA will train, equip and
assign personnel to both manned and unmanned aerial platforms in order to develop

competencies across the air, space, cyberspace and ISR capabilities.

The U.S. Army has the Intelligence and Security Command (INSCOM) which
provides intelligence, counterintelligence, and information warfare to support
commanders at all echelons. The military intelligence brigades under INSCOM provide a
continuous intelligence preparation of the battlefield (IPB) such that Army commanders
know and understand potential threats or adversaries. The IPB “focuses on the
interrelationship between threat and environment and the effect on that interaction on

both the friendly and enemy courses of action.” [20]

The Navy and Marine Corps have the Office of Naval Intelligence (ONI) and it is
located at the National Maritime Intelligence Center (NMIC) in Maryland. The ONI has
become the center of expertise for various maritime issues from analysis of foreign naval
surface ships to non-traditional maritime issues. ONI will also provide input for national
naval acquisition programs. The Marine Corps operates an Intelligence Activity (MCIA)
and it is collocated with ONI and the Coast Guard Intelligence Coordination Center at the
NMIC. The MCIA provides in-depth analysis and characteristics of foreign shallow-
water mines, anti-landing systems and weapon systems with unique amphibious

capabilities.
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In order to understand ISR a little bit better this study can look at surveillance and
reconnaissance modalities. “Surveillance is continuous collection of information from the
air, space, and the Earth’s surface; reconnaissance is conducted to gain information on
localized and specific targets within a constrained time frame. Despite the distinction
between surveillance and reconnaissance, collection platforms or teams often conduct
surveillance and reconnaissance functions of ISR simultaneously.” [20] Prior to the ISR
platform being tasked and the commencement of surveillance/reconnaissance activities, a
series of steps need to occur. See Figure 2-8 for a view of the ISR process. The ISR
process is very similar to the Waterfall Process Model described in [13, 71]. The process
begins with the commanders critical information requirements that will be needed to
sustain his or her strategy. These requirements will be sifted and prioritized to establish
the most important ones. The most important requirements become priority intelligence
requirements (PIRs). [77] Several pieces of information may be needed to satisfy or
answer a given aspect of a PIR. These pieces of information become essential elements of
information (EEI). The EEI’s will represent issues that require a resolution for the
commander to make an informed decision about the chosen strategy. Each EEI should
have a specific observable phenomenology that will satisfy its requirement. [77]
Collection managers will compile a joint list of collection requirements that will support
the EEI’s. Requests for collections from other components and ad hoc needs based on
current situations will also be added to the collection list. A balance must then be reached
with the collection package created by the collection manager and the limited ISR

resources. If organic (assigned) assets cannot be used to perform all the tasked collections
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due to time constraints or sensor type requirements, then a request can be made for

support from national agencies who operate additional systems.

Commander’s User’s
. > .
Guidance ”| Requirements

Task/Re-task

Source: AFOTTP 3-3.6; Air Force Doctrinal
Description of ISR Process

Requirement Satisfied

Feedback

Figure 2-9 ISR Process adapted from [77]

2.7.2 Intelligence Cycle

The intelligence cycle is depicted in Figure 2-9 below. The Planning and

Direction phase will include the Commander’s guidance and tend to focus the
intelligence effort. The goal will be to clarify and establish the required intelligence

support and information needed. Collection operations cover the
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Figure 2-10 Intelligence Cycle adapted from [77]

conversion of the validated requirements to collection requirements as well as acquiring
information about the perspective adversary. The collection managers will also take the
prioritized and verified collection list and match it with a suitable airborne platform.
Processing and Exploitation represents converting the collected data into a format that
can support analysis and production of intelligence products. Analysis and Production is
a primary function of the intelligence units spread across the services. The intelligence
products created are used to fill the information gap and support decision making roles.
Dissemination and Integration encompasses the need to provide accurate and finished

intelligence to the appropriate customer. The intelligence must also be provided within
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the required time frame and in a format that will allow ease of understanding. The
Evaluation and Feedback phase ensures that the intelligence products created and
disseminated actually answer the questions or provide the information requested by the
customer. If the information is not timely or accurate then the requirements are
considered unsatisfied. Remedial action needs to take place to identify the root cause of
the failure. Feedback is used to communicate how well the intelligence products meet the

requested needs.

2.7.3 ISR and Civilian Support

Potential civilian sector missions include digital mapping and planning, fire detection
and firefighting management, radiological detection, anti-drug warfare, search and
rescue, weather data collection, communications services, environmental research and air
quality management/control. [3, 62] The Department of Homeland Defense created a
working group to identify possible roles that UAV’s could fill. “Its first study,
Unmanned Aerial Vehicle Applications to Homeland Security Missions (March 2004),
highlighted the potential applicability of ISR to border security, Coast Guard missions,
critical infrastructure security, and monitoring transportation of hazardous materials.”
[78] Congress began to take notice of the uses of UAV’s and eventually passed the
Intelligence Reform and Terrorism Prevention Act. Part of this Act required DHS to
observe the southwest border utilizing UAV’s. The ability to detect tunnels using UAV’s
was proven on 2006 using a U.S. Navy funded Small Business Innovative Research

(SBIR) program. Flights over the test area showed that detection technology could
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repeatedly locate a known smugglers’ tunnel between the United States and Mexico in

Douglas Arizona. [79]

The United States Coast Guard (USCG) starting using UAV’s in 1999. In using
cutter-based UAV’s, the cutters’ surveillance horizon was extended. This capability
resulted in an increase of the operational effectiveness. “Through simulation, the USCG
discovered that UAV’s improve surveillance effectiveness by some 35% which leads to

increase in the service’s ability to interdict illegal activities.” [80]

In 2007, NASA obtained a Predator-B UAV and called it Ikhana. The UAV Ikhana
was procured for the purpose of advanced aircraft systems research with a side mission of
supporting the United States Forestry Service for wildfire fighting in the southwest. [12]
Ikhana carried a thermal-infrared imaging system capable of piercing smoke and
darkness. This capability will detect fire hot spots and differences in temperature. This
information will then be sent to NASA’s Ames Research Center and superimposed on
Google Earth maps prior to being sent to the Interagency Fire Center in Boise, Idaho. The
Fire incident commanders will use the maps in their allocation of resources decisions and

attack strategy. [3, 12]

2.8 What is Missing in the Literature

The literature review has found numerous articles on remote sensing and UAV’s. The
systems engineering that has been covered in conjunction with remote sensing involved
the computer processing and communications linkage to enable system operability. Also,

improvements in sensor capabilities and computer capabilities have been reviewed. In
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reference to Figure 2-2, this study has covered the new areas introduced with the
inclusion of ISR. However, the systems engineering approach for bringing together
separate operational systems in order to function as one system of systems has not been
discussed for DM and remote sensing. In addition, there has not been an application of
systems engineering modeling that would dynamically feed information into a disaster

response model. This study will explore and discuss these missing areas.

Chapter 3: Research Methodology

3.1 Thesis Method

This study takes the methodology introduced by Eveleigh and extends it in a dynamic
way. In Eveleigh’s study, a systems engineering design approach was taken that linked
modeled disaster requirements to a functional architecture representing disaster response
system behaviors and a physical architecture representing real world objects that were
affected by the disaster. Additionally, a Geographic Information System (GIS) (Figure 3-
1) was used to augment the physical architecture to assign its elements to real world
objects and locations (e.g., bridges, roadways, buildings). [4] The combined systems
engineering design/geospatial model was shown to provide a new methodology for

disaster management practitioners as it was able to couple physical effects (e.g., flooding,
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Influenced by Hazard Model [14]

wind damage) to physical infrastructure that provided critical response system functions

(e.g., evacuation, fire protection, safe havens). When ISR is added into the model

established by Eveleigh, the result is shown in Figure 3-2. GIS forms a basis for the ISR

products and research capabilities. The geospatial information from a previous time

frame can be compared and/or contrasted with current ISR imagery to answer needed

questions. The functional architecture and the physical architecture are both areas that

ISR imagery can gather information on in regards to damage impact to physical

infrastructure of the community and derive a functional impact associated with that

damage.
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3.2 First Part of Hypothesis

For this part of the hypothesis, this study determined that an overall framework will
be needed to highlight the role of ISR in the disaster management system. To that end,
this study initially developed a framework, Figure 3-3, to represent a high level of the
current disaster management process. When ISR and the ability to provide a focused

feedback are added, the framework shown in Figure 3-4 is the result.

The current framework establishes the information flow and interactions needed for

the EOC/IC to develop a course of action (COA) based on the situations and information
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known at the time. Input and feedback will come from the different organizations
involved in the disaster such as Power companies, Police, Fire and Rescue Departments.
As each will have personnel in the field, responding to reported situations, new findings

will be identified and each organization can inform the EOC.

At the heart of each framework is the decision maker and some of the key organizations
that must interact during a disaster. They are aided through enablers but have
requirements that shape their decisions and priorities. The decisions made become the

outputs or COA. Imagery analysis provides the needed feedback that can influence

Course of Action

Figure 3-3 High Level EOC Linkages (Current)
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Figure 3-4 EOC Enabled with ISR Feedback (Proposed)

the inputs and the next round of decision making. The EOC/IC will conduct their
decision making processes utilizing inputs obtained from police, fire/rescue units, and
subject matter experts as it stands today. However, this study will add the feedback from
ISR assets to provide an increased situational awareness and dynamic aspect to the

decision making process.

The key organizations (Rescue, Police, subject matter expert (SME) and ISR) must
interact with each other and the EOC/IC, respectively, in order for clear communication
and intent to flow. The EOC/IC is positioned in the center because of their central role as

decision makers and the need for communication with all players. The key agencies may
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change depending on the type of disaster being addressed. The SME represents the
subject matter expert(s) that would be needed to provide understanding and guidance to
the other key agencies. This was seen in 2010 during the Gulf of Mexico BP oil spill
where the Coast Guard was a major player in the recovery effort. The National Oceanic
and Atmospheric Administration (NOAA) as well as researchers from the University of
Texas at Austin also provided models to assist in tracking the oil slick. [40] The police
and rescue organizations are basic to any disaster management scenario and do not need
further explanation. The ISR organization will take targeted infrastructure and their
priorities from the EOC/IC. A target deck, or target list, will be created identifying the
target, location, elements of information that are needed about the target, and whether
imagery or full motion video (FMV) will be needed. A specific platform/UAV will be

tasked with collecting the imagery based

on the sensor type required. The tasked platforms will collect the imagery as part of an

overall plan established by the EOC/IC which forms the output.

The requirements arch, in Figures 3-3 and 3-4, encompasses all the key organizations
providing guidelines and possible needs. For organizations that do not usually work
together, a communication network will need to be established that can be adaptable.
State and Federal agencies require damage assessments in order to initiate the correct
type and amount of assistance. Oversight of the military operations will be established to

ensure ‘Posse Comitatus’ regulation is adhered to.

The bottom arch represents the enablers. These are the items or people that will

support the key organizations in performing their respective functions. Some of these
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include pre-positioned contracts with local vendors which will allow necessary supplies
to be purchased and trucking capabilities to deliver those supplies. Volunteers will fill
many roles after a disaster, including fire and rescue organizations, the Red Cross, and
laundry centers. Computer modeling and simulation software for analysis support and

decision making will also be considered.

The output block represents the COA designated by the EOC/IC based on the
information available. Part of that COA will include the infrastructure targets and the
UAV’s tasked to collect the required imagery. The imagery will be downloaded through a

communications link and sent to the state National Guard imagery analysts for analysis.

The imagery/FMV feedback loop depicts imagery analysis by the state National
Guard analysts. The imagery is evaluated based on the information that the key
organizations or the EOC/IC is looking for. This could be a matter of identifying main
supply route blockages, showing actual flood inundation areas, finding possible landing
zones for helicopter support, assessing damage to key infrastructure, and finding stranded

personnel.

The input block symbolizes the results from the imagery analysis, as well as other
required information, that will be supplied to the key organizations. Some other
information inputs include weather forecasts, status of main supply routes in the area, and

active emergency situations.

When ISR is integrated into the disaster management process we get a new and
dynamic view of the changing physical world. ISR will provide the feedback on specific

‘targeted’ points of interest that have been developed in the planning phases of disaster
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management or due to ‘ad hoc’ requirements that arise in real world events (Figure 3-2).
ISR has the potential to update the content of the infrastructure GIS keeping it more
current as well as to monitor and confirm the ongoing effects of a natural hazard e.g.,
flooding, wind effects). This approach will not only keep the models more current and
potentially capable of tracking the progressive failure (and recovery) of function-
providing infrastructure but will allow ISR assets to be used more effectively by allowing

them to be focused on the monitoring of critical physical nodes.

3.3 Second Part of Hypothesis

The second part of the hypothesis will begin with study areas that would be near
rivers or streams and susceptible to flood inundation. The data sets for the study areas
were loaded into ESRI’s ArcGIS to establish the geospatial context of the study area.
Eveleigh has shown with his combined model that disaster management functional
architectures can be decomposed into networks of functions which are linked to
geospatial objects. The approach in this study, like his, models physical infrastructure
using ESRI’s ArcGIS software and hazard effects using FEMA’s HAZUS-MH “Multi
Hazard” disaster modeling program. Depending on the disaster type or hazard to be
mitigated, some geospatial objects will require a higher degree of scrutiny or ‘targeting’
than others as they are linked to critical nodes in the disaster management functional
model. For example, a certain bridge may be a key physical node in the system of
features that are allocated to a “provide regional evacuation” functional model. When

disaster effects (e.g., coastal flooding, riverine flooding, and wind blast) are produced by
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HAZUS-MH, the geospatial objects at greater risk are identified by their role in the
functional model. The functional modeling will be performed using Vitech’s CORE
software. A Functional Flow Block diagram can then be created to show the
infrastructure (main roadways, hospitals, elderly care facilities, power and
communications centers) that might be threatened in the disaster. At this point this study
has duplicated Eveleigh’s findings in regards to establishing the linkage of objects in
geospace to systems engineering functional models. The next few steps will show how
this study further developed the model. First, an operational activity model of response
was created to show what essential operations would be used in a disaster. Second, an
operational node model of response would tie in a location with the response activity.
Third, this study allocated operational activities to open nodes in order to designate
locations that will support operations as we move through the disaster process. Fourth,
the operational nodes are located in the same GIS as the system components to provide
spatial awareness. Fifth, allocate the operational activities to the disaster system functions
that have been degraded by the disaster. Sixth, progress through the disaster sequence and
the model interplay to identify changes. And finally, where ISR would improve the

operational response is noted.

3.3.1 DoDAF Review

The architecture method chosen for this study is an adaptation of the DoD’s
Architecture Framework (DoDAF). This study adapted the DoDAF viewpoint structure

to show the linkage between the operational context and the system context and how they
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relate to ISR input. DODAF began in the early 1990’s due to a focus on Joint and
Multinational Operations, see Figure 3-5 below. Note that Figure 3-5 was created in 2008
and has been modified to show current versions. In 1996, the architecture framework that
evolved was Command, Control, Communications, Computers, Intelligence, Surveillance
and Reconnaissance (C4ISR) version 1.0. After C4ISR version 2.0 was introduced, a
need to broaden the architecture applicability beyond just the C4ISR community was
recognized. [81] DoDAF version 1.0 was introduced in 2003 and was subsequently
revised on nearly a yearly basis to its present form, DoDAF 2.0. By DoDAF v1.5 the
focus changed for driving the development of architectural products to architectural
models. “DoDAF v1.5 begins to transition its focus away from architecture products
(“product-centric”) as seen in v1.0 and aims toward a greater emphasis on architecture
data (“data-centric”).” [81] Designs based on DoDAF utilize a series of viewpoints to
develop a commonality for interrelationships between systems/service functions,
operational activities, operational nodes, data and information objects, technical
standards, rules, policies, timelines, and a number of project and development artifacts.
These can be used to develop measures for determining the impact on the operational
mission and task effectiveness. [81] Three viewpoints central to this study are the
Operational, Systems, and Technical Standards Viewpoints, see Figure 3-7. Levis (2004)
introduced a process model that can be found in Figure 3-8. This diagram identifies how
an iterative process takes place between the systems architecture view and the operational
architecture view. “The operational view expresses the functional requirements that are

then satisfied by construction in the systems architecture view.” [82] This study will
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Figure 3-5 Evolution of DoDAF adapted from [81]

not be looking at the Technical Standards View. While this view provides guidelines for
engineering specifications and technical standards needed for the overall system, this
study will concentrate on the operational and system views. In line with the Architecture
Design iteration described above, the system and operational views will each have

functional and physical attributes that will interact during disasters.

3.3.2 Simplified DoDAF

With the second part of the hypothesis we chose a simplified DoDAF viewpoint as a
means to describe the disaster progression while adding a visualization of the progress.

Modeling with HAZUS-MH for flooding and following Eveleigh’s approach of tying
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functionality to physical locations allowed us to identify infrastructural elements

providing essential functionality in danger of flood inundation that should be targeted for

ISR monitoring. When ISR is incorporated into the modeling process, the resulting

architecture framework is shown in Figure 3-6. This study adapted the DoDAF viewpoint

structure to show the linkage between the operational context and the system context and
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Figure 3-6 Simplified DoDAF Architecture

how they relate to ISR input. However, for disaster response, a new paradigm on the

DoDAF architecture emerged. System views will describe the systems within the

community or region involved in the disaster. Within that system, a system physical view

contains the physical features that make up the region which are elements that can

provide an actual service. The system functional view models the functions of those
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features. The operational views represent the emergency management system and its
attributes within a functional (operational activities) and physical (operational nodes)
response to the disaster. The operational activity model will show what the emergency
management response activities could be. And the operational node model will identify
the ‘who’ and the ‘where’ of the response. The ISR input for the functional views will
provide information on the degradation of system element functionality and of disaster
response. Lastly, the ISR input for the physical views will provide status of community
physical elements, damage assessments and timely updates for determining physical

elements in danger of rising flood waters.
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Figure 3-7 DoDAF Views with Linkages [81]
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Chapter 4: Results

4.1 A New Framework

The combined model proposed by Eveleigh [14] explored physical effects from
disasters and their impact on both the physical and functional architecture of a
community system. A natural extension for the combined model was to provide a
dynamic capability to the DM decision makers using ISR. This study developed the
framework for an ISR enabled EOC in order to assist us in the search for a dynamic
feedback capability and to show how ISR and DM could be configured. ISR has been
used in conjunction with previous disasters but only as a tool, not treated as a system to

be integrated into the DM system. “At the operational level, the ISR community did not
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have an ISR plan ready to rapidly provide damage assessments following a catastrophic
natural disaster within the United States.” [2, 5, 83] The ISR enabled framework provided
us a high level basis to search further into the dynamic aspect. The proposed framework
allowed us to identify how this study could add in the feedback of focused ISR
information into the decision making process. Even though feedback with the EOC/IC
may currently occur through interactions with police and fire crews in the field, that
method is not as efficient as utilizing ISR. Not to mention that personnel and equipment
in the field during disasters are a premium and need to be focused on their particular
tasking. ISR will provide the feedback on specific ‘targeted’ points of interest that will
require timely observation, keep infrastructure GIS content current, and confirm the
ongoing effects of a natural hazard. A good example for this can be seen in the Gulf

Coast oil spill.

4.2 Discussion on the Simplified DoDAF Perspective

Using a systems engineering modeling methodology, this study has developed
architecture for incorporating ISR into DM. The simplified DoDAF viewpoints will allow
us to “move away from looking at isolated situations and their causes, and start to look at
the disaster system as a system made up of interacting parts.” [66] Incorporating all the
DoDAF views for this study will only cloud the issue and will fail to provide the clarity
needed for anyone to understand the direction of this study. Utilizing a systems
engineering approach and a simplified DoDAF architecture allowed for a clearer view of

the system functionality. Eisner has stated that “the architectural design is usually
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performed at a ‘functional’ level.” [74] When reviewing the simplified DoDAF

architecture we start in the lower right quadrant and move counter clockwise through the

four separate views, see Figure 4-1. When a disaster strikes a community, the system

physical view in the lower right quadrant will be impacted first. As the physical elements

become damaged we follow view linkages to DM functions allocated to the physical

elements and can assess functional damage to the community DM systems. This can be
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Figure 4-1 Simplified DoDAF Architecture Guide

seen in road networks being damaged which will then

the system of features that provide evacuation. By observation, evacuation corridors can

be identified for the designated subject area in the example shown in Figure 4-2. Other

physical elements are identified that will have links to
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infrastructure. These points include school facilities that could provide shelter services,
bridges that provide access across roadway gaps, police and fire stations for emergency

response, hospitals for public health concerns, and airstrips for air freight supplies/search

Figure 4-2 System Physical View in GIS

and rescue operations. Specific infrastructure nodes have been identified in the mitigation
phase of disaster preparedness. These nodes will now become targets of interest for ISR
surveillance. If the DM plan requires the use of certain system functionalities to maintain
that capability throughout the disaster, then feedback in the form of actual damage or a
growing threat of damage will be instrumental for future decisions. Figure 4-3 will show
some targets of interest, which if lost, will hinder recovery operations and pose possible

health risks to the population, such as hazardous material storage, potable water facilities,
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wastewater facilities, a power plant, and an oil refinery. Also, a choke point is forming
north of the hospital due to rising flood waters. An evacuation of the hospital by roadway
will need to negotiate hazardous material storage as well as flood waters. Figure 4-4

provides a partial entity relationship (ER) diagram showing the community system

Figure 4-3 Flood Inundation and Targets of Interest

physical components providing functionality for the DM system. When we moved
counterclockwise in the model to the System Functional View, the functionality observed
by the system components can be shown by the enhanced function flow block diagram
(EFFBD) in Figure 4-5. The EFFBD identifies the instances that trigger a functional

response, from the identified component, in order to satisfy the designated requirement.
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An example of the hierarchy showing the system component with its functionality and
requirement can be seen as a hierarchy diagram for sheltering in Figure 4-6. The shelter
diagram also identifies an issue that could impact the sheltering functionality which is
accessibility. The nearest shelter could be just down the street from your neighborhood,
but if it is inaccessible, the shelter cannot fully perform its intended function. As the
community system becomes inundated and physical damage increases, the triggers such
as leaking hazardous material facilities and structure fires will rise in occurrence over a
broad area depending on the type of disaster. By observation in Figures 4-7 and 4-8, the
flood water has risen to the point of closing Main Supply Route 2 and threatening Main

Supply Route 1. All inhabitants and DM personnel working in the peninsula area could

R.1.1.1

Shelter

Requirement

I

[basis of

F.6

Shelter

Function

|performed by |performed by
SP.4.1 SP.4.2

Convention
Center

Schools

Component Component

Figure 4-6 Hierarchy diagram for Sheltering

be cut off from ground vehicle transportation access. Airborne (or waterborne) assets will
be needed to perform future movements and a helicopter landing zone has been identified

in the soon to be cut off region. ISR assets could be used to loiter over the last remaining
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main supply route (MSR) and provide timely feedback to the DM teams/decision makers.
Without the over watch capability, personnel and equipment will be pulled out hours in
advance as a safety precaution. This will prevent sending personnel out to each potential
choke point in order to just sit, observe and report as the waters rise. Personnel numbers
will be at a premium and should be employed in a much more productive way. With the
capability to loiter over a target for extended periods of time, the UAV is well suited for
this tasking. UAVs could potentially provide imagery (including radar) and real time
information to ground crews as to when they must leave to prevent being trapped. With
this feedback, the important and necessary work conducted by the ground teams can
continue until the last possible moment. Damage assessments, performed by ISR, for the
potable water stations can be conducted to determine equipment and personnel
restoration needs. Hazardous material sites can be observed for possible damage and or
leakage of material. As identified in Figure 4-3 above, a possible choke point is forming
north of the hospital. To evacuate the hospital and prevent a cut off situation, two
hazardous material sites will have to be negotiated by ground movement. Information
provided by ISR as to the damage and containment of the material will be very important

to evacuation personnel.

So far this study has shown the community system components in the physical view
(bottom right quadrant) of the simplified DoDAF model using GIS and modeled their
functionality (top right quadrant) using CORE. We will now continue in the counter

clockwise cycle and look at the top left quadrant for the DM functional response.
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In the upper left quadrant, the emergency functional response will respond to the
community functional damage. An example of this is simply the emergency response
system responding to the community ‘system” functional needs. An ER diagram for the
DM Response is shown in Figure 4-9. When inputs and triggers are linked with the
functional response, the EFFBD as shown in Figure 4-10 can illustrate the relationships.
For readability the triggers have been color coded yellow and inputs are in grey.
Examples of the inputs can be seen as requests for equipment, supplies, and manpower
that go to the Perform Incident Command activity. Such requests will be balanced against

other requirements and/or requests received at the EOC and the priorities that have
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Figure 4-8 Possible Functional Degradation

been established based on the current and/or future state of the system functionality.
Severely damaged areas may be locked down with an entrance control to prevent
evacuated personnel from returning to an area that may be considered unsafe. This will
also help prevent unauthorized people from entering the area for purposes such as
looting. In areas of severe flooding where inhabitants are trapped or cut off from
evacuation, search and rescue teams could be employed. ISR resources can be employed
to cover large geographic areas and provide this much needed information in a relatively
quick time frame in lieu of mobile ground teams being committed to search possible

areas. Economy of resources is a prime directive. As the system functionality
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degrades, emergency services will degrade as well. Personnel and equipment will be
stretched to its operational limits but the emergency service needs will outpace the ability
to respond. Also, equipment may not be able to access the emergency location due to
damaged traffic networks, high water, and downed power lines. The EOC functional
response will be able to pull resources from areas outside of the damaged region in order

to back fill or assist system functional units.

Based on the emergency functional response, we move to the lower left quadrant
to determine asset response, i.e. specific teams and equipment that will support the
functional response. In other words, if the functional response requires fire suppression

then the physical response will likely be allocated to firefighters and fire trucks. See
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Figure 4-11 EOC Physical Architecture Diagram

Figures 4-9 and 4-11 for the operational functional and physical architecture. For ISR
imagery analysis support, state National Guard assets will be available under the state

agency capability. Subject matter experts will be needed to provide detailed information
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and guidance to the DM personnel and leadership. In Figure 4-11, the architecture
identified weather as an area for a subject matter expert need. This should go without
saying. HAZMAT requirements will need to be understood for the materials present. This
would include airborne dangers, health effects when people come in contact with the
hazard, possible reactions with other elements, and flammability. Building structural
information will be needed for structures such as bridges or tunnels that may have been
damaged or will need to be inspected prior to being placed back in service. Nuclear,
Biological, Chemical (NBC) expertise could come into play for chemical plants or
storage facilities as well as possible anti-terrorism concerns in support of homeland
security. The specific area of expertise needed will depend on the type of damage or
disaster being faced. For a view of the operational activities in this quadrant see Figure 4-
12. This EFFBD will represent the functional flow of, and ISR need, for the EOC.
Figures 4-3 and 4-8 spatially identified information needs in order to assess disaster
system functionality. These needs include damage assessment of bridges, HAZMAT
facilities, potable water facilities, and an oil refinery. Other inputs to the EOC include a
request for a search and rescue (SAR) mission and over watch an MSR for possible flood
water closure. These inputs will go to the EOC and a target list will be created. The target
list will be evaluated and prioritized based on the system requirements and personnel
safety concerns. The prioritized target list will then be evaluated by the incident
command and the ISR LNO to identify the actual targets that will go forward as an ISR
mission. There will be numerous ISR requests but due to time constraints and equipment
availability only a certain number of targets may be authorized for collection. The ISR

mission will then be forwarded to the Air National Guard ISR unit tasked to support the
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emergency. The Air Guard squadron will take the mission tasking and determine the
sensor needed to satisfy the required target information. This can be seen through the
requirement of structural damage assessment, and the tasking of a radar sensor. The radar
sensor can obtain imagery in low visibility due to clouds or smoke but will be a poor
choice for use in identifying object details or features. The sensor choice may drive the
platform choice due to sensor availability on designated platforms. While the sensor and
platform decisions are being made, a mission target deck will be finalized and necessary
communications links will be created. Multiple platforms are chosen due to various
mission taskings. Full motion video (FMV) will be utilized to perform the over watch
mission, thermal imaging will be used for the SAR mission, and electro-optical imagery
will be used for the damage assessment missions. Using the communications links, the
imagery will be transferred to the imagery analyst location for fusion with other data and
analysis. The FMV over watch analyst will be in communication with the ground crews
they are supporting as well as the incident command for situational awareness. When the
fusion of information takes place, the analysts conducting the damage assessment are
able to develop answers to the questions posed by the EOC when the target deck was
created and the ISR mission authorized. The results are then forwarded to the EOC for

evaluation and determination if further action is required on any of the observed facilities.

We then move back across to the lower right community ‘system’ physical view. The
response physical elements are tied to the community ‘system’ physical view through the
asset and team physical location within the community. The fire and rescue equipment
brought in from outside the damaged area could be co-located with existing equipment

and personnel within the system physical view. If the system physical location is itself
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damaged or considered unsafe, the equipment could be staged in an area that is as close
as possible to the damaged area. Specialized teams due could be dispatched to designated
facilities for structural inspection, HAZMAT containment, or search and rescue missions.
Imagery analysis personnel will establish team(s) at airstrips for video camera operation
onboard designated aircraft. These teams will provide real time full motion video (FMV)
and still imagery for analysis and EOC situational awareness. The imagery analysts could
operationally be located at any location where electrical power, communications, and
internet access is provided. Ideally this would be in close proximity to the EOC to

promote a team environment and create a synergistic approach.

The counter clockwise spiral will continue to move through the quadrants in a
tightening loop enabled by ISR feedback. The ISR feedback will provide timely analysis
of the damaged element functionalities, in the response phase and through the recovery
phase, of the physical elements. In the above discussion this study has been working in
the response phase and utilizing ISR. This is in contrast to the research conducted by
Eveleigh (2006) which focused on the ability to assist DM in the planning and mitigation
phases. The ability to identify risks and hazards to system functionality associated to
disaster inundation. The tightening counter clockwise loop will occur as we begin to
refine the list of ‘unknowns’ and slowly turn the list into ‘answers’. Having the latest
information and a real time scope of the current disaster, to include areas of expanding
inundation, will create a new dynamic in the EOC decision making process. As the
damaged region moves into the recovery phase the counter clockwise loop will continue

to move. Flood waters will begin to recede and communities that have been closed
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off will open to ground traffic and improved access by recovery teams. Imagery analysis
of designated areas can provide maps and accurate time lines to allow pre-staging of
personnel and equipment in order to keep a momentum and a timely re-entry into the
area. In severely damaged areas that have been closed or excluded, ISR could continue to
provide over watch during limited visibility hours to notify law enforcement of possible
looting activity or persons in distress. In each of the events mentioned above, this study
has taken a system physical view with a correlation to a functional need and moving

through a functional and physical response to satisfy the requirement.

Chapter 5: Conclusion

This study has shown that the addition of ISR to the disaster management system and
decision making process could provide the dynamic facet needed for real time feedback
modeling. Little evidence exists that the ISR community and the disaster management
community have developed any meaningful pre-planning for working together. The
proposed ISR enabled EOC framework is useful to visualize how the ISR system can be
merged with the disaster management system to create a new combined system that will
influence disaster management decision makers through increased sensitivity and agility.
The feedback provided by ISR will supply the needed information to support decisions

being made and decisions still to be made.

While ISR may have been used in previous disaster responses, the planning and

coordination needed to effectively merge the two systems fell short. This study has also

77



shown how the establishment of a systems engineering architecture model, utilizing
simplified DoDAF perspectives, can employ ISR into the disaster management system.
The research and this study has shown that this will assist the disaster management
community to understand the complex relationships that exist between the ISR
community, decision makers, and the physical/functional architecture during and after a

disaster.

5.1 Conclusions with respect to the Hypothesis

The first part of the hypothesis identified in this study was to determine if the
system of Intelligence Surveillance and Reconnaissance (ISR) could be used in
conjunction with the Emergency Management System and create a new dynamic system
environment. The second part of the hypothesis was that the new dynamic system could
be modeled and effectively explained using a simplified DoDAF viewpoint structure.
This study has shown how ISR could be combined with the Emergency Management
System using the proposed ISR enabled EOC framework and we have created
hypothetical models of the simplified DoDAF viewpoint structure. The results indicate
that the hypothesis is acceptable and examples are provided showing the linkages
between the community physical features and their functionality in a disaster
environment. This study has also shown how the loss of disaster system functionality is
tied to the EOC functional response activities with allocated physical response assets
resulting in an architectural spiral. However, the utilization of ISR in this model provides

for a tightening of the spiral due to the purposeful monitoring of the disaster system’s
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physical breakdown and recovery. The feedback provided by ISR gives the EOC the
dynamic capability and situational awareness needed for a decision making process in a

very fluid and chaotic environment.

5.2 Further Research Needed

The modeling in this study has been performed utilizing hypothetical situations. A
true understanding of the system combination of ISR and emergency management can
only come through real world teaming and exercises during the mitigation phase or
during actual disasters. Preferably the former than the latter, however, creating scenarios
and conducting exercises will be a proper test of the combination. The scenarios should

include events in the response phase as well as the recovery phase.

This study was performed at an architectural high level. According to Eisner, the first
step in the systems engineering process is identifying the architecture. The next step will
be at the subsystem level. Additional work could be performed to identify the hardware,
software, and human engineering components needed for this architecture, to include

identifying gaps in the seams of the combined organization that will need to be bridged.
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