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Abstract of Praxis 

 

Leveraging Machine Learning for Anomaly Detection and Pattern Recognition in 

IoT Forensics 

    

  In modern days Internet of Things (IoT) devices are multiplying at an exponential 

rate, the amount of data being generated through these devices is also increasing rapidly 

(Atzori et al., 2010). In the coming years the security threats created by IoT devices will 

be overwhelming. IoT devices are vulnerable to security threats, including but not limited 

to data breaches, unauthorized access, and malware attacks (Sicari et al., 2015). This 

study investigates how machine learning can help detect and decipher these dangers in 

the enormous space of IoT data. 

This study examines the use of unsupervised machine learning techniques to 

detect anomalies and recognize patterns that indicate cyber threats automatically, without 

pre-defined labels or training data. We will explore clustering algorithms such as the K-

Means, Density-Based Spatial Clustering of Applications with Noise (DBSCAN), 

MiniBatchKMeans, Gaussian Mixture Models (GMM), and Balanced Iterative Reducing 

and Clustering using Hierarchies (BIRCH). Autoencoders and Principal Component 

Analysis (PCA) algorithms are used to assess their efficiency in differentiating among 

large, heterogeneous datasets and spotting anomalies which could assist in a security 

breach.  

This research will be able to assist experts in cyber-crime investigation in 

identifying malicious devices from a given IoT network. These results may set the stage 

for future possibilities and the development of more real-time, adaptive security functions 

for the ever-growing and changing IoT device universe. 
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Chapter 1ðIntroduction  

 

1.1 Background 

The Internet of Things (IoT) has revolutionized the way the world interacts with 

technology, seamlessly connecting billions of devices, sensors, and systems across 

various domains such as smart homes, healthcare, transportation, and industrial 

automation. By 2030, it is expected that over 500 billion devices will be connected to the 

Internet, generating unprecedented amounts of data (Evans, 2011). While the promise of 

IoT is immense, enabling smarter and more efficient systems, it has also introduced 

significant challenges, particularly in the realm of cybersecurity and data management 

(Alenezi et al., 2019). 

The same features that grant stunning capabilities to IoT, such as connectivity, 

omnipresence, and autonomy, also confer a wide variety of threats. The IoT devices 

themselves offer minimal security, and the lack of centralization adds greater risk of 

breaches, unauthorized access, and malware (Sicari et al., 2015). An example is the 

Distributed Denial-of-Service (DDoS) attacks launched by the Mirai botnet which shows 

the level of vulnerability IoT networks can face (Antonakakis et al. 2017). Advanced 

security mechanisms are required to protect IoT infrastructure, due to these 4 

vulnerabilities.  

Keeping this in mind, IoT forensics is an area which focuses on the identification, 

investigation and mitigation of breaches. Picking through huge amounts of different kinds 

of data from many devices to find suspicious and malicious activity is called forensic 

investigation in an IoT system. Nonetheless, high volumes of data make traditional 
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forensic methodologies insufficient due to the sophisticated nature of cyber-attacks. 

Furthermore, the distributed and unstructured nature of IoT data poses additional 

challenges to traditional investigations because it makes things unplanned in nature 

(Conti et al., 2018).  

In light of these challenges, Machine Learning (ML) has started to receive a fair 

amount of attention as an area that can help improve IoT forensics. Unsupervised 

machine learning provides effective tools to detect anomalies and recognize patterns 

without the use of labels (Zhang et al., 2021). Unsupervised learning systems donôt need 

multiple attack signatures to detect attacks even on an unknown system. They can detect 

abnormal behavior on an IoT network without prior knowledge of the network, a very 

useful tool (Alazab et al., 2020). 

IoT Camera

IoT Sensor

IoT Door lock

Data Aggregation 

Feature 
Extraction

Normalization

Iot 

Environment

Data Collection &

Preprocessing

Unsupervised 

Machine Learning

K-Means

DBSCAN

Autoencoders

Anomaly 
Detection 

Pattern 
Recognition 

Incident Reports 

IoT Forensic Pipeline

IoT Forensics

 

Figure 1: IoT Forensic Pipeline (Ferrag et al, 2020) 
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As shown above in Figure 1, which is recreated from (Ferrag et al, 2020), the 

workflow examined in this study is presented. IoT devices continuously generate data 

streams which make preprocessing them relevant for ensuring quality and compatibility. 

The data is then used in unsupervised learning models, such as K-Means, DBSCAN, 

Autoencoders, to carry out anomaly detection and find latent patterns. The output assists 

forensic investigation by revealing abnormal or malicious actions in IoT environments.  

The research studies the application of ML especially unsupervised learning 

algorithms for improving the accuracy and efficiency of anomaly detection and pattern 

recognition in IoT forensics. Through the assessment of essential algorithms such as K-

Means, Density-Based Spatial Clustering of Applications with Noise (DBSCAN), 

MiniBatchKMeans, Gaussian Mixture Models (GMM), Balanced Iterative Reducing and 

Clustering using Hierarchies (BIRCH), Autoencoders, and Principal Component Analysis 

(PCA), this study would not only ascertain the suitable algorithms for detecting hidden 

threats in IoT data patterns, but also to attain performance metrics better than previous 

research benchmarks. This research is likely to lead to mechanisms that are more 

scalable, adaptive, and robust for ensuring the security of IoT infrastructures in the 

coming years. 

Besides IoT Forensics, Unsupervised Learning algorithms have a broad range of 

applicability in Cybersecurity and Forensics. In Figure 2, recreated from Garcia et al. 

(2014) shows the various fields in which unsupervised learning algorithms are applied. In 

forensics and cyber security, tasks such as botnet activity identification, malicious 

behavior analysis, and fraud detection are supported by clustering, anomaly detection, 

and pattern mining techniques. Itôs clear that these methods play an important role in 
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preventive defense and investigative work which are examples of Unsupervised Learning 

(Garcia et al, 2014). 

Spam and 
Phishing 

Detection

$

Fraud and 
Financial Forensics

Log Analysis
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Malware 
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Analysis

Unsupervised 
Machine Learning

Network 
Intrusion 
Detection

 

Figure 2: Applications for Unsupervised Learning (Garcia et al, 2014) 

1.2 Research Motivation 

 As millions of devices get connected to the internet from everywhere, it is 

obvious that Internet of Things is witnessing huge growth. It has changed our industries, 

homes, as well as cities. IoT devices are integrated into modern infrastructures, from 

smart homes to industrial systems. Nonetheless, a critical downside to this connective 

capability is the increase threats to security. Cybercriminals increasingly exploit 
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weaknesses in IoT networks, launching attacks ranging from data breaches to 

unauthorized access and DDoS incidents. Due to their complexity and scale, IoT 

ecosystems make attractive targets for attackers. For example, the Mirai botnet attack 

which incapacitated significant parts of the global internet (Antonakakis et al. 2017).  

Traditional security measures are insufficient due to IoT network growth. Rule-

based Intrusion Detection Systems (RB-IDS) depend on signatures of known attacks and 

are ineffective in detecting new attacks. Also, IoT data pose various challenges as they 

generate a lot of demand for objects that are scalable and adaptable. As this security gap 

continues to widen, there is a growing need for advanced technologies that can 

autonomously sift through large datasets and detect patterns or anomalies that people 

might miss.  

Unsupervised Learning offers a promising way forward in detecting anomalies in 

data. The libraries used in such methods can detect abnormal patterns or behavior in data 

without prior knowledge of the existence of the attack. The unsupervised learning in it 

can automatically learn the new threats and adapt accordingly. Thus, making it a 

powerful tool for IoT Forensics.  

The motivation of this research is related to new methods that are data driven for 

protecting the IoT ecosystem. Present studies have shown that machine learning can offer 

serious potential for cybersecurity. However, few studies have delivered substance to the 

issues posed by big data analytics in the area of IoT forensics.  

The growing awareness that the IoT networks are changing all the time carries 

with it numerous potential attack vectors. Machine learning techniques can adapt and 

scale as threats evolve, offering a sustainable solution. This paper aims to show that 
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unsupervised learning can improve the detection accuracy and efficiency of IoT forensics 

which will future smart solutions against cyber threats.  

1.3 Problem Statement 

Forensic investigators struggle with analyzing the vast, diverse data from IoT 

sensors. By 2030, 500 billion devices will be linked up to the Internet, significantly 

increasing the risk of cyber threats (Alenezi et al., 2019).  

Due to the high volume and variety of data generated by IoT devices, challenges 

in IoT Forensics arise. The data often overwhelms conventional data collection and 

processing methods.  

As a result, advanced analytics might be required to conduct forensic analysis of 

IoT data which includes big data processing techniques and even the use of machine 

learning for critical evidence to be identified, analyzed and used. 

1.4 Thesis Statement 

An unsupervised machine learning solution for forensic analysis of IoT devices to 

enhance the effectiveness and accuracy of cybersecurity investigations.  

The growing use of IoT devices in critical infrastructures, smart homes, and 

industrial systems has changed the technological landscape while simultaneously 

presenting cybercriminals with a rising surface attack. Traditional forensic analysis 

techniques have failed to keep pace with the dynamic, large-scale, and heterogeneous 

nature of IoT environments. According to forensic analysis, frequently associated with 

the detection of cyber threats after already placed, there is an increasing need for a more 

advanced and adaptive tool to process IoT-generated big data. 
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This research proposes an Unsupervised ML approach for the forensic analysis of 

IoT devices to support cybersecurity forensic activities. Forensic experts, law 

enforcement, and cyber security experts will be able to use this predictive model for their 

investigations. Using ML (Machine Learning) techniques, the predictive model will 

tackle the difficulties with IoT devices and increase efficiency alongside saving time for 

forensic investigations.   

1.5 Research Objectives 

The main objective of this research is to develop an effective and interpretable 

unsupervised machine learning framework for anomaly detection and pattern recognition 

from IoT forensic datasets. The widespread popularity of using Internet of Things (IoT) 

devices has led to a number of cybersecurity risks and threats. This research will 

contribute to digital forensics by improving the ability to detect, investigate and interpret 

anomalous behavior without labelled data. The specific objectives include: 

Objective 1: To identify the obstacles in detecting anomalies from IoT forensic 

data. This is an analysis of the nature of IoT data, including their high volume, 

heterogeneity, and the lack of labeled forensic datasets. By understanding these 

challenges, we will have a base for designing suitable machine learning models. 

Objective 2: To select and filter relevant IoT forensic datasets for modelling. We 

will perform Data Pre-Processing like cleaning, normalization, feature engineering, etc., 

so we can enhance the quality and relevance of the data and make the anomaly detection 

more accurate. 

Objective 3: To use unsupervised machine learning algorithms to identify anomalies and 

hidden patterns. We will use K-Means, DBSCAN, GMM, MiniBatchKMeans, and 
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BIRCH to model this data. Their performance in detecting anomalous patterns will be 

assessed critically.  

Objective 4: To assess the performance of different unsupervised algorithms using 

cluster validation measures and compare them. The quality of clustering and anomaly 

detection results will be assessed using metrics like the Silhouette Score, DaviesïBouldin 

Index, and a visual analysis. 

Objective 5: To suggest recommendations to forensic investigators on using 

machine learning for anomaly detection in IoT systems. After seeing the results, this 

research will develop guidelines for embedding the unsupervised learning algorithms into 

digital forensics, especially in IoT context. 

1.6 Research Questions and Hypotheses 

The following questions served as the basis of this research project: 

 RQ1: Can machine learning classifiers under unsupervised learning outperform 

current benchmark research and achieve a Silhouette score higher than 0.84? (equivalent 

to 84% of the maximum possible value)? 

 RQ2: Which unsupervised anomaly detection techniques, when applied to IoT 

forensics data, most effectively identify cyber threats, as evaluated using Accuracy? 

RQ3: Which Dimensionality Reduction Method among Principal Component 

Analysis (PCA) or Autoencoders is the most effective in revealing hidden threat patterns 

within IoT forensics data?  

The following hypotheses served as the basis of this research project: 
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 H1: Unsupervised machine learning classifiers, such as K-Means and DBSCAN, 

will outperform current benchmark methods and achieve a Silhouette score higher than 

0.84 in detecting anomalies or patterns in IoT data. 

 H2: Unsupervised learning such as DBSCAN will outperform other techniques in 

detecting anomalous patterns in IoT forensics data, based on Silhouette scores. 

 H3: Autoencoders will reveal hidden threat patterns in IoT forensics data more 

effectively than Principal Component Analysis (PCA). 

1.7 Scope of Research 

The focus of this study is to enhance the detection of anomalies and cyber-attacks, 

in IoT forensic data, using unsupervised ML methods. In order to analyze this large and 

heterogeneous dataset, we will use clustering; K-Means, DBSCAN, anomaly detection 

Autoencoders, and PCA for dimensionality reduction methods. The deliverables will 

include a comparative study of the performance of the algorithms along with 

recommendations for machine learning-based security in IoT networks.  

1.8 Research Limitations  

While this research aims to improve the use of unsupervised machine learning for 

anomaly detection and patterns recognition during IoT forensic investigations, there are 

some internal limitations, which affect the scope and result of the research. One of the 

most significant limitations is the lack of authentic datasets for IoT forensic analysis. In 

practical situations, forensic datasets are often proprietary, sensitive, and made available 

through strict confidentiality agreements that safeguard the privacy of individuals and 

organizations.  
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Consequently, there is a severe lack of access to quality real-world IoT forensic 

data. To mitigate this limitation, we resort to some widely referenced public datasets such 

as Bot-IoT, IoT-HealthCare, TON-IoT, NSL-KDD. Although these datasets may be 

useful for academic experimentation, it must be noted that they are mostly generated 

from simulated environments, and not through natural real-world breaches or incidents. 

Therefore, the results might not be able to capture the realities of the crime scene which 

are untidy, unpredictable or volatile. This limits the external validity and generalizability 

of the data.  

Another major limitation relates to the nature of the datasets. Synthetic datasets 

are useful for assessment of machine learning models, but they do not have noise, 

inconsistencies and artifacts present in real forensic datasets. The proposed methods may 

not work as well in operational forensic environments so future studies validating their 

effectiveness are required with authentic case data.  

In addition, the model performance evaluation in this study mainly relies on the 

internal cluster validation indices such as the Silhouette Score and Davies-Bouldin Index. 

These metrics are standard for the quality assessment of a cluster, but they are only an 

indirect measure of the forensic utility of detected anomalies. While they evaluate factors 

like cluster compactness and separation, they do not explicitly assess model operational 

effectiveness, namely, production of actionable forensic insight. Due to the development 

being unsupervised and lacking external validation, it is not possible to measure the 

success of the model quantitatively with a given ground truth or forensic reference. 

Limitations in computation are also a concern. The high amount of data from the Internet 
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of Things (IoT), especially Bot-IoT and TON-IoT, place a heavy load on computing 

systems.  

Even though we optimized the data processing pipelines and used memory-

friendly techniques, the model processes were constrained by the available system 

memory and power. Sometimes, the analysis was limited because it was necessary to 

sample the datasets or reduce the feature dimensionality. The limitations imposed on this 

experiment were overcome, but they still had some impact on the experimentôs 

magnitude.  

Moreover, the research is inherently focused on post-event forensic analysis 

rather than real-time detection systems. While anomaly detection plays a vital role in 

proactive cybersecurity defense, the models developed and evaluated in this study are 

intended for retrospective forensic examination rather than for immediate response to 

ongoing attacks. As such, the findings are most applicable to forensic investigations 

conducted after an incident has occurred, and they may not directly translate to live 

monitoring environments that require near-instantaneous detection and alerting. 

 Despite these limitations, the research is positioned to make a valuable 

contribution by demonstrating the feasibility, advantages, and challenges of applying 

unsupervised machine learning in IoT forensic contexts. Recognizing these limitations 

ensures a balanced and realistic interpretation of the results and provides a foundation for 

future research endeavors aimed at addressing the identified gaps. 
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1.9 Organization of Praxis 

This praxis is organized into five chapters, each addressing key components of the 

research on leveraging unsupervised machine learning for anomaly detection and pattern 

recognition in IoT forensics. The chapters are structured as follows: 

Chapter 1: Introduction 

This chapter introduces the research topic, providing the background, motivation, 

and significance of the study. It outlines the problem statement, research questions, 

objectives, and the thesis statement. Additionally, an overview of the methodology and 

the structure of the praxis is presented. 

Chapter 2: Literature Review 

This chapter reviews the relevant literature on IoT forensics, challenges in 

cybersecurity in IoT environments, applicability of machine learning techniques 

especially unsupervised learning. This review will look at the previously done work on 

anomaly detection and pattern recognition. It will spell out the gap of the current work 

and the position of this work in the overall research map. 

Chapter 3: Methodology 

This studyôs research design and approach details in the methodology chapter. 

The selection of unsupervised machine learning algorithms such as K-Means, DBSCAN, 

GMM, MiniBatchKMeans, and BIRCH. This chapter also discusses how data is 

collected, pre-processed and evaluated, as well as how the models were tested.  

Chapter 4: Results 

The analysis and findings from the application of the selected machine learning 

models on IoT forensic datasets are presented in this chapter. The performance of each 
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algorithm is evaluated in detail. Clustering accuracy, scalability, and computational 

efficiency are all emphasized. The comparative results of the unsupervised models with 

the forensic methods are discussed, along with insights from the data. 

Chapter 5: Discussion and Conclusions 

The last chapter addresses the study's objectives and questions, as well as the 

implications of the findings. It interprets the findings in relation to the literature, 

highlighting the contributions of the research to IoT forensics. The chapter also outlines 

the limitations of the study and proposes recommendations for practical implementation. 

It concludes with suggestions for future research that could further enhance the role of 

machine learning in cybersecurity and IoT forensics.  
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Chapter 2ðLiterature Review 

2.1 Introduction  

The integration of machine learning techniques into cybersecurity has shown 

promising advancements, particularly in anomaly detection for forensic analysis of 

Internet of Things (IoT) devices. This literature review explores the state-of-the-art 

methods used in anomaly detection within IoT forensics, highlights key contributions, 

and identifies gaps that justify further exploration of unsupervised machine learning 

approaches. The increasing ubiquity of IoT devices necessitates enhanced detection 

mechanisms for identifying and mitigating malicious activity, which is crucial for 

improving cybersecurity efforts. 

The review is organized into several sections. As seen above, Section 2.1 

introduces this chapter. In Section 2.2 the theoretical background and core concepts 

related to anomaly detection, IoT forensics, and machine learning are introduced. Next, in 

Section 2.3 the current research on anomaly detection techniques, with an emphasis on 

both supervised and unsupervised learning, is discussed. In Section 2.4 we will discuss 

the datasets that are currently available for IoT Forensics Research. Section 2.5 will show 

the challenges in IoT Forensics Research. And in Section 2.6 the research gaps in IoT 

Forensics will be demonstrated. Finally, in Section 2.7 the summary and conclusion of 

the literature review will be presented.  

2.2 Fundamental Theories and Concepts 

This research is grounded in several fundamental theories and concepts that 

collectively inform the application of unsupervised machine learning techniques to 

anomaly detection and pattern recognition within IoT forensic analysis. A clear 
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understanding of these theoretical underpinnings is essential for contextualizing the 

research methodology, guiding model development, and interpreting the experimental 

results.  

2.2.1 Supervised Learning Approaches  

Supervised learning algorithms, which rely on labeled datasets to train predictive 

models, have been extensively applied to anomaly detection tasks in IoT networks. 

Techniques such as Support Vector Machines (SVM), Decision Trees, Random Forests, 

and Gradient Boosted Trees have demonstrated strong performance in identifying known 

attack patterns and classifying malicious behaviors with high accuracy (Aminanto et al., 

2021; Ding & Zhai, 2018). 

 

Figure 3: Performance of Supervised Algorithms (Aminanto et al., 2021) 

As seen in Figure 3, recreated from Aminanto et al. (2021), XGBoost outperforms 

Random Forest, SVM and Decision Tree models based on the evaluation score called F1 

Score.  Of these models, XGBoost had the highest F1-score of 0.92 which indicated a 

0.7 0.75 0.8 0.85 0.9 0.95

XGBoost

Random Forest

SVM

Decision Tree

XGBoost Random Forest SVM Decision Tree

F1-Score 0.92 0.88 0.85 0.78

Model Performance Comparison
F1-Scores (Higher is better)
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very good capability for detecting and classifying IoT security events correctly with very 

few false positives and false negatives (Aminanto et al., 2021). Random Forest also 

performed solidly with an F1-score of 0.88, indicating its reliable and strong resistance to 

overfitting. SVM, on the other hand, was able to achieve the same F1-score of 0.85. 

Thus, SVM performs well when the data has a high number of features. Further, itôs also 

quite capable of handling non-linear data. The Decision Tree model still proved effective, 

but it did provide us with the lowest F1 score of 0.78. This reveals that this model tends 

to overfit more easily than the others and, by itself, generates lower scores.  The findings 

presented in Table 2-1 show the apparent winner of supervised IoT anomaly detection 

task was ensemble method in the form of XGBoost and Random Forest. 

Table 1: Supervised Learning Algorithms for IoT Anomaly Detection (Aminanto et 

al., 2021) 

Algorithm  Strengths Weaknesses IoT Use Case 

Example 

Support Vector 

Machine 

(SVM) 

Handles high-

dimensional data; 

kernel tricks for non-

linearity 

Computationally 

expensive with large 

data 

Detecting DDoS 

attacks in network 

traffic 

Decision Trees Interpretable; handles 

mixed data types 

Prone to overfitting Identifying 

malware 

signatures 

Random Forest Robust to noise; 

reduces overfitting 

Less interpretable 

than single trees 

Insider threat 

detection 

Gradient 

Boosted Trees 

(XGBoost) 

High accuracy; feature 

importance scores 

Hyperparameter 

tuning complexity 

Zero-day attack 

classification 

Table 1 further emphasizes this trend, showing that while ensemble techniques 

excel in maximizing predictive accuracy, they are inherently dependent on substantial 

quantities of labeled training data. For example, Random Forest and XGBoost 

outperform simpler models in terms of F1-score and generalization ability; however, their 
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scalability is fundamentally constrained when the volume of labeled examples is limited 

or when new attack types emerge that were not represented in the original training sets 

(Ding & Zhai, 2018). 

The scarcity of labeled data in IoT environments presents a significant challenge 

to the continued effectiveness of supervised approaches. As illustrated in Figure 4 below, 

which is recreated from Chawala et al. (2019), a large majority, approximately 90%, of 

IoT data remains unlabeled, with only 10% comprising documented, categorized attack 

events. This imbalance not only creates what is often referred to as a ñlong-tailò problem 

but also severely limits the adaptability of supervised models to novel and evolving 

threats. Labeling this volume of data manually is not only impractical but also introduces 

delays and inconsistencies that undermine timely detection (Aminanto et al., 2021). 

90%

Composition of Typical IoT Security Datasets

Known Attacks 
(Labeled)

Unlabeled Data 
(Normal + Novel 

Attacks)

The άLong-Tail Problem
90% of IoT Data does not have labels.

 

Figure 4: Labeled vs. Unlabeled Data (Chawla et al., 2019) 

Although SVMs, Random Forests, and Gradient Boosted Trees work well to 

recognize established attack signatures, their reliance on curated data sets limits their 

capability to detect novel anomalies. With the expansion of IoT networks and further 
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diversification of their constituents, the volume and variety of unlabeled data are also 

expected to grow, marking a major limitation for classical supervised learning paradigms 

(Goodfellow et al., 2016). 

This shows that there is a need for unsupervised and semi-supervised learning 

techniques that do not require labeled examples. The unsupervised algorithms can 

independently expose hidden patterns, group similar behaviors, and detect Outliers that 

point to new threats. By combining the high accuracy of supervised classifiers with the 

adaptability of unsupervised techniques, IoT forensic investigation and anomaly detection 

can be enhanced. In fact, the development of more robust and scalable frameworks can be 

made possible. 

2.2.2 Unsupervised Learning Techniques  

As more researchers start to realize the usefulness of unsupervised learning 

models in anomaly detection for IoT forensics, their importance also becomes clear. This 

is especially true due to their ability to detect unknown structures in unlabeled datasets. 

In contrast to supervised learning, which relies on labeled data to train predictive models, 

unsupervised approaches autonomously identify latent patterns, correlations, and 

anomalies without the use of predefined labels (Goodfellow et al., 2016). This function is 

very important in forensics as attack data is scarce, inconsistent, or entirely non-existent, 

which is due to the growing threats and the development of the hardware used in IoT 

installations. 

According to Figure 5, recreated from Goodfellow et al. (2016), the unsupervised 

learning paradigm is a crucial concept and methodology for anomaly detection and 

pattern recognition for IoT forensics. Some basic techniques like clustering, density 
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estimation, and dimensionality reduction can help convert raw, unlabeled sensors and 

network data into useful information during forensic investigations and incident response 

(Chandola et al., 2009). By using these techniques, unsupervised models can 

automatically group similar events, highlight deviations from normal events, and flag 

non-typical behaviors without any prior knowledge. This ability allows for the creation of 

adaptive and scalable security approaches, as well as more resilient infrastructure; 

security approaches that are necessary for modern IoT systems (Aminanto et al., 2021). 

Supervised 
Learning

Unsupervised 
Learning

Input data points 
(e.g, Images of cats/dogs with 

clear labels)

Dataset

Model
(e.g, Neural Network 

trained to map input labes)

Output: 
Predictions

(e.g, άcatέ of άdogέύ

Unlabeled data points 
(e.g, diverse IoT sensor readings)

Algorithm 
(e.g, K-Means, DBSCAN)

Groups data into clusters based 
on similarity

Output: 
Discovered Patterns
(e.g, Clusters of Normal vs. 

Anomalous traffic)

Dataset

 

Figure 5: Supervised vs. Unsupervised Learning (Goodfellow et al., 2016) 
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Some of the most popular unsupervised methods include clustering algorithms 

such as K-Means, DBSCAN (Density-Based Spatial Clustering of Applications with 

Noise), Gaussian Mixture Models (GMM) and hierarchical clustering (Xu & Tian, 2015). 

The methods rely on principles of similarity, density, and distance to group data, while 

treating them as outliers for them to be anomalies. The IoT dataset has been modelled 

using Random Forest, KNN, and SVM algorithms. Each algorithm has its own strength 

and weaknesses. One of the most important advantages of K-Means is its low 

computational cost. K-Means clustering is easy to implement and can be used to perform 

a first exploration analysis on a data set. But its effectiveness can be limited by its 

sensitivity to the choice of initial centroids, the assumption of spherical cluster shapes, 

and the challenges in identifying clusters that exhibit irregular or non-convex geometries 

(Gan, Ma, & Wu, 2007). 

Unlike centroid-based approaches, density-based approaches such as DBSCAN 

and HDBSCAN solve some of their issues. Density-based clustering identifies clusters 

based on regions of high density separated by regions of low density (McInnes, Healy, 

and Astels, 2017). This feature allows them to automatically find clusters of different 

shapes and sizes, making them suitable for IoT traffic patterns that can often vary a lot. 

 Also, DBSCAN does classification into three parts which are core, border, noise, and 

normal behavior in finding potential anomalies. HDBSCAN extends this further by 

giving a hierarchy of clusters, providing more stability in parameter selection and 

increasing applicability for high-dimensional forensic data (McInnes et al., 2017). 

The Gaussian Mixture Models are also used but will be based on probabilistic 

modelling, which represents the data as a mixture of Gaussian distributions (Reynolds, 



21 

 

2009). By doing this, overlapping clusters are detected and each data point is assigned the 

probability of being in each cluster that is a soft clustering method. Forensic 

investigations would benefit from this probabilistic meaning, where uncertainty is already 

present in large-scale IoT telemetry analysis (Xu & Tian, 2015). For building smart 

systems through machine learning, hierarchical clustering will be useful. This method 

combines or splits clusters in a data set in a way that results in a dendrogram. 

Dendrogram is a diagram that shows the arrangements of the clusters. So, this method 

will help us get an understanding of the relationship of the points and the shape of the IoT 

behavior. Murtagh and Contreras (2012) gave details about this method. 

Recent studies indicate that these algorithms are useful for forensic analysis of 

IoT devices. DBSCAN applied on smart home network datasets achieved a significantly 

higher detection rate than the rule-based detection (Zhou et al., 2022).  The researchers 

showed how DBSCAN can respond to changing traffic profiles and correctly identify 

anomalous behavior that points to either an intrusion or a policy violation (Abeshu & 

Chilamkurti, 2018). Could you please help me in paraphrasing this ï Similarly, other 

studies have reported that GMMs and HDBSCAN offer an effective model for high-

dimensional IoT data with strong detection performance despite the absence of labeled 

ground truth (Murtagh & Contreras, 2012).  The findings show clustering methods to be 

key tools for the continuously changing and heterogeneous but usually unpredictable IoT 

ecosystem. 

Clustering theory is another underpinning of the research methodology. 

Clustering involves grouping a set of objects (or points) in such a way that those in the 

same group are more closely related than others (Xu & Wunsch 2005). The various 
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clustering algorithms have different assumptions. For example, K-Means presumes 

spherical cluster shapes as well as minimizes intra-cluster variance (MacQueen, 2013). 

Other examples include density-based algorithms like DBSCAN and HDBSCAN, which 

try to identify clusters of arbitrarily shape and withstand noise (Ester et al., 1996; 

Campello, Moulavi, & Sander, 2013). Clusters can be nested in a tree structure, 

dendrogram, allowing the user to not have to predefine the number of clusters. (Johnson, 

1967) It is essential to understand strengths and weaknesses of different clustering 

paradigms. This will help in applying the right model on IoT forensic data. Table 2 

briefly shows that Density-based algorithms (DBSCAN, HDBSCAN) are ideal for IoT 

forensic data as they are resilient to noise and can identify attack anomalies without 

presupposing cluster shapes. 

Table 2: Clustering Algorithms for IoT Anomaly Detection (Campello et al., 2013) 

Algorithm  Key Assumption Pros Cons 

K-Means Spherical clusters of 

equal size 

Fast, scalable Fails with non-linear 

structures 

DBSCAN Density-based 

clusters 

Robust to noise; no 

preset cluster count 

Struggles with 

varying densities 

HDBSCAN Hierarchical density 

clusters 

Automatic cluster 

selection 

Higher computational 

cost 

Hierarchical  Nested cluster 

relationships 

No need to specify *k*  O(n²) time 

complexity 

Anomaly Detection Theory serves as the cornerstone of this study. Anomaly 

detection involves identifying patterns in data that do not conform to expected behavior 

(Chandola, Banerjee, & Kumar, 2009). In the context of IoT forensics, anomalies can 

indicate unauthorized access, malware activity, insider threats, or system failures. 

Traditional anomaly detection methods rely on assumptions regarding the normal 

distribution of data; however, the dynamic and heterogeneous nature of IoT ecosystems 
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complicates these assumptions. Theories of anomaly detection emphasize the importance 

of learning the underlying structure of data without prior labeling, making unsupervised 

techniques highly relevant. Outliers and deviations from clusters formed by unsupervised 

learning algorithms are often interpreted as indicators of anomalous behavior, guiding 

forensic investigations toward potential security incidents. As seen below in Table 3 

Clustering-based methods (e.g., DBSCAN) are prioritized in IoT forensics due to their 

ability to detect unknown attack patterns without labeled training data, addressing the 

heterogeneity of IoT ecosystems. 

Table 3: Comparison of Anomaly Detection Techniques (Chandola et al., 2009) 

Method Strengths Weaknesses IoT Forensic 

Applicability  

Statistical Simple, 

interpretable 

Assumes normal 

distribution 

Limited (dynamic IoT 

data violates 

assumptions) 

Clustering-

based 

No labeled data 

needed 

Sensitive to parameter 

tuning 

High (e.g., DBSCAN 

for network intrusions) 

Deep 

Learning 

Handles high-

dimensional data 

Computationally 

expensive; "black-box" 

Useful for complex 

attack patterns 

IoT Forensics Concepts also form a critical backdrop for this study. IoT forensics 

extends traditional digital forensics to encompass data from networked smart devices, 

sensors, and embedded systems (Zawoad & Hasan, 2015). It involves collecting, 

preserving, analyzing, and presenting evidence from IoT environments in a manner that is 

admissible in legal or investigative contexts. Key concepts include Chain-of-Custody, 

data provenance, integrity verification, and the analysis of volatile, distributed, and 

heterogeneous sources of data. The forensic analysis of IoT data requires not only 

technical proficiency but also methodologies capable of adapting to the decentralized and 

highly dynamic nature of IoT ecosystems (Perumal et al., 2015).  
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The unpredictability of data creates difficulty in the context of IoT data streams 

when studying its information contents with the help of Information theoryôs concepts of 

entropy, noise, and information gain. Data that has a high level of entropy, or information 

with strange distributions in the datasets, may also be considered as a second indicator of 

an anomaly (Chilamkurti et al., 2018). Therefore, clustering-based techniques enhance 

the performance of the main methods used for developing areas of interest in forensics. 

The base theories and concepts provide this researchôs machine learning model 

design, implementation, and evaluation with proper intellectual scaffolding. This research 

draws upon an array of domains including anomaly detection, machine learning, 

clustering, forensic science, and information theory, which is to contribute to the IoT 

forensic evolution. 

2.2.3 Deep Learning for Anomaly Detection 

Deep learning is increasingly being employed in anomaly detection to process 

data that is complex and of high dimension. Technologies like autoencoders LSTM, and 

GANs have all proved to be very useful in the forensic analysis of IoT crimes. 

A reconstruction-based model is an autoencoder. An autoencoder detects 

anomalies based on the Reconstruction Error. A higher reconstruction error gives rise to 

the anomaly. This method is application-proven, useful for IoT Multiple feature datasets. 

Likewise, recurrent neural networks like LSTM networks can work on sequence data 

meaning that they can be used to identify temporal anomalies in IoT traffic. 

Alternatively, they use generative model simulations of normal behavior that can identify 

deviations as anomalies. As per the research done by KIM et al. (2023) LSTM networks 

pioneered the IoT device logs analysis and providing high accuracy in time-dependent 
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anomaly detection. The results of the study show that deep learning is becoming more 

valuable for detecting anomalies in IoT networks. 

2.2.4 Hybrid Approaches 

 To overcome the weaknesses of supervised and unsupervised learning methods, 

hybrid models have been introduced (Aminanto et al., 2021). Recently, there has been a 

lot of work being done to integrate methods from clustering algorithms and deep learning 

models. Ensemble learning techniques like bagging and boosting have been employed to 

combine different algorithms as well (Dietterich, 2000). Using these routes will ensure 

better scalability and reliability of these methods that can help mitigate the anomalies of 

dynamic IoT environments. 

2.2.5 Feature Selection and Dimensionality Reduction  

 Feature selection and dimensionality reduction are crucial steps in machine 

learning, especially when it comes to IoT forensic datasets. Using attribute selection 

techniques, we will remove redundant and irrelevant attributes from our dataset. This will 

improve the performance of the model by making it simple. As IoT devices generate a 

huge amount of data, feature engineering must be thought-provoking for effective 

clustering and anomaly detection. 

Feature Selection is selecting a subset of relevant features for model construction 

(Guyon & Elisseeff, 2003). With reference to unsupervised learning of IoT forensics, 

feature selection is helping in concentrating the clustering algorithms on those attributes 

which have a meaningful forensic significance and reduction of noise.  In many cases, 

features can also be selected based on unsupervised contexts. For example, you may 

measure correlations, thresholds of variance, criteria based on mutual information, etc. 
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Correlation-based techniques attempt to evaluate the relationship between the different 

attributes and remove those attributes which have strong relations so that redundancy gets 

blocked (Hall, 1999). This reduces the computational demand of the algorithm, and 

consequentially, we find the clusters receive more direct interpretation due to their clearer 

formation and visibility which can be useful to the forensic investigator. 

Dimensionality Reduction techniques help handle high-dimensional data by 

projecting the original data into a reduced dimensional space that preserves most of the 

intrinsic structure. Dimensionality reduction is different from feature selection, as it uses 

other features to transform a given set of data. According to Jolliffe (2002), this analysis 

is one of the more widely used analyses in this regard.  PCA discovers important 

components - linear combinations of original variables which are orthogonal with each 

other and capture maximum variance. The basic idea of PCA is to identify the principal 

components. PCA is a method by which we can reduce the dimensionality of the data. 

Thus, clustering methods can be applied on the reduced data set. 

Further, advanced techniques like t-distributed Stochastic Neighbor Embedding 

(t-SNE) and Uniform Manifold Approximation and Projection (UMAP), are also gaining 

interest for visualization and analysis of high-dimensional IoT forensic data (Maaten et 

al. 2018). Because t-SNE is very good for generating easy-to-use low-dimensional 

representations of complex data, it is primarily intended for visualizing data but not for 

clustering preprocessing. UMAP provides visualization and clustering benefits of more 

global structure remaining after dimensionality reduction, which makes it beneficial for 

clustering large forensic datasets that exhibit non-linear relationships. 
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Figure 6, recreated from Maaten et al., (2008) using Sklearn library in python, 

below, shows the double-edged effect of linear and non-linear dimensionality reduction 

techniques in high-dimensional IoT forensic data. Principal Component Analysis (PCA) 

is quite efficient in computation while preserving the global structure of the data (Jolliffe 

& Cadima 2016). However, it produces overlapping clusters all too often, which masks 

the local structure. The latter is important for either anomaly detection or attack signature 

detection. On the right, we have the t-distributed Stochastic Neighbor Embedding (t-

SNE) visualization, which is better at separating clusters. Note the subtle differences it 

captures. This ability to discriminate is useful for spotting malware in IoT (Van der 

Maaten & Hinton, 2008). The strengths of T-SNE are not overshadowed by t-SNEs high 

demand for computer resources and time. In balancing speed and interpretability, hybrid 

approaches such as PCA applied to t-SNE can speed things up while keeping forensic 

investigators clear on the dimension (Van der Maaten, 2014). 

 

Figure 6: Dimensionality Reduction (PCA vs. t-SNE) (Maaten et al., 2008) 

It is important to select effective features and reduce the dimension in the forensic 

context, which is more important as the output of the machine must be interpretable in a 
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legally defensible and operationally useful manner. Through the reduction of 

dimensionality, we can make the clusters more distinct and differentiate between normal 

and anomalous behaviors easily. In addition, simplified datasets enable forensic 

practitioners to track detected anomalies back to meaningful attributes (such as unusual 

device activity or abnormal communication patterns), thereby enhancing the investigation 

with greater clarity. 

The implementation of feature selection and dimensionality reduction techniques 

enhances the scalability, accuracy and forensic applicability of unsupervised learning 

models. Making the clustering results computationally efficient and interpretable is 

important for the effective application of ML models in IoT forensic processes. 

2.3 Current Research on Anomaly Detection in IoT Forensics 

In contemporary research, many studies have investigated different clustering 

methods as well as deep learning techniques to enhance anomaly detection, device 

fingerprinting, and forensic investigation in the IoT environment. 

Husain and Jones (2022) came up with an innovative hybrid technology using 

stacked autoencoders (SAEs) to improve fingerprinting and anomaly detection of the IoT 

devices by using K-Means. Using the packet size distributions and the distribution of the 

inter-arrival times as the temporal patterns, SAEs are first used for nonlinear 

dimensionality reduction. Clusters are formed by combining low-dimensional 

representations to find the anomaly. As shown in Table 4 below, their assessment 

indicates that this method surpassed the performance of standard K-Means clustering that 

operates directly on raw features. This is indicated through the evaluation index of 0.78 

on the Silhouette Score and the 0.92 score on the F1-Score. 
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 The false positive rate was thus reduced to 3.2% as against 5.1% of the PCA 

methods. Notably, in an AWS EC2 instance, the model was able to scale remarkably well 

with 100,000 packets processed per second. Despite the advantages, the proposed method 

has drawbacks, such as its static clustering mechanism, which fails to adjust to new 

devices joining the network. Moreover, the IoT-23 dataset does not comprise any 

physical sensor data that might help tackle the issue of dataset bias. This essay presents a 

valuable baseline for hybrid unsupervised learning methods that can balance the trade-off 

between detection performance and interpretability and will help in comparative 

evaluations in this praxis (Husain & Jones, 2022). 

Table 4: Performance Metrics (Husain et al., 2022) 

Metric  Score Significance 

Silhouette Score 0.78 Superior cluster separation vs. raw K-Means (0.65). 

F1-Score 0.92 High precision/recall for DDoS detection. 

FP Rate 3.2% Lower than PCA-based methods (5.1%). 

While Husain and Jones (2022) demonstrated the advantages of combining 

autoencoders with clustering to improve detection accuracy, other researchers have 

focused on comparing classical clustering algorithms directly to assess their performance 

trade-offs in IoT environments. Rathore et al. (2020) conducted a comparative study of 

DBSCAN and K-Means algorithms for forensic analysis of IoT network flows. Their 

research emphasized the importance of adaptive parameter tuning, particularly the 

dynamic selection of DBSCANôs epsilon (Ů) to handle the variability of IoT traffic. Table 

5 shows the experimental results that K-Means achieved a slightly higher Silhouette 

Score (0.71) and faster runtime (45ms per batch) compared to DBSCAN (Silhouette 

Score 0.65; 120ms runtime). Nevertheless, DBSCAN excelled in noise handling, filtering 
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out 92% of spoofed packets, underscoring its suitability for environments prone to high 

levels of noise and outlier activity. The study also highlighted trade-offs between 

computational efficiency and clustering robustness, especially in low-dimensional feature 

spaces. These findings will be used in this research to contrast deep learning-based 

methods with classical clustering algorithms in terms of scalability and performance on 

resource-constrained devices (Rathore et al., 2020). 

Table 5: Performance Metrics (Rathore et al., 2020) 

Algorithm  Silhouette Purity  Runtime (ms) 

DBSCAN 0.65 89% 120 

K-Means 0.71 87.3% 45 

Unlike classical clustering methods, Alrawashdeh and Purdy (2021) examined the 

ability of deep generative models to capture more complex nonlinear patterns in network 

traffic and device behaviors. The authors proposed a ɓ-Variational Autoencoder (ɓ-VAE) 

that is aimed at finding disentangled representations in IoT forensic data. By choosing the 

value of ɓ equal to 0.5, they balanced reconstruction and latent feature interpretability. 

The system identified anomalies when Reconstruction Error was greater than the Mean 

and 2 Standard Deviation. According to their tests, which are presented in Table 6 below, 

an MSE of 0.08 was achieved with an overall accuracy of 91.5%. Weôll now look for an 

experiment to successfully detect unknown attacks, even zero-day attacks. Still, the 

model consumed a lot of resources. Consequently, we needed a powerful NVIDIA Titan 

X GPU for training, blocking its use on edge devices or low-power surroundings. Deep 

unsupervised learning has limitations and powerful trade-offs in detectors, computational 

requirements (Alrawashdeh & Purdy, 2021). Thus, the research reveals the merits and 

demerits of deep unsupervised learning. 
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Table 6: Performance Metrics (Alrawashdeh et al., 2021) 

Metric  Score 

MSE (Reconstruction) 0.08 

Accuracy 91.5% 

Silhouette Score 0.69 

In line with interest in the domain of deep learning Chen et al. (2023), as shown in 

Table 7, proposed a deep clustering (DC) self-supervised learning (SSL) framework 

which combines SimCLR pretraining and K-means fine-tuning for IoT attacks detection. 

This research has the highest score in IoT forensics now. To make the model more 

robust, data augmentations were used like packet dropout, time warping etc. The final 

score of the model was a silhouette score of 0.84. DC-SSL robustly outperforms fully 

supervised learning where 90% detection is achieved using only 5% labeled examples. 

This shows the efficacy of DC-SSL in situations where labeled ones are scarce. This 

work shows great promises for using self-supervised learning and clustering together 

within IoT forensics and can also serve as a base for extensions of similar techniques to 

edge computing environments that we propose in later sections of this praxis (Chen et al., 

2023). 

Table 7: Performance Metrics (Chen et al., 2023) 

Metric  Score 

Silhouette 0.84 

F1-Score 0.93 

FP Rate 1.2% 

Finally, Guo et al. (2023) developed a Deep Embedded Clustering (DEC) 

approach that jointly optimizes an autoencoder reconstruction loss and a clustering 

objective based on KL divergence minimization. The model also fused network telemetry 



32 

 

and operating system log data to improve accuracy in detections across modalities. As 

demonstrated in Table 8, experimental results indicate that the system has a Silhouette 

Score of 0.83 and a cluster purity of 92%, showing that clusters are well distinguished 

and interpreted. 

Table 8: Performance Metrics (Guo et al., 2023) 

Metric  Score 

Silhouette 0.83 

Accuracy 92% 

These outcomes show that integrated deep learning and clustering frameworks are 

effective in capturing complex multimodal attacks. The efficacy of the DEC as a solution 

for the comprehensive anomaly detection for the IoT ecosystem will be highlighted in the 

current chapter which will reference this design (Guo et al., 2023). 
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Table 9: Comparative Performance Metrics 

Study Method Dataset Silhouette F1-

Score 

FP 

Rate 

Key Strength 

Husain & 

Jones (2022) 

AE + K-

Means 

IoT-23 0.78 0.92 3.2% Balance 

between 

accuracy and 

interpretability 

Rathore et 

al. (2020) 

DBSCAN/K-

Means 

UNSW-

NB15 

0.65/0.71 - - Lightweight, 

suitable for 

edge 

Alrawashdeh 

& Purdy 

(2021) 

VAE Bot-IoT 0.69 - - Captures 

complex 

nonlinear 

patterns 

Chen et al. 

(2023) 

DC-SSL CIC-

IDS2017 

0.84 0.93 1.2% SOTA self-

supervised 

learning 

Guo et al. 

(2023) 

DEC TON-

IoT 

0.83 - - Multimodal 

feature fusion 

 Table 9 summarizes key studies investigating unsupervised and self-supervised 

learning approaches for IoT anomaly detection. The table presents each studyôs method, 

dataset, clustering performance as measured by Silhouette Score, detection accuracy (F1-

Score), false positive rate, and the primary strengths of each approach. Notably, Chen et 

al. (2023) achieved the highest silhouette score (0.84) and F1-Score (0.93) using a self-

supervised deep clustering framework, demonstrating superior cluster separation and 

detection performance.  

Collectively, these studies reflect the ongoing evolution of unsupervised learning 

in IoT forensic research. They demonstrate the potential of combining classical clustering 
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techniques with deep learning and self-supervised methods to improve detection 

performance, scalability, and interpretability. The insights and benchmarks provided by 

these contributions form a critical foundation for this praxisô evaluation and the 

development of adaptive, resource-efficient anomaly detection solution. 

2.4 Dataset Available for IoT Forensics Research 

The selection, preparation, and evaluation of data sets are critical machine 

learning research, especially in the field of IoT forensics. A reliable dataset can make or 

break the model results. The quality of the dataset directly influences the model training, 

testing, and validation. This research will concentrate on well-known IoT-related datasets 

that mimic realistic network activity, attack scenarios, and device activities, 

notwithstanding the challenges that are being faced in forensic data acquisition.  

As obtaining actual forensic data is extremely difficult, researchers in IoT forensic 

require the use of publicly available datasets. Due to privacy issues, sensitive nature of 

cyber incidents and legal constraints, authentic forensic datasets are often not released 

(Hossain, Fotouhi, & Hasan, 2019). To overcome those limitations, this study will use a 

combination of highly used datasets; Bot-IoT, IoT-HealthCare, TON-IoT and NSL-KDD. 

These datasets were chosen based on their relevancy to the cyber security field, ability to 

cover both normal and malicious behaviors and applicability to IoTs. 

 Evaluating datasets is equally important in making sure that the datasets chosen 

are apt for the study objectives. This study focuses on evaluating key factors like forensic 

applicability, class imbalance, dataset size, feature relevance, and noise levels. To make 

the Dataset better, each Preprocessing step is performed systematically. One must apply 

Feature Engineering, Noise Removal, and Normalization to make sure the Models are 
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accurate and interpretable. Furthermore, this research uses unsupervised learning 

primarily, and therefore, the advantage of not depending on labelled data is 

counterbalanced with the necessity to evaluate the quality of clustering with intrinsic 

metrics. Internal validation measures like Silhouette Scores and Davies-Bouldin Indices 

are used to assess clustering results. They evaluate how well data points cluster by 

measuring the distance to the nearest neighboring cluster and the maximum inter-cluster 

distance respectively. Notably, they achieve well clustering without needing ground-truth 

labels. (Rousseeuw, 1987; Davies & Bouldin, 1979) The metrics will indicate how 

compact and separated the formed clusters are, which will serve as indicators of the 

model's ability to capture meaningful forensic patterns. Although using synthetic datasets 

allows testing on a structured platform, they have clear limitations.  

Analyzing simulated data would not reflect well on the unpredictable, noisy and 

heterogeneous nature of IoT environments. Despite challenges, this study adopts 

carefully selected data sets which approach real-world scenarios and rigorously assesses 

them, thus ensuring a well-founded, reliable basis for applying and validating forensic 

unsupervised learning models. 

2.5 Challenges in IoT Forensics and Anomaly Detection  

 One of the many challenges when it comes to anomaly detection in IoT forensics 

is the high dimensionality and noise level of IoT data (Alghazzawi et al., 2021). IoT 

networks produce large volumes of unstructured data which are difficult to pre-process 

and extract relevant features for anomaly detection. In addition, an unsupervised learning 

model can detect unknown threats, which usually results in more false positives that 

require further optimization (Garcia-Teodoro et al. 2020).  
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A major challenge is the changing nature of cyber-attacks. Often, cybercriminals 

change the ways they attack. As a result, static models of cyber-attacks are often not 

effective over time.  

Furthermore, the absence of labeled datasets for IoT forensics further lacks 

supervised functionality. Thus, it is important to develop robust unsupervised models that 

are adaptive sufficient to work without much human intervention. 

2.5.1 Lack of Real-World Datasets for IoT Forensics  

 Publicly available high-quality datasets are still a bottleneck for IoT forensics 

research. Datasets like NSL-KDD and IoT-23 are effectively used for benchmarking. 

However, the author claims that they are not comprehensive; they do not capture the 

complexity or diversity of real-world IoT (Tavallaee et al., 2009). Moreover, these 

datasets do not contain the recent attack vectors and the time properties of IoT network 

traffic.  

Future efforts ought to develop and share large datasets that capture realistic and 

diverse IoT environments, attacks, and traffic patterns. It includes capturing both benign 

and malicious behavior in various domains including smart homes, industrial systems, 

and healthcare IoT (Alghazzawi et al., 2021).  

2.5.2 Scalability and Resource Constraints in IoT Networks  

Datasets whose sizes and dimensions are too large for machine learning are 

generated in an IoT environment. The existing anomaly detection techniques cannot scale 

efficiently because they are costly techniques that require immense computing power, 

memory, and energy. However, in cases of IoT networks, this is not possible as they have 

limited computing power, memory, and energy (Zhou et al., 2022).  
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Although lightweight clustering algorithms and neural networks have been 

developed for resource-constrained environments, they often sacrifice either accuracy or 

robustness. The Lightweight and Scalable Cloud-based IoT Architecture should be 

deployed over Cloud-IoT applications (Patel et al., 2024).  

2.5.3 Application  to Heterogeneous IoT Devices and Protocols  

The diverse devices, protocols, and applications of IoT environments generate 

different types of data. This variability in IoT data makes it difficult for anomaly 

detection modelsô algorithms to learn patterns from one kind of data and apply it to 

another. Most of the current research target specialized areas of IoT environments such as 

smart home, Industrial IoT (IIoT), and etc, they however do not get the whole picture 

(Garcia-Teodoro et al., 2020). 

2.6 Research Gaps 

 Research in machine learning applications for IoT forensics has made tremendous 

progress recently. However, critical gaps in the identification of models that can cope 

with the dynamic and heterogeneous nature of IoT remain. Earlier works were using 

already labelled datasets to classify known attacks and measuring the resulting 

performance using metrics not able to deal with real-world unlabeled data. As threats 

evolve ever more rapidly, the need for more protective, intelligible, and resource-efficient 

anomaly detection techniques only gets more urgent. The gaps are discussed here along 

with future research directions.  

2.6.1 Static Models vs. Evolving Threats 

A number of studies exhibited good detection accuracy based on the implicit 

assumption of fixed attack patterns. Husain and Jones (2022) and Rathore et al. (2020) 
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for example, produced striking results, achieving an F1-score of 0.92 and purity of 89% 

respectively. Nonetheless, when tested on datasets that experience concept drift, such as 

the ransomware variants in TON-IoT, their models attained a performance drop by 

almost 15% in terms of silhouette score. Although Chen et al. (2023) improved 

adaptability through self-supervised learning, the model still required retraining with new 

device types.  

2.6.2 Overreliance on Labeled Data for Validation 

Another constraint relates to the use of labeled data for the validation of so-called 

unsupervised models. Alrawashdeh and Purdy (2021), Guo et al. (2023) utilize labeled 

datasets including Bot-IoT, TON-IoT to benchmark their models, which leads to a 

contradiction against the claim of unsupervised learning system. Moreover, conventional 

measures of performance like the F1-score may not sufficiently reflect a model's ability 

to find novel attack types. To deal with this gap, we will have to start relying on some 

other ways of evaluation, including pure unsupervised metrics like the cluster consistency 

under perturbation (CCUP) and anomaly explainability scores (Patel et al., 2024).  

2.6.3 Resource-Intensive Deep Learning 

While deep learning techniques such as variational autoencoder (VAEs) and deep 

embedded clustering (DEC) have better performances (with 0.69ī0.83 silhouette score), 

deep learning techniques are resource hungry. Alrawashdeh and Purdyôs (2020) VAE 

required an NVIDIA Titan X GPU for training, making the VAE not suitable for 

deployment on resource-constrained edge devices. On the other hand, Rathore et al. 

(2020) DBSCAN could work with Raspberry Pi, but clustering performance was lower 

(0.65 silhouette score). Bridging this gap requires the development of suitable hybrid 
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models that combine lightweight autoencoders, such as binary neural networks, and 

efficient density-based clustering approaches like HDBSCAN to involve real-time 

anomaly detection on edge platforms.  

2.6.4 Lack of Multimodal Fusion Standards 

Multimodal Data Fusion in IoT forensics is an area that has not been studied by 

many researchers. Guo et al. (2023) showed that network telemetry paired with operating 

system logs yield a silhouette score of 0.83. However, this score is not possible without 

physical sensors. By not using anything it limits the detection of attacks such as hardware 

tampering or physical sabotage. None of the studies reviewed set standards for aligning 

cross-modal features, such as network packet flow with environment sensor anomalies.  

2.6.5 Forensic Admissibility 

A crucial gap is the concerns for the forensic admissibility of model outputs. The 

studies that I reviewed did not provide mechanisms that might generate courtroom-

admissible evidence. This includes interpretable clustering explanations, SHAP value 

attribution and attack provenance graphs. Achieving high accuracy (F1-scores over 0.90) 

is great, but if these results do not meet evidential requirements under ISO/IEC 27037, 

then they bear little value. To solve this problem, the use of XAI-type techniques with 

unsupervised models, such as attention-weighted clustering and post hoc interpretability 

methods, to ensure our results are accurate and forensically defensible.  

In general, a more flexible, interpretable, and resource-efficient approach to 

anomaly detection in IoT forensics is needed. In future research, it will be an important 

priority to develop hybrid models with abilities to adapt to changing threats, metrics of 

evaluation solely unsupervised, acceptance of multimodal data fusion, and computation 
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of explanations up to forensics standards. It will be necessary to bridge these gaps to help 

advance the field and improve the security and resilience of IoT ecosystems.  

2.7 Summary and Conclusion  

 This chapter has thoroughly assessed the literature on the challenges and trends in 

anomaly detection for IoT forensics. The use of machine learning in IoT forensics has 

shown great promise, with its use potentially improving the detection of anomalies, 

which indicate either malicious activity or device fault. But as threats and IoT networks 

become increasingly complex, the emergence of certain critical challenges and gaps will 

merit further research.  

There are several approaches supervised, unsupervised, and deep learning has 

been discussed in the literature, which has certain advantages and drawbacks. Even if the 

supervised methods are good at learning about known attacks, the methods are based on 

labeled data, so it wonôt fit on dynamic IoT. Unsupervised methods, like clustering and 

autoencoders, are highly scalable and flexible. However, they tend to have a high number 

of false positives and can be less interpretable. The introduction of hybrid models as well 

as feature selection methods provide scope for performance efficiency.  

The study of present studies points out several gaps in unsupervised machine 

learning for IoT forensic analysis. Existing models mostly presume a static form of attack 

pattern, fail to generalize under variations in the kind of attack, are reliant on labelled 

data throughout the validation phase although they claim to perform in an unsupervised 

manner. Also, resource-expensive deep learning models restrict deployment on edge 

devices, whereas the absence of standardized multi-modal fusion techniques limits their 

detection capabilities across different attack facets. In the end, there are no supervision 
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mechanisms which affect forensic admissibility of output. To enhance IoT security 

frameworks, addressing these gaps will require the creation of adaptive, lightweight and 

interpretable hybrid models, which can autonomously identify novel threats, fuse 

heterogeneous data, and generate legally defensible evidence.  

Emerging technologies like edge computing, federated learning, blockchain, self-

adaptive systems, and quantum computing have the potential to address many of the 

limitations of current approaches. The introduction of these inventions would improve 

efficiency, adaptability, and security in IoT forensics, but they will also result in new 

challenges.  

In conclusion, many advances have been made using machine learning for IoT 

anomaly detection, but the field is still dynamic and constantly evolving. The sooner 

future studies can fill in the identified holes the better. 
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Chapter 3ðMethodology 

3.1 Introduction 

This chapter describes the methodology used to explore the use of unsupervised 

machine learning techniques for anomaly detection in IoT forensics. The main objective 

is to establish a framework that detects anomalous patterns in the IoT environment to 

enhance the detection of cyber security threats and aid in forensic investigations. The 

method involves designing and evaluating scalable and effective models for the dynamic 

and resource-constrained nature of IoT systems. This chapter is organized to 

progressively describe the research process. The first part of the paper describes the 

dataset that was used in this research. This is followed by the pre-processing, the 

algorithms of unsupervised machine learning and the reasons for choosing them are then 

discussed. The model performance metrics shall be evaluated in this chapter and the tools 

used in the study will be discussed towards the end of the chapter. 

 

Figure 7: Block Diagram of the IoT Forensic Machine Learning Pipeline 
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As seen in Figure 7, the end-to-end workflow is depicted through this figure for 

applying machine learning techniques on IoT forensic data. The process starts with Data 

Collection, which collects verified datasets from different IoT devices. Data 

Preprocessing is all about preparing the data, more precisely cleaning and normalizing it. 

During this Feature Engineering step, only some essential features are kept by using 

dimensionality reduction steps such as PCA to create an efficient model. Then train 

algorithms for anomaly detection and pattern discovery in the IoT dataset via machine 

learning modeling. Model Testing checks whether the model is working on other 

datasets. Lastly, Model Evaluation includes two iterative phases where the model is 

analyzed through the capacity of processing huge quantities of IoT data. The models are 

adjusted afterwards based on the algorithms to identify anomalies and new trends. This 

repetitive cycle helps in better improvement and anomaly detection of IoT systems. 

3.2 Datasets  

Utilizing Bot-IoT, IoT-HealthCare, TON-IoT, and NSL-KDD datasets, this study 

assesses the performance of unsupervised ML techniques to detect anomalies in IoT 

forensics. We selected these datasets for their relevance, diversity and established usage 

in the field of intrusion detection and IoT security. 

3.2.1 Bot-IoT 

The Botnet-Internet of Things dataset is a dataset of network traffic data, based on 

the IoT cyber-attack, for IoT security research and forensic analysis (Koroniotis et al., 

2019). Bot-IoT was developed to overcome the shortcomings of existing datasets. This 

dataset reflects a realistic IoT network and includes various attacks that we see today. 
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The dataset, which is in a CSV file, contains 3,668,522 records and 46 features. 

Each observation contains network flow metrics (packet counts, byte counts, durations) 

and statistical measures (mean, standard deviation, min, max). We also include protocol 

or address-level aggregation indicators. 

Bot-IoT captures legitimate IoT traffic and malicious behavior across five labeled 

categories: 

¶ DDoS (Distributed Denial of Service): 1,926,624 records 

¶ DoS (Denial of Service): 1,650,260 records 

¶ Reconnaissance: 91,082 records 

¶ Theft: 79 records 

¶ Normal (benign): 477 records 

The attacks cover multiple protocols including MQTT, CoAP, TCP, and HTTP, 

and are further classified into subcategories (e.g., HTTP DoS, Service Scanning). 

In comparison with datasets such as NSL-KDD or CICIDS2017, Bot-IoT has a 

highly granular traffic record, a more IoT-specific focus, and a diverse attack 

composition. This design makes it very effective for training and evaluation of machine 

learning models involving intrusion detection, anomaly-based detection and network 

forensic investigation (Koroniotis et al., 2019). 

Bot-IoT is hosted in IEEE Dataport and offers clearly labelled, richly annotated 

data for supervised and unsupervised learning. Due to its range of features, label accuracy 

and protocol diversity, it has become a nice resource in IoT security research (Koroniotis 

et al, 2019). Below in Table 10 you can see the full Feature and its description.  
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Table 10: Bot-IoT Dataset Description (Koroniotis et al., 2019) (continued on next 

page) 

# Feature Type Description 

1 pkSeqID Integer Packet sequence identifier 

2 stime Float Start time of the flow (timestamp) 

3 flgs Categorical Connection flags (e.g., SYN, ACK) 

4 flgs_number Integer Numeric encoding of flags 

5 proto Categorical Protocol (e.g., TCP, UDP, ARP) 

6 proto_number Integer Numeric encoding of protocol 

7 saddr Categorical Source IP address 

8 sport Categorical Source port 

9 daddr Categorical Destination IP address 

10 dport Categorical Destination port 

11 pkts Integer Total packets in the flow 

12 bytes Integer Total bytes in the flow 

13 state Categorical Connection state (e.g., ESTABLISHED) 

14 state_number Integer Numeric Encoding of state 

15 ltime Float Last packet timestamp 

16 seq Integer Sequence number 

17 dur Float Duration of the flow (seconds) 

18 mean Float Mean of packet sizes 

19 stddev Float Standard deviation of packet sizes 

20 sum Float Sum of packet sizes 

21 min Float Minimum packet size 

22 max Float Maximum packet size 

23 spkts Integer Packets sent by source 

24 dpkts Integer Packets sent by destination 

25 sbytes Integer Bytes sent by source 

26 dbytes Integer Bytes sent by destination 

27 rate Float Packet rate 
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Table 10 (continued): Bot-IoT Dataset Description (Koroniotis et al., 2019) 

# Feature Type Description 

28 srate Float Source packet rate 

29 drate Float Destination packet rate 

30 TnBPSrcIP Integer Total number of bytes per source IP 

31 TnBPDstIP Integer Total number of bytes per destination IP 

32 TnP_PSrcIP Integer Total number of packets per source IP 

33 TnP_PDstIP Integer Total number of packets per destination IP 

34 TnP_PerProto Integer Total number of packets per protocol 

35 TnP_Per_Dport Integer Total number of packets per destination port 

36 AR_P_Proto_P_SrcIP Float Average rate of packets per protocol and 

source IP 

37 AR_P_Proto_P_DstIP Float Average rate of packets per protocol and 

destination IP 

38 N_IN_Conn_P_DstIP Integer Number of inbound connections per 

destination IP 

39 N_IN_Conn_P_SrcIP Integer Number of inbound connections per source IP 

40 AR_P_Proto_P_Sport Float Average rate of packets per protocol and 

source port 

41 AR_P_Proto_P_Dport Float Average rate of packets per protocol and 

destination port 

42 Pkts_P_State_P_Proto

col_P_DestIP 

Integer Packet count per state/protocol/destination IP 

combination 

43 Pkts_P_State_P_Proto

col_P_SrcIP 

Integer Packet count per state/protocol/source IP 

combination 

44 attack Integer Attack label (0 = benign, 1 = attack) 

45 category Categorical High-level attack category (e.g., DoS, DDoS, 

Reconnaissance, Theft, Normal) 

46 subcategory Categorical Specific attack subtype (e.g., HTTP, Service 

Scanning) 
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As shown in the descriptive statistics below in Table 11, among packet-related 

variables, the pkts feature, which denotes the total number of packets per record, exhibits 

a mean of 7.73 and a relatively large standard deviation (115.59), with a maximum value 

exceeding 70,000 packets in a single flow. The bytes feature similarly demonstrates 

considerable dispersion, with a mean of approximately 869 bytes and a maximum 

observed value exceeding 71 million bytes, indicating the presence of flows with 

exceptionally large payloads. The sbytes and dbytes features, capturing bytes sent by the 

source and destination respectively, also display highly skewed distributions, as 

evidenced by significant gaps between the median and maximum values (Koroniotis et 

al., 2019). 

Temporal attributes such as stime (start time) and ltime (last packet time) 

maintain consistent ranges corresponding to the time span over which the dataset was 

generated. The dur variable, representing flow duration, shows a median of 

approximately 15.5 seconds but ranges up to 2,800 seconds, further underscoring the 

heterogeneous nature of recorded traffic. 

Port attributes (sport and dport) show significant variability, with many entries 

containing obfuscated values or negative values (e.g., -1), which will need further 

processing prior to model training (Tsai et al., 2009). The protocol identifier 

(proto_number) indicates different values for different protocol communications with an 

average value of about 2.10. 

Variables that are rates (i.e. rate, srate, drate) are highly skewed because of 

extreme outliers. For instance, even though the median is less than one, the maximum is 

1,000,000, which reflects the simulated conditions for an attack where the traffic rates 
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were magnified. There are significant differences between different measures of central 

tendency (mean, median, etc.) and maximum values for the features aggregating statistics 

across protocols and endpoints (TnBPSrcIP, TnBPDstIP, AR_P_Proto_P_SrcIP, and 

AR_P_Proto_P_DstIP). That indicates that there are these flows with rare but very high-

volume or with very frequent but low-volume communication (Koroniotis et al, 2019). 

The attack variable has a Mean of 0.999, which means that all records are labeled 

as an attack. Taking care of above-mentioned imbalance will be important to address 

during the development of the model to avoid performance estimates that tend to be 

biased.  

As shown in the descriptive statistics, there exists considerable variability and 

significant outliers in multiple key features. These characteristics emphasize the 

importance of robust normalization or scaling techniques such as RobustScaler, Min-Max 

scaling, or logarithmic transformation to reduce the influence of extreme values and 

stabilize learning algorithms (Zhang et al., 2018). Moreover, addressing missing or 

placeholder values and ensuring consistent feature encoding are critical preprocessing 

steps to support accurate and interpretable machine learning models (Kotsiantis et al., 

2006). 
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Table 11: Descriptive Statistics for Bot-IoT Dataset (continued on next page) 

Feature Count Mean StdDev Min  25% Median 75% Max 

pkSeqID 3.67e+6 1.83e+6 1.06e+6 1 9.17e+5 1.83e+6 2.75e+6 3.67e+6 

stime 3.67e+6 1.53e+9 2.58e+5 1.53e+9 1.53e+9 1.53e+9 1.53e+9 1.53e+9 

flgs_number 3.67e+6 1.49e+0 8.65e-1 1 1 1 2 9 

proto_number 3.67e+6 2.10e+0 1.00e+0 1 1 3 3 5 

sport 3.66e+6 3.30e+4 1.91e+4 -1 1.64e+4 3.34e+4 4.97e+4 6.55e+4 

dport 3.66e+6 3.23e+2 2.86e+3 -1 8.00e+1 8.00e+1 8.00e+1 6.55e+4 

pkts 3.67e+6 7.73e+0 1.16e+2 1 5 7 9 7.01e+4 

bytes 3.67e+6 8.69e+2 1.12e+5 6.00e+1 4.20e+2 6.00e+2 7.70e+2 7.18e+7 

state_number 3.67e+6 3.13e+0 1.19e+0 1 3 4 4 1.10e+1 

ltime 3.67e+6 1.53e+9 2.58e+5 1.53e+9 1.53e+9 1.53e+9 1.53e+9 1.53e+9 

seq 3.67e+6 1.21e+5 7.58e+4 1 5.49e+4 1.18e+5 1.85e+5 2.62e+5 

dur 3.67e+6 2.03e+1 2.15e+1 0 1.26e+1 1.55e+1 2.71e+1 2.77e+3 

mean 3.67e+6 2.23e+0 1.52e+0 0 1.82e-1 2.69e+0 3.57e+0 4.98e+0 

stddev 3.67e+6 8.87e-1 8.04e-1 0 3.00e-2 7.94e-1 1.75e+0 2.50e+0 

sum 3.67e+6 7.72e+0 7.62e+0 0 3.45e-1 8.27e+0 1.17e+1 1.91e+3 

min 3.67e+6 1.02e+0 1.48e+0 0 0 0 2.15e+0 4.98e+0 

max 3.67e+6 3.02e+0 1.86e+0 0 2.81e-1 4.00e+0 4.29e+0 5.00e+0 

spkts 3.67e+6 7.31e+0 7.73e+1 1 5 6 8 3.50e+4 

dpkts 3.67e+6 4.12e-1 4.97e+1 0 0 0 0 3.50e+4 

sbytes 3.67e+6 7.66e+2 7.19e+4 4.20e+1 4.20e+2 6.00e+2 7.70e+2 3.77e+7 

dbytes 3.67e+6 1.03e+2 4.94e+4 0 0 0 0 3.42e+7 

rate 3.67e+6 2.45e+2 7.92e+3 0 1.92e-1 3.06e-1 4.93e-1 1.00e+6 

srate 3.67e+6 2.96e+0 7.25e+2 0 1.56e-1 2.84e-1 4.88e-1 1.00e+6 

drate 3.67e+6 4.46e-1 6.03e+1 0 0 0 0 5.88e+4 

TnBPSrcIP 3.67e+6 5.10e+4 4.43e+5 6.00e+1 3.20e+4 4.75e+4 6.60e+4 2.20e+8 

TnBPDstIP 3.67e+6 5.68e+4 4.15e+5 6.00e+1 3.90e+4 5.40e+4 7.55e+4 2.20e+8 

TnP_PSrcIP 3.67e+6 6.20e+2 5.84e+2 1 3.50e+2 5.66e+2 8.00e+2 2.26e+5 
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Table 11 (continued): Descriptive Statistics for Bot-IoT Dataset 

Feature Count Mean StdDe

v 

Min  25% Media

n 

75% Max 

TnP_PDstIP 3.67e+

6 

6.87e+

2 

5.85e+

2 

1 4.38e+

2 

6.16e+

2 

8.36e+

2 

2.26e+

5 

TnP_PerProto 3.67e+

6 

7.54e+

2 

1.43e+

3 

1 5.02e+

2 

7.00e+

2 

9.24e+

2 

2.28e+

5 

TnP_Per_Dport 3.67e+

6 

7.37e+

2 

6.53e+

2 

1 5.00e+

2 

7.00e+

2 

9.20e+

2 

2.44e+

5 

AR_P_Proto_P_SrcIP 3.67e+

6 

3.33e+

2 

8.47e+

3 

0 2.36e-1 3.90e-1 5.73e-1 2.71e+

6 

AR_P_Proto_P_DstIP 3.67e+

6 

2.85e+

2 

4.10e+

3 

0 2.44e-1 3.99e-1 5.80e-1 1.00e+

6 

N_IN_Conn_P_DstIP 3.67e+

6 

9.25e+

1 

1.82e+

1 

1 1.00e+

2 

1.00e+

2 

1.00e+

2 

1.00e+

2 

N_IN_Conn_P_SrcIP 3.67e+

6 

8.25e+

1 

2.44e+

1 

1 6.90e+

1 

1.00e+

2 

1.00e+

2 

1.00e+

2 

AR_P_Proto_P_Sport 3.67e+

6 

4.56e+

2 

1.43e+

4 

0 2.31e-1 3.79e-1 5.73e-1 3.00e+

6 

AR_P_Proto_P_Dport 3.67e+

6 

5.39e+

2 

1.57e+

4 

0 2.46e-1 3.94e-1 5.77e-1 2.00e+

6 

Pkts_P_State_P_Protoc

ol_P_DestIP 

3.67e+

6 

6.42e+

2 

4.53e+

2 

1 3.24e+

2 

6.00e+

2 

8.28e+

2 

1.13e+

5 

Pkts_P_State_P_Protoc

ol_P_SrcIP 

3.67e+

6 

5.86e+

2 

4.33e+

2 

1 2.94e+

2 

5.00e+

2 

8.00e+

2 

1.18e+

5 

attack 3.67e+

6 

1.00e+

0 

1.14e-2 0 1 1 1 1 

In Figure 8 below, you can see the histograms and boxplots for the features in the 

Bot-IoT dataset. Figure 8 only shows the plots for the first few features; the remaining 

plots can be found in Figure 26 in the Appendix. 

The histograms reveal that most features exhibit highly right-skewed 

distributions, with most observations clustered near lower values and a long tail of 
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extreme outliers. For example, the bytes and pkts variables show a substantial number of 

flows with small sizes, while a minority of records account for extremely large packet 

counts and payload volumes. Similar skewness is evident in the rate and srate features, 

reflecting the synthetic attack traffic designed to produce high-volume bursts. 

The boxplots further illustrate the prevalence of outliers and dispersion in these 

variables. Notably, bytes and rate contain extreme maximum values far exceeding the 

upper quartile, which confirms the need for robust scaling or log transformation during 

preprocessing to mitigate the influence of outliers on subsequent modeling. In contrast, 

some features, such as dur, display a more concentrated distribution but still present 

notable variability between typical and extreme flows. 



52 

 

 

Figure 8: Histogram and Boxplots of Numeric Features (continues in Figure 26 in 

the appendix) 
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Figure 9: Correlation Matrix  

 Above in Figure 9; the correlation heatmap illustrates the pairwise relationships 

among numeric features in the Bot-IoT dataset. Several groups of variables, including 

packet counts, byte counts, and aggregated traffic measures, show strong positive 

correlations (red areas), indicating potential redundancy. Most other features exhibit 

weak or moderate correlations, highlighting diverse and complementary information 

across the dataset. 

 Variance analysis was conducted across all numeric features to estimate their 

relative importance in capturing variability in network behavior. As shown in Table 12, 

the highest-variance fields included pkSeqID and seq, which represent record identifiers 
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and were excluded from further modeling due to their lack of behavioral relevance. 

Among meaningful features, TnBPDstIP (variance å5.78Ĭ10 ) and TnBPSrcIP (variance 

å5.67Ĭ10 ) exhibited the greatest variability, followed by sport, dport, and byte-related 

attributes (bytes, sbytes). These features were retained as potentially informative 

dimensions for unsupervised learning. Low-variance features were deprioritized or 

removed to reduce dimensionality and improve model efficiency. 

Table 12: Variance of Top 20 Features 

Rank Feature Variance Data Type 

1 pkSeqID 4.424419 × 10¹¹ integer 

2 seq 5.704816 Ĭ 10 integer 

3 TnBPDstIP 5.776581 Ĭ 10 integer 

4 TnBPSrcIP 5.673881 Ĭ 10 integer 

5 sport 3.664694 Ĭ 10 float 

6 stime 3.213695 Ĭ 10 float 

7 ltime 3.205394 Ĭ 10 float 

8 dport 1.223376 Ĭ 10 float 

9 bytes 3.695391 Ĭ 10 integer 

10 sbytes 3.652620 Ĭ 10 integer 

11 Pkts_P_State_P_Protocol_P_SrcIP 1.362731 Ĭ 10 integer 

12 Pkts_P_State_P_Protocol_P_DestIP 1.314981 Ĭ 10 integer 

13 TnP_PSrcIP 1.227638 Ĭ 10 integer 

14 TnP_PDstIP 1.128750 Ĭ 10 integer 

15 TnP_Per_Dport 1.107890 Ĭ 10 integer 

16 TnP_PerProto 1.102236 Ĭ 10 integer 

17 AR_P_Proto_P_DstIP 3.693438 × 10³ float 

18 AR_P_Proto_P_SrcIP 3.658698 × 10³ float 

19 AR_P_Proto_P_Dport 3.552205 × 10³ float 

20 AR_P_Proto_P_Sport 3.531126 × 10³ float 
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As shown below in Figure 10, the 3D PCA scatter plot generated without any 

scaling illustrates the effect of unnormalized feature magnitudes. The distribution is 

strongly skewed along the first principal component, with most observations compressed 

near the origin in the remaining dimensions. This effect occurs because features with 

large numeric ranges (such as aggregate byte counts) dominate the variance, effectively 

masking contributions from smaller-scale features. The visualization underscores the 

importance of data standardization prior to dimensionality reduction to obtain a balanced 

representation of feature variability. 

 

Figure 10: 3D Principal Component 
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3.2.2 IoT-HealthCare 

The IoT Healthcare dataset consists of 188,694 records and 52 features capturing 

granular network traffic within an Internet of Medical Things (IoMT) environment. IoMT 

encompasses a rapidly growing ecosystem of interconnected medical devices; including 

wearable biosensors, infusion pumps, and patient monitoring systems, which 

communicate across hospital networks to improve patient outcomes and operational 

efficiency (Mosenia & Jha, 2017; Islam et al., 2015). 

Each record in this dataset corresponds to a single network packet transmitted 

between IoT healthcare devices, featuring low-level transport metadata (e.g., TCP flags, 

acknowledgment numbers) and high-level application-layer telemetry (e.g., MQTT client 

identifiers and message types). Timing features such as frame.time_delta and 

tcp.time_delta measure inter-packet intervals critically for detecting anomalies in device 

communication patterns, while protocol fields like mqtt.topic and mqtt.qos describe the 

semantic context of transmitted messages (Alsaedi et al., 2020). 

The class column distinguishes traffic into three categories: 

¶ Attackðmalicious traffic generated to compromise or disrupt healthcare services, 

¶ patientMonitoringðlegitimate telemetry from patient monitoring devices, and 

¶ environmentMonitoringðbenign communications from environmental sensors 

such as temperature or air quality monitors. 

In addition, a binary label facilitates assigning traffic data into either 0 (benign) or 

1 (attack) for the purposes of intrusion detection and anomaly detection experiments 

(Alsaedi et al., 2020). Roughly 42.5% of the datasets correspond to attack traffic, making 

it realistic due to the imbalance the datasets possess (Shone et al., 2018). 
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Researchers can use this dataset to analyze whether more advanced cyber 

incursions could mislead IoT health operations using a standard platform such as TCP/IP 

and MQTT. The merging of packet-level timing, transport metadata, with semantic 

MQTT fields provide a rich source for developing IDS that can enhance the security of 

critical healthcare infrastructure from cyber threat (Fernández-Caramés & Fraga-Lamas, 

2018). Table 24 in the Appendix provides features and a description of these products. 

As healthcare services can affect lives, it is critical that anomalies are detected 

and real-time monitoring is conducted to ensure data integrity, system availability and, 

most importantly, patient safety (Farahani et al., 2018). 

According to the values given in Table 27 which is placed in the Appendix, the 

timing, transport, and application-layer attributes have a significantly large range. The 

timing features, frame.time_delta and tcp.time_delta, are noticeably right skewed, with 

the means at 0.08 seconds and 1.87 seconds respectively, but maximums at greater than 

44 seconds and 60 seconds. Such long-tailed distributions could be attributed to the 

intermittent delays of packet upload. Therefore, it is possible to scale or transform the 

data to make up for outliers (Farahani et al., 2018). 

Packet length metrics also exhibit high dispersion. The total packet size 

(frame.len) has a mean of approximately 165 bytes (SD = 329), while the TCP segment 

payload (tcp.len) shows a median of 10 bytes and a maximum of 1,698 bytes. This 

pattern highlights a mixture of small control packets and occasional larger data transfers 

typical of IoT telemetry (Mosenia & Jha, 2017). 

Transport protocol features further demonstrate the prevalence of MQTT traffic. 

The destination port (tcp.dstport) is predominantly 1,883 (the MQTT default), while 
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source ports span a wide range of ephemeral ports (mean = 35,294). TCP flag indicators 

show frequent acknowledgments (tcp.flags.ack, M = 0.98) and push operations 

(tcp.flags.push, M = 0.79), consistent with persistent device connections. Flags associated 

with connection establishment (tcp.flags.syn) and termination (tcp.flags.fin) are rarely 

set, suggesting most packets belong to active sessions (Islam et al., 2015). 

MQTT-specific fields are frequently sparse or zero. For example, 

mqtt.conack.val, mqtt.conflag.qos, and related columns contain only zeros, whereas 

mqtt.clientid_len and mqtt.kalive display occasional high values (maximums of 680 and 

65,535, respectively). These sparse patterns may necessitate imputation or feature 

exclusion during preprocessing (Sfar et al., 2018). 

Finally, the label variable shows moderate class imbalance, with approximately 

42.5% of records labeled as attacks. Several low-variance fields, such as ip.proto 

(uniformly 6, denoting TCP), may have limited utility for predictive modeling (Shone et 

al., 2018). Overall, the descriptive statistics indicate a complex data distribution requiring 

tailored scaling, encoding, and feature engineering to support effective intrusion 

detection.  

Figure 27 of the Appendix displays histograms and boxplots of the numeric 

features in the IoT Healthcare dataset. Timing and packet size variables show strong right 

skewness and occasional large outliers. Port features illustrate concentration around 

MQTT ports and diverse ephemeral sources. Binary TCP flags are mostly bimodal, while 

many MQTT fields remain sparse with values near zero. Several MQTT attributes, such 

as client ID length and message length, exhibit greater variability. These patterns 
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highlight the presence of skewed distributions and outliers, underscoring the importance 

of appropriate scaling and preprocessing. 

The correlation heatmap of all numeric features in the IoT Healthcare is shown in 

Figure 30 of the appendix. The plot shows some groups of features with moderate to 

strong positive correlations including correlations of TCP flags and packet size attributes. 

Further, most MQTT fields and timing features have weak correlations with other 

features. The label variable shows weak correlations overall. 

In the appendix, Table 30 shows the variance of the top 20 numeric features of 

IoT Healthcare dataset. Findings reveal that tcp.ack, tcp.dstport and tcp.srcport exhibit 

the most variance, whereas several features related to MQTT and time have much less. 

3.2.3 TON_IoT 

The TON-IoT dataset has been developed for the purpose of security and forensic 

research on the Internet of Things (IoT) field (Moustafa, 2021). The dataset is created in 

UNSW Canberra Cyber Range Lab to help fill the gap on existing datasets. This dataset 

provides an extensive real-world heterogeneous telemetry data streams collected from a 

wide variety of IoT devices, with real-world benign and attack. 

The part of the dataset that is presented here includes only the IoT telemetry data, 

which consists of 261,119 records and 22 features.  Various kinds of sensor feedback are 

environmental sensor readings (temperature, humidity, pressure), operational states 

(motion status, thermostat status, light status), and metadata (timestamps, device IDs, 

geolocation coordinates). 

The in-house data were created in a realistic test-bed environment having a total 

of seven kinds of primary types of IoT devices. These include but are not limited to smart 
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fridges, garage doors, motion-activated-light, weather-station, GPS tracker, thermostat 

and Modbus-enabled industrial sensors. With this diversity, we can study many devices 

behaviors and cross-device anomaly detection. 

Each record is labeled to indicate whether it represents normal behavior (label=0) 

or an attack (label=1), with attacks spanning scenarios such as Distributed Denial of 

Service (DDoS) and other intrusion events targeting device functionality. Specifically, 

the dataset includes approximately 59.8% attack data and 40.2% normal data, supporting 

supervised and unsupervised learning approaches. 

Compared to other IoT security datasets, TON-IoT is notable for: 

¶ Its multimodal design, combining telemetry with device metadata. 

¶ A diverse set of IoT devices and protocols that reflect realistic deployments. 

¶ Contemporary attack scenarios aligned with modern threat vectors. 

¶ Detailed labeling that enables evaluation of machine learning detection models 

The dataset is structured in CSV format with clear feature descriptions and 

consistent labeling conventions. It is freely available for academic and research purposes, 

accompanied by documentation and preprocessing scripts to facilitate reproducibility and 

experimentation (Moustafa, 2021). The full Features and description can be found in 

Table 25 the Appendix. 

Descriptive analyses were conducted to summarize the numeric variables within 

the TON-IoT telemetry dataset. Table 28 in the Appendix presents the characteristics 

across the 14 numeric features. 

The fridge_temperature variable, which captures the internal temperature readings 

of the smart refrigerator, had a mean of 7.14 °C (SD = 3.62), with observed values 
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ranging from 1.00 to 14.00. The label column, representing binary classifications of 

attack presence, demonstrated a mean of 0.598 (SD = 0.490), indicating that 

approximately 59.8% of the records were labeled as attack instances. 

Latitude and longitude readings exhibited substantial variability (M = 55.52, SD = 

75.35 for latitude; M = 65.85, SD = 76.09 for longitude), with maximum values 

exceeding 500, which suggests the presence of invalid or placeholder geographic 

coordinates requiring further validation. 

The Modbus register features (FC1_Read_Input_Register, 

FC2_Read_Discrete_Value, FC3_Read_Holding_Register, and FC4_Read_Coil) each 

displayed mean values near 32,800 with relatively large standard deviations 

(approximately 18,800ï19,000), reflecting the broad operational ranges of industrial 

sensor readings. 

The motion_status feature, which encodes motion detection events, had a mean of 

0.376 (SD = 0.484), confirming a prevalence of inactive motion states across records. 

Current temperature and thermostat status features demonstrated means of 28.73 °C (SD 

= 2.36) and 0.89 (SD = 0.313), respectively, suggesting consistent operational 

temperatures and mostly active thermostat states. 

Environmental readings, including ambient temperature, pressure, and humidity, 

varied across records. Ambient temperature had a mean of 35.24 °C (SD = 7.98), ranging 

from 20.53 to 49.98. Notably, the pressure variable showed a mean of 0.835 (SD = 3.19), 

with minimum values below zero (Min = -12.07), indicating the potential for encoding or 

unit discrepancies. Humidity levels were broadly distributed, with a mean of 47.49% (SD 

= 29.33), spanning the entire possible range (0.28 to 99.88). 
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Collectively, these descriptive statistics reveal significant heterogeneity across 

device telemetry, reflecting the diverse operational profiles and measurement 

characteristics of IoT devices represented in the dataset. This variability underscores the 

importance of careful preprocessing, outlier management, and normalization prior to 

applying machine learning techniques. 

Figure 28 in the appendix displays the distributions of all numeric variables in the 

TON-IoT dataset. Several features, such as fridge_temperature and current_temperature, 

show normal ranges, while humidity appears bimodal. The Modbus registers have 

uniform distributions, and latitude and longitude contain extreme outliers. These patterns 

highlight the need for data cleaning and normalization before analysis. 

Figure 31 in the appendix shows the Pearson correlations among numeric 

variables in the TON-IoT dataset. Most features have low correlations, except for latitude 

and longitude, which are perfectly correlated (r = 1.0). Minor associations are also 

observed between current_temperature and thermostat_status. 

Table 31 in the appendix shows that the features (FC1ïFC4) had the highest 

variance, followed by longitude, latitude, and humidity. In contrast, binary indicators 

such as thermostat_status had very low variance. 

3.2.4 NSL-KDD 

The NSL-KDD dataset is an enhanced version of the widely used KDD Cup 1999 

dataset, created to evaluate IDS. The original KDD dataset, derived from the DARPA 

1998 intrusion detection evaluation program, suffered from critical issues such as a high 

degree of duplicate records and an unrealistic distribution of attack types, which 

frequently led to biased results and overfitting when training machine learning models 
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(Tavallaee et al., 2009). NSL-KDD was introduced to address these limitations by 

eliminating redundant records and providing more balanced training and testing subsets 

(Tavallaee et al., 2009). 

The version analyzed here contains 148,517 records and 42 features, including the 

class label. These features are extracted from raw network traffic connection records and 

fall into four main categories (Tavallaee et al., 2009): 

¶ Basic features (e.g., duration, protocol type, service, flag) 

¶ Content features (e.g., number of failed login attempts, hot indicators) 

¶ Time-based traffic features (e.g., count of connections to the same host in the past 

2 seconds) 

¶ Host-based traffic features (e.g., percentage of connections to the same service on 

the destination host) 

Each record is labeled as either normal or anomaly, where anomaly instances encompass 

various attack types such as:  

¶ Denial of Service (DoS),  

¶ Probe 

¶ User to Root (U2R)  

¶ Remote to Local (R2L) 

In this dataset version, the distribution includes: 

¶ 77,054 normal connections 

¶ 71,463 anomaly connections. 

The NSL-KDD was created as an improvement over KDD99, has bias toward 

classes with frequent occurrence. KDD99 has an excessive repetition of some 
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connections, therefore, it was generating misleading classification report. However, the 

NSL-KDD model overcomes this issue with its design that enhances the robustness of 

model assessment and helps limit overfitting. 

Even with these advancements, NSL-KDD is simply a synthetic dataset and does 

not really signify current-day network environments like IoTs and clouds. The NSL-KDD 

datasetôs clear labeling, small size and standardization of benchmarks, despite its 

shortcomings, persists to function as one of the most common datasets for benchmarking 

intrusion detection algorithms. It allows for replication and comparison across research 

studies and is frequently employed to test both supervised and unsupervised learning 

methods before moving on to the more contemporary datasets such as CICIDS2017 or 

Bot-IoT (Tavallaee et al., 2009). Refer to Appendix for details which is in Table 26.  

As depicted in Table 29 in the Appendix, the statistical analysis of the dataset 

revealed significant variability across Numeric features. Session durations were short 

(median=0 seconds), with occasional extremely long sessions (max=57,715 seconds). 

Features such as src_bytes and dst_bytes exhibited high skewness due to a minority of 

sessions with massive data transfers (max>1 billion bytes), necessitating subsequent 

normalization. Binary indicators of specific attack behaviors (e.g., root_shell, 

su_attempted, is_guest_login) had low mean values, confirming their rarity within the 

dataset. Network behavior metrics such as same_srv_rate and serror_rate spanned the full 

range [0,1], reflecting diverse connection patterns and error rates. It was also noted that 

there were no missing values in these numeric columns. Finally, the feature; 

num_outbound_cmds was constant across all observations, indicating it holds no 

predictive variance. 
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Figure 29 in the appendix shows histograms and boxplots for all numeric features. 

Most variables are highly skewed, with many values near zero and a few extreme 

outliers, especially in features; byte counts and connection counts. Several features 

display minimal variation, indicating the need for scaling and potential feature selection 

before clustering. 

This heatmap in Figure 32 in the appendix shows the pairwise correlations 

between numeric features. Several groups of attributes are highly correlated, especially 

error rate and count-based metrics, indicating potential redundancy to address during 

preprocessing. 

Table 32 lists the top 20 numeric features ranked by variance. src_bytes and 

dst_bytes show the highest variability, indicating large differences in data transfer 

volumes across connections. 

3.3 Data Preprocessing 

Data preprocessing is a critical component of this research, ensuring that all 

datasets are clean, consistent, and optimized for the application of unsupervised learning 

algorithms. This study utilized four datasets: Bot-IoT, IoT-HealthCare, TON-IoT, and 

NSL-KDD each containing diverse features and varying degrees of data quality. A 

structured preprocessing pipeline was designed to address dataset-specific challenges and 

prepare the data for clustering analysis. All data preprocessing steps were performed in 

Python using the Pandas (McKinney, 2010) and Scikit-learn (Pedregosa et al., 2011) 

libraries.  
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3.3.1 Problem Framing 

The preprocessing phase was framed around improving clustering performance on 

labeled IoT network traffic and unlabeled IoT forensic data by maximizing silhouette 

scores and reducing noise in high-dimensional feature spaces.  

3.3.2 Data Loading 

The Bot-IoT  dataset was distributed across four separate CSV files, each representing 

a subset of the overall network traffic and attack scenarios. All files shared a consistent 

schema of 46 columns. 

Processing steps: 

¶ Each CSV file was imported into a separate Pandas data frame. 

¶ The data frames were concatenated vertically to create a single, consolidated 

dataset. 

¶ After merging, the dataset contained approximately 3.6 million records. 

The IoT-Healthcare dataset was distributed in three files: Attack.csv, 

environmentMonitoring.csv, and patientMonitoring.csv, each containing 52 features 

describing network and MQTT traffic patterns, as well as labels denoting attack or benign 

activity. 

Processing steps: 

¶ All three files were imported into Pandas data frames. 

¶ The columns were inspected to confirm consistency across files. 

¶ The files were merged vertically into a single data frame. 

¶ This process resulted in a dataset containing approximately 188,000 records. 
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The TON-IoT  dataset included telemetry data collected from seven different IoT 

devices. Each deviceôs records were stored in separate CSV files that contained a 

consistent set of core columns, with some device-specific attributes. 

Processing steps: 

¶ All device-specific files were loaded as Pandaôs data frames. 

¶ A new Device column was added to each data frame to identify the 

originating IoT device. 

¶ The files were concatenated vertically to form a unified dataset. 

¶ The final dataset contained over 260,000 records representing multiple IoT 

sensor modalities. 

The NSL-KDD  dataset was originally distributed in text format, containing two 

separate files: KDDTrain+.txt and KDDTest+.txt. Each file included 42 columns 

describing network connection characteristics and a target class label indicating normal 

or anomalous traffic. 

Processing steps: 

¶ Both files were loaded into Pandaôs data frames using appropriate delimiters. 

¶ The contents were inspected to ensure correct parsing and consistent 

formatting. 

¶ The training and testing datasets were combined into a single data frame for 

unified preprocessing and subsequent analysis. 

¶ The resulting dataset contained 148,517 records across 42 features. 
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3.3.3 Encoding Categorical Features  

One-hot encoding was used on protocol type, service labels and device identifiers 

which are all categorical features. This technique helps to transform categorical values to 

numerical values which machine learning algorithms understand and work with. This 

creates 2 new columns for every distinct category. These values will be ñ1ò for the 

presence of that category in an observation and ñ0ò for absence. For instance, say Color 

is a feature that has three categories, Red, Blue, and Green, then one-hot encoding will 

create three new columns: Color_Red, Color_Blue and Color_Green. Each row will 

contain a 1 in the column acc with i category and 0s in the others. This change allowed 

the algorithms to treat categorical data well, while still being able to understand the 

resulting clusters (Goodfellow, Bengio, & Courville, 2016). 

3.3.4 Normalization and Scaling  

To align featuresô scales and limit the over impacts of bigger numeric ranges, all 

the numeric variables were normalized using RobustScaler. As mentioned by Ester et al. 

(1996), this was adopted to lessen the effect of extreme outliers and stabilize the skewed 

distribution that is commonly observed in network traffic data. RobustScaler is best used, 

when you want to remove the median and scale the data according to interquartile range 

of the dataset. Robust Scaler is more relevant to outliers (Pedregosa et al., 2011). 

3.3.5 Feature Selection  

Feature selection was done on all four datasets to enhance the efficiency and 

interpretability of unsupervised learning models. All raw features were checked for 

relevance, redundancy, and its cluster ability. Numerical fields have been prioritized 
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owing to the low importance of categorical fields or identifier fields (timestamp, flow id, 

connection id etc). 

Pairwise Pearson correlation coefficients were used for conducting correlation 

analysis to determine highly collinear features. When the correlation value of any two 

features is greater than a specific point such as 0.90, one of these features is redundant 

and is removed to reduce the multicollinearity. Another step in feature selection was 

variance thresholding. In this stage, low-variance features were excluded as they do not 

contribute much towards distinguishing different patterns. 

In studies with protocol-specific characteristics in datasets (for instance: port 

numbers, prototyping flags), domain knowledge determined whether to retain or drop 

feature. For instance, within the Bot-IoT dataset, they kept statistical metrics such as 

mean packet size and flow duration since they are useful for differentiating the attacksô 

behaviors but not informative enough, they drop the counters. 

3.3.6 Dimensionality Reduction and Visualization 

Various dimensionality reduction methods were used to improve interpretability 

and make the datasets ready for unsupervised learning. The main method used was 

Principal Component Analysis (PCA), which uses linear transformation. It projects high-

dimensional data to a low-dimensional subspace by finding the directions in which the 

variance of the data is maximum (Jolliffe & Cadima, 2016). PCA was used to reduce the 

dimension of the features without losing the variance of the original data. Each dataset 

was assessed for principal components capable of explaining high proportions of 

cumulative variance. For instance, one such high proportion process was reported to be 

above 90%. 
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After PCA was implemented, two-dimensional and three-dimensional scatter 

plots of the transformed components were drawn to observe the structure and separation 

of observations. The plots aid in recognizing the potential clusters, outliers, and 

distribution of data in a reduced dimension. 

3.4 Model Selection and Implementation 

This praxis focuses on deploying unsupervised learning models as they can easily 

detect anomalies without the requirement for labelled data. The following models are 

employed: 

K-Means Clustering is a widely used unsupervised machine learning algorithm 

that partitions a dataset into a predefined number of clusters, denoted by K. By using 

Euclidean distance as the metric, data points are grouped based on similarity. The aim is 

to minimize the intra-cluster variance, which means points should be as close as possible 

to the centroid, which is the average of all points in the cluster. 

The algorithm works iteratively in three main steps: 

¶ Initialization: Randomly select K initial centroids. 

¶ Assignment: Assign each data point to the nearest centroid based on 

distance. 

¶ Update: Recalculating the centroids involves a new centroid which is the 

Mean of all data points assigned to that cluster.  

This action is repeated until convergence, usually when there is minor change to 

the centroids between iterations. 

K-Means algorithm, despite its sensitivity to the position of Centroids in the 

beginning and yielding sub-optimal clustering on some occasions, is used very widely. 
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This is because it is simple, fast and scales well to large data sets. Techniques such as K-

Means assist in better initialization and give better results. 

K-Means algorithm works best for datasets that have well-separated, spherical 

clusters and performs poorly with datasets that have clusters varying densities or non-

globular shapes. 

The objective function (to minimize) is: 

ὐ  ίόά ίόά   ȿὼ  άόȿ  

¶ k: Number of clusters 

¶ C♯: Set of points in cluster i 

¶ x: A data point 

¶ ɛ♯: Centroid of cluster i 

¶ ớĿớĮ: Squared Euclidean distance  

Equation 1: K-Means Algorithm 

MiniBatchKMeans  is a scalable variant of the classic K-Means clustering 

algorithm designed to improve computational efficiency on large datasets. Like K-Means, 

it partitions data into k clusters by minimizing the sum of squared distances between data 

points and their assigned cluster centroids. However, instead of processing the full dataset 

at each iteration, MiniBatchKMeans updates centroids incrementally using small random 

subsets (mini-batches) of the data. This approach significantly accelerates convergence 

and reduces memory usage, making it particularly suitable for high-volume IoT data 

streams and environments with resource constraints. 

The algorithm works by iteratively performing the following steps: 

1. Initialization: Randomly select k initial centroids. 
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2. Mini -Batch Sampling: Randomly sample a mini-batch of b data points 

from the dataset. 

3. Assignment Step: Assign each sample point to the nearest centroid. 

4. Update Step: Update the centroids using the assignments from the mini 

batch only: 

╒▒ ╒▒Ɫ╒▒●░ 

where: 

Cj is the centroid of cluster j, 

xix_ixi is a data point assigned to cluster j, 

ʂ is the learning rate determined by the number of updates applied so 

far. 

Equation 2: Mini -Batch K-Means Algorithm 

DBSCAN (Density-Based Spatial Clustering of Applications with Noise) can 

detect clusters of arbitrary shape or varying density (and noise) in databases. DBSCAN 

does not require the number of clusters to be specified beforehand (unlike K-Means) and 

is suitable for exploration analysis and datasets with complicated non-linear structures. It 

is useful for IoT forensics. DBSCAN groups the points that are closely packed together 

and marks the rest of the points as noise. That's why DBSCAN is particularly a good fit 

for anomaly detection tasks, rare patterns like malicious behavior are far away from a 

dense cluster of normal activity.  

Parameters: 

¶ Epsilon (Ů) defines a neighborhood radius about a point. 
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¶ MinPts: The minimum number of points required to form a dense region (i.e., a 

cluster). 

¶ Core Point: A point that has at least MinPts neighbors within its Ů-radius. 

¶ Border Point: A point that has fewer than MinPts neighbors but is within the Ů-

radius of a core point. 

¶ Noise Point: A point that is neither a core point nor within the neighborhood of a 

core point. 

Mathematical Formulation: 

1. Ů-neighborhood: 

╝Ⱡ▬ ▲ᶰ╓ ▀᷄░▼◄▬ȟ▲ Ⱡ 

2. Core Condition:  

╝᷄Ⱡ▬ ᷄ ╜░▪╟◄▼ 

Where: 

¶ dist (ẗ) is typically Euclidean distance, but other distance metrics can be used 

depending on the dataset. 

DBSCAN works by scanning through the data set unvisited points one at a time.  

Equation 3: DBSCAN Algorithm  

By testing whether that point is a core point, that is a point that has a certain 

minimum number of neighboring points that come under a specific radius (MinPts)(Ů); a 

new cluster is created, and all density-reachable points are added to this cluster 

recursively if a core point is found (Ester et al., 1996). The cluster also has border points 

that are not core points but are located near core points, as they do not meet the density 

requirement. However, noise points remain unclustered. This process continues until all 
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points have been visited. One of the main benefits of DBSCAN is its ability to detect 

clusters of arbitrary shape and automatically detect noise or outliers, making it useful for 

identifying anomalies (Khan et al., 2021). 

Unlike centroid-based methods, DBSCAN does not require the number of clusters 

to be specified. However, the algorithm's performance depends on the choice of Ů 

and MinPts (Ester et al., 1996). A limitation of DBSCAN is its difficulty handling 

datasets with clusters of varying density or high dimensionality due to the curse of 

dimensionality (Khan et al., 2021). On the other hand, DBSCAN is well-suited for IoT 

forensics because it is resistant to noise and can identify non-uniform and irregular 

shapes in network traffic and sensor data, where malicious behavior often appears as 

sparse or isolated outliers (Chandola et al., 2009). 

BIRCH  (Balanced Iterative Reducing and Clustering using Hierarchies) is an 

unsupervised clustering algorithm specifically designed to efficiently handle very large 

datasets by incrementally building a compact representation of the data. Unlike 

traditional clustering methods that require the entire dataset in memory, BIRCH 

incrementally constructs a hierarchical tree structure, called a Clustering Feature (CF) 

tree, which summarizes the data distribution using small memory footprints. This makes 

it especially effective for large-scale IoT traffic data or streaming scenarios. 

BIRCH works by building the CF Tree, where the algorithm scans the dataset and 

inserts data points into the CF tree, where each node represents a compact summary of a 

group of points. Each node contains a Clustering Feature (CF) triple: 

╒╕ ╝ȟ╛╢ȟ╢╢ 

where: 
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¶ N: Number of points in the cluster. 

¶ LS: Linear sum of the points. 

¶ SS: Squared sum of the points. 

Equation 4: BIRCH Algorithm  

Gaussian Mixture Models (GMMs): A probabilistic clustering algorithm that 

assumes the data is generated from a mixture of several Gaussian (normal) distributions, 

each representing a different cluster. Unlike K-Means, which assigns each point to a 

single cluster, GMMs use soft clustering, assigning a probability of belonging to each 

cluster. This makes GMMs well-suited for detecting overlapping clusters and subtle 

patterns in complex datasets. 

GMM models the dataset as: 

ὴὼ  ίόᾴὯ ρ ὑͮ “ͅὯ z ὔὼ ȿ ‘ͅὯȟ ͅὯ 

Equation 5: GMM Algorithm  

GMM Works in steps below: 

¶ Initialization: Start with initial guesses for means, covariances, and mixing 

coefficients. 

¶ Expectation (E-Step): Compute the probability (responsibility) that each 

data point belongs to each Gaussian component. 

¶ Maximization (M-Step): Update the parameters to maximize the 

likelihood of the data. 

¶ Repeat until convergence. 
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Table 13: Equations of Clustering Algorithms 

Name Equation 

K-Means Objective (Inertia) 
 

Gaussian Mixture Model (Log-
Likelihood) 

 

DBSCAN Core Point Condition 
 

BIRCH CF Vector 
 

MiniBatchKMeans Update 
 

Table 13 above shows the detailed equations of the clustering algorithms used in 

this research. Each model is implemented using Python libraries such as Scikit-learn and 

TensorFlow. Hyperparameters for each model are fine-tuned through grid search and 

cross-validation to optimize performance on the chosen datasets. 

3.5 Model Testing and Evaluation 

Since the study employs unsupervised learning, traditional performance evaluation 

methods used in supervised learning (such as accuracy, precision, and recall) are not 

directly applicable. Instead, evaluating the unsupervised anomaly detection models relies 

on clustering quality, statistical measures, and external validation techniques. The 

following metrics and methods are used to assess the models' effectiveness: 

1. Silhouette Score: Measures how similar each point is to its assigned cluster 

compared to others. A higher silhouette score (closer to 1) indicates well-defined 

clustering, while values near 0 suggest overlapping clusters. 

2. Davies-Bouldin Index (DBI): This index evaluates cluster compactness and 

separation. Lower DBI values indicate better clustering performance. 

3. Calinski-Harabasz Index: Measures the ratio of within-cluster dispersion to 

between-cluster dispersion. Higher values indicate well-separated clusters. 

ὐ  Вϛ Вͅ ὼ  ɴὅ  ȿȿὼ  ‘ȿȿό 

ὒ  Вϛǐ ὰέὫ  Вϛ “ ẗ ﬞ ὼ ȿ ‘ȟ     

ȿὔ ὴȿ  ὓὭὲὖὸίȟ  ὔ ὴ  ή  ɴὈ ȿ ȿȿὴ  ήȿȿ  ‐ 

ὅὊ  ὔȟ ὒὛȟ ὛὛȟ  ὒὛ  В ὼȟ  ὛὛ  В ὼό 

‘ ᴺ  ‘  – ‘  ὼȟ  ὼ  ɴὄ 
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4. Reconstruction Error (for Autoencoders): Since autoencoders learn to reconstruct 

normal data, anomalies can be detected based on high reconstruction errors. The 

mean squared error (MSE) between input and reconstructed data points serves as 

a key metric. 

Each model is tested on datasets; Bot-IoT, IoT-HealthCare, TON-IoT, and NSL-

KDD. Performance comparisons among K-means, DBSCAN, GMMs, and autoencoders 

help determine the best-performing approach for anomaly detection in IoT forensics. 

Additionally, computational efficiency is evaluated, as unsupervised models must be 

scalable for large IoT networks. The results from these evaluations inform the iterative 

model refinement process in Section 3.6, ensuring that models are continuously improved 

for higher accuracy and efficiency. Table 14 below shows the detailed equations used to 

evaluate the clustering in this research.  

Table 14: Equations for Evaluation Metrics 

Name Equation 

Silhouette Score 
 

 

Davies-Bouldin Index 

(DBI)  

 

 

 

Calinski-Harabasz Index 

(CHI)  

 

Reconstruction Error 

(Autoencoder) 

 

 

 

 

 

 

ὈὄὍ  ρ Ⱦ Ὧ  z   ÍÁØͅὭ  Ὦ ίͅὭ  ίͅὮ Ⱦ ὨᾧὭȟ ᾧὮ    

ὅὌὍ Ὕὶὄ ϳ Ὧ  ρ ϳ Ὕὶὡ ϳ ὲ  Ὧ  

ὙὉ  ρ ϳ ὲ В ȿȿὼ  ὼǶȿȿό 
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3.6 Iterative Model Refinement 

As unsupervised learning models work without predefined labels, improving the 

model is an iterative process that results in enhancing the clustering, anomaly, and 

efficiency of the model. The refinement process involves several key steps: 

1. Cluster Analysis and Outlier Validation: To see how compact and separate the 

clusters identified by K-means, DBSCAN and GMMs are. Outlier validation of 

clusters was carried out to see if there are any statistically valid outliers present 

which fall outside of the clusters identified. By comparing the outliers that are 

detected with attack records (if available), the anomalies that are misclassified are 

identified. NSL-KDD and Bot-IoT are some of the datasets used for detecting 

anomalies. 

2. Feature Reassessment and Engineering: this involves checking the selection of the 

features to retain the maximum features but reduce dimensions. Priority is given 

to features which create meaningful cluster separation. 

3. Anomaly Threshold Optimizations: are utilized to identify anomalies, are 

optimized so that the false positives for the methods presented in this section are 

kept to a minimum without sacrificing the sensitivity of the models to rare attacks. 

4. Algorithmic Enhancements: this is a hybrid approach that combines different 

unsupervised methods such as DBSCAN with autoencoders.  

5. Computational Efficiency Analysis: This keeps track of processing times and 

memory requirements of the models and tries optimization methods such as 

feature reduction and parallel computing techniques to improve scalability. 
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3.7 Summary 

The chapter explained the research methodology used for development and 

evaluation of unsupervised learning models for anomaly detection in IoT. The method 

starts with collecting data, pre-processing, feature selection, model implementation, 

model evaluation and refining algorithms for better performance. We selected different 

clustering and anomaly detection models according to their efficiency in unsupervised 

pattern recognition. In this research, we utilize various clustering validation metrics and 

reconstruction error-based analysis to check the effectiveness of our model which is 

neither classification accuracy metric nor anything else. 

Refinement techniques facilitate enhanced detection accuracy in addition to 

computational efficiency. Moreover, feature optimization could be types of refinement 

techniques to enhance efficacy. Throughout the development of the model, this research 

adopted ethical considerations. These include data privacy, bias reduction, and 

explainability. These have been integrated into the whole process and align with the best 

practices in cybersecurity. 
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Chapter 4ðResults 

4.1 Introduction 

This chapter provides a thorough analysis of multiple unsupervised clustering 

algorithms on four important datasets related to cyber security: Bot-IoT, IoT-HealthCare, 

TON-IoT and NSL-KDD. The main goal is to evaluate how successfully these models 

can detect useful anomalies in unlabeled network traffic data. The evaluation of 

clustering performance is conducted quantitatively through intrinsic metrics which are 

Silhouette Score, Davies-Bouldin Index (DBI), and Calinski-Harabasz Index (CHI), and 

qualitatively through cluster visualization which includes PCA projections and cluster 

size distributions. The models we will compare are K-Means, DBSCAN, GMM, BIRCH, 

Mini -BatchKMeans. The tests also look at computation time and data representation 

abilities. In this chapter, we will discuss the pros and cons of each model for anomaly 

detection in cyber-security. 

4.2 Methodology Overview 

All datasets underwent a standardized preprocessing pipeline that included data 

cleaning (duplicate removal, missing value imputation), numerical normalization using 

RobustScaler, and feature transformation where required. Principal Component Analysis 

(PCA) was used for 3D visualization, while clustering was performed on the full feature 

space. Evaluation metrics were calculated using publicly available Python scikit-learn's 

suite of clustering evaluation tools and visualized using matplotlib and seaborn. For 

larger datasets (e.g., Bot-IoT), performance was maintained using memory-aware 

chunking and sampling for certain visual tasks. 
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4.3 Bot-IoT Dataset-Specific Analyses 

4.3.1 PCA Comparison 

The comparison between unscaled and scaled PCA scatter plots highlights the 

critical importance of data preprocessing in high-dimensional network traffic analysis. In 

the unscaled PCA visualization shown in chapter 3, the distribution of observations was 

heavily dominated by a small number of high-magnitude features, resulting in most data 

points collapsing into a narrow region with limited spread along the principal 

components. After standardization, the scaled PCA plot shown in Figure 11 displayed a 

more balanced distribution across all three principal components, demonstrating that 

variance was no longer dictated by a few large-scale attributes. This preprocessing step 

revealed underlying patterns and separability in the data that were not visible without 

scaling, confirming that normalization is essential for meaningful dimensionality 

reduction and subsequent clustering analysis. 

 

Figure 11: 3D PCA Scatter Plot of Scaled Bot-IoT Dataset 
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Cluster Size Interpretation for K-Means Clustering 

The cluster size distribution resulting from the application of the K-Means 

algorithm provides important insights into the structure and balance of the dataset, 

particularly in the context of anomaly detection in cybersecurity. Figure 12 presents a bar 

plot showing the number of data points assigned to each cluster, with the assumption that 

Cluster 0 corresponds to normal traffic, while Clusters 1, 2, and 3 represent various 

anomalous or attack behaviors. 

 

Figure 12: Bot-IoT Cluster Distribution  

This distribution is significantly skewed, which reflects the inherent imbalance 

present in real-world network traffic. Normal activity typically far outweighs malicious 

or abnormal behavior. In this dataset, normal activity accounts for approximately 83% of 

all samples, while attack-related clusters constitute the remaining 17%.  

Cluster 0 is Normal Traffic; The dominant size of Cluster 0 (approximately 

830,000 samples) indicates a cohesive and consistent representation of benign traffic 
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patterns. The K-Means algorithm was able to effectively group this activity into a single, 

large cluster. This dominance is expected in security datasets and establishes a reference 

baseline against which anomaly patterns can be evaluated. Homogeneity within Cluster 0 

can also serve as a validation of K-Means' ability to distinguish stable patterns of network 

activity. 

Clusters 1ï3 are Anomalous or Attack Traffic; Each of the remaining clusters 

represents a comparatively smaller portion of the dataset. Cluster 1, which has an 

extremely small size (~1,000), includes highly distinct or novel attack vectors. These may 

represent zero-day threats, unknown exploits, or rare behaviors that diverge significantly 

from other patterns. This group is critical for in-depth investigation, as it may highlight 

vulnerabilities not previously identified. Cluster 2 includes a moderate volume of data 

(~100,000) and may represent known and frequent attacks, such as scanning, brute force 

login attempts, or protocol misuse. This group exhibits enough internal cohesion for K-

Means to detect it as a standalone cluster. Cluster 3, while slightly smaller (~70,000), 

may correspond to stealthier or more prolonged attack behaviors, such as Advanced 

Persistent Threats (APTs) or lateral movement within a compromised system. These 

behaviors typically occur with lower visibility and may manifest more subtly in telemetry 

data. 

The distribution reveals a realistic yet challenging class imbalance. While this 

aligns with actual network environments, where malicious activity is rare, it also 

introduces potential issues for model training and evaluation. Models built on such 

imbalanced data may be biased toward the majority class, and thus specialized strategies 
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such as oversampling, under sampling, or the use of anomaly-focused metrics may be 

necessary in subsequent supervised learning tasks. 

 In summary, this cluster size distribution confirms K-Means' capability to 

segregate normal and abnormal traffic patterns. The distinct differentiation between the 

majority normal cluster and smaller, well-formed anomalous clusters supports the 

validity of K-Means as a useful unsupervised technique for initial pattern recognition and 

dataset labeling in cybersecurity anomaly detection systems. 

4.3.2 Clustering Performance Metrics 

  The performance metrics of the K-Means clustering algorithm provide a 

quantitative evaluation of the clustering quality, cohesion, and computational efficiency. 

Table 15 presents the following metrics: Silhouette Score, Davies-Bouldin Index, 

Calinski-Harabasz Index, and Computation Time. 

Table 15: Bot-IoT K -Means Clustering Performance Metrics 

Metric  Score 

Silhouette Score 0.865003016 

Davies-Bouldin Index 1.097689244 

Calinski-Harabasz 

Index 

12963.43142 

Computation Time (s) 10638.68122 

 

Silhouette Score 

 The silhouette score assesses the cohesion and separation of clusters by measuring 

how similar a point is to its own cluster (cohesion) compared to other clusters 

(separation). In this analysis, the silhouette score is notably close to zero, which suggests 

that many data points lie near the decision boundary between clusters. This may reflect 
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the inherent overlap between some types of normal and abnormal network traffic in high-

dimensional space. While this score is not ideal, it is common in complex, noisy real-

world datasets such as those found in cybersecurity. 

Davies-Bouldin Index 

 This index evaluates cluster separation and compactness, where lower values 

indicate better performance. Although the specific numerical value is not shown in the 

figure, the Davies-Bouldin Index falls within a range that indicates moderate separation 

between clusters. The presence of closely packed or overlapping clusters, especially those 

representing subtle attacks, may contribute to this result. 

Calinski-Harabasz Index 

 The Calinski-Harabasz score measures the variance between clusters divided by 

the variance within clusters. A higher score implies more distinct clusters. In this case, 

the Calinski-Harabasz Index is significantly higher than the other metrics, suggesting that 

there is substantial inter-cluster variability relative to intra-cluster compactness. This 

finding reinforces that the clustersðparticularly Cluster 0 (normal) and Cluster 2 or 3 

(attacks) are meaningfully distinct in feature space. 

Computation Time 

 Computation time is also represented in the figure, and its high value reflects the 

scale and dimensionality of the dataset. Processing millions of entries with dozens of 

features requires intensive iterative optimization, especially for K-Means. Despite the 

elevated runtime, the algorithm completed execution within an acceptable time frame for 

exploration and unsupervised purposes. 
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In conclusion, while K-Means may face limitations in perfect cluster boundary 

delineation in cybersecurity datasets, the performance metrics demonstrate their strong 

capability in separating large-scale normal activity from more varied and potentially 

ambiguous malicious behaviors. 

4.3.3 PCA Visualization for K-Means Clustering 

  Figure 13 visualizes the clustering result in two principal components 

(PC1 and PC2). 

 

Figure 13: PCA Scatter plot of K-Means Clustering 

 The scatter plot displays data points projected into the PC1-PC2 space, with 

colors denoting their cluster assignments (0 to 3). Notable observations include: 

Cluster 0 (Normal Traffic) is primarily concentrated in the origin-centered region, 

exhibiting dense cohesion. This supports its role as the baseline pattern of benign network 

activity. 



87 

 

Clusters 1, 2, and 3 (Anomalous Traffic) are more dispersed across the principal 

component space. Their separation in PC1/PC2 suggests that K-Means successfully 

captured meaningful distinctions in the high-dimensional space. 

Cluster 1 appears isolated and widely spread, indicating it represents highly distinct or 

extreme outlier points. 

 This visualization confirms that while PCA reduces dimensional fidelity, the 

cluster separation remains visible and supports the logical structure found in the raw data. 

It reinforces the effectiveness of K-Means in isolating key patterns and facilitates 

intuitive understanding of clustering behavior. 

4.3.4 Clustering Performance Metrics for DBSCAN  

Table 16: Bot-IoT Performance Metrics for DBSCAN 

Metric  Value 

Silhouette Score 0.785 

Davies-Bouldin Index 0.367 

Calinski-Harabasz Index 199510.896 

Computation Time (s) 236.923 

Table 16 illustrates the quantitative performance of the DBSCAN clustering 

algorithm on the Bot-IoT dataset using three metrics: Silhouette Score, Davies-Bouldin 

Index, and Calinski-Harabasz Index. 

4.3.5 Cluster Size for GMM Clustering  

Figure 14 shows the cluster size distribution for the Gaussian Mixture Model 

(GMM) applied to the Bot-IoT dataset. Unlike DBSCAN, GMM provides a soft 
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clustering approach, where each sample is assigned a probability of belonging to a 

cluster. 

 

Figure 14: Bot-IoT Cluster Distribution for GMM  

As seen above: 

¶ Cluster 1 and 2 dominate the distribution with the largest number of samples. 

¶ Clusters 0 and 5 contain a moderate number of samples. 

¶ Clusters 3 and 4 are empty or negligible, which may indicate redundant 

components or lack of density in those regions. 

The GMM clustering displays a more even distribution among a subset of clusters, 

contrasting the long tail of DBSCAN, while still showing signs of class imbalance. 
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4.3.6 Clustering Performance Metrics Interpretation for GMM  

Table 17 summarizes the evaluation metrics for GMM clustering:  

Table 17: Bot-IoT GMM Clustering Performance Metrics 

Metric  Value 

Silhouette Score 0.247 

Davies-Bouldin Index 1.245 

Calinski-Harabasz Index 225714.465 

Computation Time (s) 36.560 

Silhouette Score: 

The silhouette score is low, indicating overlapping clusters, which is typical in 

probabilistic models where boundaries are soft. 

Davies-Bouldin Index: 

The score is moderately high, suggesting intra-cluster compactness could be improved, 

and cluster centroids may not be well-separated. 

Calinski-Harabasz Index: 

This score is high, suggesting that GMM has identified distinct clusters despite overlaps, 

making it suitable for modeling dense network flows. 
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4.3.7 PCA Visualization for GMM Clustering  

 

Figure 15: PCA Scatter plot for GMM Clustering  

Figure 15 visualizes the results of the GMM clustering in PCA space, where each color 

corresponds to a different cluster assignment. 

¶ Well-Separated Zones: Several clusters, such as Cluster 3, are positioned 

distinctly, confirming the modelôs ability to isolate dense behavioral patterns. 

¶ Cluster Overlaps: The dense central region shows overlapping clusters, a hallmark 

of soft clustering. 

¶ Dimensional Spread: Some clusters span large PCA ranges, indicating potential 

overfitting or high data variability. 

  In summary, GMM provides a probabilistic approach that captures both 

common and nuanced variations in the dataset. While its clusters are less distinct than K-

Means, it allows flexibility in modeling uncertainty and soft boundariesðimportant for 

detecting stealthy and variable cyber threats. 



91 

 

4.3.8 Cluster Size Interpretation for MiniBatchKMeans Clustering 

 

Figure 16: Cluster Distribution for MiniBatch K -Means Clustering 

MiniBatchKMeans produces six clusters with a better balance than GMM. Figure 16 

illustrates their distribution. 

As seen above: 

¶ Even Distribution: Clusters are more evenly balanced than K-Means or GMM. 

¶ Cluster 4 Dominance: Cluster 4 holds the largest portion (~320,000 samples), 

followed by Clusters 2 and 3. 

¶ Compact Representation: Smaller clusters like 0 and 1 are still substantial in size, 

avoiding over-fragmentation. 
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4.3.9 Clustering Performance Metrics Interpretation for MiniBatchKMeans  

Table 18: Bot-IoT MiniBatchKMeans Performance Metrics 

Metric  Value 

Silhouette Score 0.373 

Davies-Bouldin Index 1.095 

Calinski-Harabasz Index 165827.5486 

Computation Time (s) 0.715 

Table 18 presents MiniBatchKMeans performance as interpreted below: 

Silhouette Score: 

Very low, similar to other methods due to data complexity. 

Davies-Bouldin Index: 

High value, reflecting overlapping and variable-density traffic patterns. 

Calinski-Harabasz Index: 

Strong performance (~165,000), indicating compact clusters with some separability. 
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4.3.10 PCA Visualization for MiniBatchKMeans Clustering  

 

Figure 17: PCA Scatter plot of MiniBatch K-Means Clustering 

Figure 17 visualizes cluster assignments from MiniBatchKMeans. 

¶ Visual Cohesion: Most clusters form dense, compact blobs in PCA space. 

¶ Strong Outliers: A few isolated points suggest anomalies or misclustered samples. 

¶ Cluster Coloring: The color mapping confirms an effective partitioning across 

principal components. 

 This analysis suggests MiniBatchKMeans is a computationally efficient 

alternative that balances speed with reasonable clustering quality on high-volume IoT 

datasets. 

 

 

4.3.11 Cluster Size Interpretation for BIRCH Clustering  

The cluster size distribution obtained from the BIRCH algorithm demostrates: 
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¶ Extremely High Cluster Count: BIRCH discovered thousands of clusters, each 

assigned with a unique ID. This level of granularity indicates that BIRCH is 

segmenting data at a micro-level. 

¶ Skewed Distribution: The distribution follows a long-tail pattern with a small 

number of very large clusters and many very small ones (even some with <10 

samples). 

¶ Effective Micro-Clustering: This behavior aligns with BIRCHôs strength in large-

scale, hierarchical clustering that naturally balances memory and time constraints. 

4.3.12 Clustering Performance Metrics Interpretation for BIRCH  

Table 19: Performance Metrics of BIRCH Clustering 

Metric  Value 

Silhouette Score 0.476509415 

Davies-Bouldin Index 0.731432586 

Calinski-Harabasz Index 231551.7861 

Computation Time (s) 50.21887898 

Table 19 summarizes clustering performance for BIRCH. 

Silhouette Score: 

Low or near zeroðsuggests overlapping or ambiguous boundaries in PCA space due to 

fine-grained clustering. 

Davies-Bouldin Index: 

Highðindicates cluster compactness and separation is weaker due to the large number of 

small, fragmented clusters. 

Calinski-Harabasz Index: 

Very highðsuggesting strong intra-cluster cohesion in several of the larger clusters. 
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4.3.13 Autoencoder Reconstruction Error Distribution  

 

Figure 18: Autoencoder Reconstruction Error 

Figure 18 presents a histogram of Mean Squared Error (MSE) values for autoencoder 

reconstruction error. 

Key Observations: 

¶ Bell-shaped Distribution: The MSE values form a peak around 0.012ï0.015, 

indicating most reconstructions are accurate. 

¶ Heavy Right Tail: A few samples exhibit high reconstruction error, potentially 

pointing to anomalous or previously unseen patterns. 

¶ Noise Filtering: Outliers were removed prior to visualization to enhance 

interpretability of normal patterns. 
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4.3.14 Autoencoder KDE Density Plot 

 

Figure 19: Density plot for Autoencoder Reconstruction Error 

Figure 19 displays a Kernel Density Estimation of the reconstruction error distribution. 

Interpretation:  

¶ Multi -modal Shape: The KDE reveals multiple peaks, which may indicate 

subgroups or varying error modes in the data. 

¶ Smooth Estimate: KDE provides a continuous and interpretable view of the MSE 

range, particularly in detecting subtle anomaly shifts. 

4.3.15 Autoencoder vs PCA for Dimensionality Reduction 

This section compares both autoencoders and principal component analysis 

(PCA) as dimension reduction techniques used on the BoT-IoT dataset. Dimensionality 

reduction techniques were used to reduce the high-dimensional feature space to 10 latent 

dimensions which were then used for K-Means clustering with k = 5. The goal was to 
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determine how each technique influences clustering quality and effectiveness in anomaly 

detection. 

Silhouette Score Evaluation 

¶ Autoencoder achieved a silhouette score of 0.524. 

¶ PCA achieved a silhouette score of 0.396. 

The comparative bar chart in Figure 20 plots the silhouette scores of both 

techniques. The higher score obtained by the Autoencoder reflects better cluster 

compactness and separation, corroborating its superior performance in unsupervised 

learning tasks involving high-dimensional IoT data (Xia et al., 2015). 

 

Figure 20: AE vs PCA Silhouette Comparison 

 



98 

 

 

Figure 21: AE vs PCA Clustering Comparison 

Figure 21 showed that the Autoencoder had better intra-cluster cohesion and 

inter-cluster separation. This supports the idea that autoencoders and other nonlinear 

dimensionality reduction techniques work better with complex data such as IoT traffic 

(Hinton & Salakhutdinov, 2006) 

Cluster Size Distribution  

The cluster size distribution shown in Figure 22 reveals that the Autoencoder yields a 

more balanced cluster formation compared to PCA. PCA-generated clusters were 

unevenly distributed, with some clusters dominating the space. Such an imbalance may 

negatively affect the modelôs ability to generalize and detect rare anomalies (Zhou & 

Paffenroth, 2017). 
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Figure 22: AE vs PCA Cluster Size Distribution 

Although clustering is inherently unsupervised, the availability of ground truth labels in 

the BoT-IoT dataset allowed post-hoc evaluation of clustering assignments. Table 20 

presents detection performance metrics derived by comparing cluster assignments against 

true labels. 

Table 20: AE vs PCA Performance Metrics 

Metric  Autoencoder PCA + K-Means 

Precision 0.89 0.72 

Recall 0.91 0.68 

F1-Score 0.90 0.70 

False Alarm 12% 29% 

These results indicate that the Autoencoder significantly outperforms PCA in 

terms of both detection accuracy and robustness, reducing false alarms by more than half. 

This reinforces the importance of nonlinear modeling in cybersecurity anomaly detection 

pipelines (Zhang et al., 2019). 
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4.4 IoT-Healthcare Dataset Specific Analysis 

In Figure 39 in the appendix, it presents the evaluation of K-Means clustering on 

the IoT Healthcare dataset using three key metrics, Silhouette Score, Davies-Bouldin 

Index, and Calinski-Harabasz Index, across cluster sizes ranging from k = 2 to k = 10. 

The analysis shows an exceptionally high quality of clustering, which is also shown in 

Table 33 in the appendix. Silhouette scores remain above 0.90 for all values of k, peaking 

at k = 5 (0.9338), indicating highly cohesive and well-separated clusters. 

Correspondingly, the Davies-Bouldin Index is minimized at k = 3 (0.1452), further 

suggesting optimal separation. Additionally, the Calinski-Harabasz Index increases 

consistently, reaching over 9 million at k = 10, which implies strong inter-cluster 

dispersion. Despite this, due to the balance of all three metrics, k = 5 emerges as a 

favorable choice, offering the highest silhouette score and a substantial Calinski-

Harabasz value, confirming superior cluster compactness and separation.  

4.4.1 K-Means Scaler Comparison 

The comparison between RobustScaler and MinMaxScaler in the context of K-

Means clustering on the IoT-Healthcare dataset reveals a clear advantage in using 

RobustScaler for preprocessing. The evaluation is based on three widely recognized 

clustering performance metrics: Silhouette Score, Davies-Bouldin Index (DBI), and 

Calinski-Harabasz Index (CH). RobustScaler achieves a Silhouette Score of 0.93, 

indicating highly cohesive and well-separated clusters, whereas MinMaxScaler yields a 

lower score of 0.59, suggesting weaker cluster definition. Furthermore, RobustScalerôs 

DBI of 0.19, compared to 0.87 from MinMaxScaler, confirms tighter and more distinct 

clusters, as lower DBI values reflect better clustering quality. The difference is even more 
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pronounced in the CH Index, where RobustScaler scores over 2.4 million, vastly 

outperforming MinMaxScalerôs score of just over 126,000. This dramatic gap 

demonstrates that RobustScaler is more effective at preserving the variance structure and 

mitigating the influence of outliers, leading to better-formed clusters. Overall, the results 

confirm that RobustScaler is the more robust and suitable choice for preparing the IoT-

Healthcare dataset for unsupervised clustering. The comparison can be found in Table 34 

and in Figure 40 in the appendix also visualized in Figure 33 and 34. 

4.4.2 DBSCAN Clustering Metrics 

In the appendix, Figure 41, presents a comparative analysis of the DBSCAN 

clustering performance on the IoT-Healthcare dataset using four key evaluation metrics: 

Silhouette Score, Davies-Bouldin Index (DBI), Calinski-Harabasz Index (CH), and the 

percentage of noise points detected. 

Silhouette Score (0.4123) reflects moderate cluster cohesion and separation. 

While lower than K-Means, this score is acceptable for DBSCAN given its density-based 

nature. 

Davies-Bouldin Index (DBI) at 0.5669 suggests a fair level of separation between 

clusters, with lower values indicating better-defined groupings. 

Calinski-Harabasz Index (CH) is extremely high (1,576,909,898), driven by the large 

variance ratio between inter-cluster and intra-cluster dispersion, though such a large value 

should be interpreted with caution due to the data scale. 

Noise Percentage of 9.62% indicates that DBSCAN identified 10% of the data as 

outliers or noiseðuseful in anomaly detection contexts like healthcare IoT monitoring. 
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Overall, DBSCAN proves effective for detecting clusters and isolating noise in 

non-linearly separable data, though its performance metrics reflect a trade-off compared 

to partition-based methods like K-Means.  

4.4.3 MiniBatchK-Means Clustering Metrics 

Figure 42 in the appendix presents a detailed evaluation of MiniBatchKMeans 

clustering performance across a range of cluster values k=2 to 10 for the IoT-Healthcare 

dataset. Three key clustering quality metrics are analyzed: Silhouette Score, Davies-

Bouldin Index (DBI), and Calinski-Harabasz Index (CH). 

The Silhouette Score, which measures intra-cluster cohesion and inter-cluster 

separation, peaked at k=8 with a value of 0.6361. Although this indicates some 

improvement in clustering compactness, it falls significantly short compared to the 

standard K-Means model with RobustScaler, which achieved a Silhouette Score 

exceeding 0.92. 

The Davies-Bouldin Index showed a declining trend, reaching its minimum at 

k=10, which is desirable as lower values suggest better-separated clusters. However, this 

improvement was not enough to compensate for the overall weaker clustering structure. 

Similarly, the Calinski-Harabasz Index steadily increased with higher k, but its value 

remained modest compared to the top-performing configurations observed in previous 

experiments. 

Despite being computationally efficient, MiniBatchKMeans failed to deliver 

competitive clustering quality in this context. Its performance, particularly in terms of 

cluster cohesion and separation, was notably inferior to the baseline K-Means results 

obtained using RobustScaler. This reinforces the conclusion that while 
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MiniBatchKMeans may offer speed advantages on very large datasets, it is not the 

optimal choice when clustering accuracy and robustness are paramount. 

4.4.4 BIRCH Clustering 

In the appendix, Figure 43, illustrates the performance metrics of the BIRCH 

clustering algorithm applied to the IoT Healthcare dataset. Four key metrics are 

presented: Silhouette Score, Davies-Bouldin Index (DBI), Calinski-Harabasz Index (CH), 

and Computation Time.  

The Silhouette Score of approximately 0.492 suggests moderate cohesion within clusters 

and separation between them. The DBI value of 0.628 indicates room for improvement in 

cluster compactness and separation, as lower DBI values are preferred.  

The Calinski-Harabasz Index is high at 404,824, reflecting decent inter-cluster 

dispersion relative to intra-cluster dispersion. Finally, the computation time was low, at 

approximately 3.33 seconds, showcasing the efficiency of the BIRCH algorithm. While 

the clustering quality is not as strong as seen with K-Means using robust scaling,  

BIRCH offers a balance between performance and computational speed, making 

it suitable for large datasets where runtime is a constraint. 

4.5 TON IoT Dataset Specific Analysis 

Figure 44, in the appendix, illustrates the distribution of data points across four 

clusters generated by the K-Means clustering algorithm. The results show a highly 

imbalanced distribution, with Cluster 0 containing most of the data, over 230,000 points, 

while Clusters 1, 2, and 3 contain far fewer samples, each under 15,000.  

This imbalance is expected and meaningful in the context of the dataset, as 

Cluster 0 represents normal traffic, which naturally occurs more frequently than 
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anomalous or attack-related events. The smaller clusters correspond to different types of 

abnormal or suspicious behavior.  

These results highlight how K-Means effectively distinguishes the dominant class 

(normal traffic) from less common patterns, aligning well with the data's underlying 

structure. 

4.5.1 K-Means Scaler Comparison 

In this research, two scaling techniques, RobustScaler and MinMaxScaler, were 

applied to the TON dataset to evaluate their impact on clustering performance. The 

comparison was based on three key metrics: Silhouette Score, Davies-Bouldin Index 

(DBI), and Calinski-Harabasz Index (CH). The unscaled vs. scaled dataset visualizations 

are shown in Figure 35 and 36 in the appendix. 

In Figure 45 in the appendix, the results show that RobustScaler, used in this 

research, yielded a significantly higher Silhouette Score (0.8998) and Calinski-Harabasz 

Index (383,306.3) compared to MinMaxScaler (0.4894 and 128,889.3 respectively), 

indicating better overall cluster cohesion and separation. Although MinMaxScaler 

produced a lower Davies-Bouldin Index (0.9487 vs. 1.3643), suggesting more compact 

clusters, the overall clustering quality was higher when using RobustScaler. 

These findings support the use of RobustScaler in this study, particularly for 

datasets that may contain outliers or skewed distributions, as it consistently enhanced the 

interpretability and structure of clustering results. 

4.5.2 Cluster Size Interpretation for DBSCAN Clustering  

The clustering performance metrics, in Figure 46 in the appendix, presents the 

performance metrics of the DBSCAN clustering algorithm applied to the TON-IoT 
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dataset. Four key evaluation metrics are visualized: Silhouette Score, Davies-Bouldin 

Index (DBI), Calinski-Harabasz Index (CH), and Computation Time, all plotted on 

algorithmic scale to accommodate the large range in values. 

The Silhouette Score of 0.414 suggests moderate intra-cluster cohesion and inter-

cluster separation. The Davies-Bouldin Index, recorded at 0.551, reflects low intra-cluster 

variance, indicating good cluster compactness. The Calinski-Harabasz Index reached 

156,932.208, a high value that points to well-separated and dense clusters, often 

correlated with effective clustering results. 

The Computation Time was approximately 2.89 seconds, demonstrating 

DBSCANôs efficiency in handling the datasetôs size and complexity. 

This metric profile confirms that DBSCAN performed well on the TON dataset, 

achieving a strong balance between accuracy and computational cost, while automatically 

identifying noise and variable-density clusters without requiring a fixed number of 

clusters. 

4.5.3 MiniBatchKMeans Clustering 

Figure 47 in the appendix, presents the clustering performance of the Minibatch 

K-Means algorithm on the TON-IoT dataset, evaluated across cluster counts ranging 

from k = 2 to 10.  

The peak Silhouette Score of 0.7924 was observed at k = 4, alongside a minimum 

Davies-Bouldin Index of *0.3093, and a notable increase in the Calinski-Harabasz Index, 

indicating well-separated and compact clusters at that point. However, when compared to 

standard K-Means clustering with RobustScaler preprocessing, which achieved a superior 

Silhouette Score of 0.8796, Minibatch K-Means falls short in overall quality. The decline 
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in Silhouette Scores and inconsistent DBI values beyond k = 4 further indicate 

diminished clustering coherence. 

In summary, while Minibatch K-Means offers speed advantages, it produced 

suboptimal clustering quality on the TON-IoT dataset relative to traditional K-Means 

combined with Robust Scaling and therefore may not be the preferred method when 

accuracy and cluster integrity are critical. 

4.6 NSL-KDD Dataset Specific Analysis 

Figure 48 in the appendix, assesses the K-Means cluster procedure for three 

standard algorithms with respect to three performance metrics. Evaluate three 

performance metrics across three (k) values.  

The Silhouette Score is stable and very high during k = 2 to 4, attaining the peak 

value of k = 4 (0.8798). The stable silhouette scores low value 0.7876 (k=3) high value 

0.8798 (k=4) indicate clusters are well defined and separated. When we go beyond k = 4, 

we see the silhouette score beginning to have a gradual drop. This drop suggests creating 

more clusters thus creating some overlap or noise in the boundaries of clusters.  

The Davies-Bouldin index steadily improved, showing great improvement (Lower 

the better). k = 9 Davies-Bouldin index is the lowest at 0.1281. This implies that as 

clusters increase, they become more compact and well-separated.  

The Calinski-Harabasz Index increases with the addition of the next cluster and 

reaches its maximum k = 10 (3,123,028). This shows there is a large distance between 

clusters and small distance among the same clusters and then this affects particularly for 

higher values of K.  
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When you combine everything together the results suggest that k=4 provides the 

most balanced clustering configuration in terms of overall cluster quality i.e. high 

silhouette and CH score with low DBI. On the other hand, k=9 or k=10 may provide 

better separation and compactness, but less cohesion as can be seen by decreasing 

silhouette scores.  

4.6.1 K-Means Scaler Comparison 

 The figure in appendix, Figure 49 shows the performance comparison of 

K-Means clustering using the RobustScaler and MinMaxScaler data scaling methods on 

the NSL-KDD data set. The three clustering performance metrics considered are 

Silhouette Score, Davies-Bouldin Index (DBI) and the Calinski-Harabasz Index (CH). 

The unscaled vs. scaled dataset visualization can also be found in Figure 37 and 38 in the 

appendix. 

RobustScaler beats MinMaxScaler across all metrics. It had a Silhouette Score of 

0.88, suggesting the clusters are well-defined and dense, whereas with MinMaxScaler it 

was 0.48. The DBI of the RobustScaler is 0.25, which is lower than the DBI of 

MinMaxScaler which is 1.25. The CH Index for RobustScaler is far superior (794,557) 

compared to MinMaxScaler (125,455) which is a positive outcome.  

The bar chart presents these metrics on a logarithmic scale to show how different 

they are, particularly the CH index. In short, RobustScaler seems to avoid the distortion 

of the cluster structure and is effective in better clustering of imbalanced or noisy data 

such as NSL-KDD.  
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4.6.2 DBSCAN Clustering 

The visualization in the appendix, in Figure 50 presents the performance analysis 

of the DBSCAN clustering algorithm on the NSL-KDD dataset is evaluated using two 

clustering validity metrics, namely the Silhouette Score and Davies-Bouldin Index.  

The silhouette score indicates a moderate level of cohesion and separation, with a 

value of 0.3640. The clustering result shows a low value, suggesting that the clustering 

result was a bit meaningful albeit not too much.  

The DaviesïBouldin index is given by 0.9712 which indicates a good separation 

and compactness of the clusters. According to the findings, the lower the DBI, the better. 

This suggests that the clusters found by DBSCAN are decent enough to be regarded as 

distinct.  

DBSCAN can detect signals in the NSL-KDD dataset. Overall, the visualization 

confirms this statement. Although the Silhouette Score is not very high, it suggests that 

noise in the dataset may be a factor.  

4.7 Comparative Model Analysis  

This section summarizes all clustering models based on performance measures 

and visual characteristics. Further, we will compare the various clustering models based 

on their strengths and weaknesses. Below as you can see in Table 21, the results are from 

clustering models applied on Bot-IoT dataset. 

 

 

 

 



109 

 

Table 21: Model Performance Comparison 

Algorithm  Silhouette 

Score 

Davies-

Bouldin 

Index 

Calinski-

Harabasz 

Index 

Computation 

Time (s) 

Clusters 

K-Means 0.865 1.09768924

4 

12963.43

142 

10638.68122 4 

DBSCAN 0.785 0.36795137

5 

199510.8

965 

236.9237046 100+ 

GMM  0.247 1.24508613

1 

225714.4

657 

36.56061435 6 

MiniBatchKM

eans 

0.373 1.09551416

9 

165827.5

486 

0.715064764 6 

BIRCH  0.476 0.73143258

6 

231551.7

861 

50.21887898 2000+ 

The assessment has revealed a difference in clustering methods and metrics. K-

Means and MiniBatchKMeans produced more interpretable and robust clusters when 

considering their cluster size distribution. DBSCAN and BIRCH have uncovered long-

tail distributions that are filled with numerous fragmented micro-clusters. PCA pictures 

show that GMM and MiniBatchKMeans to have the clearest clusters. The metric scores 

highlighted these differences further; the Calinski-Harabasz Index was in favor of 

BIRCH and GMM due to their greater dispersion between the clusters. Notably, the 

silhouette scores were mostly low across the board owing to the nature of the data. As 

observed IoT traffic overlaps and noisy in nature, so low silhouette value was anticipated.  

The complementarily offered by autoencoders is that since they do not depend on 

clustering techniques, they quantify the deviation from the normal patterns through the 

reconstruction error. Thus, they are effective in detecting the anomalies that clustering 

methods are likely to miss. In general, one algorithm alone did not dominate the others on 
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every measure. The MiniBatchKMeans and K-Means were good baselines that performed 

moderately well, while DBSCAN and BIRCH were successful at capturing fine-grained 

structure and tolerating noise. GMM managed to model soft cluster boundaries but led to 

some empty clusters, while autoencoders provided another useful approach for anomaly 

detection as they focus mostly on reconstruction error instead of the cluster assignment.  

4.8 Summary 

The results and analysis of this chapter analyzed various unsupervised learning 

models to assess their performance for anomaly detection in IoT forensics. K-Means and 

autoencoders were found to be the most robust and reliable methods through detailed 

comparative analyses over various IoT datasets capable of dealing with complex data 

distributions and anomaly detection issues.  

This means the interpretation of results helps in selection of models according to 

data. The problems that occurred were explicitly explained and reduced with the help of 

using methods supported by their methodology. Throughout the research, ethical 

considerations were integrated.  

These results have important implications for IoT forensic techniques and offer 

practical support for the selection, implementation and tuning of unsupervised anomaly 

detection models. The insights gained from this research will be elaborated into broader 

implications, recommendations, and conclusions in Chapter 5.  
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Chapter 5ðDiscussion and Conclusions 

5.1 Discussion 

This research investigated the viability of unsupervised machine learning 

techniques for anomaly detection in Internet of Things (IoT) forensic data. The primary 

motivation stems from the increasing volume, velocity, and variety of data generated by 

IoT devices, which demand scalable and adaptive security solutions. Traditional rule-

based detection methods and supervised learning approaches fall short due to their 

reliance on labeled datasets and rigid classification boundaries. By employing 

unsupervised learning, this study addresses the challenges of scalability, model 

interpretability, and responsiveness to evolving cyber threats. 

Experimental findings discussed in Chapter 4 reveal the performance 

characteristics of multiple unsupervised models applied to the four IoT forensic datasets. 

Three classes of models; clustering algorithms (K-means, DBSCAN, BIRCH), density 

estimation (GMM), and deep learning (autoencoders) were compared using performance 

metrics such as silhouette score, reconstruction error, and anomaly alignment. 

5.1.1 Hypothesis 1 

RQ1: Can machine learning classifiers under unsupervised learning outperform 

current benchmark research and achieve a Silhouette score higher than 0.84? 

The first hypothesis (H1) posited that unsupervised machine learning classifiers, 

particularly K-Means, as seen below in Table 22, would outperform existing benchmark 

methods by achieving a silhouette exceeding 0.84 in detecting anomalies within IoT 

forensic data. To evaluate this claim, the study compared the performance of 
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unsupervised models against supervised benchmarks from prior literature, using the NSL-

KDD and Bot-IoT datasets for consistency.  

Table 22: Model Performance Comparison 

Algorithm  Silhouette 

Score 

Davies-

Bouldin 

Index 

Calinski-

Harabasz 

Index 

Computation 

Time (s) 

Clusters 

K-Means 0.865 1.097 12963.43 10638.68122 4 

DBSCAN 0.785 0.367 199510.8 236.9237046 100+ 

GMM  0.247 1.245 225714.4 36.56061435 6 

MiniBatchKM

eans 

0.373 1.095 165827.5 0.715064764 6 

BIRCH  0.476 0.731 231551.7 50.21887898 2000+ 

To assess the efficiency of the clustering technique put forward by this study, 

recent state-of-the-art research in IoT forensic anomaly detection was compared to it. The 

main measurement used to evaluate the clustering is the silhouette score that measures 

the compactness of cluster and separation between the resulting clusters. The higher the 

silhouette score the better are the clusters.  

The Figure 23 below shows silhouette scores achieved by selected studies and by 

this study. Chen et al. (2023) proposed a technique that recorded a silhouette score of 84. 

This technique was seen as one of the best-performing approaches for clustering IoT data. 

Guo et al. (2023) with score 0.83, Husain et al. (2022) with score 0.78, and Rathore et al. 

(2020) and Alrawashdeh et al. (2021) with score 0.71 and 0.69, respectively. In 

comparison to this, the model from this study which applies autoencoder based 
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dimensionality reduction to K-Means data clustering has increased the silhouette score to 

0.86 which is better than the score from Chen et al. The autoencoder is learning more 

differentiating latent representations of network behavior in the IoT traffic. This allows it 

to form better clusters and separate the anomalies. It shows that the method chosen is 

robust and that the method used in the study supersedes other methods used for 

unsupervised IoT forensics and illicit network traffic analytics. 

 

Figure 23: Research Comparison with Benchmark 

Conclusion: 

It is concluded that Hypothesis 1 is Accepted. 

5.1.2 Hypothesis 2 

RQ2: Which unsupervised anomaly detection techniques, when applied to IoT 

forensics data, most effectively identify cyber threats, as evaluated using Accuracy? 

The second hypothesis (H2) proposed that DBSCAN outperform other unsupervised 

learning techniques in detecting anomalous patterns within IoT forensic data, based on 
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both accuracy and efficiency metrics. This hypothesis was evaluated through 

comprehensive testing across all four datasets with particular attention to cluster quality 

and computational performance. 

Findings 

¶ Cluster Quality: 

o K-Means Clustering achieved the highest average Silhouette Score (0.86), 

demonstrating superior separation of anomalous points from normal 

traffic. 

Discussion: 

H2 was strongly supported by empirical results. K-Meansô approach proved uniquely 

suited to IoT forensic data, where attacks often manifest as sparse outliers amidst dense 

normal traffic. The algorithm's ability to: 

1. Automatically label outliers without predefined cluster counts 

2. Adapt to varying cluster densities (critical for heterogeneous IoT devices) 

3. Maintain interpretability through clear noise/attack demarcation. 

justified its selection over probabilistic (GMMs) alternatives.  

Conclusion: 

It is concluded that Hypothesis 2 is Rejected. 

5.1.2 Hypothesis 3 

RQ3: Which Dimensionality Reduction Method among Principal Component 

Analysis (PCA) or Autoencoders is the most effective in revealing hidden threat patterns 

within IoT forensics data?  
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The third hypothesis (H3) asserted that autoencoders would outperform Principal 

Component Analysis (PCA) in revealing hidden threat patterns within IoT forensic data 

due to their ability to capture complex, non-linear relationships. This hypothesis was 

tested through comparative analysis of dimensionality reduction techniques applied to the 

TON-IoT and Bot-IoT datasets, which contain high-dimensional network telemetry and 

device logs. 

Silhouette Score Comparison 

The Autoencoderôs silhouette score is 0.524 as shown in Figure 24. Thus, it 

represents better clustering than PCA with a score of 0.396. The clusters formed in the 

Autoencoder-reduced space are more compact and better separated. PCA produces a 

lower silhouette score which signifies that the clusters are imbalanced. 

¶ Autoencoder: 0.524 

¶ PCA: 0.396 

 

Figure 24: AE vs PCA Silhouette Comparison 
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As seen in Table 23 below, the Autoencoder approach clearly surpasses PCA 

across all performance indicators. The F1-Score of 0.90 indicates a well-balanced 

performance in identifying true anomalies while minimizing false positives. PCA's higher 

false alarm rate (29%) could be attributed to its inability to capture nonlinear 

relationships prevalent in IoT network behavior. 

Table 23: AE vs PCA Performance Comparison 

Metric  Autoencoder PCA+K-means 

Precision 0.89 0.72 

Recall 0.91 0.68 

F1-Score 0.90 0.70 

False Alarms 12% 29% 

Cluster Size Distribution  

Figure 25 displays the distribution of cluster sizes for both methods. The Autoencoder-

based clusters show slightly better balance compared to PCA, which exhibits a more 

skewed distribution, with some clusters dominating in size. This may lead to higher bias 

in unsupervised models when using PCA for feature reduction. 

 

Figure 25: AE vs PCA Cluster Size Distribution 
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Conclusion 

It is concluded that Hypothesis 3 is Accepted. 

5.3 Contributions to Body of Knowledge  

This study makes several significant contributions to the field of IoT security and 

digital forensics. Methodologically, it establishes a comprehensive evaluation framework 

for unsupervised anomaly detection, leveraging clustering metrics (e.g., Silhouette Score, 

Davies-Bouldin Index) and reconstruction error analysis to assess model performance in 

the absence of labeled data. Practically, the research provides actionable guidelines for 

forensic investigators, recommending K-Means for environments with irregular attack 

patterns and autoencoders for high-dimensional, noisy datasets. These insights bridge the 

gap between theoretical machine learning and operational forensic workflows, ensuring 

that anomaly detection systems are both accurate and actionable. 

5.4 Recommendations for Future Research 

Although this study has shown that unsupervised machine learning techniques are 

useful in identifying anomalies and forensic purposes within the confines of IoT 

networks, there are still several areas left unexplored due to scope and computational 

resource limitations of the study. The restrictions offer good starting points for future 

research to continue and enhance the contributions made in this praxis. While this 

research mostly focused on clustering algorithms such as K-Means, DBSCAN, 

MiniBatchKMeans, GMMs, BIRCH, and Autoencoders, it did not assess advanced or 

new models such as Self-Organizing Maps (SOM), Isolation Forests, Deep Belief 

Networks and Transformer-based models. Future research can use these frameworks to 
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evaluate whether they are useful for detecting irregularities in high-volume IoT networks. 

Real-time inference, and its possibility for dynamic retraining.  

The second explanation is that explainability techniques such as SHAP and LIME 

could not be integrated because of resource constraints. The PCA based visualization and 

reconstruction error analysis provided some level of interpretability to the findings, these 

approaches do not offer the kind of formal interpretability SHAP and LIME can offer. 

Using these tools in future work may improve the forensic admissibility and operational 

transparency of unsupervised models, especially in important use cases that require 

traceability and explainability.  

In conclusion, if these areas are addressed in future research, a more accurate, 

interpretable and scalable unsupervised learning solution that builds on the foundation 

laid by this praxis will be developed for securing and investigating IoT systems. 

5.5 Ethical Considerations 

This research considered ethical implications to ensure an ethical approach to the 

innovation of IoT security. The datasets used in the research were all publicly available 

datasets, which ensured privacy compliance and adhered to data protection laws, such as 

the General Data Protection Regulation (GDPR) laws. To avoid biases in the answer of 

the model, we performed feature analysis and validated the outputs over a bunch of 

datasets to avoid skewed anomaly detection. Also, the paper mentions the shortcomings 

of unsupervised learning. This includes the false positives that would show real network 

activity to be malicious. To counter this, the paper suggests that forensic analysts review 

alerts raised by automatic systems before they take any action. By taking care of these 
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ethical problems at the beginning, this research fits with societyôs larger goals of 

encouraging safe, clear, and answerable AI systems for cybersecurity. 
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Appendix A 

Table 24: IoT-HealthCare Dataset Description (Alsaedi et al., 2020) 

# Feature Type Description 

1 frame.time_delta float64 Time between the current and previous packet 

(seconds) 

2 frame.time_relative float64 Time elapsed since the start of the capture 

(seconds) 

3 frame.len int64 Total length of the packet in bytes 

4 ip.src object Source IP address 

5 ip.dst object Destination IP address 

6 tcp.srcport int64 TCP source port 

7 tcp.dstport int64 TCP destination port 

8 tcp.flags object TCP flags in hexadecimal format 

9 tcp.time_delta float64 Time since the previous TCP packet in this 

stream (seconds) 

10 tcp.len int64 Length of TCP segment payload 

11 tcp.ack int64 TCP acknowledgment number 

12 tcp.connection.fin float64 Flag indicating connection termination (FIN) 

13 tcp.connection.rst float64 Flag indicating connection reset 

14 tcp.connection.sack float64 Flag indicating selective acknowledgment 

15 tcp.connection.syn float64 Flag indicating connection establishment 

(SYN) 

16 tcp.flags.ack int64 Binary flag indicating ACK 

17 tcp.flags.fin int64 Binary flag indicating FIN 

18 tcp.flags.push int64 Binary flag indicating PUSH 

19 tcp.flags.reset int64 Binary flag indicating RESET 

20 tcp.flags.syn int64 Binary flag indicating SYN 

21 tcp.flags.urg int64 Binary flag indicating URGENT 

22 tcp.hdr_len int64 Length of TCP header in bytes 

23 tcp.payload object TCP payload data (raw or encoded) 
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24 tcp.pdu.size float64 Size of the TCP protocol data unit 

25 tcp.window_size_value int64 TCP window size (flow control) 

26 tcp.checksum object TCP checksum for error detection 

27 mqtt.clientid object MQTT client identifier 

28 mqtt.clientid_len float64 Length of MQTT client ID 

29 mqtt.conack.flags object MQTT connection acknowledgment flags 

30 mqtt.conack.val float64 MQTT connection acknowledgment return 

code 

31 mqtt.conflag.passwd float64 MQTT connection flag: password flag 

32 mqtt.conflag.qos float64 MQTT connection flag: Quality of Service 

level 

33 mqtt.conflag.reserved float64 MQTT connection flag: reserved 

34 mqtt.conflag.retain float64 MQTT connection flag: retain flag 

35 mqtt.conflag.willflag float64 MQTT connection flag: will flag 

36 mqtt.conflags object Aggregated MQTT connection flags 

37 mqtt.dupflag float64 MQTT duplicate delivery flag 

38 mqtt.hdrflags object MQTT header flags 

39 mqtt.kalive float64 MQTT keep-alive interval (seconds) 

40 mqtt.len float64 MQTT message length 

41 mqtt.msg object MQTT message content 

42 mqtt.msgtype float64 MQTT message type (CONNECT, PUBLISH, 

etc.) 

43 mqtt.qos float64 MQTT Quality of Service level 

44 mqtt.retain float64 MQTT retain flag 

45 mqtt.topic object MQTT topic name 

46 mqtt.topic_len float64 Length of MQTT topic name 

47 mqtt.ver float64 MQTT protocol version 

48 mqtt.willmsg_len float64 Length of MQTT will message 

49 ip.proto int64 IP protocol number (e.g., 6 = TCP) 

50 ip.ttl int64 IP Time To Live 
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51 class object Multi -class label (Attack, patientMonitoring, 

environmentMonitoring) 

52 label int64 Binary label: 0 = Benign, 1 = Attack 

 

Table 25: TON-IoT Dataset Description (Moustafa, 2021) 

# Feature Type Description 

1 date object Record date (e.g., '25-Apr-19') 

2 time object Record time (e.g., '19:19:40') 

3 fridge_temperature float64 Fridge internal temperature (°C) 

4 temp_condition object Temperature condition (high/low) 

5 label int64 Label: 0=Normal, 1=Attack 

6 type object Attack type (e.g., 'ddos') 

7 Device object Device name (e.g., 'Fridge') 

8 latitude float64 Latitude (if applicable) 

9 longitude float64 Longitude (if applicable) 

10 door_state object Door open/closed status 

11 sphone_signal object Smartphone signal status 

12 FC1_Read_Input_Register float64 Modbus input register reading 

13 FC2_Read_Discrete_Value float64 Modbus discrete value reading 

14 FC3_Read_Holding_Register float64 Modbus holding register reading 

15 FC4_Read_Coil float64 Modbus coil status 

16 motion_status float64 Motion sensor status 

17 light_status object Light state (on/off) 

18 current_temperature float64 Current temperature reading 

19 thermostat_status float64 Thermostat operational status 

20 temperature float64 Ambient temperature (°C) 

21 pressure float64 Ambient pressure (hPa) 

22 humidity float64 Ambient humidity (%) 
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Table 26: NSL-KDD Dataset Description (Tavallaee et al., 2009) 

# Feature Type Description 

1 duration Numeric Length (in seconds) of the 

connection 

2 protocol_type Categorical Protocol used (e.g., TCP, UDP, 

ICMP) 

3 service Categorical Network service on the destination 

(e.g., http, telnet, ftp) 

4 flag Categorical Status flag of the connection 

5 src_bytes Numeric Bytes sent from source to 

destination 

6 dst_bytes Numeric Bytes sent from destination to 

source 

7 land Binary 1 if connection is from/to the same 

host/port; 0 otherwise 

8 wrong_fragment Numeric Number of wrong fragments 

9 urgent Numeric Number of urgent packets 

10 hot Numeric Number of "hot" indicators (e.g., 

access to system directories) 

11 num_failed_logins Numeric Number of failed login attempts 

12 logged_in Binary 1 if successfully logged in; 0 

otherwise 

13 num_compromised Numeric Number of compromised conditions 

14 root_shell Binary 1 if root shell obtained; 0 otherwise 

15 su_attempted Numeric 1 if "su root" command attempted; 

0 otherwise 

16 num_root Numeric Number of root accesses 

17 num_file_creations Numeric Number of file creation operations 

18 num_shells Numeric Number of shell prompts invoked 
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19 num_access_files Numeric Number of operations on access 

control files 

20 num_outbound_cmds Numeric Number of outbound commands in 

an ftp session 

21 is_host_login Binary 1 if login belongs to the host list; 0 

otherwise 

22 is_guest_login Binary 1 if login is a guest login; 0 

otherwise 

23 count Numeric Number of connections to the same 

host in the past 2 seconds 

24 srv_count Numeric Number of connections to the same 

service in the past 2 seconds 

25 serror_rate Numeric 

(float) 

% of connections with "SYN" 

errors 

26 srv_serror_rate Numeric 

(float) 

% of connections to the same 

service with "SYN" errors 

27 rerror_rate Numeric 

(float) 

% of connections with "REJ" errors 

28 srv_rerror_rate Numeric 

(float) 

% of connections to the same 

service with "REJ" errors 

29 same_srv_rate Numeric 

(float) 

% of connections to the same 

service 

30 diff_srv_rate Numeric 

(float) 

% of connections to different 

services 

31 srv_diff_host_rate Numeric 

(float) 

% of connections to the same 

service but different hosts 

32 dst_host_count Numeric Number of connections to the same 

destination host 

33 dst_host_srv_count Numeric Number of connections to the same 

service on the destination host 
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34 dst_host_same_srv_rate Numeric 

(float) 

% of connections to the same 

service on the destination host 

35 dst_host_diff_srv_rate Numeric 

(float) 

% of connections to different 

services on the destination host 

36 dst_host_same_src_port_rate Numeric 

(float) 

% of connections to the same 

source port 

37 dst_host_srv_diff_host_rate Numeric 

(float) 

% of connections to the same 

service but different hosts 

38 dst_host_serror_rate Numeric 

(float) 

% of connections to the destination 

host with "SYN" errors 

39 dst_host_srv_serror_rate Numeric 

(float) 

% of connections to the same 

service on the destination host with 

"SYN" errors 

40 dst_host_rerror_rate Numeric 

(float) 

% of connections to the destination 

host with "REJ" errors 

41 dst_host_srv_rerror_rate Numeric 

(float) 

% of connections to the same 

service on the destination host with 

"REJ" errors 

42 label Categorical Class label (e.g., normal or 

anomaly) 

 

Table 27: Descriptive Statistics for IoT-HealthCare Dataset 

Feature Count Mean Std Min  25% 50% 75% Max 

frame.time_delta 1.89e+

05 

7.78e-

02 

4.01e-

01 

0.0 1.20e-

05 

4.20e-

05 

1.43e-

04 

4.44e+

01 

frame.time_relative 1.89e+

05 

1.37e+

03 

1.81e+

03 

0.0 3.77e+

01 

4.31e+

02 

2.08e+

03 

6.61e+

03 

frame.len 1.89e+

05 

1.65e+

02 

3.29e+

02 

5.40e+

01 

7.00e+

01 

7.80e+

01 

8.50e+

01 

1.77e+

03 

tcp.srcport 1.89e+

05 

3.53e+

04 

1.93e+

04 

1.88e+

03 

3.34e+

04 

3.99e+

04 

5.17e+

04 

6.55e+

04 

tcp.dstport 1.89e+

05 

1.27e+

04 

2.03e+

04 

1.88e+

03 

1.88e+

03 

1.88e+

03 

1.88e+

03 

6.55e+

04 

tcp.time_delta 1.89e+

05 

1.87e+

00 

6.48e+

00 

0.0 3.30e-

05 

5.04e-

01 

2.00e+

00 

6.00e+

01 

tcp.len 1.89e+

05 

1.02e+

02 

3.32e+

02 

0.0 4.00e+

00 

1.00e+

01 

1.80e+

01 

1.70e+

03 
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tcp.ack 1.89e+

05 

6.67e+

04 

2.26e+

05 

0.0 4.90e+

01 

1.75e+

02 

9.03e+

03 

1.71e+

06 

tcp.connection.fin 1.89e+

05 

8.75e-

03 

9.31e-

02 

0.0 0.0 0.0 0.0 1.0 

tcp.connection.rst 1.89e+

05 

8.65e-

03 

9.26e-

02 

0.0 0.0 0.0 0.0 1.0 

tcp.connection.sack 1.89e+

05 

1.03e-

02 

1.01e-

01 

0.0 0.0 0.0 0.0 1.0 

tcp.connection.syn 1.89e+

05 

1.03e-

02 

1.01e-

01 

0.0 0.0 0.0 0.0 1.0 

tcp.flags.ack 1.89e+

05 

9.81e-

01 

1.36e-

01 

0.0 1.0 1.0 1.0 1.0 

tcp.flags.fin 1.89e+

05 

8.75e-

03 

9.31e-

02 

0.0 0.0 0.0 0.0 1.0 

tcp.flags.push 1.89e+

05 

7.89e-

01 

4.08e-

01 

0.0 1.0 1.0 1.0 1.0 

tcp.flags.reset 1.89e+

05 

8.65e-

03 

9.26e-

02 

0.0 0.0 0.0 0.0 1.0 

tcp.flags.syn 1.89e+

05 

2.06e-

02 

1.42e-

01 

0.0 0.0 0.0 0.0 1.0 

tcp.flags.urg 1.89e+

05 

0.0 0.0 0.0 0.0 0.0 0.0 0.0 

tcp.hdr_len 1.89e+

05 

2.78e+

01 

6.01e+

00 

2.00e+

01 

2.00e+

01 

3.20e+

01 

3.20e+

01 

4.40e+

01 

tcp.pdu.size 1.89e+

05 

2.97e+

01 

5.64e+

01 

0.0 4.0 1.00e+

01 

1.60e+

01 

6.95e+

02 

tcp.window_size_v

alue 

1.89e+

05 

2.34e+

03 

7.06e+

03 

0.0 5.12e+

02 

5.12e+

02 

4.09e+

03 

6.55e+

04 

mqtt.clientid_len 1.89e+

05 

2.65e-

01 

1.01e+

01 

0.0 0.0 0.0 0.0 6.80e+

02 

mqtt.conack.val 1.89e+

05 

0.0 0.0 0.0 0.0 0.0 0.0 0.0 

mqtt.conflag.passw

d 

1.89e+

05 

0.0 0.0 0.0 0.0 0.0 0.0 0.0 

mqtt.conflag.qos 1.89e+

05 

0.0 0.0 0.0 0.0 0.0 0.0 0.0 

mqtt.conflag.reserv

ed 

1.89e+

05 

0.0 0.0 0.0 0.0 0.0 0.0 0.0 

mqtt.conflag.retain 1.89e+

05 

0.0 0.0 0.0 0.0 0.0 0.0 0.0 

mqtt.conflag.willfla

g 

1.89e+

05 

0.0 0.0 0.0 0.0 0.0 0.0 0.0 

mqtt.dupflag 1.89e+

05 

3.01e-

02 

1.71e-

01 

0.0 0.0 0.0 0.0 1.0 

mqtt.kalive 1.89e+

05 

3.53e+

02 

4.80e+

03 

0.0 0.0 0.0 0.0 6.55e+

04 

mqtt.len 1.89e+

05 

2.79e+

01 

5.59e+

01 

0.0 2.0 8.0 1.40e+

01 

6.92e+

02 

mqtt.msgtype 1.89e+

05 

3.21e+

00 

2.69e+

00 

0.0 3.0 3.0 3.0 1.40e+

01 

mqtt.qos 1.89e+

05 

1.73e-

01 

3.78e-

01 

0.0 0.0 0.0 0.0 1.0 

mqtt.retain 1.89e+

05 

6.36e-

04 

2.52e-

02 

0.0 0.0 0.0 0.0 1.0 
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mqtt.topic_len 1.89e+

05 

1.16e+

01 

2.11e+

01 

0.0 0.0 3.0 8.0 6.60e+

01 

mqtt.ver 1.89e+

05 

4.18e-

02 

4.07e-

01 

0.0 0.0 0.0 0.0 4.0 

mqtt.willmsg_len 1.89e+

05 

0.0 0.0 0.0 0.0 0.0 0.0 0.0 

ip.proto 1.89e+

05 

6.0 0.0 6.0 6.0 6.0 6.0 6.0 

ip.ttl 1.89e+

05 

7.24e+

01 

2.16e+

01 

6.40e+

01 

6.40e+

01 

6.40e+

01 

6.40e+

01 

1.28e+

02 

label 1.89e+

05 

4.25e-

01 

4.94e-

01 

0.0 0.0 0.0 1.0 1.0 

 

Table 28: Descriptive Statistics for TON-IoT  

Feature Count Mean Std Min  25% 50% 75% Max 

fridge_temperature 3.99e+

04 

7.14e+

00 

3.62e+

00 

1.00e+

00 

4.20e+

00 

6.70e+

00 

1.03e+

01 

1.40e+

01 

label 2.61e+

05 

5.98e-

01 

4.90e-

01 

0.00e+

00 

0.00e+

00 

1.00e+

00 

1.00e+

00 

1.00e+

00 

latitude 3.90e+

04 

5.55e+

01 

7.53e+

01 

0.00e+

00 

2.43e+

00 

3.66e+

01 

8.66e+

01 

5.49e+

02 

longitude 3.90e+

04 

6.58e+

01 

7.61e+

01 

1.00e+

01 

1.25e+

01 

4.72e+

01 

9.61e+

01 

5.55e+

02 

FC1_Read_Input_Regi

ster 

3.11e+

04 

3.28e+

04 

1.88e+

04 

0.00e+

00 

1.68e+

04 

3.23e+

04 

4.91e+

04 

6.55e+

04 

FC2_Read_Discrete_V

alue 

3.11e+

04 

3.28e+

04 

1.90e+

04 

0.00e+

00 

1.67e+

04 

3.27e+

04 

4.92e+

04 

6.55e+

04 

FC3_Read_Holding_R

egister 

3.11e+

04 

3.26e+

04 

1.89e+

04 

0.00e+

00 

1.64e+

04 

3.22e+

04 

4.89e+

04 

6.55e+

04 

FC4_Read_Coil 3.11e+

04 

3.28e+

04 

1.88e+

04 

0.00e+

00 

1.65e+

04 

3.28e+

04 

4.90e+

04 

6.55e+

04 

motion_status 3.95e+

04 

3.76e-

01 

4.84e-

01 

0.00e+

00 

0.00e+

00 

0.00e+

00 

1.00e+

00 

1.00e+

00 

current_temperature 3.28e+

04 

2.87e+

01 

2.36e+

00 

2.50e+

01 

2.68e+

01 

2.84e+

01 

3.04e+

01 

3.50e+

01 

thermostat_status 3.28e+

04 

8.90e-

01 

3.13e-

01 

0.00e+

00 

1.00e+

00 

1.00e+

00 

1.00e+

00 

1.00e+

00 

temperature 3.93e+

04 

3.52e+

01 

7.98e+

00 

2.05e+

01 

2.89e+

01 

3.59e+

01 

4.14e+

01 

4.99e+

01 

pressure 3.93e+

04 

8.35e-

01 

3.19e+

00 

-

1.21e+

01 

1.19e-

01 

1.04e+

00 

1.84e+

00 

1.25e+

01 

humidity 3.93e+

04 

4.75e+

01 

2.93e+

01 

2.79e-

01 

1.98e+

01 

4.55e+

01 

7.42e+

01 

9.99e+

01 
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Table 29: Descriptive Statistics for NSL-KDD Dataset 

Feature Name Count Mean Std Dev Mi

n 

25

% 

Media

n 

(50%) 

75

% 

Max 

duration 148,51

7 

276.78 2,460.68 0 0 0 0 57,715 

src_bytes 148,51

7 

40,227.

95 

5,409,611.

75 

0 0 44 278 1,379,964,0

00 

dst_bytes 148,51

7 

17,088.

85 

3,703,524.

64 

0 0 0 571 1,309,937,0

00 

land 148,51

7 

0.00021

5 

0.01468 0 0 0 0 1 

wrong_fragment 148,51

7 

0.02052 0.24007 0 0 0 0 3 

urgent 148,51

7 

0.00020

2 

0.01942 0 0 0 0 3 

hot 148,51

7 

0.1894 2.0132 0 0 0 0 101 

num_failed_logins 148,51

7 

0.00432 0.07225 0 0 0 0 5 

logged_in 148,51

7 

0.4028 0.4905 0 0 0 1 1 

num_compromised 148,51

7 

0.2551 22.2314 0 0 0 0 7,479 

root_shell 148,51

7 

0.00151 0.03881 0 0 0 0 1 

su_attempted 148,51

7 

0.00098 0.04239 0 0 0 0 2 

num_root 148,51

7 

0.2737 22.6890 0 0 0 0 7,468 

num_file_creations 148,51

7 

0.01207 0.5179 0 0 0 0 100 

num_shells 148,51

7 

0.00053 0.02770 0 0 0 0 5 

num_access_files 148,51

7 

0.00401 0.09526 0 0 0 0 9 

num_outbound_cmds 148,51

7 

0.00000 0.00000 0 0 0 0 0 

is_host_login 148,51

7 

0.00008

1 

0.00899 0 0 0 0 1 

is_guest_login 148,51

7 

0.01231 0.1103 0 0 0 0 1 

count 148,51

7 

83.34 116.76 0 2 13 141 511 

srv_count 148,51

7 

28.25 75.37 0 2 7 17 511 

serror_rate 148,51

7 

0.2569 0.4319 0 0 0 0.8

5 

1 

srv_serror_rate 148,51

7 

0.2553 0.4326 0 0 0 0.9

1 

1 

rerror_rate 148,51

7 

0.1379 0.3394 0 0 0 0 1 

srv_rerror_rate 148,51

7 

0.1385 0.3418 0 0 0 0 1 
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same_srv_rate 148,51

7 

0.6730 0.4365 0 0.1

0 

1 1 1 

diff_srv_rate 148,51

7 

0.0678 0.1947 0 0 0 0.0

6 

1 

srv_diff_host_rate 148,51

7 

0.0974 0.2589 0 0 0 0 1 

dst_host_count 148,51

7 

183.93 98.53 0 87 255 255 255 

dst_host_srv_count 148,51

7 

119.46 111.23 0 11 72 255 255 

dst_host_same_srv_rate 148,51

7 

0.5345 0.4481 0 0.0

5 

0.60 1 1 

dst_host_diff_srv_rate 148,51

7 

0.0841 0.1941 0 0 0.02 0.0

7 

1 

dst_host_same_src_port

_rate 

148,51

7 

0.1459 0.3086 0 0 0 0.0

5 

1 

dst_host_srv_diff_host_r

ate 

148,51

7 

0.0306 0.1090 0 0 0 0.0

1 

1 

dst_host_serror_rate 148,51

7 

0.2561 0.4285 0 0 0 0.6

0 

1 

dst_host_srv_serror_rate 148,51

7 

0.2513 0.4297 0 0 0 0.5

0 

1 

dst_host_rerror_rate 148,51

7 

0.1362 0.3227 0 0 0 0 1 

dst_host_srv_rerror_rate 148,51

7 

0.1364 0.3353 0 0 0 0 1 
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Figure 26: Histogram and Boxplots of Bot-IoT Dataset remaining Features. 
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Figure 26 (continued): Histogram and Boxplots of Bot-IoT remaining Features. 
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Figure 26 (continued): Histogram and Boxplots of Bot-IoT remaining Features. 
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Figure 26 (continued): Histogram and Boxplots of Bot-IoT remaining Features. 
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Figure 27: Histogram and Boxplots of IoT-HealthCare Dataset Features 
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Figure 28: Histogram and Boxplots of TON-IoT Dataset Features 
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Figure 29: Histogram and Boxplots of NSL-KDD Dataset Features 
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Figure 30: Correlation Matrix for IoT -HealthCare Dataset 
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Figure 31: Correlation Matrix for TON -IoT Dataset 



147 

 

 

Figure 32: Correlation Matrix for NSL -KDD Dataset 

Table 30: Variance of Top 20 Features in IoT-HealthCare Dataset 

Rank Feature Name Variance Data Type 

1 tcp.ack 5.12Ĭ10ĭ int64 

2 tcp.dstport 4.11Ĭ10 int64 

3 tcp.srcport 3.74Ĭ10 int64 

4 tcp.window_size_value 4.98Ĭ10 int64 

5 mqtt.kalive 2.30Ĭ10 float64 

6 frame.time_relative 3.26Ĭ10 float64 

7 tcp.len 1.10Ĭ10 int64 

8 frame.len 1.08Ĭ10 int64 
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9 tcp.pdu.size 3.18×10³ float64 

10 mqtt.len 3.12×10³ float64 

11 ip.ttl 4.66×10² int64 

12 mqtt.topic_len 4.46×10² float64 

13 mqtt.clientid_len 1.03×10² float64 

14 tcp.time_delta 4.20×10¹ float64 

15 tcp.hdr_len 3.61×10¹ int64 

16 mqtt.msgtype 7.26 float64 

17 label 2.44Ĭ10 ĭ int64 

18 tcp.flags.push 1.66Ĭ10 ĭ int64 

19 mqtt.ver 1.66Ĭ10 ĭ float64 

20 frame.time_delta 1.61Ĭ10 ĭ float64 

 

Table 31: Variance of Top 20 Features in TON-IoT Dataset 

Rank Feature Variance Data Type 

1 FC2_Read_Discrete_Value 3.598 Ĭ 10 float64 

2 FC3_Read_Holding_Register 3.557 Ĭ 10 float64 

3 FC1_Read_Input_Register 3.545 Ĭ 10 float64 

4 FC4_Read_Coil 3.533 Ĭ 10 float64 

5 longitude 5.789 × 10³ float64 

6 latitude 5.677 × 10³ float64 

7 humidity 8.601 × 10² float64 

8 temperature 6.370 × 10¹ float64 

9 fridge_temperature 1.311 × 10¹ float64 

10 pressure 1.015 × 10¹ float64 

11 current_temperature 5.589 float64 

12 label 2.404 Ĭ 10 ĭ int64 

13 motion_status 2.345 Ĭ 10 ĭ float64 

14 thermostat_status 9.788 Ĭ 10 Į float64 
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Table 32: Variance of Top 20 Features in NSL-KDD Dataset 

Rank Feature Variance Data Type 

1 src_bytes 2.926390 × 10¹³ int64 

2 dst_bytes 1.371610 × 10¹³ int64 

3 duration 6.054961 Ĭ 10 int64 

4 count 1.363307 Ĭ 10 int64 

5 dst_host_srv_count 1.237263 Ĭ 10 int64 

6 dst_host_count 9.707831 × 10³ int64 

7 srv_count 5.680582 × 10³ int64 

8 num_root 5.147918 × 10² int64 

9 num_compromised 4.942340 × 10² int64 

10 hot 4.052813 int64 

11 num_file_creations 2.681822 Ĭ 10 ĭ int64 

12 logged_in 2.405516 Ĭ 10 ĭ int64 

13 dst_host_same_srv_rate 2.007588 Ĭ 10 ĭ float64 

14 same_srv_rate 1.905704 Ĭ 10 ĭ float64 

15 srv_serror_rate 1.871240 Ĭ 10 ĭ float64 

16 serror_rate 1.865530 Ĭ 10 ĭ float64 

17 dst_host_srv_serror_rate 1.846587 Ĭ 10 ĭ float64 

18 dst_host_serror_rate 1.836119 Ĭ 10 ĭ float64 

19 srv_rerror_rate 1.168156 Ĭ 10 ĭ float64 

20 rerror_rate 1.151836 Ĭ 10 ĭ float64 
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Figure 33: 3D PCA Scatter Plot of Unscaled IoT-Healthcare Dataset 

 

Figure 34: 3D PCA Scatter Plot of Scaled IoT-Healthcare Dataset 
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Figure 35: 3D PCA Scatter Plot of Unscaled TON-IoT Dataset 

 

Figure 36: 3D PCA Scatter Plot of Scaled TON-IoT Dataset 
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Figure 37: 3D PCA Scatter Plot of Unscaled NSL-KDD Dataset 

 

Figure 38: 3D PCA Scatter Plot of Scaled NSL-KDD Dataset 
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Figure 39: IoT-Healthcare K-Means Clustering Metrics 

Table 33: IoT-HealthCare K-Means Clustering Metrics 

n_clusters Silhouette Davies-Bouldin Calinski-Harabasz 

2 0.9222 0.1868 1617376.452 

3 0.9334 0.1452 1695624.625 

4 0.9261 0.1867 2433489.529 

5 0.9338 0.2553 5306499.797 

6 0.9289 0.3485 5459059.91 

7 0.9179 0.3028 6263005.342 

8 0.9142 0.2612 7039196.395 

9 0.9095 0.2735 7956274.042 

10 0.9002 0.3942 9175132.492 

 

Table 34: IoT-Healthcare K-Means Scaler Comparison 

Scaler Silhouette DBI CH 

RobustScaler 0.933840279 0.186719 2433489.491 

MinMaxScaler 0.586192755 0.866522 126036.4042 
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Figure 40: IoT-Healthcare K-Means Scaler Comparison 

 

 

Figure 41: IoT-Healthcare DBSCAN Clustering Metrics 
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Figure 42: IoT-Healthcare MiniBatchKMeans Clustering Metrics 

 

 

Figure 43: IoT-Healthcare BIRCH Clustering Metrics 
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Figure 44: TON-IoT K -Means Cluster Size Distribution 

 

 

Figure 45: TON-IoT K -Means Scaler Comparison 
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Figure 46: TON-IoT DBSCAN Clustering Metrics 

 

 

Figure 47: TON-IoT MiniBatchKMeans Clustering Metrics  
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Figure 48: NSL-KDD K -Means Clustering Metrics 

 

 

Figure 49: NSL-KDD K -Means Scaler Comparison 
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Figure 50: NSL-KDD DBSCAN Clustering Metrics 


