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Abstract

Analyzing Requirement Statement Qualities to Assure the Required
System Performance

Poor requirements definition can adversely impact system cost and performance for
government acquisition programs. This can be mitigated by ensuring requirements
statements are written in a clear and unambiguous manner with high linguistic quality.
This paper introduces a statistical model that uses requirements quality factors to predict
the probability of satistying the required system operational performance. This work
explores four classification techniques (Logistic Regression, Naive Bayes Classifier,

Support Vector Machine, and K Nearest Neighbor) to develop the predictive model.

This model is created using empirical data from current major acquisition programs
within the federal government. Operational Requirements Documents and Operational
Test Reports are the data sources, respectively, for the system requirements statements
and the accompanying operational test results used for model development. A
commercial-off-the-shelf requirements quality analysis tool is used to determine the
requirements linguistic quality metrics used in the model. The predictive value of the
model is confirmed through a sensitivity analysis, cross-validation, and an overfitting
analysis followed by a Receiver Operating Characteristic comparative assessment of
model performance. Lastly, five case studies are explored to demonstrate model

performance against general data.

In all, the results establish that requirements quality is indeed a predictive factor for
end system operational performance; and the resulting statistical model can influence
requirements development based on likelihood of successful operational performance.

Vi
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Chapter 1 - Introduction

1.1 Problem Statement

Requirements definition and quality have historically been problematic areas within
the systems engineering process (Sutcliffe, Economou, & Markis, 1999). This is further
compounded as requirements statements are evermore constructed in natural language
sentences; leading to increased potential for ambiguity and misinterpretation. There is
ample research in the technical literature indicating that errors, gaps, and vagueness in
requirements contribute to system deficiencies, incomplete system test plans, and
unsatisfactory system performance. In addition, a litany of Government Accountability
Office (GAO) reports have been written highlighting the preponderance of poor
requirements development and management in government acquisition programs. This
has been such a significant issue that the 2009 Weapon Systems Acquisition Reform Act
explicitly requires the Department of Defense (DoD) to address and improve its
performance requirements. Despite the well documented acknowledgement that poor
requirements quality leads to “downstream” issues with defects and performance, the
problem remains. This problem, however, could be better managed if there were a means
to predict the probability of satisfying required end-system operational performance
following requirements development. This would enable quick identification of deficient
requirements needing remedy based on their adverse impact on performance. Hence, this
research addresses predictive modeling based on analysis of requirements statement

linguistic qualities to ensure required end-system operational performance.



1.2 Research Methodology, Hypothesis, and Questions

This dissertation focuses on the issue of operational requirements quality defects and
their influence on performance for DoD and Department of Homeland Security (DHS)
operational systems. The research approach employed for this dissertation is captured in
the process flow diagram shown in Figure 1-1. The working hypothesis for this research

1s listed as follows:

H;: Required end-system operational performance can be determined through use of

predictive modeling based on requirements statements linguistic quality factors
The null hypothesis for this dissertation is as follows:

Hyp: Required end-system operational performance cannot be determined through use

of predictive modeling based on requirements statements linguistic quality factors
In addition, the following research questions will be answered in this research:

a. Which requirements quality defects have the most significant impact on

performance?

b. Which system type (information technology, aircraft, munition, ship, and satellite)

has the most issues with requirements quality?

c. What are the descriptive statistics for the requirements quality defects observed in

the empirical data?

d. Can logistic regression and machine learning approaches provide satisfactory
predictive classification performance for predicting operational performance

based on requirements quality factors?
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Figure 1-1: Research Approach




1.3 Background on Federal Agency Acquisition Life Cycle Processes

Given this research leverages information and data captured from current DoD and
DHS acquisition programs, it’s appropriate to provide background on the acquisition life
cycle processes for each agency along with a description of the process artifacts used in
this research. A description of the DoD process is provided first, followed by a
description of the DHS process. While artifact nomenclature may differ, the processes

for the two agencies are somewhat similar.

1.3.1 Department of Defense Acquisition Life Cycle

The DoD acquisition life cycle process is a management process supporting
development of effective, affordable, and timely systems to the users. As shown in

Figure 1-2, the process is structured across five acquisition phases:

e Material Solution Analysis.

e Technology Development.

e Engineering and Manufacturing Development.
e Production and Deployment.

e Operations and Support.
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Figure 1-2: DoD Acquisition Life Cycle Process ((AT&L), 2013)

The Material Solution Analysis phase yields the analysis and other activities
necessary to identify any capability gaps and define them in terms of a functional area or
desired effects ((AT&L), 2013). These gaps are summarized in an Initial Capabilities
Document (ICD). This analysis also informs selection of the concept for the product to
be acquired, translates validated capability gaps into system-specific requirements
including Key Performance Parameters (KPPs), and determines the acquisition strategy
for the product. KPPs are generally those five to eight most critical requirements for the
system. These are considered so significant, that failure to satisfy one of the KPPs could
result in cancellation of the program.

The Technology Development phase reduces technology, engineering, integration and
life cycle cost risk to support a decision to execute a contract for Engineering and
Manufacturing Development (EMD) with confidence in successful program execution for
development, production, and sustainment ((AT&L), 2013). This phase generates the
Capability Development Document (CDD) that captures the operational user
requirements and identifies the most critical of those requirements as KPPs.

5



The EMD phase results in the development, build, and test of a product to verify that
all operational and derived requirements have been satisfied and support production or
deployment decisions ((AT&L), 2013). This phase includes the conduct of Operational
Test and Evaluation (OT&E) of the system to validate the system’s effectiveness and
suitability. The KPPs identified in the Material Solution analysis phase will be tested in
an operational environment during this phase.

The Production and Deployment phase produces and delivers requirements-compliant
products to receiving military organizations. The documented results of OT&E are
reviewed during this phase and will inform the decision to approve proceeding to full-rate
production or full deployment ((AT&L), 2013). Any critical deficiencies identified
during testing will be resolved prior to proceeding to full-rate production or full
deployment. Once resolved, follow-on test and evaluation will verify any resulting
remedial actions.

The Operations and Support phase executes the product strategy, satisfies materiel
readiness and operational support performance requirements, and sustains the system
over its life cycle, including system disposal ((AT&L), 2013). This phase ensures
resources for facilities, tools, and equipment are programmed for each level of
maintenance that will provide product support; and will establish the necessary organic

depot maintenance capability.

1.3.2 Department of Homeland Security Acquisition Life Cycle Framework

The DHS Acquisition Life Cycle Framework provides a structure for planning and
executing department acquisitions that incorporates proven acquisition practices for

program management, systems engineering, contracting, sustainment support, test, and



evaluation. This Framework, depicted in Figure 1-3, includes four acquisition phases

aligned with nine technical phases of the Systems Engineering Life Cycle (SELC).

Pre-
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Figure 1-3: DHS Acquisition Life Cycle Framework (USM, 2011)

The first acquisition phase, the Need Phase, defines the operational problem to be
addressed. A Mission Need Statement (MNS) is developed to clearly and accurately state
the capability gap or need that prevents the Department from fully executing its missions
and tasks. This phase includes engagement with end users and operators to identify the
threat or scenario to which DHS must respond and identification of required capabilities
to address the threat or scenario (USM, 2011). This phase culminates with Department
officials identifying that there is a need consistent with DHS’s strategic plan, justifying
an investment in a new capability and the establishment of an acquisition program to

produce that capability.



Analyze/Select is the next phase in the acquisition process. This phase identifies and
examines alternative means to address validated user mission capability gaps with
effective, suitable, and affordable solutions (USM, 2011). During this phase an
Operational Requirements Document (ORD) is developed to capture the operational user
requirements and identify the most critical of those requirements as KPPs. Note, the
ORD is equivalent to the CDD developed in the DoD Acquisition Life Cycle. This phase
culminates with the Acquisition Decision Authority (ADA) designating a qualified
official to manage the program; and this program manager subsequently reviews
alternative approaches to meeting the need, and recommends a best option to the ADA.

The third phase in the acquisition process is the Obtain Phase. This phase develops,
tests, and evaluates the preferred capability materiel solution selected to obtain the
capability and prepares it for the Produce/Deploy/Support phase (USM, 2011).
Operational testing is conducted during this phase; and results from operational testing
are used to determine the operational effectiveness and suitability of the system
(USM, 2011). Moreover, the KPPs identified in the Analyze/Select phase will be tested
in an operational environment during this phase. This phase culminates as evaluation
results are captured in an Operational Test Report that will inform the decision to proceed
to the Produce/Deploy/Support phase.

The fourth and final acquisition phase is Produce/Deploy/Support. This phase
delivers the new capability to its operators, and maintains the capability until it is retired
(USM, 2011). This phase includes sustainment, which begins when a capability has been

fielded for operational use. Sustainment involves the supportability of fielded systems



through disposal, including maintenance and the identification of cost reduction

opportunities (USM, 2011).

1.3.3 DoD and DHS Acquisition Process Application to this Research

The data sources for this research are the KPP requirements statements contained in
the ORDs and CDDs along with the KPP performance results captured in the Operational
Test Reports. The ORDs are generated in the Analyze/Select Phase of the DHS
Acquisition Life Cycle Framework; and the CDDs are developed in the Technology
Development Phase of the DoD Acquisition Life Cycle. The Operational Test Reports
are developed in the Obtain Phase and the EMD Phase, respectively, for the DHS
Acquisition Life Cycle Framework and DoD Acquisition Life Cycle. Additional
discussion on application of the data used in this research is provided in Chapter 3 of this

dissertation.

1.4 Contributions Summary

This research on the predictive relationship between requirements quality and system

performance provides the following major contributions:

e Empirical Description of Current DoD and DHS Acquisition Program
Requirements Quality.

e Requirements Quality Predictive Performance Modeling Development
Methodology.

e Comparison of Logistic Regression and Machine Learning Predictive
Performance Modeling Techniques.

e Additional Research for Requirements Quality Predictive Performance Modeling.
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The remaining chapters of this paper are outlined as follows: Chapter 2 provides the
descriptive statistics and introduces the methodology for the predictive model
construction and validation based on empirical data from current federal government
acquisition programs, and describes the data and the tools used for requirements and
statistical analysis. In Chapter 3, four predictive models are established. Binary logistic
regression (BLR) is employed first followed by three machine learning techniques.
These techniques include a Naive Bayes Classifier (NBC), Support Vector Machine
(SVM), and K-Nearest Neighbor (KNN). In Chapter 4, results from BLR are then
compared to the machine learning techniques to determine best predictive performance.
This comparison includes model validation, sensitivity analysis, assessment of model
generalization, and examination of Receiver Operating Characteristic (ROC). A
discussion of the analysis is provided in Chapter 5; and a summary and conclusions are
discussed in Chapter 6. Appendix A contains the requirements linguistic defect data used
to develop the predictive models, and Appendices B through F provide case studies to

demonstrate predictive model performance using general data.
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Chapter 2 - Literature Review

The current technical literature is replete with discussion regarding the challenges
with natural language requirements and the need for metrics and tools to assess
requirements quality. The following are specific areas within the body of knowledge

related to the research presented in this dissertation:

e Requirements quality relationship to project success.

e Requirements quality defects.

e Requirements quality analysis tools.

e Requirements defect detection and prediction techniques.

e Predictive Performance Assessment.

2.1 Requirements Quality Relationship to Project Success

The Government Accountability Office (Government, 2008b) reviewed eleven
representative DoD Weapon Systems acquisition programs and found that poor
requirements analysis and lack of specifying achievable, high-quality requirements within
the systems engineering discipline were contributing factors that led to system
performance problems and hindered program success. The GAO recommended DoD

observe Industry best practices for systems engineering that include:

e Validating product requirements for quality to ensure they are sufficiently clear,
precise, measurable, and comprehensive (Government, 2008b).
e Ensuring that requirements address reliability and readiness prior to making a

commitment to developing and building a new product (Government, 2008b) .
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e Rating different attributes of the design, including clarity of engineering
requirements, consequences of defects on performance or manufacturability, and

verification complexity (Government, 2008b).

Agarwal and Rathod (Agarwal & Rathod, 2006) conducted an exploratory survey of
three potentially different stakeholders of software developers; developers, project
managers, and customer accounts managers to ascertain criteria for assessing
performance of software projects. Agarwal and Rathod surveyed 61 software
organizations within India that had achieved high software process maturity as reflected
by their respective Capability Maturity Model (CMM) levels. The survey revealed a
common view across the disparate stakeholders that project cost, project completion time,
system functionality, and quality were important criteria for assessing software project
performance, with system functionality as the foremost criterion in defining project
success (Agarwal & Rathod, 2006). This result was important given the initial thesis that
each stakeholder viewed project success solely from their respective lenses. Now that a
common set of project success criteria has been identified, Agarwal and Rathod
recommend leveraging these criteria for further study to build a comprehensive project

evaluation framework (Agarwal & Rathod, 2006).

Cerpa et al. (Cerpa, Bardeen, Kitchenham, & Verner, 2010) conducted an empirical
investigation that identified six statistically significant indicators that are correlated with
project outcome. These indicators are 1) level of confidence the customer has in the
project manager, 2) the overall quality of requirements, 3) accuracy of schedule
estimates, 4) project manager communication, 5) adequate time allocated for each of the
development phases, and 6) collaboration amongst the development team
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(Cerpa et al., 2010). This revelation of a statistically significant indicator correlation
means a modeling approach such as logistic regression can be potentially used to predict

project success.

Suma and Shubhamangala (Suma & Shubhamangala, 2013) assert system
requirements must meet the highest levels of quality in terms of being complete,
consistent, and unambiguous if the user is to be satisfied with system functionality and
performance. The authors’ research shows that poor requirements quality affects system
development and results in the following impacts: Increase in system cost and schedule,
decrease in system quality and performance, increase in maintenance, and user
dissatisfaction (Suma & Shubhamangala, 2013). Hence, requirements quality impacts

project success.

Yang, Chen, and Huang (Yang, Chen, & Huang, 2012) conducted a comprehensive
survey of the Taiwanese construction industry and found a correlation between the
Requirements Development and Management (RDM) effort and project performance;
thereby indicating the criticality of requirements quality to project success (Yang et al.,
2012). Additionally, Yang et al. assert the RDM effort may improve requirements
quality in terms of correctness, consistency, and completeness (Yang et al., 2012). In
turn, these requirements quality improvements would boost project performance.
Overall, the research findings indicate successful project performance can be
accomplished through higher requirements quality, better requirements documentation,

verification, and validation.

13



Firesmith (Firesmith, 2005) states good quality requirements share several attributes
such as being consistent, necessary, unambiguous, and verifiable. One significant
attribute is that of completeness. The author asserts incomplete requirements occur
because it takes more effort, time, and training to accomplish the extra work needed to
make requirements complete; it’s difficult to know just how complete requirements
should be given resource constraints for the requirements team; and subject matter
experts and other sources of requirements often take information for granted and omit it
during requirements engineering (Firesmith, 2005). Moreover, an incomplete
requirement leads to user dissatisfaction with the system; underestimated cost and
schedule for system development; and unverifiable requirements due to ambiguity
(Firesmith, 2005). Therefore, requirements quality affects the user’s perspective on

project success.

Genova et al. (Génova, Fuentes, Llorens, Hurtado, & Moreno, 2011) submit the more
complete and unambiguous is the set of requirements, the more likely project success will
be achieved (Génova et al., 2011). As such, the authors develop a framework that
specifies desirable properties in requirements quality and identifies measurable indicators
of requirements quality. Genova et al. specify requirements quality desirable properties
as validability, verifiability, modifiability, completeness, consistency, understandability,
unambiguity, traceability, abstraction, precision, and atomicity (Génova et al., 2011).
Measurable indicators of requirements quality are categorized in four areas:
Morphological (measures text properties from a formal point of view without considering
content), Lexical (measures properties relative to text contents and require some kind of

reference information, Analytical (requires textural analysis of requirements by means of

14



relatively complex linguistic tools, and Relational (measures structural properties of the
set of requirements rather than properties of individual requirements (Génova et al.,

2011).

Hickey and Davis (Hickey & Davis, 2004) describe requirements elicitation, the
learning, uncovering, extracting and surfacing of customer/user needs, as one of the most
critical software development tasks; without properly executed requirements elicitation,
the final project will most likely result in complete failure (Hickey & Davis, 2004). In
this research Hickey and Davis define a new unified elicitation model that overcomes
weaknesses in current models associated with situational characteristics that drive
decision process and underlying, unstated assumptions. The validity of the new unified
elicitation model was achieved through comparison of the model to the approaches by
requirements elicitation experts with over 285 combined years of experience analyzing
requirements on over 700 projects around the world. The results show the approaches of

the experts compare very favorably to that of the unified model.

Graham (Graham, 2002) asserts significant time and money savings and heightened
project success can be realized if testers are involved in reviewing and assessing
requirements to provide the feedback to ensure there are consistent quality
attributes/criteria in the requirements (Graham, 2002). The author provides seven
misconceptions that cause this involvement to lack along with six best practices for
facilitating tester participation in producing higher quality system requirements. Making
the link between requirements and testing is challenging, but can be a rewarding activity.
Acceptance of the challenges testers make to system requirements quality will lead to

better requirements, tests, and system performance (Graham, 2002).
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2.2 Requirements Quality Defects

The Institute of Electrical and Electronics Engineers (IEEE) 830 Standard
(Engineering & Committee, 1998) describes recommended practices for specification of
software requirements. The Standard states the following as characteristics of a good

requirements specification:

e Correct — Every stated requirement is one the software shall meet (Engineering &
Committee, 1998).

e Unambiguous — Every stated requirement has only one interpretation
(Engineering & Committee, 1998).

e Complete — All significant requirements are acknowledged and treated
(Engineering & Committee, 1998).

e Consistent — Specification aligns with a higher-level document (Engineering &
Committee, 1998).

e Ranked for importance and/or stability — Each requirement has an identifier to
indicate the importance or stability of that particular requirement (Engineering &
Committee, 1998).

e Verifiable — A finite, cost-effective process exists to ensure the software product
satisfies the requirement (Engineering & Committee, 1998).

e Modifiable — Specification structure and style enables requirements changes to be
made easily, completely, and consistently while retaining the structure and style
(Engineering & Committee, 1998).

e Traceable — Specification shows clear origin of each of its requirements
(Engineering & Committee, 1998).
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The specification also describes the pitfalls of writing the requirements specification in

natural language, namely, the inherent ambiguity in natural language.

Firesmith (Firesmith, 2003) asserts that specifying high-quality requirements is not
trivial but is necessary to facilitate elimination of requirements attributes defects from
requirements specifications. The author identifies the following as characteristics of

high-quality requirements:

e Cohesiveness — Each requirement specifies one thing, and all parts of the
requirement belong together (Firesmith, 2003).

e Completeness — Each requirement is self-contained with no missing information
(Firesmith, 2003).

e Consistency — Each requirement aligns with higher-level goals and all other
related requirements of the same type (Firesmith, 2003).

e Correctness — Requirement is semantically and syntactically correct (Firesmith,
2003).

e (Currency — Requirement is a current or anticipated user need (Firesmith, 2003).

e Customer/user orientation — Requirement is phrased in language of the user
(Firesmith, 2003).

e External observability — Requirement specifies externally observable
characteristics (Firesmith, 2003).

e Feasibility — Requirement can be implemented given available budget, schedule,
and technology (Firesmith, 2003).

e Lack of ambiguity- Requirement is clear and precise with a single interpretation

(Firesmith, 2003).
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Mandatory — Requirement is essential and truly required by the user (Firesmith,
2003).

Metadata — Requirement is characterized by attributes or annotations (Firesmith,
2003).

Relevance — Requirement is within scope of the current endeavor (Firesmith,
2003).

Usability — Requirement is useable by numerous stakeholders (Firesmith, 2003).
Validatability — Requirement is validated as a user need (Firesmith, 2003).
Verifiability — Requirement can be assessed against its associated standards

(Firesmith, 2003).

Firesmith also states requirements authors and analysts should heed these characteristics

when developing and reviewing requirements specifications so that any violations of

properly-specified requirements will become blatantly obvious.

Similar to Firesmith’s description above, Turk (Turk, 2006) states characteristics of

good requirements include:

Necessary — Requirement addresses a user problem (Turk, 2006).

Correct — Requirement accurately describes the user’s need (Turk, 2006).
Unambiguous — Requirement has same interpretation from multiple readers (Turk,
20006).

Feasible, Attainable, and Achievable — Requirement can be fulfilled given
available schedule, budget, and technology (Turk, 2006).

Prioritisable — Requirement is prioritized by the user (Turk, 2006).
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¢ Quantifiable, Measureable, and Verifiable — Means exist to measure requirement
and ensure it satisfies the user’s need (Turk, 2006).

e Traceable — Requirement can be traced from identification through development
to testing (Turk, 2006).

e Results-Oriented — Requirement must satisfy user needs and/or solve a problem

(Turk, 2006).

Turk also provides six general guidelines for requirements development as follows: Keep
users involved; define and use consistent terminology; organize requirements in a
coherent scheme; monitor and track development and changes; employ a requirements
management system; and ensure requirements management is a repeatable process (Turk,

2006).

Fantechi, Gnesi, Lami, and Maccari (Fantechi, Gnesi, Lami, & Maccari, 2003)
discuss the inherent ambiguity in natural language requirements and propose that
associated linguistic defects can be categorized into three areas: expressiveness (issues
with the understanding of use cases by humans), consistency (presences of semantics
contradictions and structural incongruities), and completeness (lack of necessary
contents) (Fantechi et al., 2003). The research by Fantechi et al shows deriving metrics
to assess requirements ambiguity mitigation can be achieved using natural language
processing techniques; and natural language processing mitigation techniques can be
especially effective for addressing ambiguity associated with expressiveness (Fantechi et
al., 2003). However, other techniques are needed to address the other defect areas of

consistency and completeness of natural language requirements (Fantechi et al., 2003).
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In a similar note, Nigam et al. (Nigam, Arya, Nigam, & Jain, 2012) identify
ambiguity as a requirements quality defect and define three types of ambiguity as
potential sources of misinterpretation; Lexical (a word has several meanings), Syntactic
(use of prepositional phrases that enable phrases to be connected in several ways to form
a correct sentence), and Syntax (omission of proper punctuation) (Nigam et al., 2012).
The authors assessed four open source Software Requirements Specifications against the
three types of ambiguity and determined the preponderance of ambiguities are syntactic

due to use of vague words in the requirements statements (Nigam et al., 2012).

Berry and Kamsties (Berry & Kamsties, 2005), following years of review and
analysis of various software requirements specifications, argue that two of the more
menacing requirements defects are related to ambiguities in meaning. Specific
examples of these ambiguities are 1) the use of the word “all”, and 2) the use of plural in
a natural language specification (Berry & Kamsties, 2005). The use of the word “all”
yields a grammatical problem where part of a sentence disagrees with another and each
choice in the disagreement corresponds to a different meaning (Berry & Kamsties, 2005).
The use of plural to describe a property of elements of a set or of sets makes it difficult to
determine whether the property is that of each element or of the whole set (Berry &
Kamsties, 2005). Berry and Kamsties also note that these problems are not unique to
natural language requirements written in English, but also occur in other languages

(Berry & Kamsties, 2005).

In Tjong’s (Tjong, Sc, & Hartley, 2008) doctoral dissertation, a body of ten software
requirements specifications are characterized and assessed for requirements quality

defects based on natural language ambiguities. This research identified the following
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words as key indicators of ambiguity: “all”, “any”, “and”, “or”, “and/or”, “but”,
“unless”, “if”, “only”, “also”, “it”, and “they” (Tjong et al., 2008). His research also
identifies 36 guiding principles for avoiding or removing ambiguity from the
requirements statements. These principles include recommendations for structuring
domain-related context; structuring sentences; structuring nouns; structuring adjectives;

structuring conjunctions; structuring words and phrases; and structuring symbols (Tjong

et al., 2008).

Cox, Niazi, and Verner (Cox, Niazi, & Verner, 2009) investigated the requirements
maturity model practices to determine if there is high value, or business benefits, for
adherence to this model. Specifically, Cox et al. conducted an empirical study using in-
depth interviews with requirements experts in ten Australian software development
companies. The study explored requirements documentation, elicitation, analysis and
negotiation, requirements description, system modeling, validation, and management.

With respect to requirements description, Cox et al. identified five high-value practices:

e Define standard templates for requirements description (Cox et al., 2009).

e Use languages simply and concisely (Cox et al., 2009).

e Use diagrams appropriately (Cox et al., 2009).

e Supplement natural language with other requirement description (Cox et al.,

2009).

e Specify requirements quantitatively (Cox et al., 2009).
Further assessment of these practices revealed that specifying requirements quantitatively
and defining standard templates for requirements description were the practices with the
highest value for mitigating requirements defects (Cox et al., 2009). Cox et al. attribute
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this finding to the greater potential for saving money, effort, and customer relationships

based on the reliable project estimation afforded by the ability to quantify requirements.

Denger, Berry, and Kamsties (Denger, Berry, & Kamsties, 2003) introduce an
approach to address the inherent imprecision (ambiguity, inaccuracy, and
incompleteness) in natural language requirements statements. Denger et al. propose use
of natural language patterns to formulate requirements statements in a less ambiguous,
more accurate, and complete manner. Instead of the traditional approach of analyzing the
requirements statements for defects after they have been drafted, the authors propose the
requirements drafter use natural language patterns to mitigate the intrinsic ambiguity in
natural language requirements statements (Denger et al., 2003). These patterns include
functional requirement sentence patterns, event patterns, reaction patterns, computation
patterns, condition patterns, relationship patterns, exception patterns, special aspects
patterns, and nonfunctional requirements sentence patterns (Denger et al., 2003). Denger
et al. validated the patterns through a case study and showed that the natural language
patterns enable reduction of imprecision in natural language requirements statements; but

this also yields lengthening the requirements specification and use of clumsier language.

Falessi, Cantone, and Canfora (Falessi, Cantone, & Canfora, 2011) identify
equivalent requirements as a requirements specification defect that results in performing
redundant tasks and assigning the same requirement to multiple developers associated
with duplicative requirements (Falessi et al., 2011). Falessi et al. use natural language
processing techniques for similarity measurements to identify equivalent requirements,
propose seven principles for evaluating the efficacy of these techniques in identifying

equivalent requirements, and validate the techniques through use of a case study with a
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European defense firm’s requirements development effort for a large system of systems
project. The results show the Vector Space Model, an algebraic model that uses spatial
proximity for semantic proximity, is the best of the natural language processing
techniques and provides the maximum benefit to the human analyst for identifying

equivalent requirements (Falessi et al., 2011).

H. Yang et al. (H. Yang, Roeck, Gervasi, Willis, & Nuseibeh, 2011) assert that while
natural language requirements lead to unwanted ambiguities; not all ambiguities lead to
misinterpretations by users and stakeholders (H. Yang et al., 2011). Thus, the authors
propose focusing on anaphoric ambiguity (occurs when readers disagree on how
pronouns should be interpreted) as a key requirements quality defect that is commonly
found in requirements specifications and can readily lead to misinterpretations by various
users (H. Yang et al., 2011). The authors also developed an NBC to predict when

anaphoric ambiguity will lead to misunderstanding.

Guldali et al. (Giildali, Funke, Sauer, & Engels, 2011) assert the software test
community recognizes the importance of natural language requirements quality and
offers that linguistic analysis and testing techniques could be combined to reduce
requirements quality defects and help testers better understand the relations between
natural language requirements and improved test planning (Giildali et al., 2011).
Moreover, redundancies and implicit relationships in requirements specifications can be

exploited to reduce the total testing effort against the requirements specification.

Park, Maurer, Eberlein, and Fung (Park, Maurer, Eberlein, & Fung, 2010) discuss the

costly nature of software re-work based on requirements defects and note 56 percent of
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all bugs in software projects are inserted in the requirements phase; and as much as 85

percent of software defects originate with ambiguous and incomplete requirements (Park
et al., 2010). Moreover, Park et al. reveal the cost of fixing requirements-related defects
can be up to 50 times greater if the defects are corrected in the latter development stages

(Park et al., 2010).

2.3 Requirements Quality Analysis Tools

Genova et al. (Génova, Fuentes, Hurtado, & Moreno, 2011) suggest addressing
requirements quality issues on the front end of the development process is necessary for
improved software quality. Therefore, Genova et al. proposed development of an
automated tool, Requirements Quality Analyzer (RQA) to obtain low-level quality
indicators in textual requirements, such as ambiguity and overlap, to identify
requirements defects and enable higher quality requirements to be drafted (Génova et al.,
2011). The RQA tool was used in an industry case study to assess the benefits of
automated requirements analysis. The results showed users perceived RQA benefits as
improving the final quality of written requirements statements, facilitating process
improvement, and enhanced efforts to educate staff to write requirements in the manner

desired by the organization (Génova et al., 2011).

Ceccato et al. (Ceccato, Mariano Kiyavitskaya, Nadzeya Zeni Nicola, 2004)
characterize the problems associated with natural language ambiguity and identify four
types of ambiguities: Lexical, Syntactic, Semantic, and Pragmatic (sentence has several
meanings in the context of which its stated) (Ceccato, Mariano Kiyavitskaya, Nadzeya

Zeni Nicola, 2004). Also, Ceccato et al. develop an ambiguity identification prototype
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and demonstrate it using a case study. In all, the authors identify problems that must be
addressed going forward in the ambiguity identification task, the foremost being the lack
of standard measures to identify ambiguities of words, sentences or texts (Ceccato,

Mariano Kiyavitskaya, Nadzeya Zeni Nicola, 2004).

Lami, Giuseppe, and Ferguson (Lami, Giuseppe and Ferguson, 2007) emphasize there
is little evidence in the literature that the techniques and tools available for assessing
natural language requirements have been empirically validated. Consequently, their
research aims to empirically show that an automated natural language requirements
analysis tool is more advantageous when compared to a manual review process by human
subject matter experts. Lami et al. conducted an empirical study involving a real-world
industrial project led by a global telecommunications company that performs analysis of
natural language requirements documents through use of external consultants that
identify and report defects. The study results show that use of an automated tool can
significantly improve the requirements analysis process; however, human inspections
cannot be fully replaced and should be complemented by the automation (Lami,

Giuseppe and Ferguson, 2007).

Gnesi et al. (Lami, Gnesi, Fabbrini, Fusani, & Trentanni, 2004) address the topic of
automation of the analysis of natural language requirements and provide a specific
exploration of one such analysis tool called Quality Analyzer for Requirement
Specifications (QuARS). The authors’ methodology entails using the tool in case studies
for the automotive, banking, and aerospace domains to empirically illustrate the benefits
the tool affords automated natural language requirements analysis. The study results

demonstrate that QuUARS can provide effective support for the natural language
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requirements analysis and is highly adaptable to different application domains (Lami et

al., 2004).

Bucchiarone et al. (Bucchiarone, A., Gnesi, S., Faedo, A., Pierini, 2005) submit that
system development is dependent on requirements being clear and concise; otherwise,
resulting requirements will likely be incomplete, inconsistent, conflicting, and complex
(Bucchiarone, A., Gnesi, S., Faedo, A., Pierini, 2005). Bucchiarone et al. propose use of
an automated tool, QuARS, to perform analysis of natural language requirements in a
systematic manner. QuARS performs a linguistic analysis to detect potential linguistic
defects that can determine ambiguity problems impacting the succeeding development
stages. A case study applying QuARS to a large telecommunications company revealed
the automated process resulted in a less defective requirements document and reduced the
modification requests for downstream documents during the project life cycle

(Bucchiarone, A., Gnesi, S., Faedo, A., Pierini, 2005).

Kiyavitskaya et al. (Kiyavitskaya, Zeni, Mich, & Berry, 2008) propose an automated
natural language processing tool that uses a two-step approach to address requirements
specification ambiguities where the first step identifies those requirements statements
with potential ambiguity, and the second step provides the specific sources of ambiguities
in the flagged ambiguous statements (Kiyavitskaya et al., 2008). Kiyavitskaya et al.
tested the tool using several small requirements specifications and compared the results to
a human review by a subject matter expert. They concluded their tool, although
promising, did not accurately identify some of the severe ambiguity issues in the

specifications.
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Ambriola and Gervasi (Ambriola & Gervasi, 2006) assert that natural language is a
poor, albeit popular, means to represent requirements given its inherent leniency towards
ambiguity, inconsistency, and redundancy (Ambriola & Gervasi, 2006). However,
Ambriola and Gervasi also acknowledge that natural language is most suited to
experimentation and communication and can be well suited to expressing requirements
provided it’s accomplished in a consistent way. Hence, Ambriola and Gervasi present a
tool entitled Cooperative Interactive Requirement-Centric Environment (CIRCE) for
modeling and analyzing natural language requirements. CIRCE provides a simple
framework utilizing an expert system to structure requirements documents in the three
levels of designations, definitions, and requirements (Ambriola & Gervasi, 2006).
CIRCE was validated through three pilot studies in industry along with a separate study
with the National Aeronautics and Space Administration (NASA) Independent
Verification and Validation (IV&V) Facility. The results from the pilot studies indicate
CIRCE was adaptable and effective for analyzing pre-existing industrial requirements

and provides significant benefits over current practices (Ambriola & Gervasi, 2006).

Gervasi and Nuseibeh (Gervasi & Nuseibeh, 2002) explored the potential of using
lightweight formal methods (i.e. methods whose adoption cost is a small fraction of the
overall Requirements Engineering process, including training, application, and
computational costs) to perform partial validation of natural language requirements
specifications. Gervasi and Nuseibeh defined a framework for assessing selected
properties of the requirements statements that included syntactic quality, completeness
and consistency criteria of the requirements statements; and utilized the CIRCE

environment (a web-based environment of automated analysis of natural language
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requirements) to execute the analysis (Gervasi & Nuseibeh, 2002). A case study using
the NASA Node Control Software Requirements Specification demonstrated the
feasibility and benefits of the lightweight formal methods approach could be used
successfully during requirements writing and evolution; and, moreover, the most tedious
aspects of requirements validation could be delegated to automated tools, thereby
allowing the human analyst to concentrate on more challenging issues (Gervasi &

Nuseibeh, 2002).

Luisa, Mariangela, and Pierluigu (Luisa, Mariangela, & Pierluigi, 2004a) conducted
an online market research to 1) assess the economic advantages of developing automated
natural language processing tools that integrate linguistic analysis techniques for
requirements documents written in natural language and 2) verify the existence of the
potential demand for such an automated tool. The results revealed most documents
available for requirements analysis are provided by the customer and written in “real”
natural language, thereby indicating use of linguistic tools may perform a crucial role in
providing requirements analysis support (Luisa, Mariangela, & Pierluigi, 2004).
Furthermore, the research revealed the potential demand for the automated tool is distinct
to two company profiles; companies with an engineering approach to software
development that viewed identification of requirements as critical, and companies that

identified requirements modelling as critical (Luisa et al., 2004).

2.4 Requirements Defect Detection and Prediction Techniques

Alshazly, Elfatatry, and Abougabal (Alshazly, Elfatatry, & Abougabal, 2014) provide

a framework for analyzing and evaluating the suitability of requirements defect detection
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techniques. Alshazly et al. first conduct a literature survey to reveal the current research
in requirements defects and defect detection techniques. Next, they conduct case studies
of software requirements specifications to produce a taxonomy of defect types and to
determine the efficiency and effectiveness of defect detection techniques. Based on the
literature review, Alshazly et al. identified eleven types of requirements defects: missing
or incomplete, incorrect information, inconsistent, ambiguous or unclear, misplaced,
infeasible of non-verifiable, redundant or duplicate, typo or formatting, and non-relevant
or extraneous (Alshazly et al., 2014). In addition, Alshazly et al. generated a taxonomy
of three high-level classes of requirements errors as follows: people errors (errors
resulting from human requirements preparation), process errors (errors occurring due to
inadequate requirements engineering process), and documentation errors (errors due to
incorrect organization and specification of requirements) (Alshazly et al., 2014).
Alshazly et al. also perform a comparative analysis of three requirements defect detection
techniques: Checklist-Based Reading (CBR) Technique, Defect-Based Reading (DBR),
and Perspective-Based Reading (PBR) Technique. The results from the defect technique
comparison revealed no single reading technique was effective against all defect types
(Alshazly et al., 2014). As such, Alshazly et al. propose and evaluate a new Combined-
Reading technique that leverages the advantages of CBR, DBE, and PBR. The
evaluation results show the Combined-Reading technique is the most efficient in
detecting defects in terms of the total number of detected defects and the variety of types

of detected-defects (Alshazly et al., 2014).

As discussed in (Park et al., 2010), the authors identified two requirements-related

attributes (Number of Indirect Stakeholders and Number of Related User Stories) that
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have a statistically significant correlation to the number of software defects (Park et al.,
2010). Park et al. then show this correlation can be exploited through use of regression
analysis to develop a software defect prediction model (Park et al., 2010). Use of the

predictive model, in turn, will enable the software development team to better plan their

implementation decisions.

Bibi et al. (Bibi, Tsoumakas, Stamelos, & Vlahavas, 2006) propose the application of
Regression via Classification (RvC) approach for software fault prediction since it
benefits from the advantages of comprehensibility offered by classification models that
predict potential faultiness and avoids the interpretation difficulties and inability to
provide an accurate point estimate of faults inherent in regression models (Bibi et al.,
2006). RvC considers uncertainty, produces comprehensible results and is a reasonable
alternative to regression problems that require a logical explanation. Given this premise,
the authors utilize a data set of software application maintenance from the banking
industry to make comparative evaluation of RvC with classical regression algorithms as
well as state-of-the-art Machine Learning algorithms. The results revealed that RvC
classification accuracy is competitive to those of regression models, and in most cases

RvC provides better classification accuracy (Bibi et al., 2006).

Tian and Noore (Tian & Noore, 2005) describe use of an innovative SVM application
to software failure time for reliability prediction. Their schema involves the network
learning and recognizing software failure sequencing. Experimental results show the
SVM application is effective for next-step-predictability and out performs current neural

network approaches (Tian & Noore, 2005).
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Malhotra and Jain (Malhotra & Jain, 2012) conducted a literature search on fault
detection prediction to determine how broadly statistical and machine learning methods
were utilized. They observed that the trend is moving from traditional statistical methods
to machine learning approaches; and evermore studies are providing evidence that
machine learning approaches provide better classification performance compared to

statistical methods (Malhotra & Jain, 2012).

Rawat and Dubey (Rawat & Dubey, 2012) performed a literature study on software
defect prediction models to characterize the respective advantages and disadvantages of
the regression and machine learning models. While they concluded that prediction
models depend on the volume of available defect data and accuracy of the classifier, they
acknowledged machine learning techniques have an appeal based on their support for

model calibration and classification accuracy (Rawat & Dubey, 2012).

Biffl (Biffl, 2003) performed an experiment utilizing a software requirements
document written in natural language describing a distributed administrative information
system for managing ticket sales. The objective was to compare performance of
objective and subjective defect content estimation techniques. Validation was
accomplished through a controlled experiment with 31 inspection teams, each team

consisting of four to six people. The results show the following:

e Objective estimation models estimated major defects as well as all defects with
similar accuracy (Biffl, 2003).
e The best subjective estimation models performed comparable to the best objective

estimation models for major defects (Biffl, 2003).
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e While the defect detection method influenced the set of defects identified, it did
not make a significant difference for defect estimation accuracy (Biffl, 2003).
e Conducting a second inspection cycle provided substantial improvement in

estimation accuracy for all but one of the estimation models (Biffl, 2003).

Biffl concludes with the observation that since objective and subjective estimation
techniques focus on different information, a combination of both approaches may

facilitate identification of estimation outliers (Biffl, 2003).

Dhiauddin, Suffian, and Ibrahim (Dhiauddin, Suffian, & Ibrahim, 2011) propose a
model to predict functional defects entering the test phase of the project life cycle.
Dhiauddin et al. selected a Six Sigma approach to generate the mathematical model for
predicting functional test defects prior to the start of the test phase. Factors are identified
in preceding development phases having direct impact to defect discovery; and metrics in
those phases significant to system testing defects are collected and analyzed using
multiple regression analysis. The results indicate the regression equation, or prediction
model, shows it's possible to identify strong factors that contribute to the number of

defects in the testing phase (Dhiauddin et al., 2011).

Elish and Elish (Elish & Elish, 2008) assess the use of SVM for predicting defect-
prone software modules and compare SVM prediction accuracy against eight common
statistical and machine learning algorithms in the context of four NASA data sets. The
eight models include Logistic Regression and KNN, Multi-layer Perceptrons, Radial
Basis Function, Bayesian Belief Networks, Naive Bayes, Random Forests, and Decision

Trees. Following evaluation of the eight models against the NASA data sets the authors
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observed that SVM significantly outperformed four out of the eight compared models and

achieved the highest overall accuracy (Elish & Elish, 2008).

Fenton and Neil (N. E. Fenton & Neil, 1999) perform a critique of software defect

prediction models and identify five key issues with respect to defect prediction:

e Unknown relationship between defects and failures (N. E. Fenton & Neil, 1999).

e Problems with multivariate statistical approach (N. E. Fenton & Neil, 1999).

e Challenges of using size and complexity metrics as sole predictors of defects (N.
E. Fenton & Neil, 1999).

e Issues in statistical methodology and data quality (N. E. Fenton & Neil, 1999).

False claims regarding software decomposition (N. E. Fenton & Neil, 1999).

Fenton and Neil suggest the use of probabilistic techniques as a positive way forward for
defect prediction. In particular, use of Bayesian Belief Networks enables expression of
complex interactions within the model at a level commensurate with the problem (N. E.

Fenton & Neil, 1999).

Fenton et al. (N. Fenton et al., 2007) assert that using traditional statistical approaches
for defect prediction is inadequate. The authors indicate that a causal model is necessary
for more accurate predictions and propose use of a simple Bayesian Net (BN) as an
example causal model (N. Fenton et al., 2007). The authors validated the BN model
through a trial of 30 projects from industry replete with historical defect data. The results
from the trials showed a strong correlation between predicted and actual defects (N.
Fenton et al., 2007). While the authors acknowledge they could build a regression model

that would fit this data and produce overall good results, there would be no
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comprehensive understanding of the model applicability outside of the data used to create

it (N. Fenton et al., 2007).

Gondra (Gondra, 2008) proposes the use of machine learning techniques for choosing
a subset of software metrics that are most likely to predict the existence of defects.
Gondra uses historical software metric data and number of reported errors from the
NASA Metrics Data Program data repository to train an Artificial Neural Network
(ANN), and conducts a sensitivity analysis to ascertain the importance of each software
metric in predicting fault-proneness. This analysis revealed Number of blank lines,
number of comment-only lines, number of code-only lines, number of lines containing
code and comment, total number of lines, number of branches, number of unique
operators, total number of operators, number of unique operands, total number of
operands, cyclomatic complexity, design complexity, essential complexity, and program
length as the most critical metrics; these, in turn, were used to develop a fault-proneness
prediction model/classifier based on SVM (Gondra, 2008). The results provided
empirical evidence in support of the effectiveness of the approach and confirmed the
superior performance of SVM over ANN in performing binary classification of fault-

proneness prediction (Gondra, 2008).

Hall et al. (Hall, Beecham, Bowes, Gray, & Counsell, 2012) performed a
comprehensive literature review of 208 fault prediction studies published between
January 2000 and December 2010 to investigate the context of models, independent
variables utilized, and modelling techniques applied to influence the performance of fault
prediction models. The investigation revealed the majority of the studies were not very

useful and they generally reported insufficient contextual and methodological
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information to enable full understanding of the model implemented (Hall et al., 2012).
As such, the authors developed a set of contextual and methodological criteria for future
fault prediction studies. The authors note that of the 208 studies they reviewed; only 36
satisfied the aforementioned criteria. Further review of those 36 studies found that the
methodology used to build the predictive models was influential to predictive
performance (Hall et al., 2012). In addition, successful models tended to be trained on
large data sets which contain a relatively high percentage of faulty units; and modeling
techniques such as Naive Bayes and Logistic Regression performed well (Hall et al.,

2012).

Delen, Cogdell, and Kasap (Delen, Cogdell, & Kasap, 2012) utilized three machine
learning techniques (neural networks, decision trees, and SVM) to develop classification
and regression-type models with the objective of assessing the predictive capabilities of
the different methodologies. A data set containing eight years of historical data and 36
input variables was used in the analysis. The results indicated the classification-type
prediction methods performed better than the regression-based classification-type
prediction (Delen et al., 2012). In particular, regression tree classification models
provided the highest classifier accuracy, followed by SVM and, lastly, neural networks

(Delen et al., 2012).

Wu et al. (Wu, Kumar, Ross Quinlan, Ghosh,Yang, Motoda, McLachlan, Ng, Liu,
Yu, Zhou, Steinbach, Hand and Steinberg, 2008) surveyed a panel of renowned data
mining experts from the Program Committee of the IEEE International Conference on
Data Mining to determine the top ten data mining algorithms currently employed in this

field. This survey recognized the breadth of data mining to include machine learning,
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statistics, pattern recognition, and artificial intelligence. The survey results concluded
that NBC, SVM, and KNN are considered modern machine learning algorithms within

the top ten most influential for classification (Wu et al., 2008).

2.5 Predictive Performance Assessment

Majnik and Bosni (Majnik & Bosni, 2013) describe ROC analysis as a methodology
for assessing, comparing, and choosing classifiers based of their predictive performance
(Majnik & Bosni, 2013). ROC space is a two-dimensional graph that plots the
classifier’s false positive rate against its true positive rate. With respect to model
comparison, given two discrete classifiers, the former may be evaluated as better if it is
location in ROC space is more northern or western (or both) than the latter; meaning the
former has lower false positives and higher true positives than the latter (Majnik & Bosni,

2013).

Bradley (Bradley, 1997) asserts that ROC curve Area Under Curve (AUC)) is a
preferred performance measure for machine learning algorithms as opposed to using
probability of correct response (Bradley, 1997). In this research, Bradley evaluates six
machine learning algorithms against medical diagnostic data sets to rank each
classification scheme’s conventional overall accuracy and AUC. The results show that
AUC exhibits a number of desirable properties when compared to overall accuracy based
on probability of correct response. In particular, AUC provides increased sensitivity in
Analysis of Variance tests; has decreased standard error as both AUC and the number of
test samples increased; is decision threshold independent; and it invariant to a priori class

probabilities (Bradley, 1997). Bradley concludes with a recommendation that AUC be
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used as the preferred measure to overall accuracy for single number evaluation of

machine learning algorithms (Bradley, 1997).

Webb and Ting (Webb & Ting, 2005) argue that caution must be taken in using ROC
analysis to evaluate classifier performance in the context of changing class distributions.
Changes to data distributions for a new, target data set lead to changes in class
distribution that may impact the baseline true and false positive rates (Webb & Ting,
2005). In turn, this will affect the classifier’s location on the ROC graph and yield a new

accuracy value for the classifier (Webb & Ting, 2005).

Cerpa et al. (Cerpa et al., 2010) conducted an empirical investigation that identified
seven indicators of project success and then built a logistic regression model for these
variables as well as a logistic regression model based on factors obtained following a
principal components analysis. The results showed a ROC performance comparison
between the variable-based and factor-based logistic regression models resulted in similar

performance (Cerpa et al., 2010).

Demsar (Demsar, 2006) tackles the issue of statistical testing for comparisons of
multiple machine learning algorithms on multiple data sets. Several suitable tests for the
analysis of differences between algorithms are examined in the course of this research.
Specifically, averaging over data sets, paired T-test, Wilcoxon signed-ranks test, and sign
test are evaluated for their ability to compare two classifiers. Analysis of Variance
(ANOVA) and Friedman Test are evaluated for their ability to compare multiple
classifiers. Following an empirical study using several real-world classifiers and data

sets, the author concludes the non-parametric tests, Wilcoxon and Friedman test, are most
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suitable for multiple machine learning algorithm comparison since they do not assume a
normal distribution and are stronger than the other tests considered in this research

(Demsar, 2006).

Dietterich (Dietterich, 1998) conducts research on the use of statistical tests to
ascertain whether one learning algorithm outperforms another for a particular learning
task. Dietterich specifically addresses the challenge of determining which of two
learning algorithms 4 and B, given a small data set S, will produce more accurate
classifiers when trained on data sets of the same size as S. Dietterich describes five
statistical tests relevant to the above scenario: McNemar’s test, a test for the difference
of two proportions, the resampled t-test, the cross-validated t-test, and a new test called
the 5x2 Cross-Validation (CV) test. He uses a simulation study to measure the
probability that each test will incorrectly detect a difference when no difference exists
(Type I error). The results show that only McNemar’s test, the cross-validated t-test, and
the 5x2 CV test have acceptable Type I error (Dietterich, 1998). In particular, the cross-
validated t-test has consistently elevated Type 1 error; while the difference-of-proportions
test has acceptable Type I error, but low power (power is the probability the test will
reject the null hypothesis when the null hypothesis is false) (Dietterich, 1998).
McNemar’s test and the 5x2 CV test have good Type I error and reasonable power.
Dietterich concludes the 5x2 CV test is the test of choice for inexpensive learning
algorithms, and McNemar’s test is better for more expensive learning algorithms
(Dietterich, 1998). Moreover, the cross-validated t-test is the test of choice if the goal is

to be confident there is no difference between two algorithms (Dietterich, 1998).
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Drummond and Holte (Drummond & Holte, 2006) propose the use of cost curves, a
graphical approach for visualizing performance of two-class classifiers over the full range
of possible class distributions and misclassification costs, as a means to assess classifier
performance (Drummond & Holte, 2006). Drummond and Holte assert cost curves are
an alternative to use of ROC curve for measuring classifier performance. While cost
curves share many desirable properties with ROC curves, cost curves also visually
support other critical performance measures, such as depicting confidence intervals on a
classifier’s performance and visualizing the statistical significance of the difference in

performance of two classifiers (Drummond & Holte, 2006).

Fawcett (Fawcett, 2006) provides an introduction to the use of ROC graph as a
technique for visualizing, organizing, and selecting machine learning classifiers based on
their performance. The author defines “conservative” classifiers as appearing on the left
side of the two-dimensional ROC graph; while “liberal” classifiers appear on the upper
right-hand side of the ROC graph (Fawcett, 2006). Conservative classifiers make
positive classifications only with strong evidence so they make few false positive errors;
while liberal classifiers make positive classifications with weak evidence so they classify
nearly all positives correctly, but often have high false positive rates (Fawcett, 2006).
While the conventional literature regarding use of ROC graphs for evaluating classifier
performance asserts that the classifier on the ROC graph that is to the north and west of
another classifier is superior, the author states care should be taken before drawing
conclusions about classifier superiority (Fawcett, 2006). The author also provides

algorithms for generating ROC points and averaging ROC curves.
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Hussain (Hussain, 2008) uses a new application of sensitivity analysis, Global
Sensitivity Analysis (GSA), to develop an effective, efficient, and time-saving variable
selection method to determine which subset of input factors accounts for most of the
output variance. The author references GSA as “the study of how the uncertainty in the
output of a model can be apportioned to different sources of uncertainty in the model
input” (Hussain, 2008). Hussain uses two sets of historical medical data to assess and
compare the GSA approach to traditional variable selection methods. The GSA method
ordered the inputs without iteration and without the need to fit multiple regression
models. Overall, the results confirmed the significance of GSA as a variable selection

method (Hussain, 2008).

Islam et al. (Islam, Wu, Ahmadi, & Sid-Ahmed, 2007) analyzed and compared the
performance of two machine learning techniques, NBC and KNN, utilizing a historical
database of credit card application decisions. The results showed Bayesian inference
depends strongly on prior probabilities, the NBC had a slightly higher misclassification
error (12.43%) than KNN (9.45%), and a “K=5" provided the maximum correct

classification rate (Islam et al., 2007).

Karystinos and Pados (Karystinos & Pados, 2000) developed an algorithmic
procedure to improve the generalization and reduce overfitting for back propagation
trained multilayer perceptrons. Karystinos and Pados proposed K-means clustering of the
given finite training set to combat overfitting (Karystinos & Pados, 2000). They tested
the K-means clustering algorithm on synthetic as well as real data to show the significant

resistance to overfitting compared to conventional data-recycling back propagation
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training. The result showed no overfitting was recorded given there was no increasing

generalization error over extended training periods (Karystinos & Pados, 2000).

Kohavi (Kohavi, 1995) accomplished a study of cross-validation and bootstrap
techniques for accuracy estimation and model selection. Kohavi used six real-world
datasets against a Naive Bayes algorithm to estimate the effects of different parameters
on the algorithm. His results showed that stratification is generally a better approach
with respect to bias and variance when compared to regular cross-validation (Kohavi,
1995). While the bootstrap approach has low variance, it has large bias in some cases.
As such, Kohavi suggests use of stratified ten-fold cross-validation for model selection

(Kohavi, 1995).

Kotsiantis (Kotsiantis, 2007) conducted a literature search on Machine Learning
algorithms and made numerous comparative assessments based on the current body of
knowledge. According to his review, Naive Bayes and KNN have higher speed of
learning with respect to number of attributes and number of instances than SVM
(Kotsiantis, 2007). However, Naive Bayes and SVM have faster speed of classification
compared to KNN (Kotsiantis, 2007). NBC, KNN and SVM all deal adequately with the

danger of overfitting the data (Kotsiantis, 2007).

Carnahan et al. (Carnahan, Mellon, Training, Furnace, & Kuntz, 2003) compared the
classification accuracy of machine learning models (genetic programming and decision
tree induction) to that of traditional statistical classification methods (discriminant
analysis and logistic regression) for human factors applications. The results showed all

models performed fairly well for classifying the cases of the training data set. However,
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the machine learning models clearly outperformed those based on discriminant analysis
and logistic regression with respect to prediction or generalizing beyond the dataset used
for model development (Carnahan et al., 2003). In particular, the traditional statistical
methods had higher false positive identifications than the machine learning techniques
(Carnahan et al., 2003). Lastly, Carnahan et al. acknowledge this research was conducted
using a single data source and indicated further research with additional data sources is
necessary to fully assess the potential advantages of machine learning classifiers

(Carnahan et al., 2003).

Van der Heijden (van der Heijden, 2012) proposes a decision support system to assist
the analyst in specifying an optimal logistic regression model. The system enables the
analyst to experiment with different candidate independent variables and different
models, visualize the relationships between the independent and dependent variables, and
compare performance of the different models. The system demonstrated several
advantages including exhausting all possible combinations of independent variables
specified by the user; and highlighting the superiority of models on several independent
model success criteria including goodness-of-fit, predictive accuracy, and number of
variables (van der Heijden, 2012). One disadvantage of the system is it does not detect

over-fitting of the model (van der Heijden, 2012).

Zahalka and Zelezny (Zahalka & Zelezny, 2010) perform an empirical study to
validate the application of Occam’s razor theory to machine learning. William of Occam
was a 14" century logician who stated the simplest theory should be chosen from among
all theories which equally well explain observed data. The interpretation of this theory

for machine learning is that given two classifiers with the same training error, the simple
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classifier is more likely to generalize better (Zahalka & Zelezny, 2010). Zahalka and
Zelezny used 30 datasets from the Machine Learning repository to assess this theory.

The results showed there was no statistically significant difference in overfitting based on
model complexity (Zahalka & Zelezny, 2010). In other words, simple machine learning
models had similar generalization characteristics as the complex machine learning

models (Zahalka & Zelezny, 2010).

Rodriguez, Perez, and Lozano (Rodriguez, Pérez, & Lozano, 2010) perform an
experimental study to analyze the statistical properties of bias (average precision of the
error estimation) and variance (variability of the estimation of the error) on the k-fold
cross validation error estimator for two classifiers (Naive Bayes and Nearest Neighbor).
The study concluded that k£ = 2 provides the most biased estimator; and Nearest Neighbor
is less biased than Naive Bayes but with more variance due to the differences in the
number of parameters (Rodriguez et al., 2010). Rodriguez et al. recommend using k =5
or k= 10 for measuring error since they are less biased than & =2 and have less
computational cost, and recommend use of repeated cross validation when

computationally feasible (Rodriguez et al., 2010).
2.6 Literature Review Summary and Conclusion

This literature review comprises a synopsis of over 60 technical journal articles,
conference papers, doctoral dissertations, and academic and industry technical reports in
the areas of linguistic requirements quality, defects analysis, and prediction techniques

and accuracy. In summary, the literature reveals the following:
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End-system functionality and performance is a key measure of software program

success.

o A statistically significant correlation exists between requirements quality and
software/system functionality and performance.

o Experiential evidence suggests successful project performance can be
accomplished through higher requirements quality.

o However, poor linguistic requirements quality (incomplete, inconsistent, and
ambiguous) adversely impacts system performance, user satisfaction, and project
success.

Cohesiveness, completeness, verifiability, and lack of ambiguity are essential

attributes of high-quality requirements.

o As much as 85 percent of software defects originate with ambiguous, incomplete
requirements.

o Ambiguity in natural language requirements statements is the significant source of
requirements quality defects.

o Anamorphic ambiguity (misinterpretation of pronoun usage) is most problematic
form of ambiguity.

Automated analysis tools are effective in identifying ambiguity and other linguistic

quality defects in natural language requirements statements;

o A litany of commercially-available requirements linguistic analysis tools, such as

RQA, QuARS, and CIRCE, are adaptable across a variety of application domains.
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o While automated analysis tools can significantly improve the requirements
analysis process by identifying requirements quality defects, they should be used
as a complement to the human requirements analyst.

e Regression models and machine learning classifiers have been effectively used to
predict requirements quality defects.

o BLR is a more traditional statistical classifier and is one of the better-performing
regression models.

o NBC, SVM, and KNN are high-performing, modern machine learning algorithms
considered in the top ten most influential for classification.

o The preponderance of the literature describe machine learning classifiers as
having better predictive performance and generalization than the regression
models.

e Numerous methods for assessing classifier performance are available.

o ROC is an effective method for assessing and comparing classifier performance,
but care should be taken before drawing conclusions about classifier superiority.

o Cost curves and other non-parametric tests such as Wilcoxon and Friedman tests
can also be used for a comparative assessment of classifier performance.

o Cross validation and boot strap techniques are effective approaches for mitigating
overfitting and enhancing the generalization of the classifier.

o No statistically significant difference exists between the generalization

characteristics of complex and simple machine learning models.

Overall, the contemporary technical literature contains numerous discussions on

natural language requirements quality defects, automated tools for requirements analysis,
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and an inventory of defect prediction methods. While the literature suggests a strong
relationship exists between requirements quality and system performance, the
preponderance of literature solely addresses forecasting defects with no predictive
measure of system performance. Hence, the research presented in this paper leverages
current ambiguity identification tools and defect forecasting techniques to characterize
the predictive impact of requirements linguistic quality on system-level operational
performance. This effort is intended to bridge the gap in the prevailing body of
knowledge by providing empirical evidence of the predictive relationship between

linguistic requirements quality and end-system operational performance.
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Chapter 3 - Methodology

3.1 Overview
Statistical modeling based on empirical performance data is the approach used to
address the research hypothesis presented in this paper. The model development and

validation methodology involve the following sequential steps as illustrated in Figure 3-1.

1. Obtain ORD KPPs and Operational Test Report results from DoD and DHS
acquisition databases.

2. Analyze KPPs for linguistic quality.

3. Develop predictive model using the KPP linguistic quality metrics and the
associated operational test results.

4. Conduct sensitivity analysis for classification accuracy.

5. Validate model for predictive performance.

6. Assess model for data overfitting; a condition that constructs a statistical model
with too many degrees of freedom and results in over optimism in the prediction
accuracy of the model.

7. Evaluate model performance based on Receiver Operating Characteristic.
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Figure 3-1: Model Development and Validation Methodology (Dargan et al., 2015)
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3.2 Sample Data Set

A description of the data used in this research is provided in Chapter 3.2.1, and a

discussion on the limitations presented by this data set is contained in Chapter 3.2.2.

3.2.1 Description

As shown in Appendix A, a total of 242 KPP requirements statements and associated
operational test results served as the data set used for development and validation of the
predictive models. The data were sourced from a total of 32 DoD and DHS major
acquisition programs, leveraging the unclassified ORDs, CDDs, and Operational Test
Reports developed for the respective programs. The 32 major acquisition programs were
comprised of information technology, aircraft, munition, ship, satellite, and other
programs. Table 3-1 provides a profile of the data used for this research and shows the
majority of data were obtained from DHS information technology programs and DoD
aircraft programs. All totaled, information technology programs and aircraft programs

accounted for 73 percent of the data utilized for this research.

An example of the data used in this research is provided in Table 3-2. Five of the 242
KPP requirements statements are included in this table along with the associated results
of the linguistic requirements analysis and the operational test performance results.

Using KPP number 1 in the table as an exemplar, the operational test performed by the
federal government revealed the performance for this requirement was met; however the
linguistic analysis performed in this research showed the requirement had two “Vague”
and one “Compound Requirements” linguistic quality defects — note, further description

of the linguistic quality factors is provided in Chapter 3.3. This linguistic analysis
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methodology was replicated for all 242 KPP requirements statements and served as

inputs for construction of the predictive model.

Table 3-1: Data Profile

AGENCY DHS
DHS DoD +
DoD
PROGRAM TYPE
Information Technology

Programs 32% 2% 34%

Aircraft Programs 14% 25% 39%
Munition Programs 0% 16% 16%
Ship Programs 2.5% 0% 2.5%

Satellite Programs 0% 2.5% 2.5%

Other Programs 6% 0% 6%
TOTAL 54.5% 45.5% 100%

Table 3-2: Example Requirements and Operational Test Results Data
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3.2.2 Limitations

It should be acknowledged that while this data set size of 242 KPP requirements
statements is considered small for classification purposes, it is believed sufficient given
the nature of the problem addressed in this research. Nonetheless, this data set poses

some limitations that impact the results and conclusions of this research.

Firstly, this data set contains no samples of “Incomplete” linguistic quality defects,
and contains only two samples of “Untestable” linguistic quality defects. Since all four
models (BLR, NBC, SVM, and KNN) use supervised learning approaches, there will be
no training opportunities against the “Incomplete” category; and since only 0.7% of the
data samples are in the “Untestable” category, there will be extremely limited training for
this category. Hence, this data constraint will adversely affect predictive model
development and performance against these two linguistic quality defect categories. This
is especially pronounced for the BLR model as these two defect attributes will not be

included in the regression equation; thereby limiting the model’s predictive capability.

Secondly, some of the empirical data samples included in Appendix A contain
linguistic quality defects, yet the required system performance is still satisfied. This
phenomenon of the data set will be reflected in the training for model development and
will, therefore, influence the probability thresholds for model prediction of successful
required performance. In practical terms, this phenomenon of the data set is not
surprising, and in some cases could be due to chance occurrence. However, although the
body of knowledge states, and this research reinforces, that there is a statistically

significant correlation between requirements linguistic quality and system performance,
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there are other factors that affect the ability to satisfy required system performance. For
example, early involvement between the user, design/developer, and tester can provide
insights that enhance understanding of the user need and result in end-system
performance more effectively aligned with user intent — despite the quality of the

documented requirements statement.

Overall, the constraints presented by this data set shape the results from this research.
A larger data set would provide additional supervised training opportunities for model
development that could alter classification accuracy across the four models and
determination of the best- performing model. Moreover, a data set with more samples of
“Incomplete” and “Untestable” linguistic defects would ostensibly improve model

predictive performance in those two areas.

3.3 Model Construction and Validation

A predictive model is developed to demonstrate that end-system operational
performance can be projected based on the requirements linguistic quality factors as

defined by the author of this dissertation:

e Incomplete — requirement statement does not fully capture requirement

parameters.

e Untestable — requirement statement lacks an objective means to verify

requirement has been satisfied.

e Weak Phrase — Unquantified or indefinite requirements statement.

e Vague — statement is ambiguous with a continuum of possible interpretations.
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e Compound Requirements — statement is not cohesive and contains multiple needs.

The linguistic quality factors listed above, while not exhaustive, represent the most
common defective attributes of the requirements statements. They have been selected for
use in this research since elimination of these defects is generally accepted as

characteristics of good requirements (Turk, 2006).

3.3.1 Modeling Approaches Overview

Several machine learning approaches such as regression analysis, clustering, and
classification are available for developing the predictive model (Hall et al., 2012) (Elish
& Elish, 2008). Given 1) the requirements linguistic quality factor data listed above are
categorical and serve as independent or explanatory variables for the model, and 2) the
dependent response variable, “operational performance met”, is dichotomous, a
classification approach would be most appropriate (Sayad, 2015). As such, four machine
learning algorithms within the classification domain are chosen to develop predictive
models and compare performance results. The following criteria are used to select the

algorithms:

e Fast classification speed
e Reduced danger of data overfitting
e Ability to handle smaller training set

e High model accuracy

Based on the above criteria, BLR, NBC, SVM, and KNN machine learning techniques
are selected (Cerpa et al., 2010) (Kuntz, 2003) (Kotsiantis, 2007). Note, while BLR is a

more traditional statistical modelling technique, per Wu’s data mining survey (Wu et al.,
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2008), NBC, SVM, and KNN are high-performing, modern algorithms considered to be
within the top 10 most influential for classification. An overview of each algorithm is

provided in the subsequent paragraphs.

BLR is a statistical classification model that predicts the probability of an outcome of
a binary response variable based on one or more explanatory input variables. The logistic

regression model can be expressed as follows:

Logit (p) = a + bx (3.1)

e pis probability.

e Logit (p) is the natural logarithm of the odds ratio, 1%; .

BLR effectively handles correlated input variables and provides a probabilistic
framework that enables quick incorporation of more training data as it becomes available.
The underlying distribution of the BLR model is binomial, and the parameters are

estimated using the method of maximum likelihood.

The NBC leverages Bayes’ theorem and assumes independence among the predictor
variables. NBC is a relatively simple model that often outperforms more sophisticated

models. The NBC algorithm is expressed as follows:

P(x|c)- P(c)

P(clx) = ) (3.2)
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e P(c[x) is the posterior probability of class given predictor.
e P(c) is the prior probability of class.
e P(x]c) is probability of predictor given class.

e P(x) is the prior probability of predictor.

The SVM performs classification by determining the hyperplane that maximizes the
distance between the two classes. This technique yields one of the most robust and
accurate classification algorithms. The SVM attempts to maximize the following

function with respect to w and b:

1
Lp= 30wl - Ziqayiw x+b) + Xi & (3.3)

Lp is the Lagrangian.

e q; are non-negative numbers such that derivatives of Lp wrt «; are zero.

t is the number of training samples.

w and b define the hyperplane.

KNN is one of the simplest and easy-to-implement machine learning algorithms, yet
has good performance especially as the size of the training set increases. KNN finds a
group of K objects in the training set that are closest to the test object. The class assigned
to the test object is based on the majority of its nearest neighbors. The algorithm uses
one of several distance functions (Euclidean, Euclidean Squared, City Block, and
Chebychev) to determine the K nearest neighbors. The Euclidean distance function is

shown below:
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/ K (xi — yi)? (3.4)

e k is the number of neighbors.
e X;is the query point.

e y;is a case from the training sample.

3.3.2 Predictive Model Development Process

Each of the four approaches described in the preceding section are employed to
develop and validate their respective predictive models as explained in the following

steps:

1) Use of empirical data is critical for development of the predictive model. As
such, the DHS and DoD program acquisition databases are accessed to provide
the ORD KPPs and the KPP operational test results that serve as the data sources
for this research. A total of 242 key performance parameter requirements

statements and the associated operational test results are used for model creation.

2) These requirements statements are imported into an automated requirements
analysis tool to calculate the linguistic quality metrics for each statement. In
addition, the operational test reports associated with each ORD are reviewed to
determine if performance was met for each key performance parameter used in

the model.
3) These data are then used to determine the classifier, or model, for predicting
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system performance. Four approaches are utilized. First, a BLR model is
developed. Using the same data, an NBC is developed followed by a SVM and

KNN approach.

4) Next, a sensitivity analysis is conducted on each of the classifiers using the

5)

following parameters:

e Number of independent variables.
e Training Data Sample Size.
e Distance Measure (KNN only).

e Number of Nearest Neighbors (KNN only).

The objective of this analysis is to assess how these parameters impact
classification accuracy (Gondra, 2008). This allows determination of the amount
of change in model behavior given a change in the parameter as well as which
parameter has the most substantive impact on performance. The results of the

analysis are used to adjust or calibrate the classifier as necessary.

K-fold cross-validation (Kohavi, 1995)(Rodriguez et al., 2010), a common
technique for confirming predictive performance, is used to assess how the
classifier will generalize to an independent data set. This method involves
dividing the data into K subsets, and executing the cross-validation over K
iterations. One of the K subsets will be used as the test set and the other K-1
subsets will form the training set for each iteration. The value of K is set to 10 for
this analysis. The advantage of this approach is that it does not depend heavily on
which data points are in the training set and which ones are in the test set.
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6) Subsequent to cross validation, an analysis is conducted to determine how well
the data fit the model, with particular emphasis on overfitting. This analysis will
compare the training data set performance to test data set performance to
determine the point where test set accuracy reaches a steady state value.
Overfitting constructs a statistical model with too many degrees of freedom in the
process and results in overly optimistic performance. While the data are well
described in the model, the predictions do not generalize to new data outside the

study sample (Karystinos & Pados, 2000).

7) Lastly, the ROC is examined for each classifier. ROC graph examination allows
visualization of the tradeoff between successful classification and false alarm rate
for each of the classifiers (Demsar, 2006). In general, the classifier located in the

most northwest position on the ROC graph has the better performance.

3.4 Analysis Tools

Requirements analysis can be accomplished through expert judgment, techniques
such as Case-Based Reasoning (Jani, 2011), or use of automated analysis tools (Natt och
Dag, Regnell, Carlshamre, Andersson, & Karlsson, 2002) (Luisa et al., 2004a).
According to a recent empirical study completed by Lami (Lami, Giuseppe and Ferguson,
2007), automated requirements analysis tools can be more effective than human reviews
for finding defective requirements. Hence, the research presented in this paper utilizes an
automated tool to determine linguistic quality metrics. As described in Lami (Lami et al.,
2004) there are numerous commercially available requirements analysis tools such as the
Quality Analyzer for Requirement Specifications, Requirements Quality Analyzer,
TigerPro, and the CassBeth Specification Analysis Tool. A feature comparison of the
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aforementioned analysis tools illustrated in Table 3-3 shows all have pertinent linguistic
analysis capability, utilize common input file formats, and can quickly produce analysis
results. While a government or commercial organization responsible for large
development projects with a substantial amount of requirements specifications may want
to consider a tool such as RQA, the focused scope of this research lends itself to
employment of the CassBeth tool. Specifically, given the CassBeth Specification
Analysis Tool has solid analysis capability like the other tools, the CassBeth tool was
selected for use in this research primarily because it is user friendly and inexpensive as

noted by the following features:

e Simple web interface that enables access anywhere.
e Accepts Microsoft Word or text file inputs.
e Adjustable analysis parameters.

e Low purchase cost.

Table 3-3: Requirements Analysis Tools Feature Comparison

Quality Requirements CassBeth
Analyzer of Quality Specification
Features Requirement | Analyzer TIGER Pro | Analysis Tool
Specifications | (RQA)
(QUARS)
Lexical Analysis v v v v
Syntactical Analysis v v v v
Statistical Analysis v v v v
Graphical Analysis v v v X
Adjustable Analysis Rules v v X v
Real Time Analysis Results v v v v
Defect Summary Report v v v v
Dynamic Object Oriented
Requirements System (DOORS) X v v X
Interface
Input File Type .txt, .dat .xIs, DOORS .txt, csv, .txt, .doc
DOORS
HW/Operating System Platform Not specified Client/Server PC Windows | PC Web
Win 2008/Win 7 7 Interface
Software Purchase Cost Not commercially $500+ $50 $20
available
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CassBeth (Mathison & Hurworth, 2006) provides an automated method to review
requirements specifications and identify linguistic faults in the requirements statements.
These faults include poorly worded statements that are vague, untestable, weak phrases,
compound requirements, and incomplete. The tool runs on the personal computer and
accepts Microsoft Word or text file inputs for the requirements statements. In addition,

the tool contains a complete service library with the following options:

e Requirements Text Analysis (RTA).
e Key Requirements Analysis (KRA).
e Duplicate Objects Analysis (DOA).
e Domain Capabilities Analysis (DCA).

e Generic Capabilities Analysis (GCA).

The research discussed in this paper uses the CassBeth tool’s RTA service to assess
linguistic quality of the key performance parameter statements found in the DHS and
DoD ORDs. This service utilizes a default rule set to analyze word and phrase patterns
that typically result in poorly worded requirements statements. However, the default rule
set can be adjusted if necessary to encompass user-specified instructions. Following the
import of the key performance parameter statements, the tool generates a report that
identifies the linguistic quality defects, if any, in each statement. The tool can enumerate
the number of instances of the identified defects in the statements, and it can also treat the
defects as binary. In other words, each key performance parameter statement has a
quality metric (vague, weak phrase, compound requirements, untestable, incomplete) that

is either defective or non-defective. In turn, these continuous and binary results serve as
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the independent variables for the predictive model. A screen shot of the CassBeth tool
user interface control panel is captured in Figure 3-2. The control panel allows the user
to select a file to input for analysis, choose the service library for the desired analysis, run
the analysis, and view the analysis results. In addition, a representative screen shot of a

linguistic quality metrics report for data utilized in this research is provided in Figure 3-3.
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l Documents Help

a Zoth Specification Analysis Tool 7 ~°° o

History Training

ReStart Default Rules No Rules

- select browse - pick spec txt document

select requirement text analysis - press submit - review results
go thru each service one at a time

- select browse - pick non spec txt document

Prior to uploading vour file set your report options.
Also check the rules and modify them as desired.
- select key requirements analysis service

Mo file selected.
. make sore all key reqs in non spec are in spec
Stop Now . . . These template instructions are user defined.

[= R e R O

Analysis Settings [| Hide Report Areas [[] Hide

[C] Parse Text Analvsis Results Doc Shape
REQ-\d+.? PUIMask 7] Strip HTML Tags Accessed Words Reading Level
shall|must Imperatives [] Strip Blank Lines Accessed Patterns Comments

[l Process Onlv Imperatives [[] Show Processed Upload Metrics

Services and Rules

[C] Template Comments Default Template

[C] Regquirement Text Analvsis rta

[C] Find Duplicate Objects rptdup

[C] Generic Structure Analysis gsa
[C] Domain Structure Analysis dsa
[C] Generic Capabilities Analysis gea
[C] Domain Capabilities Analysis dca
[[1 Kev Regs Analvsis kra

[[] Add New Service Name [[] Remove Last Service: Key Regs Analysis

Analysis Results [ mice

Filter case sensitive
Access Object Reject Object Access Risk

[C] Show Comment Details [| Hide All Comments [| Hide Checked Items [ Save Results . File

Accessed Words [ mise
[[] Filter Noise Words

No results to report.

Figure 3-2: Specification Analysis Tool User Interface
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Metrics [ mige

[T Save Metrics with analysis run Test Spec_Sa.txt 06/25/015 17:57:17 Appended Metrics File

Total Lines: 159
Blank Lines: 62
Non Blank Lines: 97
Imperatives: 96

Shalls: 88

Wills: 3

IsReq:

|Ilem |R1'sk |Count |C]1ildren |‘3"o lines |% imperative |"'Vo shall |‘Vo will |?r"o isreq |% Norm
|Buzz Words rta |I—Iigh | | | | | | | |
|CompoundReqrta  |Low|| 57| | 3584 5937 64.77| | |
[Directive Low| 6] | 377 625| 631 | |
|Fraizmem ta |I_ow | | | | | | | |
|Incomplere 1ta |I-Iigh | | | | | | | |
Internal Reference rta | High| 1| | o062 104 113] 3333 |
Multiple Imperatives rta|Med | 3] | 188 312 34| 100 |
|Not Standalone ria |I_ow | | | | | | | |
|Options rta High| 1] | o062 104 113] 3333 |
[Unbounded rta Low| 9| | 566 937| 1022 | |
[Undefined rta Low| 4] | 251 416 454 | |
[Unsure ria High| | | | | | |
[Untestable rta High| 1] | 062 104 113] 3333 |
|Weak Phrases rta Med| 5| | 314 52| 568 | |
|Weak Words rta Med| 16 | 10.06) 16.66| 18.18] | |
|z Mined Objects | [ 74 | 4654| 77.08| 8409 | |

Rules Total 16

Rules Triggered 11

Rules Not Triggered >

Percent of Rules Triggered 68%

Figure 3-3: Specification Analysis Tool Sample Metrics Report
The data analysis for this research is facilitated through use of the STATISTICA
statistical software tool. Requirements linguistic quality metrics determined by the
CassBeth Tool are input into STATISTICA for statistical analysis. STATISTICA
performs the BLR on the metrics data to determine the linear predictor model, statistical
significance, and the odds ratio. STATISTICA also performs the NBC, SVM, and KNN
analyses to develop and validate the respective classifiers; conducts the sensitivity

analysis; and performs data fit analysis.

63




Chapter 4 - Results

4.1 Linguistic Analysis Results

As described in Chapter 3.2 of this dissertation, the predictive model is developed
based on the linguistic quality factors (Incomplete, Untestable, Weak Phrase, Vague, and
Compound Requirements) of the 242 KPP requirements statements. Based on the results
from the CassBeth Specification Analysis Tool, there were a total of 295 linguistic
defects identified in the KPP requirements statements. The graph in Figure 4-1 depicts
the profile of linguistic quality defects in the requirements statements. It should be noted
that some of the requirement statements had more than one type of linguistic quality
defect. None of the requirements statements were assessed as Incomplete; and there were
only two instances of Untestable requirements statements. The majority of the defects
were assessed as Weak Phrase, Vague, and Compound Requirements; where Compound
Requirements was the largest single linguistic defect with 208 instances. In addition to
the profile of linguistic quality defects in the requirements statements, the descriptive
statistics of the linguistic defects across the 32 DoD and DHS acquisition programs
utilized as data sources for this research are captured in Table 4-1. There is a mean of
9.22 defects per program with a standard deviation of 10.57 defects. The Probability
Density Function (PDF) is illustrated in Figure 4-1, and the Cumulative Distribution
Function (CDF) and the frequency table used to calculate the CDF are shown
respectively in Figure 4-2 and Table 4-2. It should be noted that the requirements defect

data fit a Pareto 2 distribution.
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Figure 4-1: Linguistic Quality Defects Graph (Overall)

Table 4-1: Descriptive Statistics

N Mean SEMean StDev Minimum Q1 Median Q3 Maximum

32| 9.22 | 1.87 10.57 0.00 | 2.0(]‘ 6.00 | 12.50 | 54.00
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Figure 4-2: Probability Density Function for Linguistic Quality
Defects (Overall)
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Figure 4-3: Cumulative Distribution Function for Linguistic Quality
Defects (Overall)
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Table 4-2: Defect Frequency Calculation Table

Number
of Sample
Defects Actual Frequency | Number

0 0.03125 1
0 0.0625 2
1 0.09375 3
1 0.125 4
1 0.15625 5
2 0.1875 6
2 0.21875 7
2 0.25 8
2 0.28125 9
3 0.3125 10
4 0.34375 11
4 0.375 12
4 0.40625 13
5 0.4375 14
6 0.46875 15
6 0.5 16
6 0.53125 17
7 0.5625 18
8 0.59375 19
8 0.625 20
9 0.65625 21
10 0.6875 22
11 0.71875 23
11 0.75 24
13 0.78125 25
14 0.8125 26
14 0.84375 27
21 0.875 28
21 0.90625 29
22 0.9375 30
23 0.96875 31
54 1 32
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The linguistic quality defects profile is also shown for each of the acquisition
program types; information technology, aircraft, munitions, ships, satellites, and other,
respectively, in Figures 4-4 through 4-9. The information technology, aircraft, munitions,
and other programs reflect a similar defect profile to the overall profile shown in Figure
4-1. The ship programs are the only program type having more linguistic defect
instances of weak phrase and vague than compound requirements; and the satellite

programs also have higher instances of vague defects compared to weak phrase defects.
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Figure 4-4: Linguistic Quality Defects — IT Programs
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Figure 4-5: Linguistic Quality Defects — Aircraft Programs
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Figure 4-7: Linguistic Quality Defects — Ship Programs

72




16

14

Linguistic Quality Defects:

Satellite Programs

B Number of Defects
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Figure 4-9: Linguistic Quality Defects — Other Programs

4.2 Predictive Modeling Results

As described in Chapter 3.3, four predictive models are established to describe the
relationship between requirements linguistic quality attributes and end system operational
performance. BLR is employed first followed by three machine learning techniques;
NBC, SVM, and KNN Results for each model are described in the succeeding

paragraphs.
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4.2.1 Binary Logistic Regression

STATISTICA 12.0 was employed to execute BLR on the KPP linguistic quality

attributes and the associated operational test results. Recall, five linguistic quality

attributes (Incomplete, Untestable, Weak Phrase, Vague, and Compound Requirements)

are used in the analysis. These attributes are the independent variables for the model; and

the associated operational test results serve as the dependent variable, Performance Met.

An iterative attribute elimination process was used to determine the statistically

significant contributing attributes; where statistical significance is defined as p-value less

than or equal to 0.05 for this analysis. The following statistics are key indicators of the

quality of the logistic regression model and were assessed as part of the attribute

elimination process:

Wald Statistic — this statistic has a chi-square distribution and is used to assess
statistical significance of the attributes, or independent variables. If significance
values are less than 0.05, the null hypothesis should be rejected as the attribute
does make a significant contribution (Seibel, Mazzuchi, & Sarkani, 2006).

Hosmer Lemeshow Goodness of Fit Statistic — this statistic indicates how well the

model prediction fits the observed data. If the Hosmer Lemeshow goodness of fit
test statistic is greater than 0.05, as needed for well-fitting models, the null
hypothesis that there is no difference between observed and model-predicted
values should be rejected (Bewick, Cheek, & Ball, 2005). This implies the
model’s estimates fit the data at an acceptable level (Bewick et al., 2005).
Nagelkerke R? - this descriptor has a value from zero to one and indicates the

amount of variation in the dependent variable that is explained by the logistic
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model (Bewick et al., 2005). A number closer to one indicates a strong
relationship between the predictors and the prediction.
e (Odds Ratio — this ratio defines the level of influence the attributes, or independent

variables, have on the output (Halloran, n.d.).

Table 4-3 presents the attribute statistics for the initial logistic regression model. Note:
the “Incomplete” attribute was removed from the initial model since there were no
instances of “Incomplete” defects in the empirical data used for this analysis. Use of the
remaining four attributes in the logistic regression model shows that only one attribute,
Compound Requirements, has significance, although the overall classification accuracy is
74 percent for the validation data and 79 percent for the training data as shown in

Tables 4-4 and 4-5, respectively. In addition, the Nagelkerke R? value of 0.106031
indicates only about eleven percent of the variation in the dependent variable is explained
by the logistic model. This indicates the initial attributes do not provide a statistically
significant, well-fitting logistic regression model. Henceforth, attributes are eliminated
one-by-one in an effort to find a statistically significant, effective model. The analysis
culminates with a model containing two attributes, Vague and Compound Requirements,
as shown in Table 4-6. This is due to the limited data in the sample set used for this
research. Since the logistic regression model was developed with no “Incomplete” defect
samples and only two “Untestable” defect samples, it is not unexpected the model has
just two significant attributes. In particular, the model has significance values of 0.0478
and 0.006, respectively, for the Vague and Compound Requirements attributes. The

Nagelkerke R? value of 0.986 indicates there is a strong relationship between the
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predictors and the prediction; and the Hosmer Lemeshow p-value of 0.1874 (> 0.05)
indicates this is a well-fitting model. Lastly, as depicted in Tables 4-7 and 4-8, the model
has an overall classification accuracy of 74 percent against the validation data and 78
percent against the training data. The final logistic model is shown in Table 4-6 as

follows:

Logit (p) = CR * (-0.256) + V * (-0.504) +1.129 4.1)

where

P = Probability performance is met.
CR = Compound Requirement.

V = Vague Requirement.

Table 4-3: Initial Logistic Regression Model

Performance Met - Parameter estimates
Distribution : BINOMIAL, Link function: LOGIT
Effect Modeled probability that Performance Met = Yes
Statistic | Estimate | Standard | Wald Odds Lower CL | Upper CL | p-value
Error Stat. Ratio 95.0% 95.0%

Intercept 1.16425 1 0.286724 |16.48775
Untestable -1.16425 11.482462 [0.61677 |0.312158]-2.59341 [3.217730 [0.432251
Weak Phrase 0.13604 ]0.359457 [0.14323 1.145726 1 0.44120 | 1.850249 |0.705092
Compound Reqt -0.28620 |0.115733 [6.11559 [0.751109)0.52428 |0.977942 [0.013399
Vague -0.47608 |0.258438 [3.39346 [0.385908 | -0.12062 |0.892438 |0.065455
Scale 1.00000 | 0.000000 | 1.000000
Nagelkerke R? 0.106031
Hosmer
Lemeshow 1.2838 0.732973
Loglikelihood -99.42647
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Table 4-4: Classification Accuracy (Test) - Initial Logistic Regression Model

Table 4-5:

Classification of cases

QOdds ratio: 0.000000

Test Data o )
Log odds ratio: infinity
Predicted: Predicted:
Yes No Percent correct
Observed: Yes 31 1 96.875
Observed: No 10 0 0
Overall Classification 73.809

Accuracy

Classification Accuracy (Training) - Initial Logistic Regression Model

Training Data

Classification of cases

Odds ratio: 6.333333
Log odds ratio: 1.845827

Predicted: | Predicted:
Yes No Percent correct
Observed: Yes 152 3 98.0645161
Observed: No 40 5 11.1111111
Overall Classification 78.50

Accuracy
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Table 4-6: Final Logistic Regression Model

Performance Met - Parameter estimates
Distribution : BINOMIAL, Link function: LOGIT

Effect Modeled probability that Performance Met = Yes
. . Standard| Wald| Odds |Lower CL [Upper CL
Statistic |Estimate | "5l 1 gtar | Ratio | 95.0% | 95.0% [PVAle
Intercept 1.129429 [0.278965 16'3915
gggt‘po““d -0.255608 [0.094214 [7.36070 [0.774445 [0.589789 [0.959101 [0.006666
Vague -0.504189 10.254816(3.91502 (0.364810 [-0.134620 [0.864240 (0.047856
Scale 1.000000 0.000000 1.000000
[Nagelkerke R?  [0.986491
Hosmer
Lemeshow 1.7378 0.187414
Loglikelihood |-24.11865

Table 4-7: Classification Accuracy (Test) - Final Logistic Regression Model

Classification of cases

Accuracy

Test Data Odds ratio: 0.000000 Log odds ratio:
infinity
Predicted: Predicted:
Yes No Percent correct
Observed: Yes 31 1 96.875
Observed: No 10 0 0
Overall Classification 73.809
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Table 4-8: Classification Accuracy (Training) - Final Logistic Regression Model

Classification of cases

Odds ratio: 4.943089

Training Data i
Log odds ratio: 1.597991

Predicted: | Predicted:
Yes No Percent correct
Observed: Yes 152 3 98.0645161
Observed: No 41 4 8.889
Overall Classification 78.00
Accuracy

A sensitivity analysis varies one model parameter while holding the other parameters
constant; and this is repeated for each parameter in the model. The objective is to assess
how each parameter impacts classification accuracy. This sensitivity analysis is
conducted against two parameters for the logistic regression model; the number of
independent variables and the training data sample size. Note, the “Incomplete” attribute
was not observed in the empirical data. Therefore, the sensitivity analysis for number of
independent variables was conducted on the remaining four attributes (Untestable, Weak
Phrase, Vague, and Compound Requirements). The sensitivity analysis results are shown
in Tables 4-9 and 4-10. As reflected in the tables, the model is insensitive (has little or no
change) to the number of attributes and training sample size with respect to classification

accuracy.

Next, a data fit analysis is conducted to assess how well the model predictions
generalize to new data. The goal is to ensure the model is not overfitted, a condition that
can lead to over optimism in the predictive accuracy of the model. The plot shown in
Figure 4-10 compares the training set classification accuracy and the test set classification

accuracy. The optimal amount of training occurs at the point test classification accuracy
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reaches steady state while the training classification accuracy continues to improve (Ye,
2010). If training is continued at this point, overfitting occurs and the generalization of
the logistic regression model is decreased (Gondra, 2008). This point occurs at 30
training samples for the final logistic regression model. Note, per Homer Lemeshow
(“Lecture Notes on Logistic Regression,” 1995), there should be 10 — 20 samples per
independent variable. Since the final logistic regression model is comprised of two

explanatory variables, 30 samples are within the recommended range.

Table 4-9: BLR Sensitivity Analysis: Number of Attributes

BLR Sensitivity Analysis: Wald Statistic
(Number of Attributes)
No. of No. of Classification | Classification

At trii)u tes Significant Accuracy Accuracy
Attributes (Validation) (Training)

4 1 74% 79%

3 2 74% 78%

2 2 74% 78%

1 1 74% 78%

Table 4-10: BLR Sensitivity Analysis: Training Sample Size

BLR Sensitivity Analysis: Training Data Sample Size
Trainin Classification Classification
Sample S;gze Accuracy Accuracy
P (Test) (Training)
200 samples 74% 78%
181 samples 74% 80%
121 samples 72% 79%
60 samples 74% 78%
30 samples 78% 67%
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Figure 4-10: Training Vs Test Accuracy

4.2.2 Naive Bayes Classifier

Next, an NBC is developed applying the same attribute data used to develop the BLR
model in the previous section. STATISTICA 12.0 was also employed to develop the
NBC based on the KPP linguistic quality attributes and the associated operational test
results. The NBC results using four attributes (Untestable, Weak Phrase, Compound
Requirements, and Vague) and 181 training samples reveal a classification accuracy of
82 percent using test data and 77% using training data. A sensitivity analysis against the
number of independent factors and training data sample size was also accomplished;

results are provided in Tables 4-11 and 4-12. These results show the NBC classifier
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accuracy is insensitive to the number of independent factors for the training set, and
shows only a slight sensitivity for the validation set. The NBC classifier exhibited a
slight improvement in classification accuracy with increased training data sample size.
Specifically, increasing the training samples from the smallest size (60 samples) to the
largest size (200 samples) was a 233% increase in sample size, but resulted in just an 8%
increase in classification accuracy for the test set, and 2% increase in accuracy for the

training set.

Following sensitivity analysis, a data fit analysis is conducted on the NBC classifier
as was done previously for the Logistic Regression model. This analysis assesses how
well the model predictions generalize to new data. The plot shown in Figure 4-11
compares the training set classification accuracy and the test set classification accuracy.
The optimal amount of training occurs at the point test classification accuracy reaches
steady state while the training classification accuracy continues to improve (Ye, 2010).
This point occurs around 200 training samples for the NBC classifier. Use of additional
training samples would result in overfitting, and model generalization would decrease

(Karystinos & Pados, 2000).

Table 4-11: NBC Sensitivity Analysis: Number of Factors

NBC Sensitivity Analysis: Independent Factors
No. of Classification Cl:scscilil"l::ct;on
Factors | Accuracy (Test) (Training)
4 82% 7%
3 82% 77%
2 86% 77%
1 85% 77%
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Table 4-12: NBC Sensitivity Analysis: Training Sample Size

NBC Sensitivity Analysis: Training Sample Size
q-f Classification Classification
Training Sample
Size Accuracy Accuracy
(Test) (Training)
200 samples 86% 77%
181 samples 82% 77%
121 samples 82% 74%
60 samples 78% 75%
30 samples 78% 71%
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Figure 4-11: Training Vs Test Accuracy
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4.2.3 Support Vector Machine

Subsequent to development of the NBC, an SVM machine learning approach is used
applying the same attribute data used to develop the BLR model and the NBC in the
previous sections. STATISTICA 12.0 is utilized again to develop the SVM based on the
KPP linguistic quality attributes and the associated operational test results. The SVM
results are obtained using 181 training samples, each with four attributes (Untestable,

Weak Phrase, Compound Requirements, and Vague), and are as follows:

e Number of support vectors = 88 (80 bounded).
e Cross-validation accuracy (%) = 76.243.
e Support vectors per class: 43 (No), 45 (Yes).

e C(lass. accuracy (%) = 76.243 (Train),  80.328 (Test).

A sensitivity analysis against the number of independent factors and training data
sample size was also accomplished; results are contained in Tables 4-13 and 4-14. These
results show the SVM classifier accuracy is insensitive to the number of independent
factors and exhibited a slight improvement in classification accuracy with increased
training data sample size. Specifically, increasing the training samples from the smallest
size (60 samples) to the largest size (200 samples) was a 233% increase in sample size,
but resulted in just a 4% increase in classification accuracy for the validation set, and 1%

increase in accuracy for the training set.
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Next, a data fit analysis is conducted on the SVM classifier as was done previously
for the Logistic Regression model and NBC classifier to assesses how well the model
predictions generalize to new data. The plot shown in Figure 4-12 compares the training
set classification accuracy and the test set classification accuracy. The optimal amount of

training occurs around 200 training samples for the SVM classifier.

Table 4-13: SVM Sensitivity Analysis: Number of Factors

SVM Sensitivity Analysis: Independent Factors
No. of Classification Classification
Factors Accuracy (Test) Accuracy (Training)

4 80% 76%

3 80% 76%

2 80% 76%

1 80% 76%

Table 4-14: SVM Sensitivity Analysis: Training Sample Size

SVM Sensitivity Analysis: Training Sample Size
q.r Classification Classification
Training Sample
Sive Accuracy Accuracy
(Validation) (Training)
200 samples 81% T7%
181 samples 80% 76%
121 samples 76% 76%
60 samples 77% 76%
30 samples 78% 71%
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Figure 4-12: Training Vs Test Accuracy

4.2.4 K Nearest Neighbor

Finally, the KNN machine learning technique was applied utilizing the same attribute
data used to develop the BLR model, Naive Bayes Classifier, and SVM in the previous
sections. STATISTICA 12.0 is utilized again to develop the KNN classifier based on the
KPP linguistic quality attributes and the associated operational test results. The KNN
results using four attributes (Untestable, Weak Phrase, Compound Requirements, and

Vague) and 181 training samples are as follows:

e Number of nearest neighbors =5.

e Distance measure: Euclidean.

e Averaging: uniform.

e Cross-validation accuracy (%) = 74.03315.
e C(lass. accuracy (%) = 81.967 (Test).
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Sensitivity analyses were accomplished against the KNN distance measure, number
of nearest neighbors, number of independent factors and training data sample size. Note,
classification accuracy for the examples set was not calculated given the examples

sample is used by KNN for predicting the testing sample.

The first sensitivity analysis assessed impact of classification accuracy based on use
of four different distance measures, Euclidean, Euclidean Squared, City Block, and
Chebychev and is summarized in Table 4-15. The results showed there was no change in

classification accuracy with a change in distance measure.

Table 4-15: KNN Sensitivity Analysis: Distance Measure

KNN Sensitivity Analysis: Distance Measure
Distance Measure Classi(l”;f:ltii((i):t;zlclsuracy
Euclidean 82%
Euclidean Squared 82%
City Block 82%
Chebycheyv 82%

The next sensitivity analysis assessed the impact of the number of nearest neighbors
on cross validation accuracy. The plot in Figure 4-13 shows cross validation accuracy

improves with an increase in the number of nearest neighbors.
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Number of Nearest Neighbors vs Cross Validation Accuracy
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Figure 4-13: Number of Nearest Neighbors vs Cross Validation Accuracy

A sensitivity analysis against the number of independent factors and training data
sample size was accomplished next; results are contained in Tables 4-16 and 4-17. These
results show the KNN classifier accuracy is insensitive to the number of independent
factors and exhibited an improvement in classification accuracy with increased training
data sample size. Specifically, increasing the training samples from the smallest size (60
samples) to the largest size (200 samples) was a 233% increase in sample size, but

resulted in a 7% increase in classification accuracy for the validation set.
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Table 4-16: KNN Sensitivity Analysis: Number of Factors

KNN Sensitivity Analysis: Independent Factors
No. of Factors ClaSSi(fif:ltiig:ﬁtlcsuracy
4 82%
. 82%
2 84%
1 84%

Table 4-17: KNN Sensitivity Analysis: Training Sample Size

KNN Sensitivity Analysis: Training Sample Size
Training Sample Classification Accuracy
Size (Validation)

200 samples 85%
181 samples 84%
121 samples 80%
60 samples 79%
30 samples 78%
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Chapter 5 — Discussion

This chapter presents a comparative discussion on the classification performance of
the four predictive models, followed by an assessment of two models, KNN and NBC,
against general data provided in five case studies to illustrate model predictive

performance.

5.1 Model Performance Comparison

The four classification approaches, BLR, NBC, SVM, and KNN, developed in the
previous chapter are now compared to determine best overall performance. A
performance summary for the classifiers is provided in Table 5-1. All classifiers were
validated and were insensitive to changes in the number of independent factors in the
model; and they all showed only slight changes in classification accuracy as the training
sample size increased. This indicates the classifiers are stable with respect to random
variation from the selection of training data (Dietterich, 1998). Moreover, they all had
good classification accuracy that generalized well to new data. In all, this shows that
multiple classification techniques have established that requirements quality can be used

as a predictive factor for end system operational performance.

Given that all four approaches had satisfactory classification performance, it would
appear the final classifier selection should be based on overall classification accuracy.
However, an effective means for classifier comparison is through use of ROC curves.
Specifically, ROC space graphs are two-dimensional graphs that depict classifier

performance by plotting true positive rate against false positive rate for the classifiers
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(Majnik & Bosni, 2013). In practice, the ROC area represents the area under the curve of
true positive rate and false positive rate as the prediction threshold sweeps through all the
possible values (Falessi et al., 2011). One classifier is better than another if its point in
ROC space is to the northwest of the first (Bradley, 1997). The classifier confusion
matrix template shown in Figure 5-1 and the associated calculations from Equations 5.1
through 5.4 are used to generate the ROC space graph. The confusion matrices for the
four classifiers modeled in this research are depicted in Tables 5-2 through 5-5; and the
resulting ROC space graph is illustrated in Figure 5-2. The graph shows that
performance for Logistic Regression and SVM is not much better than classifying by
chance. In other words, these classifiers will get the positive classifications correct
nearly all the time, but have a high false positive rate. However, KNN and NBC show
solid performance in the upper left quadrant of the ROC graph and may be considered
conservative classifiers as they both make positive classifications only with strong
evidence so they make few false positive errors (Fawcett, 2006). Given the nature of the
data used in this research, this result is not surprising since a general machine learning
technique feature comparison described by Kotsiantis (Kotsiantis, 2007) indicates KNN

and NBC have better general classification accuracy.
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Table 5-1: Classification Summary Table

Metric
Classification Sensitivity Analysis
Accuracy (wrt Classification Accuracy) Generalization
(Validation Set)
Model Factors Sample Size
Binary .
Logistic 74% Insensitive Sh.g.h t. Yes
. Sensitivity
Regression
Naive Bayes o o Slight
Classifier S Insensitive Sensitivity Yes
Support .
Vector 81% Insensitive Seilli%ihvti ¢ Yes
Machine u
K Nearest o » Slight
et 84% Insensitive Sttt N/A
True class
o n
Y p 'I“r.ue False
. os1tives Positi
Hypothesized osTves
class
N False True
Negatives Negatives
Column totals: P N

Figure 5-1: Confusion Matrix Template (Fawcett, 2006)




FP Rate = FP

N
TP Rate = TP
P
N=FP+TN
P=TP+FN

Where
FP = Number of False Positives.
TP = Number of True Positives.
N = Total Number of Negatives.

P = Total Number of Positives.

Table 5-2: KNN Confusion Matrix

KNN Confusion Matrix
True Class
Positive Negative

w2

8 | Yes

@)

et 2 10
(D]

N

wn

(D]

=

2.

E No 0 49

94

(5.1)

(5.2)

(5.3)

(5.4)



Table 5-3: NBC Confusion Matrix

NBC Confusion Matrix

True Class
Positive Negative
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Table 5-4: SVM Confusion Matrix
SVM Confusion Matrix
True Class
Positive Negative
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Table 5-5: BLR Confusion Matrix

BLR Confusion Matrix
True Class
Positive Negative
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5.2 Case Studies

Comparison of the four modeling approaches in Chapter 5.1 concluded SVM and
BLR are random classifiers, while the NBC and KNN approaches provide the best
classification performance given the data set used in this research. Five case studies are
next employed to illustrate model predictive performance against new data. Because
SVM and BLR have random classification performance, they are not included in the case
studies. Hence, the case studies only demonstrate NBC and KNN model performance

against new data.

The case studies are intended to exercise the NBC and KNN models against new data
(new requirements statements) that reflect a variety of linguistic quality. As such, the
case studies include requirements statements with significant linguistic defects,
requirements statements with a moderate amount of linguistic defects, and requirements
statements with zero linguistic defects. An overview listing of the case studies is

provided below:

e Case Study #1: Assessing KNN and NBC model performance on a KPP
reworded to improve its compound requirements linguistic quality defects.

e (ase Study #2: Assessing KNN and NBC model performance on a KPP
reworded to improve its weak phrase and compound requirements linguistic
quality defects.

e Case Study #3: Assessing KNN and NBC model performance on a KPP

reworded to add defects and worsen its linguistic quality.
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e Case Study #4: Assessing KNN and NBC model performance on a poor
requirements statement referenced in National Oceanic and Atmospheric
Administration (NOAA) reference book on writing effective requirements.

e (ase Study #5: Assessing KNN and NBC model performance on a high-
quality requirements statement referenced in the NOAA reference book on

writing effective requirements.

Each of the five case studies begins with a description of its objective. This is
followed by an introduction that provides an abstract of the case study that includes the
observed results. Next, the detailed methodology for case study execution is presented;
and afterwards the case study results are provided. A discussion on the evaluation of the

results is then delivered; and lastly, conclusions are drawn for the completed case study.
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5.2.1 Case Study #1: Assessing KNN and NBC model performance on a KPP

reworded to improve its compound requirements linguistic quality defects

The following is a case study on KPP 67 in Appendix A of this dissertation. The
objective of this case study is to determine if the KNN and NBC models will accurately
predict that required system performance is satisfied following a rewording of the KPP to

improve its linguistic quality.

5.2.1.1 Introduction

KPP 67 in Appendix A is a requirements statement from a DoD aircraft program and

1s written as follows:

“The system must fully support execution of joint critical operations activities
identified in the applicable joint and system integrated architectures and the
system must satisfy the technical requirements for transition to Net-Centric
military operations to include: 1) DISR-mandated GIG IT standards and profiles
identified in the Technical View-1, 2) DISR mandated GIG KIPs identified in the
KIP declaration table, 3) NCOW RM Enterprise Services, 4) information
assurance requirements including availability, integrity, authentication,
confidentiality, and non-repudiation, and issuance of an Interim Approval to
Operate by the DAA, and 5) Operationally effective information exchanges; and
mission critical performance and TA attributes, data correctness, data availability,
and consistent data processing specified in the applicable joint and system

integrated architecture views”.
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As depicted in Table 5-6, the CassBeth analysis reveals KPP 67 has one vague defect
and ten compound requirements defects for a total of eleven linguistic quality defects.
Also, the results from the government operational test shows this KPP did not satisfy

required system performance.

Table 5-6: KPP 67 CassBeth Analysis Results

KPP Key Performance Linguistic Quality Defects Performance

No. Requirement Weak Compound Met
u
Incomplete | Untestable Phrase Vague Reqt's

The system must fully
support execution of joint
critical operations activities
identified in the applicable
joint and system integrated
architectures and the system
must satisfy the technical
requirements for transition to
Net-Centric military
operations to include: 1)
DISR-mandated GIG IT
standards and profiles
identified in the Technical
View-1, 2) DISR mandated
GIG KIPs identified in the
KIP declaration table, 3)

67 | NCOW RM Enterprise 0 0 1 0 10 No
Services, 4) information
assurance requirements
including availability,
integrity, authentication,
confidentiality, and non-
repudiation, and issuance of
an Interim Approval to
Operate by the DAA, and 5)
Operationally effective
information exchanges; and
mission critical performance
and IA attributes, data
correctness, data availability,
and consistent data
processing specified in the
applicable joint and system
integrated architecture views.

In this case study, the author of this dissertation reworded KPP 67 to remove only the
ten compound requirements linguistic quality defects. Given the improved linguistic

quality of the KPP, the apriori expectation (truth data) was that required system
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performance would now be satisfied. As such, the KNN and NBC classification models

were employed to assess their predictive performance on the reworded KPP. The results

illustrated that both models correctly predicted that required system performance would

be satisfied. The methodology, results, evaluation, and conclusions from this case study

are provided in succeeding sections.

5.2.1.2 Methodology

Figure 5-3 illustrates the process for conducting this case study.

1.

The linguistic quality defects for KPP 67 are reviewed by the author of this
dissertation to determine means to mitigate the defects.

KPP 67 is reworded by the author of this dissertation in a manner that
addresses the identified defects.

The reworded KPP requirements statement is analyzed in the CassBeth tool
to determine if linguistic quality has improved.

The linguistic defect results from the CassBeth tool analysis are then input
into the KNN and NBC models.

The KNN and NBC models output the probability of satisfying required
system performance.

The predicted performance of the NBC and KNN models are compared to the
apriori expectation (truth data) of required system performance being met or

unmet to determine classification performance of the models.

The apriori expectation (truth data) determination is based on the number of linguistic

quality defects in the requirements statement. Analysis of the data set sample in

Appendix A used to develop the predictive models reveals the KPP requirements
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statements that meet required system performance have a mean of 0.8 defects, while the

requirements statements that do not meet required system performance have a mean of

2.3 defects. Thus, as depicted in Table 5-7, a requirements statement with more than

three linguistic quality defects is the point of expected transition from meeting required

system performance to not meeting required system performance.

Requirements Defects

Quality Analysis

Models

Aprion expectation
of required system
performance
et/Unmet
CassBeth Tool bilit
Requirements e ;r;::ared sy:t'em
Statements hene Linguistic Model
Quality Performance

Figure 5-3: Case Studies Process Flow

Table 5-7: Truth Data for Required System Performance

Apriori Expectation (Truth Data)
Number Required Required
of System System
Linguistic | Performance | Performance
Defects Met Not Met
>3 X
<3 ‘/
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5.2.1.3 Results

As captured in Table 5-6, KPP 67 had one weak phrase defect and ten compound
requirements defects. Per the linguistic quality defect definitions in Chapter 3.3 of this
dissertation, a weak phrase defect contains unquantified or indefinite requirements; and a
compound requirements defect contains multiple needs. In other words, for a compound
requirement, each “and” in KPP 67 represents an additional need or requirement for the
KPP. The only means to mitigate these compound requirements is to remove the “ands”
by breaking apart KPP 67 into multiple new requirements statements. Given the
objective of this case study was to remove just the compound requirements defects, the
author of this dissertation reworded KPP 67 as shown below with the goal of removing

the compound requirements defects:

a. The system must fully support execution of joint critical operational
activities identified in the applicable joint system integrated architectures.

b. The system must satisfy the technical requirements for transition to Net-
Centric military operations to include: 1) DISR-mandated GIG IT
standards.

c. The system must satisfy the technical requirements for transition to Net-
Centric military operations to include DISR-mandated GIG IT profiles
identified in the Technical View-1.

d. The system must satisfy the technical requirements for transition to Net-
Centric military operations to include DISR mandated GIG KIPs

identified in the KIP declaration table.
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e. The system must satisfy the technical requirements for transition to Net-
Centric military operations to include NCOW RM Enterprise Services.

f. The system must satisfy the technical requirements for transition to Net-
Centric military operations to include information assurance requirements
including availability, integrity, authentication, confidentiality.

g. The system must satisfy the technical requirements for transition to Net-
Centric military operations to include non-repudiation.

h. The system must issuance of an IATO by the DAA.

i. The system must satisfy the technical requirements for transition to Net-
Centric military operations to include Operationally effective information
exchanges.

j- The system must satisfy the technical requirements for transition to Net-
Centric military operations to include mission critical performance, IA
attributes, data correctness, data availability.

k. The system must satisfy the technical requirements for transition to Net-
Centric military operations to include consistent data processing specified

in the applicable joint system integrated architecture views.

The reworded statements above were input into the CassBeth analysis tool to
determine the number of linguistic quality defects (Incomplete, Untestable, Weak Phrase,
Vague, and Compound Requirements). Results from the CassBeth analysis are shown in
Table 5-8 and revealed there was only one defect identified; a weak phrase defect in

[IP2)

statement “a".
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Table 5-8: CassBeth Analysis Results for Reworded KPP 67

Incomplete

Untestable

Weak
Phrase

Vague

Compound
Reqt's

The system must fully support execution of joint
critical operational activities identified in the
applicable joint system integrated architectures

The system must satisfy the technical requirements
for transition to Net-Centric military operations to
include: 1) DISR-mandated GIG IT standards.

The system must satisfy the technical requirements
for transition to Net-Centric military operations to
include DISR-mandated GIG IT profiles identified
in the Technical View-1.

The system must satisfy the technical requirements
for transition to Net-Centric military operations to
include DISR mandated GIG KIPs identified in the
KIP declaration table.

The system must satisfy the technical requirements
for transition to Net-Centric military operations to
include NCOW RM Enterprise Services.

The system must satisfy the technical requirements
for transition to Net-Centric military operations to
include information assurance requirements
including availability, integrity, authentication,
confidentiality.

The system must satisfy the technical requirements
for transition to Net-Centric military operations to
include non-repudiation

The system must issuance of an IATO by the DAA.

The system must satisfy the technical requirements
for transition to Net-Centric military operations to
include Operationally effective information
exchanges.

The system must satisfy the technical requirements
for transition to Net-Centric military operations to
include mission critical performance, IA attributes,
data correctness, data availability.

The system must satisfy the technical requirements
for transition to Net-Centric military operations to
include consistent data processing specified in the
applicable joint system integrated architecture
views.
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The linguistic quality defect results were next entered into the NBC and KNN
models. Given the reworded statements have high linguistic quality with only one defect,
the apriori expectation (truth data) is that required system performance associated with
each requirements statement would be met (see Table 5-7). The model performance
results summarized in Table 5-9 show that NBC and KNN correctly predicted that

required system performance would be met.

Table 5-9: Model Performance Results for Reworded KPP 67

Linguistic
Quality | Performance Pcle\;fgrlnll)al:lc_et.Met
Case Study Defects Met (Model Prediction)
No. | Description | Number Truth Data KNN Model NBC Model
Reworded v
KPP 67 for es
#1 higher 1 Yes (4 of 5 nearest neighbors P(Y YSSP N
linguistic had “Yes” labels) [P(Yes) > P(No)]
quality
5.2.1.4 Evaluation

The predictive performance of the NBC and KNN models in this case study revealed
the models behaved in a manner consistent with the performance analysis described in
Chapter 5.1 of this dissertation. The models demonstrated high classification accuracy

and overall generalized well to the new data presented in this case study.

The KNN model used a Euclidean distance function with a k value of five. Based on
the data from Appendix A used for model development, the KNN model prior
probabilities for the classification labels, “performance met” and “performance not met”,

were 77% and 23%, respectively. After calculating the Euclidean distances, the KNN
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model determined the classification labels for four of the five nearest neighbors were
“performance met”. Thus, the model predicted with 80% posterior probability that
required system performance would be met for the instance used in this case study. Note,

additional details on KNN model performance are contained in Appendix B.

The NBC model also contained prior probabilities for the classification labels,
“performance met” and “performance not met”, of 77% and 23%, respectively. After
calculating conditional probabilities based on the data from Appendix A used for model
development and applying Bayes Rule as shown in Equation 3.2 of this dissertation, the
NBC model calculated the probability of “performance met” for the reworded KPP 67
was greater than the probability of “performance not met”. Therefore, the Maximum A
Posteriori (MAP) probability was that required system performance would be met for the
instance used in this case study. Note, additional details on NBC model performance are

contained in Appendix B.

Hence, the KNN and NBC models both correctly predicted that required system
performance would be met. Given the truth data for this case study was “performance
met”, which is a positive result, the likelihood of either model making a false negative

prediction was low, which is consistent with the ROC space graph shown in Figure 5-2.

5.2.1.5 Conclusion

This case study successfully illustrated that a KPP requirements statement with
significant compound requirements linguistic quality defects could be reworded to

mitigate the defects; and the KNN and NBC models could accurately predict that

108



required system performance would be satisfied following the rewording of the KPP to

remove the compound requirements and improve its linguistic quality.

5.2.2 Case Study #2: Assessing KNN and NBC model performance on a KPP
reworded to improve its weak phrase and compound requirements linguistic quality

defects

The following is a case study on KPP 119 in Appendix A of this dissertation. The
objective of this case study is to determine if the KNN and NBC models will accurately
predict that required system performance is satisfied following a rewording of the KPP to

remove its weak phrase and compound requirements linguistic quality defects.

5.2.2.1 Introduction

KPP 119 in Appendix A is a requirements statement from a DHS aircraft program

and is written as follows:

“The MRS MPA shall have communication systems/radios with Type 1 and 3
encryption as required that are proven to be able to communicate (interoperable)
with Coast Guard Rescue 21, Cutter, small boat, and CAMS systems, DHS's
Integrated Wireless Network and COTHEN, DOD military shore, surface, land
and air systems including US SCOPE Command network, FAA-ATC, CBP
COTHEN/aircraft/boats, and federal, state and local agencies and first responders
in the VHF-AM, VHF-FM, LMR VHF-FM, UHF, UHF military, HF-SSB/ALE,

MILSATCOM, COMSATCOM spectrum and methods of communications”.
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As depicted in Table 5-10, the CassBeth analysis reveals KPP 119 has a total of nine
linguistic quality defects; and the results from the government operational test shows this

KPP did not satisty required system performance.

Table 5-10: KPP 119 CassBeth Analysis Results

Linguistic Quality Defects

KPP . Performance
No. Key Performance Requirement Met

Weak Compound
Incomplete | Untestable Phrase Vague Reqt's

The MRS MPA shall have
communication systems/radios
with Type 1 and 3 encryption as
required that are proven to be able
to communicate (interoperable)
with Coast Guard Rescue 21,
Cutter, small boat, and CAMS
systems, DHS's Integrated
Wireless Network and COTHEN,
DOD miilitary shore, surface, land
119 | and air systems including US 0 0 1 0 8 No
SCOPE Command network,
FAA-ATC, CBP
COTHEN/aircraft/boats, and
federal, state and local agencies
and first responders in the VHF-
AM, VHF-FM, LMR VHF-FM,
UHF, UHF military, HF-
SSB/ALE, MILSATCOM,
COMSATCOM spectrum and
methods of communications.

In this case study, the author of this dissertation reworded KPP 119 to remove the
eight compound requirements linguistic quality defects and the one weak phrase
linguistic quality defect. Given the improved linguistic quality of the KPP, the apriori
expectation (truth data) as described in Table 5-7 was that required system performance
would now be satisfied. As such, the KNN and NBC classification models were
employed to assess their predictive performance on the reworded KPP. The results

illustrated that both models correctly predicted that required system performance would
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be satisfied. The methodology, results, evaluation, and conclusions from this case study

are provided in the subsequent sections.

5.2.2.2 Methodology

The process for conducting this case study is described in the following steps:

1. The linguistic quality defects for KPP 119 are reviewed by the author of this
dissertation to determine means to mitigate the defects.

2. KPP 119 is reworded by the author of this dissertation in a manner that
addresses the identified defects.

3. The reworded KPP requirements statement is analyzed in the CassBeth tool to
determine if linguistic quality has improved.

4. The linguistic defect results from the CassBeth tool analysis are then input
into the KNN and NBC models.

5. The KNN and NBC models output the probability of satisfying required
system performance.

6. The predicted performance of the NBC and KNN models are compared to the
apriori expectation (truth data) of required system performance being met or
unmet to determine classification performance of the models.

The apriori expectation (truth data) determination is based on the number of linguistic
quality defects in the requirements statement. As described earlier in Chapter 5.2.2.1,
analysis of the data set sample in Appendix A used to develop the predictive models
reveals the KPP requirements statements that meet required system performance have a
mean of 0.8 defects, while the requirements statements that do not meet required system

performance have a mean of 2.3 defects. Thus, as depicted in Table 5-7, a requirements
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statement with more than three linguistic quality defects is the point of expected
transition from meeting required system performance to not meeting required system

performance.

5.2.2.3 Results

As captured in Table 5-10, KPP 119 had one weak phrase defect and eight compound
requirements defects for a total of nine linguistic quality defects. Per the linguistic
quality defect definitions in Chapter 3.3 of this dissertation, a compound requirements
defect contains multiple needs; and a weak phrase defect contains unquantified or
indefinite requirements. Thus, for a compound requirement, each “and” in KPP 119
represents an additional need or requirement for the KPP. The only means to mitigate
these compound requirements is to remove the “ands” by breaking apart KPP 119 into
multiple new requirements statements. The weak phrase defect was a result of the use of
“as required” in KPP 119 as this was an indefinite phrasing. Therefore, the author of this
dissertation reworded KPP 119 as shown below with the goal of removing the compound

requirements defects and the weak phrase defect:

a. The MRS MPA shall have communication systems/radios with Type 1/3
encryption that are proven to communicate (interoperable)
with Coast Guard Rescue 21.

b. The MRS MPA shall have communication systems/radios with Type 1/3
encryption that are proven to communicate (interoperable)

with Cutter systems.
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The MRS MPA shall have communication systems/radios with Type 1/3
encryption that are proven to communicate (interoperable) with small boat
systems.

The MRS MPA shall have communication systems/radios with Type 1/3
encryption that are proven to communicate (interoperable) with CAMS
systems.

The MRS MPA shall have communication systems/radios with Type 1/3
encryption that are proven to communicate (interoperable)

with DHS's Integrated Wireless Network Key Performance Requirement.
The MRS MPA shall have communication systems/radios with Type 1/3
encryption that are proven to communicate (interoperable) with COTHEN.
The MRS MPA shall have communication systems/radios with Type 1/3
encryption that are proven to communicate (interoperable)

with DOD military shore, surface, land systems.

The MRS MPA shall have communication systems/radios with Type 1/3
encryption that are proven to communicate (interoperable) with air
systems including US SCOPE Command network, FAA-ATC, CBP
COTHEN/aircraft/boats.

The MRS MPA shall have communication systems/radios with Type 1/3
encryption that are proven to communicate (interoperable) with federal,
state, local agency first responders in the VHF-AM, VHF-FM, LMR
VHF-FM, UHF, UHF military, HF-SSB/ALE, MILSATCOM,

COMSATCOM spectrum.
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The reworded statements above were input into the CassBeth analysis tool to
determine the number of linguistic quality defects (Incomplete, Untestable, Weak Phrase,
Vague, and Compound Requirements). Results from the CassBeth analysis are shown in

Table 5-11 and revealed there were no linguistic quality defects in the reworded KPP.

Table 5-11: CassBeth Analysis Results for Reworded KPP 119

Weak Compound
Incomplete Untestable Phrase Vague Reqt's
The MRS MPA shall have communication
systems/radios with Type 1/3 encryption as
a. 0 0 0 0 0

required that are proven to communicate
(interoperable) with Coast Guard Rescue 21

The MRS MPA shall have communication
systems/radios with Type 1/3 encryption as
b. | required that are proven to communicate 0 0 0 0 0
(interoperable) with Cutter systems

The MRS MPA shall have communication
systems/radios with Type 1/3 encryption as
required that are proven to communicate
(interoperable) with small boat systems

The MRS MPA shall have communication
systems/radios with Type 1/3 encryption as
d. | required that are proven to communicate 0 0 0 0 0
(interoperable) with CAMS systems

The MRS MPA shall have communication
systems/radios with Type 1/3 encryption as
e. | required that are proven to communicate 0 0 0 0 0
(interoperable) with DHS's Integrated Wireless
Network

The MRS MPA shall have communication
systems/radios with Type 1/3 encryption as
f. | required that are proven to communicate 0 0 0 0 0
(interoperable) with COTHEN

The MRS MPA shall have communication
systems/radios with Type 1/3 encryption as
g. | required that are proven to communicate 0 0 0 0 0
(interoperable) with DOD military shore, surface,
land systems

The MRS MPA shall have communication
systems/radios with Type 1/3 encryption as
required that are proven to communicate
(interoperable)

with air systems including US SCOPE Command
network, FAA-ATC, CBP COTHEN/aircraft/boats

The MRS MPA shall have communication
systems/radios with Type 1/3 encryption as
required that are proven to communicate
(interoperable) with federal, state, local agency 0 0 0 0 0
first responders in the VHF-AM, VHF-FM, LMR
VHF-FM, UHF, UHF military, HF-SSB/ALE,
MILSATCOM, COMSATCOM spectrum
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The linguistic quality defect results were next entered into the NBC and KNN

models. Given the reworded statements have high quality with zero linguistic defects,

the apriori expectation (truth data) is that required system performance associated with

each requirements statement would be met (see Table 5-7). The model performance

results synopsized in Table 5-12 exhibit that NBC and KNN correctly predicted that

required system performance would be met.

Table 5-12: Model Performance Results for Reworded KPP 119

Linguistic
Quality | Performance P(T\;fgrlnll)?:lcifﬁﬁft
Case Study Defects Met oce
No. | Description | Number Truth Data KNN Model NBC Model
Reworded v
KPP 119 s
#2 for higher 0 Yes (4 of 5 nearest neighbors [P(Y YSSP No)|
linguistic had “Yes” labels) es) > P(No)
quality
5.2.2.4 Evaluation

The predictive performance of the NBC and KNN models in this case study revealed

the models performed similar to the results in Case Study #1, which is consistent with the

performance analysis described in Chapter 5.1 of this dissertation. The models

demonstrated high classification accuracy and overall generalized well to the new data

presented in this case study.

The KNN model used a Euclidean distance function with a k value of five. Based on

the data from Appendix A used for model development, the KNN model prior

probabilities for the classification labels, “performance met” and “performance not met”,
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were 77% and 23%, respectively. After calculating the Euclidean distances, the KNN
model determined the classification labels for four of the five nearest neighbors were
“performance met”. Thus, the model predicted with 80% posterior probability that
required system performance would be met for the instance used in this case study. Note,

additional details on KNN model performance are contained in Appendix C.

The NBC model also contained prior probabilities for the classification labels,
“performance met” and “performance not met”, of 77% and 23%, respectively. After
calculating conditional probabilities based on the data from Appendix A used for model
development and applying Bayes Rule as shown in Equation 3.2 of this dissertation, the
NBC model calculated the probability of “performance met” for the reworded KPP 119
was greater than the probability of “performance not met”. Therefore, the Maximum A
Posteriori probability was that required system performance would be met for the
instance used in this case study. Note, additional details on NBC model performance are

contained in Appendix C.

In all, the KNN and NBC models both correctly predicted that required system
performance would be met. Given the truth data for this case study was “performance
met”, which is a positive result, the likelihood of either model making a false negative

prediction was low, which is consistent with the ROC space graph shown in Figure 5-2.

5.2.2.5 Conclusion

This case study successfully illustrated that a KPP requirements statement with a
weak phrase linguistic quality defect and significant compound requirements linguistic

quality defects could be reworded to mitigate the defects; and the KNN and NBC models
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could accurately predict that required system performance would be satisfied following

the rewording of the KPP to improve its linguistic quality.

5.2.3 Case Study #3: Assessing KNN and NBC model performance on a KPP

reworded to add defects and worsen its linguistic quality

The following is a case study on KPP 45 in Appendix A of this dissertation. The
objective of this case study is to determine if the KNN and NBC models will accurately
predict that required system performance is not satisfied following a rewording of the
KPP to worsen its linguistic quality by adding untestable, weak phrase, vague, and

compound requirements linguistic defects.

5.2.3.1 Introduction

KPP 45 in Appendix A is a requirements statement from a DHS aircraft program and

1s written as follows:

“Aircraft landing distance at design landing weight over 50 foot obstacle shall be

2500 feet”.

As depicted in Table 5-13, the CassBeth analysis reveals that KPP 45 has zero
linguistic quality defects; and the results from the government operational test shows this

KPP satisfied the required system performance.
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Table 5-13: KPP 45 CassBeth Analysis Results

Linguistic Quality Defects
KPP Key Performance Performance
No. Requirement Met
k
Incomplete | Untestable l:)l‘:::se Vague CO;:; l:;::nd
CARGO AIRCRAFT
landing distance at
45 | design landing weight 0 0 0 0 0 Yes
over 50 foot obstacle
shall be 2500 feet

In this case study, the author of this dissertation reworded KPP 45 to worsen its
linguistic quality by adding a total of ten defects to include untestable, weak phrase,
vague, and compound requirements defects. Given the deteriorated linguistic quality of
the KPP, the apriori expectation (truth data) as described in Table 5-7 was that required
system performance would not be satisfied. Hence, the KNN and NBC classification
models were employed to assess their predictive performance on the reworded KPP. The
results showed that the NBC model correctly predicted that required performance would
not be met. However, the KNN model incorrectly predicted that required performance
would be met. The methodology, results, evaluation, and conclusions from this case

study are provided in the next sections.

118



5.2.3.2 Methodology

The process for conducting this case study is described in the following steps:

1. KPP 45, a KPP with zero linguistic quality defects, is reworded by the author
of this dissertation to worsen its linguistic quality by adding a total of 10
defects.

2. The reworded KPP requirements statement is analyzed in the CassBeth tool to
determine if linguistic quality has degraded.

3. The linguistic defect results from the CassBeth tool analysis are then input
into the KNN and NBC models.

4. The KNN and NBC models output the probability of satisfying required
system performance.

5. The predicted performance of the NBC and KNN models are compared to the
apriori expectation (truth data) of required system performance being met or

unmet to determine classification performance of the models.

The apriori expectation (truth data) determination is based on the number of linguistic
quality defects in the requirements statement. As described earlier in Chapter 5.2.2.1,
analysis of the data set sample in Appendix A used to develop the predictive models
reveals the KPP requirements statements that meet required system performance have a
mean of 0.8 defects, while the requirements statements that do not meet required system
performance have a mean of 2.3 defects. Thus, as depicted in Table 5-7, a requirements

statement with more than three linguistic quality defects is the point of expected
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transition from meeting required system performance to not meeting required system

performance.

5.2.3.3 Results

Based on the CassBeth analysis results provided in Table 5-13, KPP 45 had no
linguistic quality defects. Therefore, the author of this dissertation reworded KPP 45 to
add untestable, weak phrase, vague and compound requirements defects. According to
the linguistic quality defect definitions in Chapter 3.3 of this dissertation, an untestable
defect means the requirement statement lacks an objective means to verify the
requirement has been satisfied. A weak phrase defect contains unquantified or indefinite
requirements; and a vague defect means the requirement statement is ambiguous with a
continuum of possible interpretations. Finally, a compound requirements defect contains
multiple needs. A description of the linguistic quality flaws added to KPP 45 is shown

below:

e Inserted terms such as “severe” and “lower than previous aircraft” so the KPP
would contain untestable defects.

e Included terms such as “minimize” and “limited” so the KPP would contain
weak phrases.

e Added terms such as “at close ranges” so the KPP would contain a vague
defect.

e Incorporated multiple “and” terms so the KPP would contain compound

requirements defects.
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Integrating the flaws described above into the reworded KPP 45 yields the following

revised KPP statement:

“Aircraft shall minimize landing distance to enable a capability for a rapid short
take off procedure under severe weather and hostile fire conditions so the aircraft
can quickly return to base with limited communication capability using the
mandated global information grid information technology standards and profiles.
The aircraft shall not be disabled under minimal live fire at close ranges and be
capable of taking off at maximum power or military power with a high reliability
rate. The aircraft shall not have a reliability rate lower than the previous aircraft

variant”.

The reworded KPP 45 statement above was input into the CassBeth analysis tool to
determine the number of linguistic quality defects (Incomplete, Untestable, Weak Phrase,
Vague, and Compound Requirements). Results from the CassBeth analysis are shown in

Table 5-14 and revealed there were ten linguistic quality defects in the reworded KPP.

Table 5-14: CassBeth Analysis Results for Reworded KPP 119

Weak Compound
Incomplete | Untestable Phrase Vague Reqt's

Aircraft shall minimize landing distance to
enable a capability for a rapid short take
off procedure under severe weather and
hostile fire conditions so the aircraft can
quickly return to base with limited
communication capability using the
mandated global information grid

a. | information technology standards and 0 2 3 1 4
profiles. The aircraft shall not be disabled
under minimal live fire at close ranges and
be capable of taking off at maximum
power or military power with a high
reliability rate. The aircraft shall not have a
reliability rate lower than the previous
aircraft variant.
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The linguistic quality defect results were next entered into the NBC and KNN
models. The reworded KPP statement has low quality with a total of ten linguistic
defects. Therefore, as depicted in Table 5-7, the apriori expectation for the reworded
KPP statement is that required system performance would not be met. The model
performance results provided in Table 5-15 state that NBC correctly predicted that
required system performance would not be met; while the KNN model falsely predicted
that required system performance would be met. Hence, the KNN model performance

prediction is highlighted red in Table 5-15 because it is a misclassification.

Table 5-15: Model Performance Results for Reworded KPP 45

Linguistic
Quality | Performance P(T\;fgzlnlii::]ci:ﬁﬁft
Case Study Defects Met °
No. | Description | Number Truth Data KNN Model NBC Model
Reworded v
KPP 45 for Xl Yes
#3 lower 10 No (4 of 5 nearest neighbors [P(No)lj(:’(Y 9]
linguistic had “Yes” labels) ¢
quality
5.2.3.4 Evaluation

The KNN model used a Euclidean distance function with a k value of five. Based on
the data from Appendix A used for model development, the KNN model prior
probabilities for the classification labels, “performance met” and “performance not met”,
were 77% and 23%, respectively. After calculating the Euclidean distances, the KNN
model determined the classification labels for four of the five nearest neighbors were

“performance met”. Thus, the model predicted with 80% posterior probability that
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required system performance would be met for the instance used in this case study.
However, this predicted result was a misclassification since the apriori expectation was
that performance would not be met. Note, additional details on KNN model performance

are contained in Appendix D.

The NBC model also contained prior probabilities for the classification labels,
“performance met” and “performance not met”, of 77% and 23%, respectively. After
calculating conditional probabilities based on the data from Appendix A used for model
development and applying Bayes Rule as shown in Equation 3.2 of this dissertation, the
NBC model calculated the probability of “performance not met” for the reworded KPP
45 was greater than the probability of “performance met”. Therefore, the Maximum A
Posteriori probability that required system performance would not be met was a correct
classification by the NBC model. Note, additional details on NBC model performance are

contained in Appendix D.

In all, the predictive performance of the NBC and KNN models in this case study
showed the models performed congruently with the ROC space graph in Figure 5-2 of
this dissertation that shows KNN has a 19% false positive rate, while NBC has a zero
false positive rate. Given the truth data for this case study was “performance not met”,
which is a negative result, it is not surprising that the KNN model made a false positive

prediction.

5.2.3.5 Conclusion

This case study successfully illustrated that a KPP requirements statement with high

linguistic quality could be reworded to worsen its linguistic quality by adding untestable,
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weak phrase, vague, and compound requirements linguistic defects. However, only one
of the models, the NBC model, could accurately predict that required system performance

would not be met following the rewording of the KPP to worsen its linguistic quality.

5.2.4 Case Study #4: Assessing KNN and NBC model performance on a poor
requirements statement contained in the National Oceanic and Atmospheric

(NOAA) reference book on writing effective requirements

The following is a case study using an example contained in the National Oceanic and
Atmospheric Administration (NOAA) reference book on writing effective requirements.
The objective of this case study is to determine if the KNN and NBC models will
accurately predict that required system performance is not satisfied on the referenced

example of a poor requirements statement.

5.2.4.1 Introduction

The following example of an inadequate requirements statement is provided from the

NOAA reference book on writing effective requirements:

“The system shall display accurate temperature readings within 15 seconds of
power-on and/or refresh using a 4-wire thermo-couple to measure room
temperature and shall support additional temperature displays that have fast
updates. The operator should be able to adjust the controls by reading the
instructions that shall be understood by operators with only a fourth grade reading

level (Hooks, Farry, Management, Practices, & Automation, 2005)”.
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The CassBeth linguistic quality analysis of this requirements statement provided in

Table 5-16 illustrates the statement contains seven linguistic quality defects.

Table 5-16: CassBeth Analysis Results — NOAA Poor Requirements Statement

Linguistic Quality Defects

adjust the controls by reading
the instructions that shall be
understood by operators with
only a fourth grade reading
level.(Hooks, Farry,
Management, Practices, &
Automation, 2005)

. Performance
Requirements Statement Met
Incomplete Untestable 1:::::; Vague Col:l ];c:lsnd
The system shall display
accurate temperature readings
within 15 seconds of power-on
and/or refresh using a 4-wire
thermo-couple to measure
room temperature and shall
support additional temperature NOt
displays that have fast updates. 0 0 3 ! 3 Applicable
(No gov’t
The operator should be able to test )

It should be noted that unlike the previous three case studies, there is no formal

testing result associated with this requirements statement since it serves just as a

referenced guidebook example of an inferior requirements statement. Nonetheless, given

the deficient linguistic quality of this requirements statement, the apriori expectation

(truth data) as described in Table 5-7 is that required system performance would not be
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satisfied. Hence, the KNN and NBC classification models were employed to assess their

predictive performance on this requirements statement. The results showed that the NBC

model correctly predicted that required performance would not be met. However, the

KNN model incorrectly predicted that required performance would be met. The

methodology, results, evaluation, and conclusions from this case study are provided in

the succeeding sections.

5.2.4.2 Methodology

The process for conducting this case study is described in the following steps:

1.

An example of a poor requirements statement is identified from the NOAA
reference book on writing effective requirements.

The requirements statement is analyzed in the CassBeth tool to determine the
linguistic quality has defects.

The linguistic defect results from the CassBeth tool analysis are then input
into the KNN and NBC models.

The KNN and NBC models output the probability of satisfying required
system performance.

The predicted performance of the NBC and KNN models are compared to the
apriori expectation (truth data) of required system performance being met or

unmet to determine classification performance of the models.

The apriori expectation (truth data) determination is based on the number of linguistic

quality defects in the requirements statement. As described earlier in Chapter 5.2.2.1,

analysis of the data set sample in Appendix A used to develop the predictive models
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reveals the KPP requirements statements that meet required system performance have a
mean of 0.8 defects, while the requirements statements that do not meet required system
performance have a mean of 2.3 defects. Thus, as depicted in Table 5-7, a requirements
statement with more than three linguistic quality defects is the point of expected
transition from meeting required system performance to not meeting required system

performance.

5.2.4.3 Results

Based on the CassBeth analysis results provided in Table 5-16, the requirements
statement contained three weak phrase defects, one vague defect, and three compound
requirements defects. As described in the linguistic quality defect definitions in Chapter
3.3 of this dissertation, a weak phrase defect contains unquantified or indefinite
requirements; a vague defect means the requirement statement is ambiguous with a
continuum of possible interpretations; and a compound requirements defect contains

multiple needs.

The linguistic quality defect results were next entered into the NBC and KNN
models. Since the requirements statement has low quality with a total of seven linguistic
defects, per Table 5-7, the apriori expectation is that required system performance would
not be met. The model performance results provided in Table 5-17 show that NBC
correctly predicted that required system performance would not be met; while the KNN
model falsely predicted that required system performance would be met. Hence, the
KNN model performance prediction is highlighted red in Table 5-17 because it is a

misclassification.
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Table 5-17: Model Performance Results for NOAA Poor Requirements Statement

Linguistic Pert. Met
Quality | Performance (el\fl‘ (()lrlnll)alzlc'et. f
Case Study Defects Met ofel Trediction
No. | Description | Number Truth Data KNN Model NBC Model
Example of v
- i X es
#4 poor quality 7 No of 5 nearest neighbors No
requirements (S of5 ghbo [P(No) > P(Yes)]
statement had “Yes” labels)
(NOAA)
5.2.4.4 Evaluation

The KNN model used a Euclidean distance function with a k value of five. Based on
the data from Appendix A used for model development, the KNN model prior
probabilities for the classification labels, “performance met” and “performance not met”,
were 77% and 23%, respectively. After calculating the Euclidean distances, the KNN
model determined the classification labels for all five of the nearest neighbors were
“performance met”. Thus, the model predicted with 100% posterior probability that
required system performance would be met for the instance used in this case study.
However, this predicted result was a misclassification since the apriori expectation was
that performance would not be met. Note, additional details on KNN model performance

are contained in Appendix E.

The NBC model also contained prior probabilities for the classification labels,
“performance met” and “performance not met”, of 77% and 23%, respectively. After
calculating conditional probabilities based on the data from Appendix A used for model

development and applying Bayes Rule as shown in Equation 3.2 of this dissertation, the

128



NBC model calculated the probability of “performance not met” for this requirements
statement was greater than the probability of “performance met”. Therefore, the
Maximum A Posteriori probability that required system performance would not be met
was a correct classification by the NBC model. Note, additional details on NBC model

performance are contained in Appendix E.

In all, similar to Case Study #3, the predictive performance of the NBC and KNN
models in this case study demonstrated the models performed in a manner consistent with
the ROC space graph in Figure 5-2 of this dissertation that shows KNN has a 19% false
positive rate, while NBC has a zero false positive rate. Given the truth data for this case
study was “performance not met”, which is a negative result, it is not surprising that the

KNN model made a false positive prediction.

5.2.4.5 Conclusion

This case study exemplified that only one of the models, the NBC model, could
accurately predict that required system performance would not be met for the NOAA
example requirements statement containing seven linguistic quality defects. Moreover,
the KNN model exhibited its higher proclivity (compared to the NBC model) for making

false positive predictions given the Appendix A data set utilized for model development.
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5.2.5 Case Study #5: Assessing KNN and NBC model performance on a high-
quality requirements statement contained in the NOAA reference book on writing

effective requirements

The following is a case study using an example contained in the NOAA reference
book on writing effective requirements. The objective of this case study is to determine
if the KNN and NBC models will accurately predict that required system performance is

satisfied on the referenced example of a high-quality requirements statement.

5.2.5.1 Introduction

The following example of an adequate requirements statement is provided from the

NOAA reference book on writing effective requirements:

“The XYZ system shall measure room temperature with a control for maximizing
temperature levels but should also rapidly display room temperature. (Hooks et

al., 2005)”.

The CassBeth linguistic quality analysis of this requirements statement provided in

Table 5-18 illustrates the statement contains two linguistic quality defects.
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Table 5-18: CassBeth Analysis Results — NOAA High-Quality Requirements Statement

Linguistic Quality Defects

levels but should also rapidly
display room temperature.
(Hooks et al., 2005)

. Performance
Requirements Statement
Met
Weak Compound
Incomplete | Untestable Phrase Vague Reqt's
The XYZ system shall measure
room temperature with a control
for maximizing temperature
g lemp 0 0 1 1 0 Not Applicable

(No gov’t test )

It should be noted that as in Case Study #4, there is no formal testing result associated

with this requirements statement since it is just a referenced example of a sufficient

requirements statement. Nonetheless, given there are only two linguistic quality defects

in this requirements statement, the apriori expectation (truth data) as described in Table

5-7 is that required system performance would be satisfied. Hence, the KNN and NBC

classification models were employed to assess their predictive performance on this

requirements statement. The results showed that both models correctly predicted that

required performance would be met The methodology, results, evaluation, and

conclusions from this case study are provided in the ensuing sections.

131



5.2.5.2 Methodology

The process for conducting this case study is described in the following steps:

1. An example of a quality requirements statement is identified from the NOAA
reference book on writing effective requirements.

2. The requirements statement is analyzed in the CassBeth tool to determine the
linguistic quality defects.

3. The linguistic defect results from the CassBeth tool analysis are then input
into the KNN and NBC models.

4. The KNN and NBC models output the probability of satisfying required
system performance.

5. The predicted performance of the NBC and KNN models are compared to the
apriori expectation (truth data) of required system performance being met or

unmet to determine classification performance of the models.

The apriori expectation (truth data) determination is based on the number of linguistic
quality defects in the requirements statement. As described earlier in Chapter 5.2.2.1,
analysis of the data set sample in Appendix A used to develop the predictive models
reveals the KPP requirements statements that meet required system performance have a
mean of 0.8 defects, while the requirements statements that do not meet required system
performance have a mean of 2.3 defects. Thus, as depicted in Table 5-7, a requirements
statement with more than three linguistic quality defects is the point of expected
transition from meeting required system performance to not meeting required system

performance.
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5.2.5.3 Results

Based on the CassBeth analysis results provided in Table 5-18, the requirements
statement contained one weak phrase defect and one vague defect. As described in the
linguistic quality defect definitions in Chapter 3.3 of this dissertation, a weak phrase
defect contains unquantified or indefinite requirements; and a vague defect means the

requirement statement is ambiguous with a continuum of possible interpretations.

The linguistic quality defect results were next entered into the NBC and KNN
models. Since the requirements statement has ample quality with a total of two linguistic
defects, the apriori expectation according to Table 5-7 is that required system
performance would be met. The model performance results provided in Table 5-19 show

that NBC and KNN correctly predicted that required system performance would be met.

Table 5-19: Model Performance Results for NOAA Poor Requirements Statement

Linguistic Pert. Met
Quality | Performance (f\iogﬁf:ﬁffonf
Case Study Defects Met e

No. | Description | Number Truth Data KNN Model NBC Model
Example of v
high-qualit €s

#5 recgluigemen}t,s 2 Yes (3 of 5 nearest neighbors [P(Y YSSP No)|
statement had “Yes” labels) (Yes) (No)

(NOAA)
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5.2.5.4 Evaluation

The predictive performance of the NBC and KNN models in this case study revealed
the models performed similar to the results in Case Study #1 and Case Study #2, which is
consistent with the performance analysis described in Chapter 5.1 of this dissertation.
The models demonstrated high classification accuracy and overall generalized well to the

new data presented in this case study.

The KNN model used a Euclidean distance function with a k value of five. Based on
the data from Appendix A used for model development, the KNN model prior
probabilities for the classification labels, “performance met” and “performance not met”,
were 77% and 23%, respectively. After calculating the Euclidean distances, the KNN
model determined the classification labels for three of the five nearest neighbors were
“performance met”. Thus, the model predicted with 60% posterior probability that
required system performance would be met for the instance used in this case study. Note,

additional details on KNN model performance are contained in Appendix F.

The NBC model also contained prior probabilities for the classification labels,
“performance met” and “performance not met”, of 77% and 23%, respectively. After
calculating conditional probabilities based on the data from Appendix A used for model
development and applying Bayes Rule as shown in Equation 3.2 of this dissertation, the
NBC model calculated the probability of “performance met” for this requirements
statement was greater than the probability of “performance not met”. Therefore, the

Maximum A Posteriori probability that required system performance would be met was a
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correct classification by the NBC model. Note, additional details on NBC model

performance are contained in Appendix F.

Taking into consideration that the truth data for this case study was “performance
met”, which is a positive result, the likelihood of either model making a false negative

prediction was low, which is consistent with the ROC space graph shown in Figure 5-2.

5.2.5.5 Conclusion

This case study exemplified that the KNN and NBC models will accurately predict
that required system performance is satisfied on the referenced NOAA example of a

high-quality requirements statement.

5.3 Case Studies Results Synopsis

The five case studies explored in Chapter 5.2 exercised the KNN and NBC predictive
models over a range of requirements statements with varying levels of linguistic quality.
The case studies results summary in Table 5-20 illustrates model classification accuracy
is consistent with the performance comparison presented in Chapter 5.1 of this
dissertation. Specifically, the NBC model performed exceptionally well by providing
accurate predictions in all five case studies; while the KNN model performed accurate

prediction in three of the five cases.

According to the ROC graph in Figure 5-2 of this dissertation, the NBC model has a
zero false positive rate, while the KNN model has a higher proclivity (compared to the

NBC model) for making false positive predictions given its 19% false positive rate.
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This provides rationale for the KNN model’s false positive predictions in Case Study #3

and Case Study #4. Note, the KNN model performance prediction is highlighted red in

Table 5-20 for Case Study #3 and Case Study #4 because they are misclassifications.

Overall, the results from the five case studies further support the research hypothesis

that required end-system performance can be determined through use of predictive

modeling based on requirements statements linguistic quality factors. In addition, the

results advance the evidence that the KNN and NBC models deliver strong predictive

performance in this research application.

Table 5-20: Case Studies Results Synopsis

Linguistic )
c Stady Quality Performance P&i‘;ﬂ:gg;ﬁ:?
ase Study Defects Met
No. Description Number Truth Data KNN Model NEC Model
#1 ) . 1 Yes Yes Yes
RBW?.rd K.pP. 67 folr. hrlgher (4 of 5 nearest neighbors [P(Yes) = P(No)]
mguistic quality had “Yes” labels)
0 Yes Yes Yes
#2 i ; :
Rﬂworfi KPP Il 19 folr higher (4 of 5 nearest neighbors [P(Yes) = P(No)]
Imgu.lst“lc quahty had “Yes™ label.s)
® Yes .
10 No = . . § No
#3 Reword KPP 45 for lower (4 of 3 nearest a‘;ft;”“‘ | [P(No)> P(Yes)]
linguistic quality
NOAA Requirements Guidebook 7 No E Yes No
#4 (5 of 5 nearest neighbors o .
Example of poor-quality had “Yes” labels) [P(No) = P(Yes)]
requirements statement
NOAA Requirements Guidebook .
#5 . L Yes ) Yes )
Example of high-quality = Yes (3 of 5 nearest neighbors [P(Yes) = P(No)]
requirements statement had “Yes” labels)
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Chapter 6 - Summary and Conclusions

6.1 Summary

The first chapter of this paper provided background on the need for higher quality
requirements statements given the “downstream” issues with defects and performance
due to poor requirements; and set the stage for this research hypothesis that end system
operational performance can be determined through use of predictive modeling based on
requirements quality attributes. This chapter also covered the background on the DoD

and DHS acquisition processes that yielded the data for this research.

The second chapter provided a litany of related research in the areas of requirements
quality, requirements analysis, requirements defect detection techniques, and machine
learning classifiers; and described the intent of this research to bridge the gap in the
prevailing body of knowledge by providing empirical evidence of the predictive

relationship between requirements quality and end system operational performance.

The third chapter of this paper described the model development and validation
methodology and provided the sources and descriptive statistics of the data used for
model construction. This chapter defined the linguistic quality factors (Vague, Weak
Phrase, Compound Requirements, Untestable, and Incomplete); outlined the regression
analysis and machine learning techniques (BLR, NBC, SVM, and KNN); and described

the analysis tools used for this research.
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The fourth chapter of this paper provided results on the linguistic defects in the
requirements statement data used for this research and showed that by far, Compound
Requirements is the most significant linguistic defect in the data. Next, results were
presented from development of the BLR model and the following machine learning
approaches, NBC, SVM, and KNN. This included validation results, sensitivity analysis,
data fit analysis, and ROC graph analysis results. A summary and comparison of all
modeling results along with five case studies of KNN and NBC model performance

against general data were then presented in the fifth chapter of the paper.

6.2 Conclusions

This paper introduced four classifiers that use requirements quality factors to predict
system operational performance, and were created using empirical data from current
major acquisition programs in the federal government. The first approach used the more
traditional statistical modeling approach of BLR. Following an iterative factor
elimination process, a significant, well-fitted model was developed containing two
independent variables, Compound Requirements and Vague. The overall classification
accuracy of this model was 74 percent. The fact that only two independent variables
were found significant is directly attributed to the limited data set used in this research as

described in Chapter 3.2 of this dissertation.

Next, three machine learning approaches, NBC, SVM, and KNN were used to create
classifiers utilizing the same data used for developing the BLR model. All three machine
learning approaches generalized well to new data and had overall classification

accuracies ranging from 81 to 86 percent, which exceeded accuracy of the BLR model.
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The performances of the four classifiers were depicted on a ROC graph that plotted true
positive rate against false positive rate. The graph illustrated the performance of SVM
and BLR was effectively random classification. However, KNN and NBC may be
considered conservative classifiers as they showed good performance based on their
positions in the upper left quadrant of the graph. Both make positive classifications only
with strong evidence so they make few false positive errors. Given the good
performance of KNN and NBC depicted on the ROC graph, five case studies were
explored to exercise the KNN and NBC models against general data. The predictive
performance of the models demonstrated in these case studies showed both models
performed well; but NBC revealed overall better performance, which is consistent with
the ROC graph assessment. Given the nature of the data set used in this research, it is
evident the NBC Classifier has overall superior performance and is selected as the

preferred model.

In all, the results from this research addressed the dissertation hypothesis and research

questions as follows:

e H, Hypothesis - The four classification approaches of BLR, NBC, SVM, and
KNN used in this research confirm the H; Hypothesis that required end-system
operational performance can be determined through use of predictive modeling
based on requirements statements linguistic quality factors;

e Research Question a) — Given the data used in this research, compound
requirements, weak phrases, and vague statements are the defects with the most
impact on required performance, with compound requirements having the single

largest defect contribution;
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e Research Question b) — Based on the number of overall requirements defects in
the data used for this research, aircraft systems is the system type with the most
issues with requirements quality;

e Research Question c¢) — The descriptive statistics for the requirements quality

defects from the empirical data used in this research are :

Table 6-1: Descriptive Statistics

N Mean SE Mean StDev  Minimum Ql Median Q3 Maximum

320922 1.87 | 1057 | 0.00 | 2.00| 6.00 | 1250 | 54.00

e Research Question d) — Accounting for the data used in this research, the KNN
and NBC approaches depict superior performance from the ROC analysis and
provide the best results for predicting operational performance based on
requirements quality factors. Moreover, the application of the KNN and NBC
models using general data showed strong performance consistent with the ROC

analysis.

6.3 Future Research

There are several areas of prospective research to further the investigation described
in this dissertation. These areas include model enhancement, alternative modeling
approaches, and piloting. Table 6-2 further describes these research areas; and Figure 6-1

depicts the process to pilot the predictive model.
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Model
Enhancement

Table 6-2: Future Research Summary

Research Area Methodology

Enhance the models with
additional data points
Consider using data from other
government agencies such as
NASA and the FAA

Alternative Consider Decision Trees and
Modeling Neural Networks
Approaches Consider combining modeling

Use alternate prediction models

techniques

Piloting

Pilot use of the model in a new
systems engineering project
Utilize model as front-end risk
management tool and assess how
its use impacts improvements in
requirements statements

CassBeth Tool

Requirements
Stats

Linguistic
Quality
Defects

Requirements
Quality Analysis

Probability of
required system

Predictive performance
ool

Performance
Met?

Modify
requirements
statement

Revised Requirements

Yes

=)

Figure 6-1: Process to Pilot Predictive Model

Conduct of the future research described in this section will enhance model validity and

provide additional verification that insight on probability of successful operational

performance based on predictive modeling can influence requirements decisions on the

front end of the systems engineering process.
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Appendix A — Requirements Defects Data Set

Key Performance Requirement

Requirements Quality Attributes

Incomplete

Untestable

Weak
Phrase

Vague

Compound
Reqt's

Performance
Met

All aircraft modifications shall meetall FAA
Supplemental Type Certificate and
airworthiness requirements

b2

b2

The selected radar must be able to detecta
maneuvering, all aspect, target,
approximately the size of a Cessna 172 ina
look-down, medium clutter environment at a
distance of 50 nm

The CBP C550 HPA Sensor and Cockpit
Modernization shall replace analog flight
instruments with a fully STC compliant
Electronic Flight Instrumentation System
(EFIS) capable of, and integrated to insure
correct display of all sensor, flight,
navigation, and associated data

The CBP C550 HPA Sensor and Cockpit
Modernization program shall replace the
AN/AAS-36 IR system with an EQ/IR. system
combining a laser rangefinder (T), NVG
compatible laser pointer/illuminator (O),
CCD TV (T), Camera Spotter scope (O), and
infrared camera (T) weighing no more than
the currently installed EQ/IR payload (T).

[5)

The CBP C550 HPA Sensor and Cockpit
Modernization program shall replace the
APG-66 radar installed with a more capable,
fully digital. multi-mode radar weighing no
more than the APG-66 and fully compatible
with the C550 HPA's existing coolingand
electrical power generation specifications (T).
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Key Performance Requirement

Requirements Quality Attributes

Untestable | Weak

Phrase

Incomplete Vague

Compound

Reqt's

Performance
Met

President of the United States can alert and
warn the American people under all
conditions (EQ 13407 (a) (x))

Timely dissemination of alerts and warnings
to American people uponreceiptofa
Presidential Notification

The system shall achieve and maintain
ONC/CCHIT Ambulatory certification

The system shall, at a minimum,
accommodate 500 concurrent users and
support a user population of 1,500

10

The system shall achieve the required level of
Operational Availability

11

The system shall provide system generated
data results to a user query <= 2.5 seconds
within the standard patient or group workflow
(time is measured from application to
database back to the application and does not
include latency with the network or end-user
worlkstations

3]

System maintains reliable screening,
demographie, clinical, pharmacy. and
treatment authorization data by retrieving the
same data values for each patient with the
core her and other interoperable systems

3]

13

The system shall establish full electronic
interoperability with specified external IT
systems and accurately accept and transmit
data to these systems

[S¥]

14

ICE personnel shall use the DHS standard
Microsoft Outlook Email platform
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Requirements Quality Attributes

KPP i Performance
No Key Performance Requirement Met
o Incomplete | Untestable | Weak | Vague | Compound i
Phrase Reqt's
15 ICE sites shalluse DHS standard high speed | 0 0 0 0 0 Yes
network circuits
16 ICE users shall employ single sign on for 0 0 0 0 0 Yes
systems access
ICE investigative and enforcement personnel | 0 0 1 0 1 Yes
17 | shall access the decision support system data
marts
ICE investigative and enforcement systems 0 0 1 0 1 Yes
18 | shall be incorporated into the ICE decision
support systemn consolidated data marts
19 ICE personnel shall have new desktop 0 0 0 0 0 Yes
equipment
20 ICE shall achieve a $10 million reductionin | 0 0 0 0 0 No
- expenses
The system shall 2) detect fraudulentIDs and | 0 0 0 1 Yes
21 | declare them invalid at a minimum rate of
75%.
The system shall 3) detect authentic IDs 0 0 0 0 2 Yes
o, | (exceptthose damaged or altered), defined in
“7 | Table 2, and declare them valid at a minimum
rate of 80%.
The system shall 4) automatically read the 0 0 0 0 0 Yes
23 digitally encoded information contained in
- the airline issued boarding pass barcodes ata
minimum rate of 80%.
The system shall 5) demonstrate the abilityto | 0 0 0 0 0 Yes
24 maintain an average operational throughput
rate of at least 240 persons per hour during
continuous use.
25 The system shall 24) maintain an Ao of at 0 0 0 0 0 Yes
least 96%.
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Key Performance Requirement

Requirements Quality Attributes

Incomplete

Untestable

Weak
Phrase

Vague

Compound
Reqt's

Performance
Met

The system shall (1) identify the location of
concealed threat anomalies (e.g.. explosives,
firearms, knives, and blunt force objects) in
any orientation on the body at or greater than
the Detection Rate value as defined in Section
3.0 of the TSA classified detection
requirement appendix, usingthe threats
defined in Tier 1 and Tier I (T) (Refer to
Appendix B, Reference 6).

The system shall (3) maintain an average
operational throughput of 150 persons per
hour (T) during continuous use.

The system shall (28) maintain an Ao of 98.5
percent (T). The value is calculated offof a
16-hour duty day as this is the most common
duty day for federalized airports.

The system shall (32) not present a safety
hazard to operators or passengers. Such safety
hazards would, at a minimum, include
electrical hazards. radiation hazards, tripping
hazards, bodily injury hazards due to sharp
corners or edges. and an adverse impact on
electronic medical devices such as
pacemakers.

30

Tonizing systems shall (33) comply with the
General-Use System requirements defined in
ANSTHPS N43.17-2009 American National
Standard. Radiation Safety for Personnel
Security Screening Systems using X-ray.

31

The system shall (35) comply with OSHA
Standard 1910.1096, Ionizing Radiation,
(refer to Appendix B,

Reference 11) as applicable.
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Requirements Quality Attributes

KPP Performance
No Key Performance Requirement Met
o Incomplete | Untestable | Weak | Vague | Compound )
Phrase Reqt's
3 MISSILE weight shall be less than 350 0 0 0 0 0 Yes
~ | pounds
33 MISSILE ready storage time shall be at least | 0 0 0 0 0 Yes
45000 hours
34 MISSILE shall have operational availability | 0 0 0 0 0 Yes
of 82 percent or greater
35 MISSILE captive carry mean time between 0 0 0 0 0 Yes
maintenance shall be 450 hours
36 MISSILE on alert storage mean time between | 0 0 0 0 0 Yes
maintenance shall be 450 hours
37 MISSILE missile checks shall be conducted | 0 0 0 0 0 Yes
in five minutes
Bomber aireraft system information 0 0 0 0 2 Yes
assurance shall have protection consistent
with the classification of data being stored,
38 processed, or transferred in compliance with
Senior Jersey Security Classification Guide
and JAFAN 6/3 Manual, Protection Special
Access Program Information within
Information Systems
Bomber aireraft system Integrated Functional | 0 0 0 0 0 Yes
39 | Capability-P5 functionality shall be
maintained
10 CARGO AIRCRAFT shall have a two-person | 0 0 0 0 0 Yes
cockpit crew
a1 CARGO AIRCRAFT shallhave a maximum | 0 0 0 0 0 Yes
payload 039,311 pounds
4 CARGO AIRCRAFT normal maximum take- | 0 0 0 0 0 Yes
~ | off gross weight shall be 155,000 pounds
CARGO AIRCRAFT landing gross weight 0 0 0 0 0 Yes
43 | shall be 130000 pounds
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No.

Key Performance Requirement

Requirements Quality Attributes

Incomplete | Untestable | Weak
Phrase

Vague

Compound

Reqt's

Performance
Met

44

CARGO AIRCRAFT shallhave a take-off
distance of 5142 feet at max weight over 50 ft
obstacle

45

CARGO AIRCRAFT landing distance at
design landing weight over 50 foot obstacle
shall be 2500 feet

16

CARGO AIRCRAFT cruising speed at
100,000 pounds at 25,000 feet shallbe 315
knots

47

CARGO AIRCRAFT maximum range with
42,764 pounds of fuel and 29,722 pounds
payload shall be 2350 nautical miles

48

CARGO AIRCRAFT shall operate under
environmental factors from -40 degrees
Fahrenheit to 120 degrees Fahrenheit

49

CARGO AIRCRAFT mean repair time shall
be 7.4 hours

50

CARGO AIRCRAFT mission capable rate
shall be 81 percent

51

Aircraft system shall, while in flight,
simultaneously provide fuel to two Combat
Search and Rescue recovery vehicles or
Special Operations Forces rotary wing

receivers. Must also aerial refuel on M/CV-
22

&)

Aircraft system shall fully support execution
of joint critical operational activities and must
satisfy technical requirements for transition to
Net-Centric military operations.

53

In a single engagement, aircraft system shall
be able to defeat, 70 percent of the time, a
specific infrared threat
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Key Performance Requirement

Requirements Quality Attributes

Incomplete | Untestable | Weak
Phrase

Vague

Compound

Reqt's

Performance
Met

54

Aircraft system shall provide warning for
Electro-Optical/Infrared and Radio Frequency
threats.

55

Aijreraft system must withstand flight critical
datage with 95 percent probability of
survival against single impact (imposed by
7.62 millimeter ball projectile at 100 meters)
and continue operations for 30 minutes.

56

Aircraft system must protect primary
crewmember positions and oxygen supplies
against a 7.62 millimeter ball projectile at 100
meters.

57

Aircraft system must provide 76 percent
monthly aircraft availability rate, 85 percent
average monthly Mission Capable rate; from
25 to 30 months after both Major Commands
declare Initial Operational Capability.

58

Munition shall provide Materiel Availability
rate of 95 percent

59

Munition shall be Net-ready for joint critical
operations

60

Munition shall have a mission reliability rate
of 80 percent for Initial Operational Test and
Evaluation and 85 percent for the fourth
production lot.

]

No
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Key Performance Requirement

Requirements Quality Attributes

Incomplete | Untestable

Weak
Phrase

Vague

Compound
Reqt's

Performance
Met

61

The REFUELING AIRCRAFT SYSTEM
shall be capable of accomplishing air
refueling of all current and programmed
fixed-wing receiver aircraft in accordance
with technical guidance and STANAGs using
current procedures and refueling airspeeds
with no modification to existingreceiver air
refueling equipment and no restrictions to the
refuelingenvelope. The aireraft shall be able
to effectively conduct (non-simultaneously)
both boom and drogue air refuelings on the
same mission. While engaged, the
REFUELING AIRCRAFT SYSTEM shallbe
capable of maneuvering throughout the entire
refueling envelope. in accordance with
applicable air refueling manuals and standard
agreements, of any compatible current and
programmed fixed wing receiver aircraft.

3]

REFUELING AIRCRAFT SYSTEM cshallbe
capable, as a minimum, of an offload versus
radius as depicted in Figure 6.1.

63

REFUELING AIRCRAFT SYSTEM shallbe
capable of worldwide flight operations at all
times in all civil and military airspace at time
of aircraft delivery_ including know future
Communication Navigation Surveillance/Air
Traffic Management (CNS/ATM)
requirements, with redundant systems.
Capability to inhibit CNS/ATM emissions
and prohibit transmission of CNS/ATM-
related data accumulated during the inhibited
portion of the mission. Civil Air Traffic
Control data link media for Line of Sight and
Beyond Line of Sight communications.

(&)
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Key Performance Requirement

Requirements Quality Attributes

Incomplete

Untestable

Weak
Phrase

Vague

Compound
Reqt's

Performance
Met

64

REFUELING AIRCRAFT SYSTEM shall be
capable of efficiently transporting equipment
and personnel and fit seamlessly into the
Department Transportation System. The
aircraft's entire main cargo deck must be
convertible to an all-cargo configuration that
accommodated 463L pallets, and all passenger
configuration (plus baggage or equivalent
Aeromedical Evacuation (AE) capability to
include ambulatory and/or patient support
pallets). and must optimize a full range of
palletized cargo, passengers, and AE
configurations that fully and efficiently utilize
all available main deck space.(Force, 2006)

65

REFUELING AIRCRAFT SYSTEM must be
capable of receiver air refueling (in accordance
with current technical directives) from any
compatible tanker aircraft using current air
refueling procedures.

66

REFUELING AIRCFRAFT SYSTEM shall be
able to operate in chemical and biological

environments.

67

The system must fully support execution of
joint critical operations activities identified in
the applicable joint and system integrated
architectures and the system must satisfy the
technical requirements for transition to Net-
Centric military operations to include: 1) DISR-
mandated GIG IT standards and profiles
identified in the Technical View-1, 2) DISR
mandated GIG KIPs identified in the KIP
declaration table, 3) NCOW RM Enterprise
Services, 4) information assurance requirements
including availability, integrity, authentication,
confidentiality. and non-repudiation, and
issuance of an Interim Approval to Operate by
the DAA and 5) Operationally effective
information exchanges; and mission critical
performance and IA attributes, data correctness,
data availability, and consistent data processing
specified in the applicable joint and svstem
integrated architecture views.

10
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Key Performance Requirement

Requirements Quality Attributes

Incomplete | Untestable

Weak
Phrase

Vague

Compound
Reqt's

Performance
Met

68

Tanker aircraft shall be able to operate in
hostile environments as discussed in Section
4 and AFTTP 3-3.22B. SPM shall provide
automated protection against IR threats as
described in AMC Annex to LAIRCM ORD
314-92 dated 25 JTan 2001. SPM shall
provide automated protection against RF
threats as described in the ASACM CDD,
May 22, 2006, with the exception of
Reduction in Lethality values in Table 28.
The aircraft system shall support use of
existing night vision devices and laser eye
protection devices. The aircraft shall be
capable of takeoff, landing, and air refueling,
as a tanker and receiver in an NVIS
environment. REFUELING AIRCRAFT
SYSTEM must be capable of flying tanker
tactical profiles as specified in MCM 3-1, Vol
22, AF Tactics, Training, Procedures, Jun 03.
Adircraft shall have the capability to receive
off-board situational awareness data, correlate
this data with on-board sensor data, display
battle-space information to provide
situational awareness, and assistin using
countermeasures and defensive systems to
avoid potential threats as discussed in the
ASACM CDD. The REFUELING
ATRCRAFT SYSTEM sleet shall have EMP
protection for flight-critical aircraft systems.

69

The aircraft shall be provisioned (including
structural modifications, plumbing, electrical,
etc) for simultaneous multi-point drogue
refueling.

70

REFUELING AIRCRAFT SYSTEM
operational availability shall be not less than
80 percent.

71

REFUELING AIRCRAFT SYSTEM break
rate shall be equal to or better than the 2006
KC-10 six sigma mean break rate of 1.3
(breaks per 100 sorties).

IT SYSTEM shall have 99 percent of
required truck manifests filed electronically at
each Port of Entry
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Key Performance Requirement

Requirements Quality Attributes

Untestable | Weak

Phrase

Incomplete Vague

Compound
Reqt's

Performance
Met

73

IT SYSTEM shall have 25 percentreduction
of CBP truck processing time (as measured
against Automated Commercial System
baselines established at each Port of Entry)

74

IT SYSTEM shall have 70 percent of total
duties and fees paid using periodic monthly
statement

75

IT SYSTEM shall have 22,000 total number
of trade community accounts

76

IT SYSTEM shall have 75 percent of CBP
workforce using IT SYSTEM functionality to
manage trade information

77

IT SYSTEM shallreplace 99 percent of the
Automated Manifest System

78

IT SYSTEM shall have operational
availability greater than or equal to 99.9
percent

79

ADP SYSTEM shall enhance the name query
algorithm in Advanced Passenger
Information System and in secondary to
allow configurable sensitivity to varied natne
spellingto improve the quality oflookout
records presented to CBP officers for
admissibility decisions

80

ADP SYSTEM shall have system availability
0f99.7 percent

81

ADP SYSTEM shall have a response time for
NCIC queries less than 3 seconds
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Key Performance Requirement

Requirements Quality Attributes

Incomplete | Untestable | Weak
Phrase

Vague

Compound

Reqt's

Performance
Met

ADP SYSTEM shall have system response
times for queries and data entry transactions
less than 6 seconds 90 percent of the time,
and less than 9 seconds 95 percent of the time

%]

83

IPS shall automatically detect 90 percent of
known cyber events through autornated
intrusion detection within one minute of
event occurrence

84

IPS shall provide 95 percent of automated
notifications within one minute of event
detection

85

IPS shall aggregate and correlate 90 percent
of eyber events for known indicators within
30 minutes of event notification

86

IPS shall access stored data and automatically
generate 95 percent of reports for postOcyber
event analysis within 30 minutes of report
initialization

87

IPS shall provide data sharing between all
participating agencies on 95 percent of
known cyber events within 30 minutes of
event detection

88

IPS shall detect operator-defined events
occurring in network traffic traversing IPS-
monitored computer networks

89

IPS shall have the capability to
bidirectionally tip or give knowledge of
detected activity to DoD systems

90

Biological detector shall execute all
integrated critical functions (sample
collection, preparation, analysis, and
reporting) without human intervention or
control|

]
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Key Performance Requirement

Requirements Quality Attributes

Incomplete | Untestable

Weak
Phrase

Vague

Compound
Reqt's

Performance
Met

91

Biological detector shall detect and identify
five agents: Bacillus anthracis, Yersinia
pestis, Francisella tularensis, Burkoderia spp -
without differentiating between Burkholderia
mallei and Burkhoderia pseudomallei, and
Variola major

Biological detector shall have an indoor
system-level sensitivity ofa) 1000000
organisms per meter cubed times minutes for
bacteria (vegetative cells or spores); b)
1000000 particles per meter cubed times
minutes for viruses; and outdoor system-level
sensitivity of a) 100000 organisms per meter
cubed times minutes for bacteria (vegetative
cells or spores); b) 100000 particles per meter
cubed times minuts for viruses

93

Biological detector shall allow no more than
six hours elapsed time between intake of the
agent and generation and transmission of the
analytical results

(&)

94

Biological detector shall have an 90 percent
operational availability

95

FACILITY shall attain biosafety in
microbiological and biomedical laboratories
certification of BSL-4 laboratories

96

FACILITY shall attain BMBL certification of
BSL-3 laboratories

165




No.

Key Performance Requirement

Requirements Quality Attributes

Incomplete

Untestable

Weak
Phrase

Vague

Compound

Reqt's

Performance
Met

97

FACILITY shall attain BMBL certification of
BSL-2 laboratories

98

FACILITY shall provide for special access
program areas for classified research projecth
using DCI Directive 6/9 Standards

99

FACILITY shall attain BMBL certification
and American Association for the
Accreditation of Laboratory Animal Care
certification

100

FACILITY shall attain Scientific Working
Group for Microbial Forensics accreditation

101

FACILITY shall secure connectivity between
the Biodefense Knowledge Center and secure
communications to the Intelligence
Community and Law Enforcement partners

a

FACILITY shall provide security control
center for 24x7 security and alarm system
monitoring and reaction force

%]
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Requirements Quality Attributes

KPP ) Performance
Key Performance Requirement Met

Incomplete | Untestable | Weak | Vague | Compound
Phrase Reqt's

FACILITY shall provide office space, 0 0 0 0 1 Yes
conference rooms and break rooms for 120
103 | staff personnel

TRANSFORMATION SYSTEM shallrefine | 0 0 0 0
role-based access to ensure system users only
have access to information they need to

104 | performtheir duties. In particular. edit
permissions will be restricted, digital content
will be restricted by role, and user access to

[
=
)
w

cases and accounts will be logged

TRANSFORMATION SYSTEM shall 0 0
expand capabilities for custorners to submit
and respond to agency requests for evidence.

5]
—
ta
)
)
w

105 Applicants will be able to submit evidence at
any time in the process (not just when the
application is submitted) and will be able to
submit responses to Notices of Intent to

Deny.

TRANSFORMATION SYSTEM shall 0 0 0 0 1 No
expand capabilities for routing or viewing
106 | work in queues.

TRANSFORMATION SYSTEM shallrefine | 0 0 0 0 0 Yes
language displayed on the user interface.
107

TRANSFORMATION SYSTEM shall set 0 0 0 0
and enforce standards for error handling;
108 | improving error messaging; and extracting

(]
]
w
w

error messages into a separate resource.
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Weak
Phrase
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Reqt's

Performance
Met

109

TRANSFORMATION SYSTEM shall define
and implement transaction boundaries;
refactoring code to improve transactional
integrity; improve error logging; balancing
asynchronous and synchronous processes as
appropriate

b

110

TRANSFORMATION SYSTEM shall limit
number of items retrieved: make search
criteria consistent; and refactor code to
improve search performance

111

TRANSFORMATION SYSTEM shall
comply with Section 508 standard

TRANSFORMATION SYSTEM shall have
security compliance

113

TRANSFORMATION SYSTEM shall have
Enterprise Architecture compliance

114

ATRCRAFT shall perform search and rescue
in less than or equal to 120 minutes between
notification and arrival on-scene configured
to support SAR mission withoutrefueling
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Requirements Quality Attributes

Incomplete | Untestable

Weak
Phrase

Vague

Compound

Reqt's

Performance
Met

115

ATRCRAFT shall, with a maximum Mission
System Operator (MSO) radar display range
of 32 nautical miles in Enhance Small Target
Detection (ESTD) radar mode, detecta
fiberglass cuddy cabin power boat greater
than or equal to 33 feetin the inner most one
third of the MSO display with a probability of
detection greater than or equalto 75 percent
using a sweep width greater than or equal to
34.7 nautical miles (Wind less than or equal
to 20 knots; Seat State less than or equal to6
feet)

116

ATRCRAFT shall arrive on scene configured
to support Surveillance missions without
refueling and have an on scene time of three
hours

117

ATRCRAFT shallhave the ability to load and
unload a standard pallet (108 inches by 88
inches) without the MSP installed

118

ATRCRAFT shallhave clean wing low
altitude patrol speed less than or equal to 180
knots indicated air speed at or below 1000
feet mean sea level

[S¥]

119

The MRS MPA shall have communication
systems/radios with Type 1 and 3 encryption
as required that are proven to be able to
communicate (interoperable) with Coast
Guard Rescue 21, Cutter, small boat, and
CAMS systems, DHS's Integrated Wireless
Network and COTHEN, DOD military shore,
surface, land and air systems including US
SCOPE Command network, FAA-ATC, CBP
COTHEN/aircraft'boats. and federal_ state
and local agencies and firstresponders in the
VHF-AM, VHF FM, LMR VHF FM, UHF,
UHF military, HF-SSB/ALE, MILSATCOM.,
COMSATCOM spectrum and methods of
communications.
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Key Performance Requirement

Requirements Quality Attributes

Incomplete

Untestable

Weak
Phrase

Vague

Compound

Reqt's

Performance
Met

PSP AT? shall identify threats concealed on
people or their carry-on items, including
weapons and explosives

b2

121

PSP AT? shall maximize throughput

PSP AT? shall minimize number of operating
personnel

PSP AT? shall mitigate privacy and dignity
concerns

PSP AT?2 shall minimize checkpoint footprint

PSP AT?2 shall maximize efficiency and
effectiveness by increasing detection
capability; increasing ability to detect new
threat categories; improving operator and
equipment performance and reducing cost;
optimizing staffing and improving the use of
leased space; and reducing passenger wait
times at the screening checkpoint

%]

170




Requirements Quality Attributes

KpP i Performance
Key Performance Requirement Met

Incomplete | Untestable | Weak | Vague | Compound
Phrase Reqt's

PSP AT? shall minimize checkpoint 0 0 0 0 1 Yes
disruption, and not interfere with ongoing
screening operations

b2
,.<
1)
w

PSP AT? system shall detect the presenceof | 0 0 0 1
explosives in screened baggage at the threat
mass listed in Table 1-b of the FAA "Criteria
for Certification of Explosives Detection
Systems." April 13, 1998 and the TSA
Passenger and Carry-on Baggage Explosives
Detection Standard Version 3.2 December 5,
2006

127

PSP AT? system automated detection 0 0 0 1
algorithm shall detect explosives at the threat
mass listed in Table 1-b of the FAA "Criteria
for Certification of Explosives Detection
Systems, "April 13, 1998: ata minimum

128 | within 10 percent of the true positive alarm
criteria for each category; with an overall
probability of detection 10 percentage points

b2
,.<
1)
w

below the specified minimum value or
greater; and with a false alarm rate not
exceeding twice the value specified

PSP AT? system shall detect the presenceof | 0 0 0 0
IED components and other prohibited items
120 | in accordance with the TSA Passenger and
Carry-On Baggage Weapons Detection
Standard, Version 3.2 February 2, 2007.

[~
=z
=)

PSP AT? system shall supporta TSO-assisted | 0 0 1 0 0 No
130 | throughput of 440 bags per hour

PSP AT2 system shall have operational 0 0 0 0 0 Yes
availability of 95 percent or higher

171




Key Performance Requirement

Requirements Quality Attributes
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Compound
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PSP ETD system shall detect trace amounts
of explosives and associated precursors as
defined in Table 1-1.

133

PSP ETD system shall maintain an
operational availability of at least 96 percent

134

PSP ETD system shall comply with the
standard electrical safety requirements for
commercial equipment. The system shall use
connectors for power that are approved or
have certification by a Nationally Recognized
Testing Laboratory listed by the Occupational
Safety and Health Administration in 29 Code
of Federal Regulations. Any use ofa
radioactive source shall meet the
requirements of the US Nuclear Regulatory
Commission. The system shall comply with
OSHA Standard 1910.1096, Ionizing
Radiation, as applicable.

(&)

135

Advanced Imaging Technology Automatic
Target Recognition system must find
concealed threat anomalies (e.g. explosives,
firearms, knives, and blunt force objects) on
the body and in any orientation at least
equivalent to the baseline system defined to
include the AIT system using the Tier 1
threats defined in the TSA classified
detection effectiveness appendix

(&)

136

AIT ATR system must operate insucha
manner so as to not present a safety hazard to
operators or passengers. Such safety hazards
would, at a minimum, include electrical
hazards, tripping hazards, bodily injury
hazards due to sharp corners or edges, and
adversely impacting pacemakers. The TSA
OSIIE will indicate specific safety standards
the system must meet.
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Requirements Quality Attributes
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Weak
Phrase

Vague

Compound
Reqt's

Performance
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137

AIT ATR system must demonstrate the
ability to maintain an average operational
throughput of at least 60 persons per hour

138

AIT ATR system must maintain an

operational availability of at least 95 percent.

139

HSIN shall ensure 100 percent o fusers are
identity proofed before gaining HSIN access
via a nomination and validation process

140

HSIN shall be available to validated users
according to Service Level Agreements 99.5
percent of the time during steady state,
incidents_and events

141

HSIN shall implement single sing-on
solutions with RISSNET such that 100
percent of approved RISS.NET users have
access to HSIN

HSIN shall ensure 100 percent of users can
share information using an established
permissioning set specific to each
Community of Interest (COI), based on COIL
membership, with members of the same COI

143

SHIP shall have a flank speed of at least 28
knots
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Key Performance Requirement

Requirements Quality Attributes

Incomplete

Untestable | Weak

Phrase

Vague | Compound

Reqt's

Performance

Met

144

SHIP shall have at least five days of fuel
endurance

145

SHIP shall be capable of independent
operations for a duration of up to five days

146

SHIP shall conduct all missions through sea
state 4 (2.5 meter significant wave height, 3-
10 seconds significant period) at speeds up to
Transit Speed for eight on all headings.
Survival through sea state 6 (6 meters
significant wave height, 5-15.5 seconds
significant period) up to loiter speed for eight
hours on all headings

147

SHIP shall be capable of simultaneous
connectivity to meet mission requirements;
provide for the identification of surface
objects; provide capability for secure
communication over commercial satellite
system for transmitting IP data; provide the
capability for secure communication over
commercial satellite system for receiving IP
data; support 1 transmit/receive simultaneous
communications eircuit in the UHF frequency
ranges of 243-270 MHz receive and 291-318
MHz transmit for UHF MILSATCOM

148

SHIP shall maintain an operational
availability of 85 percent
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Requirements Quality Attributes

KPP . Performance
No Key Performance Requirement Met
o Incomplete | Untestable | Weak | Vague | Compound i
Phrase Reqt's
A/G MUNITION shall have survivabilityin | 0 0 0 0 0 Yes
accordance with specification SD-901-1
149
A/G MUNITION weapon shall have accuracy | 0 0 0 0 0 Yes
of 10 feet circular error probable
150
A/G MUNITION air vehicle shall have 0 0 0 0 0 Yes
accuracy of 91 feet circular error probable
151
A/G MUNITION shall have low altitude 0 0 0 0 0 Yes
range of greater than or equal to 12 nautical
152 | miles
A/G MUNITION shall have high altitude 0 0 0 0 0 Yes
range greater than 40 nautical miles
153
A/G MUNITION weapon shall have accuracy | 0 0 0 0 0 Yes
of 20 feet Spherical Error Probable
154
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Requirements Quality Attributes

KPP ) Performance
No Key Performance Requirement Mot
o Incomplete | Untestable | Weak | Vague | Compound :
Phrase Reqt's
A/G MUNITION shall support the IFTU 0 0 1 0 0 Yes
weapon data link from the F/A-18 E'F
155
A/G MUNITION shall maintain material 0 0 0 0 0 No
availability greater than or equal to 95 percent
156
A/A MISSILE shall have day/night capability | 0 0 0 0 0 Yes
157
A/A MISSILE aircraft 0 0 0 0 0 Yes
interface/interoperability missile weight shall
158 | belessthan210 pounds
A/A MISSILE aircraft 0 0 0 0 0 Yes
interface/interoperability missile length shall
159 | belessthan 123 inches
A/A MISSILE aircraft 0 0 0 0 0 Yes
interface/interoperability missile box size
shall be less than or equalto 12.5 inches by
12.5 inches
160
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Key Performance Requirement

Requirements Quality Attributes

Incomplete

Untestable

Weak
Phrase

Vague

Compound
Reqt's

Performance
Met

161

A/A MISSILE aircraft
interface/interoperability missile diameter
shall be less than or equal to 7 inches

A/A MISSILE aireraft
interface/interoperability interface shall be
digital

163

A/A MISSILE High Off Bore sight
Capability Cueing/Verification shall interface
with current/planned aireraft radar systems
and planned HMCS

164

A/A MISSILE captive carry reliability shall
be greater than or equal to 500 hours

165

A/A MISSILE detect non-operational missile
all components shall be greater than or equal
to 60 percent

166

A/A MISSILE detectnon-operational missile
(BIT-able components) shall be greater than
or equal to 90 percent
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Key Performance Requirement

Requirements Quality Attributes

Incomplete

Untestable

Weak
Phrase

Vague

Compound
Reqt's

Performance
Met

167

A/A MISSILE mean time between false
alarms shall be greater than or equalto 16
hours

168

A/A MISSILEBIT time shall be less than or
equal to 20 seconds

169

A/A MISSILEs hall not incur damage to
electrical components while in the
electromagnetic environment of an aireraft
carried.

170

A/A MISSILE shall have operational
availability for the all up round no less than
93 percent after 35,000 flight hours

AGM shall have material availability greater
than or equal to 90 percent

AGM shall have greater than or equalto 95
percent probability of correct identification of
available threshold emitters in the AARGM
CPD Appendix D
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Requirements Quality Attributes

KPP X Performance
Key Performance Requirement Met

Incomplete | Untestable | Weak | Vague | Compound
Phrase Reqt's

&)
—

AGM systemmust fully support executionof | 0 0 10 No
joint eritical operational activities identified
in the applicable joint and system integrated
architectures and the system must satisfy the
technical requirements for transition to Net-
centric military operations to include 1)DISR-
mandated GIG IT standards and profiles
identified in the TV-1; 2)DISR-mandated
GID KIPs identified in the KIP declaration
table; 3) NCOW RM Enterprise Services; 4)
Information Assurance requirements
including availability, integrity,
authentication, confidentiality and non-
repudiations, and issuance of an IATO by the
DAA; and 5) Operationally effective IEs; and
mission critical performance and IA
attributes, data correctness, data availability,
and consistent data processing specified in
the applicable joint and system integrated
architecture views

173

SATELLITE shall provide 24 hours per day 0 0 0 1 0 Yes
communications services from 65 degrees
North to 65 degrees South latitude at all
longitudes

174

SATELLITE shall provide capacity for 1,997 | 0 0 0 0 0 Yes
worldwide simultaneous accesses (39 2
Mbps) with 502 simultaneous theater

175 accesses (3 Mbps)

SATELLITE shall have resources planned, 0 0 0 0
allocated, prioritized. and dynamically
configured or reconfigured within 15 minutes
and for selected high priority networks within
5 minutes; and priority-based access is
provided or the request is queued and

176 | feedback provided to the user within 6
seconds 90 percent of the time and 10
seconds 99 percent of the time

(]
*d
m
w
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Requirements Quality Attributes

KPP Performance
Key Performance Requirement Met

Incomplete | Untestable | Weak | Vague | Compound
Phrase Reqt's

SATELLITE must fully support executionof | 0 0
joint critical operational activities identified
in the applicable joint and system integrated
architectures and the system must satisfy the
technical requirements for transition to Net-
centric military operations to include 1)DISR-
mandated GIG IT standards and profiles
identified in the TV-1; 2)DISR-mandated
GID KIPs identified in the KIP declaration
table; 3) NCOW RM Enterprise Services; 4)
Information Assurance requirements
including availability, integrity,
authentication, confidentiality and non-
repudiations, and issuance of an IATO by the
DAA; and 5) Operationally effective IEs; and
mission critical performance and IA
attributes, data correctness, data availability,
and consistent data processing specified in
the applicable joint and system integrated
architecture views

5]
—

10 No

177

SATELLITE must support comnmunications 0 0 1 1 1 No
175 | o8 the move when and where needed in all
environments while engaged in combat

operations

SATELLITE must provide and operational 0 0 0 1 1 Yes
link availability of at least 97 percent

179 | averaged over any year of operationand a
constellation availability over the required
length of service at least 70 percent

FIGHTER AIRCRAFT shall achieve all 0 0 0 1 0 Yes
information exchange requirements

180
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No.

Key Performance Requirement

Requirements Quality Attributes

Incomplete

Untestable

Weak
Phrase

Vague

Compound
Reqt's

Performance

Met

181

FIGHTER AIRCRAFT shall have a deck spot
factor less than or equalto 1.5

FIGHTER AIRCRAFT shall have a fighter
escort radius greater than or equalto 410
nautical miles using internal fuel

183

FIGHTER AIRCRAFT shallhave an
interdiction mission radius of greater than or
equal to 390 nautical miles with two external
tanks retained

184

FIGHTER AIRCRAFT shallhave an
interdiction mission radius of greater than or
equal to 430 nautical miles with three
external tanks retained

185

FIGHTER AIRCRAFT shall have a combat
ceiling of 50,000 feet at maximum thrust

186

FIGHTER AIRCRAFT shall launch with
catapult wind over deck less than or equal to
30 knots using C-13-1 catapult at maximum
takeoff gross weight
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Key Performance Requirement

Requirements Quality Attributes

Incomplete

Untestable

Weak
Phrase

Vague

Compound
Reqt's

Performance
Met

187

FIGHTER AIRCRAFT shallrecover with
wind over deck less than or equal to 15 knots

[

188

FIGHTER AIRCRAFT shallhave a recovery
payload greater than or equal to 9000 pounds

189

FIGHTER AIRCRAFT shallhave a useable
load factor at subsonic speeds with normal
acceleration and normal load factor greater
than or equalto 7.5 G's

190

FIGHTER AIRCRAFT shall have specific
excess power at maximum thrust, 0.9 Mach, 1
G acceleration at 10000 feet altitude of
greater than 600 feet per second

191

FIGHTER AIRCRAFT shall accelerate from
0.8 Mach to 1.2 Mach at 35,000 feetin less
than 70 seconds

FIGHTER AIRCRAFT shall have additional
internal fuel capacity greater than or equal to
3000 pounds
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No.

Key Performance Requirement

Requirements Quality Attributes

Incomplete

Untestable

Weak
Phrase

Vague

Compound
Reqt's

Performance
Met

193

FIGHTER AIRCRAFT shall have meant time
between operational mission failure greater
than or equal to 2.6 hours

194

FIGHTER AIRCRAFT shall have less than
or equal to 9 direct maintenance man-hours
per flighthour

195

FIGHTER AIRCRAFT shall performthe
fighter escort mission at 0.96 Mach at 10000
feet altitude with intermediate rated thrust

196

FIGHTER AIRCRAFT shallhave an empty
weight 0f 31950 pounds

197

FIGHTER AIRCRAFT shall have a Built-In
Test fault detection rate of 65 percent for all
avionics

198

FIGHTER AIRCRAFT shall have a Built-In
Test fault isolation rate of 85 percent for all
avionics

183




No.

Key Performance Requirement

Requirements Quality Attributes

Incomplete

Untestable

Weak
Phrase

Vague

Compound
Reqt's

Performance
Met

199

FIGHTER. AIRCRAFT shall have a Built-In
Test false alarmrate of 45 percent forall
avionics

No

200

FIGHTEE AIRCERAFT shallhaveaa
approach speed ofless thanorequal to 130
knots

Yes

201

Win-T must fully support execution of joint
crtical operational activities identified in the
applicablejoint and system ntegrated
architectures and the systemmust satisfy the
technical requirements for transition to Net-
centric military operations to include 1)DISE-
mandated GIGIT standards and profiles
identified in the TV-1; 2)DISE-mandated
GID KIPs identified n the KIP declaration
table; 3) NCOW EM Enterprize Services; 4)
Information Assurance requirerments
including availability, integrity,
authentication, confidentiality andnon-
repudiations, andissuance of an IATO by the
DAA; and 3) Operationally effective IEs; and
mission crtical performance and [A
attributes, data comectness, data availability,
and consistent data processing specified in
the applicable joint and system integrated
architecture views

b

10

Yes

[
=]
b

Win-T mcrement 2 will enable BCT 36
NetOps managers to plan, monitor, prioritize,
control and visually display (e.g. cumrent
network status and connectivity)its Win-T
equippedunits (Bde, Bn, Co) that connect
Secret and Unclassified users

No
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Key Performance Requirement

Requirements Quality Attributes

Incomplete | Untestable

Weak
Phrase

Vague

Compound
Reqt's

Performance
Met

203

Win-T mcrement 2 will provide a transport
capability that enablesbattle conumand and
situational awareness data message
informationto be exchanged within a BCT's
Win-T increment 2 enabled ATH platfonms
andtoits Win-T enabled ATH Divisional
HQ: Critical survival information (Category
1) delivery in less than orequal to five
seconds (93 percent of completed messages)
and time sensitive information (Category 2)
in less than eight seconds (92 percent of
completed messages)

204

Win-T mcrement 2 unique vehicles require
ammorkits for protection of passengers inside
the vehicle cab from small amms fire, mines,
and other anti-vehicle/personnel threats (TAW
JROCM 120-03)

Yes

[
=
LA

Win-T increment 2 will enable selected
warfighters (Bde/Bn maneuver commanders
andtheir CPs) to conduct decisive operations
while moving cross country utilizing satellite
conununications from0 to 23 mile per hour
with 256 Kbps per link available for user data

Yes

Helicopter will fully support execution ofall
operational activities

Yes

Helicopter shall hover with 3 400 pounds of
payloadat 6000 feet pressure altitude and 93
feet out of ground effect

Yes
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Requirements Quality Attributes

KPP Perf

N Key Performance Requirement e a-\r:r:ance

ne- Incomplete | Untestable | Weak | Vague | Compound e

Phrase Reqt's

Helicopter shall have a mean time between 0 0 0 0 0 Yes
failure of 13.3 hours for Lot 1

208
Helicopter shall have a mean time between 0 0 0 0 0 Yes
failure of 17 hours for Lot 4

209
Helicopter shall have mission reliability of 80 | 0 0 0 0 1 Yes
percent fora three and one half flight

210
Helicopter shall have safe operation for 30 0 0 0 0 0 Yes
mimites

211
Helicopter shall survive Band IV MANPADS | O 0 0 0 0 No
infrared missile engagementin accordance

212 | wath JEOCM 086-10
Helicopter shall have crew station ammor 0 0 0 0 0 No
survivability in accordance JEOCM 086-10

213
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Requirements Quality Attributes

KPP Perf

N Key Performance Requirement e n-\rl'm[ance

e- Incomplete | Untestable | Weak | Vague | Compound e

Phrase Reqt's

Helicopter shall have crew station bamier 0 0 0 0 0 No
survivability in accordance with JROCM

214 | 086-10
Excalibur shall have accuracy lessthan or 0 0 0 0 1 Yes
equalto 20 meters circular emor probable

215
Excalibur shall have reliability greater thanor | 0 0 0 0 1 No
equalto 90 percent

216
Excalibur shall have anetready mterim 0 0 0 0 0 Yes
approvalto operate

217
Excalibur shall have a range greater thanor 0 0 0 0 1 Yes
equalto 33 kilometers

218
Excalibur shall have effectiveness greater 0 0 1 0 1 Yes
thanor equalto that ofthe M107 HE
projectile

219
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Requirements Quality Attributes
Perf
Key Performance Requirement e ::\rl'm[ance
Incomplete | Untestable | Weak | Vague | Compound e
Phrase Reqt's

HSE HELICOFPTER shall have a maximmum 0 0 0 0 0 Yes
wvelocity of 130 knotsindicated air speed

2
HSE HELICOPTER shall havean 0 0 0 0 0 Yes
amphibious search and rescue mission radius

22 of 50 nautical miles
HSE HELICOPTER shall have a vertical 0 0 0 0 0 Yes
replenishment endurance of 1.75 hours

222
HSE HELICOPTER shall have a vertical 0 0 0 0 0 Yes
replenishment, extemal of 3,300 pounds

2
HSE HELICOPTER. shall provide vertical 0 0 0 0 0 Yes
onboard delivery of 53,300 pounds

2
HSE HELICOPTER. shall have an organic 0 0 0 0 0 Yes
combat search and rescue overland mission
radius of 130 nautical miles

225
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Requirements Quality Attributes

I:—_PP Key Performance Requirement Perf?‘r:nlance
o Incomplete | Untestable | Weak | Vague | Compound e
Phrase Regt's

HSE HELICOPTEE. shall have a camer 0 0 0 0 0 Yes
plane guard/search and rescue mission radius

226 | of 100 nautical miles
HSE HELICOPTEE. shall have aitbomemine | 0 0 0 0 0 Yes
countenmeasures free flight endurance of 120

227 | munutes
HSE HELICOPTEE. shall have artbomenune | 0 0 0 0 0 Yes
countenmeasures hover endurance of 73

2712 | minutes
HSE HELICOPTEFR. shall have artbomenune | 0 0 0 0 0 Yes
countenmeasures tow endurance of 60

270 | minutes
HSE HELICOFTEE. shall have aitbomemine | 0 0 0 0 0 Yes
countenmeasures hot temperaturs tow

230 | endurance (103 degrees) of 30 minutes
HSE HELICOPTEE. shall have atbomenune | 0 0 0 0 0 Yes
countenmeasures towtumes (23 knot wind) of
one degree per second

231
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Requirements Quality Attributes

No Key Performance Requirement Perf?‘][‘:iﬂ nee
o Incomplete | Untestable | Weak | Vague | Compound h
Phrase Reqt's

HSE HELICOPTER shall have airborne mine | 0 0 0 0 0 No
countermeasures wind speed tow of 25 knots

232 | indicated air speed
HSE HELICOPTER shall have armed helo 0 0 0 0 0 Yes
airspeed - maximum velocity of 130 knots

233 | indicated airspeed
HSE HELICOPTER shall have an armed helo | 0 0 0 0 0 No
fully mission capable rate of 56 percent

234
HSE HELICOPTER. shall have an armed helo | 0 0 0 0 0 No
mission capable rate of 69 percent

235
HSE HELICOPTER shall be 100 percentnet | 0 0 0 0 0 Yes
ready

236
HSE Helicopter shall have crash worthy seats | g 0 ) 0 0 Yes
designed to meet pilot 206G, 20G, 10G; Crew
20G, 20G, 20G

237
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Requirements Quality Attributes

KPP Perf
~ Key Performance Requirement e n-l\l;mance
e- Incomplete | Untestable | Weak | Vague | Compound Aet
Phrase Reqt's
HSE HELICOPTEE. shall have combat 0 0 0 0 1 Yes
survivability waming and protect for radar
238 | frequency/infraredthreat
HSE HELICOPTER. shall have operational 0 0 0 0 0 No
availability of 73 percent
239
HSE HELICOPTEE. 99 percent information | 0 0 0 0 0 Yes
awareness
240
HSE HELICOPTER shall have 93 percent 0 0 0 0 0 Yes
information dissemination
241
HSE HELICOPTEE. shall have 99.99 percent | 0 ] 0 0 0 Yes
information integrity
242
0 2 51 34 208
Total Defects
295
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Appendix B — Model Performance Case Study #1

Table B-1: KPP 67

KPP Requirement Statement
(Documented in Operational Requirements Document)

Linguistic Quality Defects
CassBeth Tool Analvsis Results)

Incomplete

TUntestable

Weak
Phrase

Vague

Compound
Req'ts

Performance
Met
(Actual)

67

The systemmust fully support execution ofjoint
crtical operational activities identified in the
applicable joint and system ntegrated
architectures and the system must satisfy the
technical requirements for transition to Net-
Centric military operationsto include: 1) DISE-
mandated GIGIT standards and profiles
identified in the Technical View-1, 2) DISE
mandated GIG EIPs identified in the KIP
declarationtable, 3) NCOW EM Enterprize
Services, 4) information assurance requirements
ncliding availability, mtegnty, authentication,
confidentiality, and non-repudiation, and
issuance of an IATO by the DAA and 3)
Operationally effective information exchanges;
andrmussion cntical performance and [A
attributes, data correctness, data availability, and
consistent data processing specified in the
applicable joint and system integrated
architecture views.
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Table B-2: KPP 67’

KPP Linguistic Quality Defects Performance Met
No. |  Key Performance (Predicted by Models)
Requirement
67 Incomplete | Untestable | Weak | Vague | Compound
Phrase Reqt's
KNN Model | NBC Model
The systemmust fully support
execution of joint critical Yes Yes
. operational activities o N
67'a itfemiﬁedin the applicable 0 0 1 0 0 v "6I'IJ,'J, v [PI_‘1.€5,- g
.. i - prohahility) P(No)]
joint system integrated
architectures
The systemmust satisfy the
te ch.mu: alre qu.i.remems_ for v Yes Yes
67'h Lra_r_151uon to Ne_t-CenT.r_lc 0 0 0 0 o 0% < P(¥es) >
military operationsto inchide: R [P es)
1) DISR-mandated GIG IT probability) P(No)]
standards.
The systemmust satisfy the
technical requirements for
transition to Net-Centric v Yes Yes
67'c | military operationsto mclude 0 0 0 0 0 (80%0 ¥ [P(Yes) =
DISE-mandated GIGIT prohability) P(No)]
profiles identified in the
Technical View-1.
The systemmust satisfy the
technical requirements for
transition to Net-Centric v Yes Yes
67'd | military operationsto include 0 0 0 0 0 (80% ¥ [P(Yes) =
DISE. mandated GIG KIPs prohability) P(Ne)]
identified n the KIP
declarationtable.

193




Table B-2 (cont): KPP 67’

Linguistic Quality Defects

Performance Met

KPP (Predicted by Models)
No. Key Performance
Requirement Incomplete | Untestable | Weak | Vague | Compound
67 Phrase Reqt's KNN NBC
Model Model
The system must satisfy the
technical requirements for v Yes
67 transition to Net-Centric 0 0 0 0 0 (S0% Yes
military operations to include M W [P(Yes)
NCOW RM Enterprise probability) > P(No)]
Services.
The system must satisfy the
technical requirements for
transition to Net-Centric e .
.. | military operationsto nclude ‘)._esl Yes
67'f | . . 0 0 0 0 0 (80%% .
information assurance o ¥ [P(Yes)
requirements including probability) = P(No)]
availability, mtegnty,
authentication, confidentiality.
The system must satisfy the
technical requirements for v Yes Yes
67'g | transition to Net-Centric 0 0 0 0 0 (80% 7 [P(Yes)
military operations to include probability) l—PPI\?;:]
non-repudiation Co
67'h The system must issuance of an 0 0 0 0 0 v .;'TJS.';, Yes
TATO by the DAA R v [P(Yes)
probability) - P(No)]
The system must satisfy the
technical requirements for e ¥
67 transition to Net-Centric 0 0 0 0 0 _e:, Yes
! military operations to include (50 o ) ¥ [P(Yes)
Operationally effective probahility) = P(No)]
mnformation exchanges
The system must satisfy the
technical requirements for
transition to Net-Centric v Yes Yes
67'j | military operationsto nclude 0 0 0 0 0 (80% ¥ TP(Yes)
mission critical performance, probability) rPI ?5:-
IA attributes, data comrectness, = P(Na)]
data availability
The system must satisfy the
technical requirements for
Lra.rllsiLion to Ne.t-CenLr.ic v Ves Yes
6Tk mﬂngr} operationsto 1r_1c1ude 0 0 0 0 0 (80% v [P(¥es)
consistent data processing e o
specified n the applicable joint probability) > P(No)]
systemintegrated architecture
VIEWS
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Appendix C — Model Performance Case Study #2

Table C-1: KPP 119

No.

KPP Requirement Statement
(Docomented in Operational Requirements Document)

Linguistic Quality Defects

CassBeth Tool Analysis Results)

Incomplete

Untestable

Weak
Phrase

Vague

Compound
Req'ts

Performance
Met
(Actual)

119

The MES MPA shall have communication
systems/radios with Type 1 and 3 encryption as
required that are provento be ableto
communicate (interoperable) with Coast Guard
Feszcue 21, Cutter, small boat, and CAMS
systems, DHS's Integrated Wireless Network
and COTHEN, DOD

military shore, surface, land and air systems
mcluding US SCOPE Commandnetwork, FAA-
ATC, CBF COTHEN/aircraft'boats, and federal,
state andlocal agencies and first responders in
the VHF-AM, VHF-FM, LME VHF-FM, UHF,
UHF military, HF-SSB/ALE, MILSATCOM,
COMBSATCOM spectrum and methods of
communications.
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Table C-2: KPP 119’

No.

119’

Key Performance
Requirement

Linguistic Quality Defects

Performance Met

(Predicted by Models)

Incomplete

Untestable

Weak
Phrase

Vague

Compound
Reqt's

KNN
Model

NBC Model

119'a

The MBS MPA shall have
communication
systems/radios with Type 1/3
encryption as required that are
provento communicate
(interoperahble)

with Coast Guard Rescue 21

v Yes
(80%
probahility)

¥ Yes

[P(Yes) =
P(No)]

119'h

The MBS MPA shall have
communication
systems/radios with Type 1/3
encryption as required that are
provento communicate
(interoperahble)

with Cutter systems

v Yes
(8090
prohahility)

¥ Yes

[P(Yes) =
P(No)]

119'¢

The MBS MPA shall have
communication
systems/radios with Type 1/3
encryption as required that are
provento comrunicate
(interoperable) with small
boat systems

v Yes
(80%
prohahility)

¥ Yes

[P(Yes) =
P(No)]

119°d

The MBS MPA shall have
communication
systems/radios with Type 1/3
encryption as required that are
provento comrunicate
(interoperahble)

with CAMS systems

v Yes
(8090
prohahility)

¥ Yes

[P(Yes) =
P(No)]

119

The ME.S MPA shall have
communication
systems/radios with Type 1/3
encryption as required that are
provento communicate
(interoperable)

with DHS's Integrated
Wireless Network

v Yes
(80%
probahility)

v Yes

[P(Yes) =
P(No)]
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Table C-2 (cont): KPP 119’

No.

119"

Key Performance
Requirement

Linguistic Quality Defects

Performance Met
(Predicted by Models)

Incomplete

Untestable

Weak
Phrase

Vague

Compound
Reqt's

KNN

Model NBC Model

119'f

The MES MPA shall have
commurnication
systems/radios with Type 1/3
encryption as required that are
provento cormmunicate
(interoperable)

with COTHEN

v Yes

¥ Yes
[P(Yes) =
P(No)]

(809
probahility)

119'g

The ME.S MPA shall have
commurnication
systems/radios with Type 1/3
encryption as required that are
provento communicate
(interoperable)

with DOD military shore,
surface, land systems

¥ Yes

v Yes
[P(Yes) =
P(No)]

(80%
probahility)

119'h

The ME.S MPA shall have
commurnication
systems/radios with Type 1/3
encryption as required that are
provento communicate
(interoperable)

with air systems including US
SCOPE Commandnetwork,
FAA-ATC, CBP
COTHEN/aircraft'boats

v Yes

v Yes
[P(Yes) =
P(No)]

(80%%
prohbahility)

119'i

The MES MPA shall have
communication
systems/radios with Type 1/3
encryption as required that are
provento communicate
(interoperable)

with federal, state local
agency first responders in the
VHF-AM, VHF-FM, LMER
VHEF-FM, UHF, UHF
military, HF-S3B/ALE,
MILSATCOM,
COMSATCOM spectrum

v Yes

v Yes
[P(Yes) =
P(MNo)]

(80%
prohahility)
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Appendix D — Model Performance Case Study #3

Table D-1: KPP 45

KPP
No.

Key Performance
Requirement

Linguistic Quality Defects

Weak
Phrase

Incomplete | Untestable Vague

Compound

Reqgt's

Performance Met
(Actual)

Aircraft landing distance at
design landing weight over 30
foot obstacle shall be 2500
feet

No.

Key Performance
Requirement

Linguistic Quality Defects

Performance Met

(Predicted by Models)

Weak
Phrase

Incomplete | Untestable Vague

Compound
Reqgt's

NBC
Model

KENN
Model

Atreraft shall minimize landing
distznee to enzble a capebility for
arapid short take off procedure
under severe weather and hostile
fire conditions sothe sireraft can
quickly retum to base with
limited communication capability
using the mandated global
mformation grid mformation
technology standards and
profiles. The zircraft shall notbe
diszbled under minimal live fire
at close ranges and be capable of
tzking off at maximum power or
military power with a high
reliability rate. The atreraft shall
not have a reliability rate lower
than the previous zircraft variznt.

v No

[P(No) =
P(Yes)]

E Yes
(80%
probability)
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Appendix E — Model Performance Case Study #4

Table E-1: NOAA Writing Guidebook Case Study - 4

No.

Kev Performance
Requirement

Linguistic Quality Defects

Performance Met
(Predicted by Models)

Incomplete

Weak
Phraze

TUntestahle Vague

Compound
Reqt's

NBC
Model

KNN
Model

The system shall display
accurate temperatirereadings
within 13 seconds of power-
on and/orrefreshusing a 4-
wire thenmo-couple to
measure room temp erature
and shall support additional
temperature displaysthat have
fastupdates. The operator
should be able to adjust the
controls by reading the
mstructions that shallbe
understood by operators with
only a fourth grade reading
level (Hooks, Famry,
Management, Practices, &
Automation, 2005)

Lad

v No
[P(No) =
P(Yes)]

B Yes
(L00%
probahility)
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Appendix F — Model Performance Case Study #5

Table F-1: NOAA Writing Guidebook Case Study - 5

Kev Performance
Requirement

Linguistic Quality Defects

Performance Met
(Predicted by Models)

Weak Compound
Phrase Reqt's NEC
KNN Model Model
The XYZ systemshall
measure room temperature
with _a ;o_m.rol for 7 Yes 7 Ves
maximizing temperature 1 o P .
levels but should also o8~ . [P(Yes) =
probahility) P(No)]

rapidly display room
temperature. (Hooks et al.,
2003)
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