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Abstract

Security and Privacy Beyond Western Peripheries:
Practices, Challenges, and Opportunities in the Majority World

Human factors play a crucial role in the security and privacy ecosystem. However, most

human-centered security and privacy research has focused on Western populations, despite

evidence suggesting that security and privacy practices and needs differ across countries and

cultures. As a result, security and privacy solutions designed for Western populations can

fail when applied to other regions, leaving users at risk. In this dissertation, I explore the

security and privacy challenges, practices, and needs of various majority world populations.

I begin by examining concerns with mobile loan apps in Kenya, where their widespread

use is driven by low socioeconomic status and a lack of formal credit history, making them

a vital source of credit. Next, I broaden my scope to cybercafes, highlighting their role

in digital access in Kenya and the privacy challenges that arise from sharing computing

facilities. Finally, I extend my scope to multiple majority world countries, interviewing

“local experts” across nine countries to understand security and privacy practices globally.

Specifically, this dissertation investigates (i) privacy concerns and tradeoffs with mobile loan

apps in Kenya, (ii) security and privacy challenges and practices at cybercafes in Kenya, and

(iii) security and privacy concerns and advice in nine majority world countries.

To address these questions, I conducted three qualitative studies. First, I interviewed

20 users of mobile loan apps in Kenya to investigate why they use these apps, any privacy

concerns they have with these apps, and how they navigate these concerns. To contextualize

participants’ sentiments, I additionally reviewed the data collection practices of common

mobile loan apps, checking the permissions they request as well as how they indicate

using users’ data through their privacy policies. Afterward, I interviewed 14 managers

and 22 customers of cybercafes in Nairobi, Kenya, inquiring about common security and

privacy concerns and challenges customers face at those facilities, as well as the advice and

support that is provided to them. To understand security and privacy concerns and advice
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more globally, I finally interviewed 70 “local experts” across nine majority world countries

spanning four continents, i.e., Africa (Kenya, Nigeria, and Ghana), Latin America (Mexico

and Brazil), Asia (China, India, and Pakistan), and the Middle East (Türkiye).

My work shows that financial adversity in the majority world often makes users de-

prioritize their privacy concerns, with many users of loan apps overlooking their privacy

concerns to secure loans. My research further highlights how the reliance on “local experts”

such as cybercafe managers for advice can expose users to security and privacy risks. For

instance, some cybercafe managers encourage users to use simple passwords such as their

names or ID numbers to avoid forgetting them, putting their security at risk. Additionally,

I show how various factors in the majority world influence both the security and privacy

concerns people have and their ability (or inability) to implement recommended advice.

For example, cultural and religious norms often compel individuals to share their devices,

undermining security and privacy measures designed in the West where device sharing is

less common. Financial constraints also make it challenging for people to follow advice

such as regularly updating their devices as these updates often require purchasing internet.

From these findings, I distill several recommendations. For apps like loan apps, I argue

that stricter regulation by lawmakers and app markets is necessary to protect users’ privacy

as many users are willing to overlook their privacy concerns for loans. I also emphasize

the need for more education and security awareness while challenging the efficacy and

applicability of Western-designed solutions in the majority world. Ultimately, my work

shows the need for continued research to better understand diverse user groups in the

majority world in order to design security and privacy solutions that protect users globally.
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Chapter 1: Introduction

In an increasingly digital world, online threats pose a growing risk to individuals and organi-

zations, leading to financial losses [75], reputational damage, and privacy violations [95,186].

In response, experts recommend several strategies for users to protect themselves, including

using strong passwords across accounts [23, 71] as well as using tools such as password

managers to improve password hygiene [94,117]. Yet, most of these solutions are developed

in Western contexts [61,89] and can fail in other regions in the majority world1 with different

cultures and practices [136], potentially leaving users at risk. To improve the security and

privacy of diverse users in the majority world, this dissertation explores the security

and privacy practices, challenges, and needs of various majority world populations.

Improving the security and privacy of users in the majority world is important for several

reasons. First, these countries comprise a majority of the global population, meaning that

improving their digital safety can have widespread impact. Second, many majority world

countries have relatively lower GDPs per capita compared to Western countries [182], and

socioeconomic factors can shape users’ security and privacy perceptions and practices.

Studying practices in these countries offers valuable insights into how economic constraints

shape security behaviors, factors that may otherwise be overlooked in research focused on

high-income countries. Third, governments in the majority world are rapidly digitizing

public services. While beneficial, this introduces security and privacy risks due to the vast

amount of personal information users share via these systems. Further, low digital literacy

and limited access to personal devices (which are more pronounced in the majority world)

exacerbate security and privacy risks for users. Understanding these challenges is critical for

designing inclusive security and privacy solutions that account for a variety of user needs.

1The majority world refers to the countries that contain the majority of the world’s population, and has
been proposed to describe countries located for example in Africa, Asia, and South America. It’s an alternative
to terms like “underdeveloped,” “developing,” and “third world” which are pejorative and offensive.
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Accordingly, this dissertation investigates security and privacy practices and challenges

in the majority world. I begin by investigating mobile loan apps in Kenya, exploring the

privacy concerns and tradeoffs users make when using these apps. Next, I broaden my scope

to cybercafes in Kenya, highlighting the security and privacy challenges and tensions that

users navigate in these shared facilities. Finally, I extend my scope even further to security

and privacy concerns and advice across nine diverse majority world countries.

1.1 Research Questions

To investigate security and privacy perceptions, challenges, and practices of users in the

majority world, I formulated three research questions. The first two questions focus on two

important contexts in Kenya, i.e., mobile loan apps and cybercafes, while the last question

expands the scope to broader challenges in nine majority world countries.

RQ1: What are users’ security and privacy concerns, tradeoffs, and behavior when

using mobile loan applications?

I explore why loan app users in Kenya use these apps, and their privacy concerns and

tradeoffs with these apps. I also review their phone permissions and privacy policies

to understand what data they collect and how they describe using this data.

RQ2: What are the security and privacy practices, challenges, and advice at shared

cybercafe facilities?

I investigate security and privacy concerns and challenges for customers at cybercafes.

I also explore the advice and support that is subsequently offered to customers as

well as its impact on their digital security and privacy at the cafes and beyond.

RQ3: What security and privacy concerns and advice are prioritized by “local experts”

across nine majority world countries?

Lastly, I explore the security and privacy concerns and advice that “local experts”

— including cybercafe operators and owners, tech repair shop owners, teachers,
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computer and phone sellers — from nine majority world countries prioritize when

supporting their constituents. I additionally investigate the contextual factors that

influence both the security and privacy concerns and advice that is prioritized.

1.2 Overview of Key Results and Takeaways

This dissertation contributes several insights into the security and privacy practices and

needs in the majority world. In the first study on mobile loan apps in Kenya, I find that

these apps fill a crucial financial gap in the majority world by offering small loans to many

users that would otherwise struggle to procure loans from traditional financial institutions

such as banks due to a lack of formal credit history. At the same time, these apps collect

a significant amount of sensitive user information including users’ SMS and contacts via

phone permissions, data that they unfortunately routinely misuse. Despite having a lot

of privacy concerns, many users of these apps overlook these concerns as they are more

motivated to obtain loans. This work demonstrates that calls for more transparency around

data collection by mobile apps that have been recommended in Western contexts [87] may

not suffice for loan app users in the majority world. Instead, I argue that stricter policy and

application market-level changes are required to adequately protect these users’ privacy.

In the second study on cybercafes, I demonstrate the important role that cybercafes play

in enabling access to crucial government services that have recently been digitized in Kenya.

At the same time, many customers face significant challenges at these facilities, with many

not knowing how to use computers and regularly forgetting their passwords. In response,

many cybercafe managers advise their customers to use memorable passwords such as their

names or national identity card numbers, with one manager even using the same password

for all customers. This can severely put their customers’ security and privacy at risk. I argue

for alternative authentication mechanisms, including password-less authentication as well as

the need to explore security and privacy advice in majority world contexts.

Accordingly, my final study investigates security and privacy concerns and advice across
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nine majority world countries through interviews with a diverse set of local experts. Local

experts detailed several concerns for themselves and their constituents, including fears about

account compromise, misuse of personal information, financial scams, among others. Yet,

most of the advice that is prioritized by local experts is aimed at protecting users against

account compromise, potentially leaving them vulnerable to other risks. Further, while the

advice that local experts provide to their constituents is mostly similar to the advice for their

own security and privacy as well as advice from the West, local experts tailor their security

and privacy advice to the practical needs of their constituents, prioritizing usability, account

access, and affordability over strict adherence to what may be considered security best

practices. However, majority world users face significant barriers in implementing advice,

including not knowing benefits of the advice (e.g., no visible UI changes after security

updates), economic constraints (e.g., inability to afford expensive authentic software), and

social friction caused by taking protective security and privacy measures such as using an

unlock PIN or password on a mobile phone. I make several recommendations, including the

need for more consideration of majority world users in technology research and design.

In the remainder of this chapter, I provide a more detailed summary of the three projects

that comprise this dissertation, including methods, key findings, and main takeaways. While

I led all these projects, I mostly use “we” to reflect the collaborative nature of this work.

1.3 User Concerns with Mobile Loan Apps in Kenya

Access to financial services is crucial and has been promoted by the United Nations as

fundamental in eradicating poverty and achieving the Sustainable Development Goals [162].

However, according to the World Bank [43], about 1.7 billion adults in the world remain

unbanked with no access to the services of a bank or similar financial institutions. The

largest proportions of unbanked populations are often in the majority world e.g. in Africa,

where more than 50 % of the population still lacks access to banking services [170].

While mobile money solutions (services that allow users to send and receive money [74]
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on their cell phones) have improved financial inclusion, particularly in Sub-Saharan Africa,

mobile loan apps have emerged as an easy and straightforward way for many users to access

credit as smartphone usage soars in the region [4]. Kenya, particularly, has been one of the

majority world countries with widespread usage of these apps due to the success of mobile

money services [57, 74] that facilitate quick disbursement of these loans to users. However,

these apps collect significant sensitive data from users for example contacts and SMS, with

reports indicating they routinely misuse this data [82, 108, 133]. In this study, we thus

investigate why mobile loan app users in Kenya choose to use these apps, as well as the

privacy concerns and tradeoffs they navigate when using these apps.

To investigate loan apps, we conducted semi-structured interviews (n = 20) with mobile

loan app users in Kenya. As part of these interviews, participants reviewed the permissions

used by their loan apps and described how they perceived these permissions to be used,

and any concerns they had with access to this data. We additionally reviewed the privacy

policies of these apps to learn how they indicated using and securing users’ data.

I present the findings of this study in chapter 3. While loan apps fill a crucial financial

gap in the majority world by providing small loans to users, many of whom lack a formal

credit history, we also find that these apps collect significant sensitive data from users via

permissions. This includes users’ contacts and SMS. However, these apps not only fail to

transparently disclose how this sensitive user data is used via their privacy policies, but also

routinely seem to misuse this data, for example by calling participants’ contacts when they

default in repayment as detailed by several participants in the study. This is in spite of these

apps not informing users they will use their data this way. Despite their privacy concerns,

however, many users overlook these concerns to procure loans with the apps.

We offer recommendations to regulators, application markets, developers, and the

research community to protect users of mobile loan apps in the majority world. We argue

that local regulators should consider enacting privacy laws to protect users of these apps.

Mobile loan apps, on the other hand, need to transparently and accurately inform users how
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they collect, use, and secure their data, perhaps through updates to their privacy policies. App

markets should regularly check user reviews on their platforms with the goal of removing

apps that are malicious or invade users’ privacy while other researchers can further analyze

the apps we have identified to determine if they adequately secure users’ data.

1.4 Security and Privacy Challenges and Practices at Cybercafes in Kenya

Besides making many people turn to loan apps for credit, financial adversity coupled

with the recent digitization of government services has made many people in Kenya to

increasingly turn to cybercafes to access essential services. However, many of the cafe users

may have never used a computer before and likely face significant usability and security

challenges at these facilities, including general computer usage, online account creation,

and password management. Accordingly, this study explores challenges, particularly

related to security and privacy, that customers encounter at cybercafes, followed by

the security and privacy advice and support they receive from cybercafe managers.

To investigate cybercafes, we conducted n = 36 semi-structured interviews at cybercafes

in Kenya: n = 14 with managers and n = 22 with customers. We asked both the managers

and customers about services they mostly provide or seek at the cybercafes respectively,

challenges customers encounter, and the advice and support that managers offer to them.

I present the results of this study in chapter 4. We find that cybercafes play a critical

role in the majority world by allowing many people to access printing, government, and

other internet services. At the same time, customers experience significant usability and

security challenges around general computer usage, online account creation, access, and

recovery. Many customers rely on cybercafe managers when navigating these challenges,

with many managers selecting passwords for customers that are easy for the customer (and

the manager) to remember, such as customers’ national ID numbers or names. Unfortunately,

this significantly exposes these accounts to password stuffing and guessing attacks.

We offer several recommendations, including the need to consider the needs of diverse

6



user groups in the majority world, rather than designing all security and privacy solutions for

Western audiences. We additionally show how existing security and privacy solutions such

as password managers could be helpful in addressing password management challenges, but

can fail because of device-sharing practices that remain common in the majority world.

1.5 Security and Privacy Advice in the Majority World

Our work on cybercafes in Kenya [103] as well as other prior work [125, 126] show how

security and privacy advice plays a critical role in how users stay safe online. While there

has been prior work investigating the sources and efficacy of security and privacy advice [50,

125, 128, 129], this work has primarily focused on the US, despite other work finding that

internet users outside the West have unique needs, threat models, and practices due to

different cultures [136], infrastructure [103], and socioeconomic backgrounds [102,126].

Thus, we cannot simply rely on security and privacy advice curated and evaluated in the

West to generalize to the rest of the majority world. Given that prior work in the majority

world [67, 103] finds that people often rely on “local experts” — i.e., individuals that

provide tech assistance or advice to others in their community e.g., cybercafe operators,

phone sellers, tech repair shop owners — for advice on online safety, this study aims to

investigate both the concerns, and security and privacy advice that local experts across

the majority world prioritize when advising their constituents to stay safe online.

To investigate security and privacy concerns and advice in the majority world, we

conducted 70 semi-structured interviews with local experts in a variety of occupations, e.g.,

cybercafe operators, tech repair shop owners, teachers, and computer and phone sellers.

The local experts we interviewed are from nine majority world countries in four continents:

Africa (Ghana, Kenya, and Nigeria), Latin America (Brazil and Mexico), Asia (China, India,

and Pakistan), and the Middle East (Türkiye). These nine countries account for close to 50%

of the world’s population [181], and are diverse in their locations, internet penetration rates,

smartphone ownership rates, internet freedom, cultures, religion, and gender (in)equality.
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I present the results of this study in chapter 5. Local experts detailed several concerns

for themselves and their constituents, including fears about account compromise, misuse of

personal information, financial scams, among others, with these concerns exacerbated by

factors including cultural norms and financial constraints in the majority world. Yet, most of

the advice that is prioritized by local experts (including the use of strong passwords and two-

factor authentication) is aimed at protecting against account compromise, potentially leaving

users vulnerable to the other risks. Further, we surface advice prioritization challenges in

the majority world due to the broad range of security and privacy advice offered.

While the advice that local experts provide to their constituents mostly matches the

advice they prioritize for their own security and privacy, we find some differences. For

instance, while local experts use VPNs, they advise their constituents to use trusted experts

and memorable passwords. When we compare local experts’ advice to advice from the

West, we find significant overlap but with differences. For example, password managers

and regular software updates are frequently encouraged in the West, but less so by local

experts in our study. Importantly, users face significant barriers in implementing advice,

including not knowing benefits (e.g., no visible UI changes after security updates), economic

constraints (e.g., inability to afford authentic software), and social frictions that are caused

by taking protective measures such as using an unlock PIN or password on a mobile phone.

While prior work has quantified correlations between sociodemographic factors and

security and privacy practices [174], our study contributes in-depth insights into how

contextual factors such as gender, culture, and religion shape security and privacy concerns

and advice in the majority world. For instance, collectivist cultures and religion may compel

people to share their devices, undermining privacy affordances from the West where device

sharing is less common. Gender influences advice-seeking behaviors, with women preferring

to seek advice from other women. Our work suggests the need for better advice prioritization

and consideration of majority world users in tech and security and privacy design. We also

advocate for better translation of tech tools and security and privacy advice.
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1.6 Organization

The rest of this dissertation is organized as follows: In chapter 2, I discuss prior work on

Android permissions, digital lenders, cybercafes, security and privacy advice, cross-national

security and privacy research, and undeserved populations in security and privacy. In

chapter 3, I present our work on privacy concerns and tradeoffs when using loan apps in

Kenya. In chapter 4, I expand the scope to cybercafes in Kenya, and in particular security and

privacy challenges and concerns people navigate when using these facilities. In chapter 5, I

expand the scope even further beyond Kenya, investigating security and privacy concerns

and advice across nine countries in the majority world. In chapter 6, I summarize major

findings from this dissertation and conclude with promising directions for future research.
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Chapter 2: Related Work

In this section, I first discuss prior research on Android phone permissions and digital lenders,

providing context for our investigation of mobile loan apps in Kenya. I then expand the

scope to shared digital access spaces, such as cybercafes and public libraries, where security

and privacy challenges emerge due to device and resource sharing. Finally, I broaden the

scope further to explore security and privacy advice more generally, noting how much of the

existing research has centered on Western populations. I also highlight comparative studies

between Western and majority world contexts, demonstrating how security and privacy

solutions designed with Western assumptions often fail to account for the realities and needs

of users in the rest of the world, sometimes leaving users at risk.

2.1 Android Phone Permissions

Android permissions allow users to control information that can be accessed on their

devices by mobile applications [1, 44]. This could be reading data on the device such as

contacts and SMS, all the way to accessing hardware features such as the device’s camera

or microphone. Android categorizes permissions into three broad categories, install-time,

run-time, and special permissions. Install-time permissions give an application access to less

sensitive data and are automatically granted to the application when it is installed. Run-time

permissions, also known as dangerous permissions, give access to more sensitive user data,

and require explicit user approval [1, 155] before they can access the user’s information.

Special permissions, on the other hand, correspond to specific application operations and

can only be defined by the Android platform itself. Throughout our study on mobile loan

applications presented in chapter 3, we focus on run-time permissions as these permissions

access sensitive data and require direct user approval before they can access users’ data.

Prior work has explored user understanding of Android permissions. Through a usability
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study, Felt et al. [45] found that most users pay less attention to permission warnings in

addition to not properly understanding how different permissions are used. Kelley et al. [79]

confirmed these results, finding that users generally view and read Android permissions, but

do not understand them. They additionally found that users are unaware of the security risks

posed by mobile applications due to overly trusting the application markets. Despite several

improvements [1] to Android since then, our loan apps study similarly finds that users

struggle to understand the use of some permissions, notably their telephone and storage.

Our study is also the first to show user comprehension of permissions in Kenya.

Users’ willingness to grant and deny permissions to mobile apps has also been explored,

with Jialiu et al. [88] finding that users’ inclination to grant a given permission to a mobile

application is strongly influenced by the purpose associated with such a permission. This is

also reflected in our loan apps study whereby users are unconcerned about access to permis-

sions they believe are legitimately required by the mobile loan application. Other studies

have explored the permissions required by Android applications. Khatoon et al. [81] studied

the different ways in which applications gain access to sensitive device permissions when

installed on Android, finding that many free apps tend to request unnecessary permissions

to gather valuable user data. Chia et al. [26] found that free apps request more permissions

than is typical across Facebook applications, Chrome extensions, and Android applications.

Additionally, they found that popular applications request more permissions than average.

Our loan apps study observes a similar phenomenon with common mobile loan applications

in Kenya, with these apps collecting significant sensitive user data via permissions to verify

and calculate users’ credit worthiness when offering them loans.

Tools have been developed to check if mobile applications use the permissions they

require. Felt et al. [44] built a tool called Stowaway to detect if Android applications require

more permissions than they actually need, establishing that about a third of the applica-

tions they studied were over-privileged. Interestingly, they found evidence that developers

were trying to follow the least privilege approach but occasionally fail due to insufficient
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documentation. Johnson et al. [76] developed an architecture to map Application Program-

ming Interface (API) calls of Android applications to their required permission(s), finding

that most application developers do not use correct permission sets for their applications.

This often leads to either over- or under-privileged applications. Additional tools have

been developed to enable users make better privacy decisions. Liu et al. [90] developed

a personalized privacy assistant for mobile app permissions and found that not only were

their recommendations followed by users but also spurred them to review and modify their

permission settings using daily nudges. Kelley et al. [80] found that by bringing privacy

information to users when they are making decisions, users can be assisted in choosing

apps that request fewer permissions. Wijesekera et al. [178, 179] and Tsai et al. [156] have

recently shown that users’ decisions regarding the granting or denial of permissions are

contextual, and that machine learning can be used to assist them to make better decisions.

More recent work on Android permissions has been conducted by Almomani and

Khayer [9]. By analyzing Android permissions since Android’s inception in 2008 to 2020,

they find that permission categories have been continuously increasing on the Android

platform. This is also reflected in Android applications, with several applications increasing

their permission usage by over 70 %. Despite several design improvements to the Android

Operating System [1], Almomani and Khayer still find over-privilege as a persistent chal-

lenge with most Android applications, consistent with our findings on common mobile loan

apps in Kenya which request for significant sensitive data from users via permissions.

2.2 Mobile Loan Apps and Other Digital Lenders

Our study on mobile loan apps presented in chapter 3 is most closely related to the research

conducted around online credit lenders [20] and mobile money services [19,123] by Bowers

et al. and Reaves et al. Through a comprehensive security analysis of emerging online credit

lenders around the world, Bowers et al. [20] found that these applications collect previously

undisclosed data types as well as insecurely handle this data. Bowers et al. further found that
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these applications’ privacy policies are not only hard to read, but do not mention all data that

is collected from users. Through another study, Bowers et al. [19] studied privacy policies

of mobile money services. Unlike the online credit lenders, they found that almost half of

mobile money services do not have a privacy policy. For apps with existing policies, they

similarly found that these policies are either too hard to read for their target audiences or

clearly fail to show what user information is collected and how it is stored. Through a related

study, Reaves et al. [123] uncovered multiple vulnerabilities with Android mobile money

applications, including information leakage that can allow attackers to modify transactions

and even steal funds. Our study on mobile loan apps in Kenya confirms and expands on

these findings. Unlike Bowers et al. and Reaves et al., we leverage a user-centric approach

through semi-structured interviews with users of these applications to show, for the first time,

user concerns, tradeoffs and behavior when using mobile loan applications in the majority

world. We also briefly review their privacy policies and the permissions they require to

contextualize participants’ sentiments. While we find that these apps are useful for many

users facing economic challenges and without formal credit history in the majority world,

we also show how these apps raise many privacy concerns and discuss ways in which law

makers and application markets can hold them more accountable.

2.3 Cybercafes and Public Libraries

While mobile loan apps pose individual privacy risks for users, we now discuss how sharing

of digital spaces such as cybercafes and public libraries introduce security and privacy

risks for users. Cybercafes in particular have not received much attention in the research

community of late. However, earlier studies investigated the role of cybercafes, as well

as characteristics of customers and their usage patterns in different regions and countries.

Through street surveys, Gitta and Ikoja-Odongo [53] demonstrated how cybercafes were

enabling Ugandans to access information in 2003, and Haseloff [62] found that cyber-

cafes were the most-commonly used means to access the Internet in Bangalore, India in
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2005. Haseloff further found that most cafe customers tended to be younger and able to

communicate in English while another study in the Philippines in 2012 found that most

cybercafe customers were men [22]. Public access venues, such as telecenters, libraries, and

cybercafes, are fundamental in enabling communities access the Internet in Colombia [54].

Most closely related to our cybercafes work presented in chapter 4 are four studies

that investigated security and privacy practices at cybercafes in Morocco [69] and public

libraries in the US [37, 91, 98]. Through a field study complemented by questionnaires

for both cybercafe managers and customers in Morocco, Houmz et al. [69] found that

managers were hesitant to update the cybercafe computers’ operating systems because of

limited resources on the devices, a theme also noted in our study of cybercafes in Kenya.

The study further found that an alarming 60% of the cybercafe computers were infected

with malware. Recently, Dooley et al. [37], Luo and Warford et al. [91], and McDonald et

al. [98] have conducted interviews with IT professionals working in public libraries in the

US, exposing challenges and constraints to privacy and security practices at these facilities.

Different from these studies, we use semi-structured interviews with Kenyan cybercafe

managers and customers to investigate cybercafe practices and behaviour, as well security

and privacy advice offered to customers. We also investigate advice that users in Kenya

consider important for staying safe online and compare our findings to prior work [23, 71].

We show how security advice from Western contexts breaks down at these facilities, with

managers instead advising their customers to use memorable passwords such as their names

to remember these passwords. This has severe implications on their security and privacy.

2.4 Security and Privacy Advice

Our study at cybercafes in Kenya showed how sharing devices can complicate users’ security

and privacy. We now discuss previous work on security and privacy advice, and show how

this advice might be impractical in the majority world for example because of device-sharing.

Security and privacy advice has particularly been the subject of much research in the
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community. Through two online surveys in the US with expert and non-expert users in 2015,

Ion et al. [71] noted differences between what experts and non-experts consider important

for staying safe online, with experts recommending OS updates, strong passwords, and

two-factor authentication. In contrast, non-experts indicated that using anti-virus software,

strong as well as constantly-updated passwords were more important. Through a replication

study with European participants, Busse et al. [23] confirmed most of these findings in 2019.

An even more recent replication of Ion et al.’s study by Ortloff [114] in 2025 notes that

both experts and non-experts are beginning to particularly focus on authentication practices

such as two-factor authentication, while the use of anti-virus is becoming less popular. In

our study with cybercafe managers and customers in Kenya, we find that most participants

consider logging out of their accounts, strong passwords, avoiding clicking on suspicious

links, and not saving passwords in the browser as the most important advice for staying safe

online. The differences with previous work can be attributed to different ways in which

people access the Internet in different places, suggesting that security and privacy advice is

only effective if it considers the specific needs of the target population.

Researchers have also investigated the sources of security and privacy advice as well as its

efficacy, comprehensibility, and actionability. By identifying search queries for advice on the

web with crowd workers from MTurk followed by user studies with experts and non-expert

users in the US, Redmiles et al. [128] found that users perceive most security imperatives

as fairly actionable but struggle to prioritize, similar to Reeder et al.’s findings [129]. The

study suggests the identification of a minimal set of highest impact and most practical advice

to help end-users. Through a census-representative survey in the United States, Redmiles

et al. [125] also found that socioeconomic status influences advice sources for users, with

the socioeconomically advantaged more likely to take advice from their workplaces while

those with lower skills rely on family and friends. Other research has identified factors

that influence advice sources and adherence, including the trustworthiness of advice [127],

convenience/security trade-offs [7,41], and socio-demographic factors [30,72,125,126,172].
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Some of these results, including trustworthiness of the source of advice, are confirmed in

our study of security and privacy advice in the majority world.

Social media has also proven to be a useful source of security and privacy advice. During

the Black Lives Matter protests across the US in 2020, Boyd et al. [21] were able to identify

various classes of security and privacy advice for protesters through Twitter and Google

searches. By analyzing security and privacy advice on Twitter during the Russian invasion

of Ukraine in 2022, Schmüser et al. [140] found that prioritization of advice remained a

persistent challenge, similar to prior work [128, 129] while Wei et al. [175] have recently

shown how “anti-security” and “anti-privacy” advice on TikTok unfortunately enables

surveillance and control in interpersonal relationships. TikTok has additionally been shown

to facilitate cheating on proctored tests [144]. Contrastingly, Bhagavatula et al. [16] have

found that user interactions with security advice on Twitter and Facebook are scarce.

2.5 Cross-National Security and Privacy Studies

As security and privacy needs, challenges, and behaviors vary across countries and cul-

tures [15, 27, 66, 73, 139, 141], some researchers have started to explicitly compare practices

across countries and contexts to design more inclusive solutions. In a qualitative study with

24 participants in five majority world countries i.e., the Philippines, Brazil, India, Egypt, and

Nigeria (n = 120), Umbach et al. [161] found that device-sharing practices common among

many participants often result in consistent concerns about privacy. Other cross-national

studies have shown pronounced differences in security and privacy perceptions and practices

between Western countries versus majority world countries. In the case of digital contact-

tracing, for instance, participants in the West tend to have more privacy concerns compared

to their majority world counterparts [142]. Some of the reasons for these differences include

differences in culture, technology infrastructure, context, laws, location, religion, gender

(in)equality [31, 103, 124, 126, 169] among others. Our cross-national study across nine

majority world countries presented in chapter 5 highlights how factors including financial
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constraints and social relations can often dictate security and privacy behaviors, but also

prevent people from implementing recommended security and privacy advice.

2.6 Security and Privacy in the Majority World

One of the main contributions of this dissertation is highlighting the unique security and

privacy needs of majority world populations which remain underserved in existing work.

This work joins a growing number of studies that have recently started to investigate these

users. For instance, our work on loan apps in chapter 3 [102], and two recent studies [84,122]

show how financial adversity often compels loan app users in Kenya and India to overlook

their privacy concerns with these apps to procure loans. Kotut [84] shows how laxity in

policy enforcement leaves loan app users in Kenya vulnerable to these apps. This suggests

the need for stronger policy and platform changes to better protect these users’ privacy.

In South Africa [130] and Kenya [105], users of social messaging apps such as WhatsApp

are more concerned about interpersonal privacy than the security and privacy risks posed

by the platforms themselves; this explains the proliferation of WhatsApp mods in Africa

despite their security risks [105]. In South Asian countries including India, Pakistan, and

Bangladesh, women are culturally expected to share their phones with other people in the

household [136]. However, this makes it very challenging for them to protect their privacy

on these devices, forcing many to resort to content deletion and the use of app locks.

In Lebanon and Ghana, failing infrastructure necessitates “infrastructuring” practices

to overcome institutional and systemic failures [97, 160]. For instance, users rely on

intermediaries to charge their devices when they lack access to electricity. As infrastructuring

poses security and privacy risks to users, McClearn et al. [97] introduce the concept of

“security patchworking” to describe practices that users adopt to protect their security. Similar

infrastructuring and patchworking practices have been noted in the majority world and

beyond, e.g., among refugees [70,134], activists [34], migrants [29], domestic workers [147],

LGBTQ+ users [77], women [17, 152, 176], and low socioeconomic users [18, 63, 83, 103].
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Accordingly, researchers have started to design security and privacy solutions that are

more tailored to the needs and constraints of the majority world, including mHealth solutions

designed to aid frontline health workers in India, Kenya, and Zimbabwe [86], redesigned

privacy-preserving protocols for mobile money services in Kenya [148], and affordable

contact-tracing wearables suitable to low and middle income countries [135].

Additional research has shown that many majority world users rely on others [67]

for security and privacy advice due to collectivist cultures compared to their Western

counterparts from individualistic cultures [124]. For instance, many low-income users and

older adults in India [107,137] and Bangladesh [6,151] rely on other more skilled users (e.g.,

from their families) to access technology, otherwise known as inter-mediated technology

usage. In Kenya, many users rely on cybercafe managers for technology access but also

security and privacy advice [103]. At the same time, the support and advice offered by

non-traditional experts can have profound impact on users’ digital safety. For instance,

cybercafe managers in Kenya often advise customers to use simple passwords such as their

national identity card numbers and their names, putting them at-risk [103]. This dissertation

calls for more research into the security and privacy practices of users in the underserved

majority world in order to design security and privacy solutions that protect all users.
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Chapter 3: Security and Privacy Concerns with Mobile Loan Apps in Kenya

This chapter details our research on privacy concerns and tradeoffs with mobile loan apps

in Kenya. Mobile loan apps have become increasingly popular in Kenya, offering loans

to many users that would otherwise struggle to procure loans from traditional financial

institutions such as banks due to a lack of formal credit history. However, these apps collect

significant user data that they sometimes misuse. To investigate concerns with these apps,

we conducted semi-structured interviews with 20 mobile loan app users in Kenya. We

additionally reviewed the data collection practices of common mobile loan apps.

We find that loan apps in Kenya are permissioned to collect a lot of sensitive user data,

including users’ contacts, which they seem to routinely misuse. For example, when users

default, their contacts are threatened, despite these apps not informing users that their data

will be used this way. While most users of these apps have privacy concerns, they overlook

these concerns as they are more motivated to procure loans. We offer recommendations to

regulators, app markets, and the research community that can protect users of these apps.

This chapter is based on work originally published at the 43rd IEEE Symposium on

Security and Privacy [102]. I have permission from my coauthors and publishers to use this

work in my dissertation. Copies of all copyright permissions are in Appendix D.1.

• Collins W. Munyendo, Yasemin Acar, and Adam J. Aviv. “Desperate Times Call

for Desperate Measures”: User Concerns with Mobile Loan Apps in Kenya. In

Proceedings of the 43rd IEEE Symposium on Security and Privacy, Pages 2304-2319,

San Francisco, CA, USA. May 2022 [102].

I came up with the idea for this project, designed the interview protocol, performed

initial pilots, collected the data, analyzed it, and wrote the paper. Darika Shaibekova assisted

with secondary qualitative coding. My co-authors provided a lot of feedback throughout the

research process, from ideation all the way to writing the manuscript.
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3.1 Introduction

Access to financial services is crucial for economic growth and has been promoted by

the United Nations as fundamental in eradicating poverty and achieving the Sustainable

Development Goals [162]. However, according to the World Bank [43], about 1.7 billion

adults in the world remain unbanked with no access to a bank or similar financial institutions.

The largest proportions of unbanked populations are in majority world economies such as in

Africa, where more than 50 % of the population lacks access to banking services [170].

While mobile money solutions (services that allow users to send and receive money on

their cell phones [74]) have improved financial inclusion, particularly in Sub-Saharan Africa,

mobile loan apps have emerged as an easy and straightforward way for many users to access

credit as smartphone usage soars in the region [4]. Claiming to improve “financial inclusion”

in these communities [2, 42, 57, 64], mobile loan applications allow users (many without

formal credit history) to easily and quickly access loans on their smartphones. These apps do

not require collateral or security and solely rely on the self-reported registration information

along with data collected from users’ smartphones via permissions to offer loans.

Kenya, particularly, has been one of the countries in the majority world that has seen

the earliest and perhaps most widespread adoption and usage of mobile loan applications.

This has been fueled by the country’s huge success of mobile money services such as

M-Pesa [57, 74] coupled with growing smartphone adoption [118] that allows users to apply

and receive loans from mobile loan applications directly to their mobile phones. Some of

the most widely used mobile loan applications such as Tala and Branch began operations in

Kenya before diversifying to other majority world countries such as India [42].

As this is a relatively new and therefore unregulated industry, mobile loan applications

charge extremely high interest rates and often require repayment within shorter durations

of time, compared to traditional financial institutions such as banks. Further, they collect

significant sensitive data from users via data available on the mobile device, authorized
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through the phone’s permission system. This includes collection of contacts and location as

part of verifying and calculating users’ credit worthiness [2, 57]. Tala, for example, claims

to have repayment rates of more than 90 % achieved through modeling users’ routine habits

by tracking places they regularly visit and people they frequently contact [2].

Despite widely reported privacy concerns [82, 108, 133], most mobile loan applications

claim that users have no concerns, with Shivani Siroya, the founder of Tala, saying “cus-

tomers have no privacy concerns with Tala as they willingly grant access to their private data

through the phone permissions for their credit scores to be developed [2].” Nevertheless, the

usage, concerns and behavior with mobile loan applications in the majority world remains

largely unexplored. Our study is therefore aimed at investigating the reasons for usage and

concerns with the emerging mobile loan applications in the majority world, specifically

in Kenya. We were also motivated to study user understanding and misconceptions with

security and privacy and how this influences their usage of these loan apps. We seek to

answer the following three research questions in this study:

RQ1: What are the most common loan apps in Kenya and what permissions do they require?

RQ2: How does user understanding of permissions influence their use of mobile loan apps?

RQ3: What are user concerns, tradeoffs and behavior when using loan apps in Kenya?

To address our research questions, we conducted semi-structured interviews (n = 20)

with mobile loan app users in Kenya. The interviews were conducted in July 2021 by one of

our researchers who is a native Kenyan. Interviews were conducted remotely through either

WhatsApp or direct phone calls as a health precaution against the COVID-19 pandemic.

Open-coding revealed that saturation was reached after 15 interviews, with no new themes

emerging from the five additional interviews conducted thereafter. We asked participants to

indicate all mobile loan apps they had used, before focusing on their most commonly used

app for the remainder of the interview. Participants described their reasons for using these

apps as well as concerns they had with them. After indicating permissions required by their

most commonly used loan app, participants described their understanding of the usage of
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each permission, followed by concerns and non-concerns with loan apps’ access to these

permissions. Lastly, participants shared any other information they had about loan apps.

Mobile loan apps are widely used in Kenya, and our results indicate that they fill a

crucial financial gap in the majority world by offering loans to users that otherwise have no

formal credit history or collateral. In fact, Tala and Branch, the two most common mobile

loan apps, have over 5 and 10 million downloads respectively on Android’s Google Play

alone. At the same time, we find that common mobile loan apps are permissioned to collect

significant sensitive user data, similar to other digital credit lenders [20] previously studied.

Each of the eight most common loan apps we explored requires access to users’ contacts,

SMS, location, and storage, while seven require access to users’ telephone. While users

seem to understand what some of these permissions are used for by these apps, they mostly

do not know or misunderstand what most of the permissions are used for, confirming prior

work on general comprehension of Android permissions [45, 79].

Contrary to what mobile loan apps postulate [2], an overwhelming majority of users

have concerns with loan apps, particularly regarding their privacy. Most participants are

particularly worried about these apps’ access to their contacts, citing that some of these apps

call their contacts when they default in loan repayment; this is in spite of these apps not

indicating they will use users’ data this way. Participants are also concerned about the high

interest rates coupled with short repayment periods offered by mobile loan apps. However,

they often overlook these concerns as this outweighs their need to procure the loans.

Our work offers recommendations to regulators, application markets, developers and

the research community to protect users of mobile loan apps in the majority world. Local

regulators should consider enacting laws, similar to those used to regulate other financial

players, to prevent user exploitation for example through high interest rates. Mobile loan

apps, on the other hand, need to transparently and accurately inform users how they collect,

use, and secure their data, perhaps through updates to their privacy policies. App markets

should regularly check user reviews on their platforms with the goal of removing apps that
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are malicious or invade users’ privacy while other researchers can analyze the applications

we have identified to determine if they adequately secure users’ data.

3.2 Background on Mobile Loan Apps

In this section, we explain what mobile loan applications are and how they work and

following, we detail the most common mobile loan apps in Kenya as well as the phone

permissions they require. Lastly, we briefly describe how these apps handle users’ data as

generally explained through their privacy policies.

3.2.1 About Mobile Loan Apps

Mobile loan apps are applications that users download from Android’s Google Play, Apple’s

App Store, or third-party markets to procure loans. Unlike mobile money services, such

as M-Pesa, that allow users to conduct financial transactions on their cell phones [74] for

example purchasing goods, paying bills, sending or receiving money, mobile loan apps are

solely used to procure loans. Further, they calculate credit scores based on information

such as location, contacts, or SMS gathered from the prospective borrower’s phone [2, 57]

through phone permissions. As smartphone usage grows in majority world countries [4]

such as Kenya [118], these apps have become extremely common due to their speed in

disbursing small loans to users coupled with the minimal paperwork or security they require

to offer these loans. This is in stark contrast to traditional financial institutions such as banks

that require formal credit history or collateral to offer similar loans.

Most mobile loan apps are startups with huge investments from venture capitalists [57]

and claim that they are primarily motivated to boost “financial inclusion” in the majority

world where most people remain unbanked and lack formal credit history [2,42,57,64]. Tala,

one of the earliest and most common mobile loan apps in Kenya, claims it had lent over $1

billion dollars to more than four million customers spread across three different continents

by 2019 [64]. Branch, another common loan app, had over three million customers as well
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1. Download App 2. Register 3. Grant Permissions

4. Apply for a Loan
5. Receive Loan via

Mobile Money

Figure 3.1: Loan Procurement Process for Mobile Loan Apps.

as over 15 million loans issued to customers in Kenya, Nigeria, Tanzania, Mexico, and India

by 2019 [57]. According to the Kenya Credit Bureaus, more than 19 million Kenyans (about

37% of the population) had used a mobile loan application to borrow money by 2019 [32].

3.2.2 How Mobile Loan Apps Work

To use a mobile loan app, a user first downloads the respective app from Android’s Google

Play, Apple’s App Store or other third-party market and installs it on their smartphone. When

using it for the first time, the app typically requires the user to register by providing their

personal details, mostly demographic and location information as well as their employment

details. To verify the customer and calculate their credit score, the app further requires

access to the user’s phone data through permissions, for example their contacts and SMS.

After registering and granting access to the required permissions, the user can borrow

money up to the limit set by the application, with Tala and Branch granting on average

$50 to most borrowers [2, 57]. The borrowing process is usually fast, with the money

directly disbursed to the user’s phone through existing mobile money payment services

such as M-Pesa [74] in Kenya. According to Tala [2], users can request and receive loans

in under two minutes, and become eligible to borrow even higher amounts upon timely
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Figure 3.2: Tala Loan Procurement Process.

repayment. Further, Tala claims to have high repayment rates, similar to banks, achieved

using credit scoring algorithms that analyze and build models of users’ routine habits,

including tracking their movement through their smartphones’ GPS data [2]. Figure 3.1

shows the loan application process generally, while Figure 3.2 shows the loan application

process for Tala once a user has downloaded and installed the loan application.

3.2.3 Common Mobile Loan Apps in Kenya

Kenya is one of the majority countries that has seen the earliest and most widespread usage

of emerging mobile loan applications in the world. This is in part due to the huge success

of M-Pesa [57, 74], a robust mobile money payment system that allows users to conduct

financial transactions on their cell phones [74], as well as growing smartphone adoption

in the country [118]. This has attracted several financial technology companies looking to

leverage the plethora of user data on smartphones to offer loans to these populations, with a
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Table 3.1: Common Mobile Loan Apps in Kenya.

Loan App Frequency (%) Downloads

Tala 14 (70%) 5M+
Branch 13 (65%) 10M+
OKash 8 (40%) 1M+
OPesa 5 (25%) 1M+
Zenka 5 (25%) 1M+
Zash 2 (10%) 1M+
iPesa 2 (10%) 1M+
MoKash 2 (10%) 500K+

majority of these users otherwise ineligible for loans from traditional financial institutions

such as banks due to a lack of formal credit history or collateral.

For this study, we consider a mobile loan app to be common if it is used by at least two

participants during our interviews and has at least 500 000 downloads on the Google Play.

In the end, we had eight common mobile loan apps, with Tala and Branch the most common.

These apps are used by more than half of the participants in our study. They additionally

have high download numbers on Google Play, with downloads of over 10 million for Branch,

and over 5 million for Tala. Other common mobile loan applications are OKash (8), OPesa

(5), Zenka (5), Zash (2), iPesa (2) and MoKash (2). This is summarized in Table 3.1.

3.2.4 Permissions Required by Mobile Loan Apps

To assess customers’ ability to pay back loans, loan apps require users to provide their

personal information via the registration process and grant access to restricted data on their

phones via permissions. By checking Android’s Google Play, we find that the most common

loan apps in Kenya are permissioned such that they can collect significant sensitive data

from users. Each of the eight most common loan apps requires access to users’ contacts,

SMS, location, and storage; seven require access to telephone while four require access to

the camera. This has been similarly noted for other emerging digital credit lenders around

the world [20] that collect significant, previously undisclosed data types from users.
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Table 3.2: Permissions Required by Common Loan Apps.

Permission Frequency (%)

Contacts 8 (100%)
SMS 8 (100%)
Location 8 (100%)
Storage 8 (100%)
Telephone 7 (88%)
Camera 4 (50%)
Calendar 3 (38%)

These results are summarized in Table 3.2, with Figure 3.3a showing the permissions

required by Tala and Figure 3.3b showing permissions required by Branch. Note, we only

focus on Android’s run-time permissions as these permissions allow access to sensitive user

data; therefore, users must explicitly grant these permissions before their private data is

accessed [1]. We do not consider install-time permissions, as they access less sensitive data

and are automatically granted when an application is installed on the user’s smartphone.

3.2.5 Privacy Policies of Mobile Loan Apps

A privacy policy serves to inform users what data is collected from them, the purpose the

data is used for, and how long the data is retained for a given product or service [78]. Each

of the eight common mobile loan applications used by our participants has a privacy policy,

with most of them indicating that they collect information from users via the registration

details provided, as well as data extracted through phone permissions to compute users’

credit worthiness. However, most of these policies are not conclusive. For instance, some

participants complain about their contacts getting contacted when they default in payment;

this is inspite of the loan apps not indicating they will use this data in this manner. This is

similar to Bowers et al.’s findings on emerging digital credit lenders [20] and mobile money

services [19] whereby the privacy policies of these services are not only hard to read but

also fail to disclose all data collected from users.

27



(a) Permissions Required by Tala. (b) Permissions Required by Branch

Figure 3.3: Permissions Required by the Two Most Common Mobile Loan Apps in Kenya.

3.3 Methodology

We conducted semi-structured interviews (n=20) to explore user concerns, tradeoffs, and

behaviour when using mobile loan apps in Kenya. In this section, we discuss the recruitment

process, interview procedure, limitations, and ethical considerations of our study.

3.3.1 Recruitment and Demographics

We recruited (n=20) participants by advertising on Twitter, Facebook, and WhatsApp as

these platforms are widely used in Kenya. Further, one of the researchers is from Kenya and

has a good following on these communication mediums. Snowballing [52] was additionally
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Table 3.3: Demographics Table of Loan App Users.

Men Women Total
No % No % No %

Age 10 50% 10 50% 20 100%

18-24 0 0% 3 15% 3 15%
25-29 4 20% 7 35% 11 55%
30-34 5 25% 0 0% 5 25%

Prefer not to say 1 5% 0 0% 1 5%

Education 10 50% 10 50% 20 100%

High School 0 0% 1 5% 1 5%
College 1 5% 1 5% 2 10%

Bachelor’s 9 45% 7 35% 16 80%
Master’s 0 0% 1 5% 1 5%

Background 10 50% 10 50% 20 100%

Technical 5 25% 5 25% 10 50%
Non-Technical 5 25% 5 25% 10 50%

Employment 10 50% 10 50% 20 100%

Student 2 10% 1 5% 3 15%
Self-Employed 0 0% 2 10% 2 10%

Employed 8 40% 7 35% 15 75%

used whereby participants recommended other people that had used mobile loan applications

in Kenya. We restricted mobile loan apps to applications downloaded from the mobile app

stores (specifically Android’s Google Play) solely for the purpose of procuring a loan, unlike

banking or mobile money applications which offer loans to users in some cases, but not as

their primary functionality. After open-coding the transcripts, we found that no new themes

emerged after 15 interviews, so we should have reached saturation with 20 participants.

To be eligible for the study, participants had to be at least 18 years old and successfully

used a mobile loan application in Kenya. Our participants were mostly young (70 % between

18 – 29), well-educated (85 % had a Bachelor’s degree or above) and formally employed

(75 %). Table 5.2 provides the full demographic information of our participants.
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3.3.2 Interview Procedure

The interview questions were developed around our research questions, seeking to first

understand how users perceive permissions as these permissions often provide the gateway

to access of sensitive information on their devices. We also took inspiration from prior

work [44, 45, 79] on Android permissions, aiming to understand how user understanding of

these permissions can influence concerns and behavior when using the apps.

Participants first consented to participate in the study before starting the interview.

We then asked participants to indicate all mobile loan apps they had previously used and

their most used app. The remaining interview questions focused on the participant’s most

commonly used mobile loan app. We asked participants to describe how the app works,

why they use it as well as anything they like and dislike about it. Participants were then

asked about concerns they had with this application. If not mentioned, we asked participants

about concerns specifically relating to security and privacy. We asked these questions before

discussing the application’s permissions to avoid priming.

For the second part of the interview, participants were asked to indicate the permissions

required by the mobile loan app they had most commonly used by referring to the settings

menu on their mobile device. Many participants were no longer using the app and had

deleted it from their device. For those, they were directed to Android’s Google Play to

review the permissions for the application from there. Participants were asked to describe

each permission, what they believed it was used for, and indicate any concern or non-concern

for the application using that permission. Lastly, we asked participants if they would behave

differently with respect to mobile loan apps as a result of the interview. All the interviews

were audio-recorded and conducted in English, one of Kenya’s official languages [113]. The

full interview protocol and questions can be found in Section A.1 of the Appendix.
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3.3.3 Data Collection

We piloted our interview procedure with two participants and used their feedback to improve

the clarity of our interview questions. We used follow-up questions and deeper probing to

allow participants to offer more in-depth information [28]. All interviews were conducted

during July 2021. During that time, health precautions against the COVID-19 pandemic were

in place, and so we conducted interviews remotely using WhatsApp or direct phone calls,

depending on the participants’ preferences. Each participant was compensated either 2GB

worth of internet data or 125 minutes of call time — this was directly sent to the participant’s

phone number after the interview. The interviews lasted 21 minutes, on average.

3.3.4 Data Analysis

One researcher transcribed and independently coded seven hours of the interview recordings

from all participants, developing a primary codebook. To verify its consistency, a secondary

coder used this codebook to code half of the interview responses before inter-coder reliability

was calculated. Since a good reliability score was not achieved after the first round, the

two researchers met to collaboratively update the codebook. After the second round, high

agreement [115] (κ > 0.7) was reached, with the primary codebook used to discuss emerging

themes from the study across all the 20 interviews.

3.3.5 Limitations

Our study has several limitations. First, some participants were no longer using loan apps

and therefore, they might have been unable to remember some information about them.

While some context was lost during these interviews, we were also able to learn about why

they stopped using these apps. Even if the participant was no longer using the mobile loan

app, we were able to refresh their memory by directing them to Android’s Google Play to

review apps they previously used and the permissions requested by those apps.
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Another limitation is that this study focused on mobile loan app users on Android only.

Many of these apps are available on iOS, but due to the prevalence of Android devices in

Kenya [92] and the use of permissions, Android provides the best platform for investigation.

Future work may explore these applications on other mobile operating systems.

As is typical with interview studies, our recruited sample size was relatively small.

However, we performed open-coding on the collected data and noted that no new themes

were emerging after 15 interviews. We conducted an additional five interviews, and ulti-

mately ended data collection after 20 interviews due to saturation. Further, our results are

primarily qualitative, and the counts provided in the codebook available in Section A.2

of the Appendix only highlight prevalence of common themes. Thus, they should not be

interpreted as an attempt to generalize beyond our sample.

Our recruitment sample also skewed mostly young and educated participants. We do

not claim our results to be representative of the general population of Kenya. Further, as

is typical with interview studies, a possible lack of anonymity may limit the information

shared by participants [138]. To this end, we informed participants that their personally-

identifying information would not be recorded as part of the interview. Further, conducting

the interviews remotely may have helped in alleviating this concern. Lastly, our study was

only conducted with participants from Kenya, and additional work is required to study

mobile loan applications in other countries and contexts.

3.3.6 Ethical Considerations

This study was approved by our Institutional Review Board (IRB). We fully informed

participants about the purpose, duration, and associated risks of participating in the study. No

personally-identifying information was collected from participants, with all audio recordings

immediately transcribed and further de-identified after the interviews. Participants also had

the option to withdraw from the interview at any time.
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3.4 Results

In this section, we discuss the reasons for the usage of mobile loan apps in Kenya as well as

user understanding of the phone permissions they require, and following, we discuss user

concerns, tradeoffs, and behavior when using these apps. We do not report counts, and those

provided in Tables 3.4, 3.5, 3.6 only add weight to common themes or highlight unique

perspectives. However, they should not be interpreted as an attempt to make generalizations.

3.4.1 Reasons for Use of Mobile Loan Apps

Most participants use loans apps because of their quick loan disbursement coupled with

minimal paperwork required compared to traditional financial institutions such as banks. For

instance, P12 stated that “the good thing with Tala and Branch [is that] you get [the] money

instantly, it doesn’t even take, like, 5 minutes” while P16 indicated that mobile loan apps

require less paperwork and are quick in disbursing loans: “When you compare [loans from

the apps] with bank loans; where you will go to the bank, you will see the bank manager, you

will be given a form, you need to look for guarantors, you need to attach some particulars,

your contract if you are employed, your payslip number. You need to attach maybe your

previous three pay slips. You need to get maybe some ID, photocopy for the guarantors

and all that. So it may even take a month for you to access that bank loan. But for the

mobile loan apps, I can say that they are instant. So long as you are not listed [with a Credit

Reporting Agency], so long as you qualify, then you will just download the app, apply [and]

within five minutes maximum when you are on a good network and you meet the required

threshold, you will get the money. They are instant and they help a lot during emergencies.”

P11 similarly added that the quick loan disbursement from mobile loan apps is particu-

larly helpful during emergencies: “It’s quite helpful, especially when you have an emergency

as compared to other loans like [from] banks. Yeah, because [with] banks, they have so many

paperwork and processing time is not quite convenient when you’re having an emergency.”
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A few participants mentioned using mobile loan apps because of promotions or recom-

mendations, with P14 stating: “It was the most commonly used app on campus. Plus they

had this feature; if you refer [sic] someone and they used your code, [and] they apply for

their first loan and pay it [back], they give you 500.” P15 mentioned using loan apps because

of the convenience derived from their integration with existing mobile money services such

as M-Pesa: “It’s convenient; that linking between the app and mobile payment; because if

you can transact easily to M-Pesa and you know M-Pesa is widely used in Kenya; it’s an

advantage and also convenient.”

Overall, mobile loan applications appear to fill an important financial gap in majority

world countries by offering small loans to users that would otherwise be ineligible for loans

from traditional financial institutions such as banks. This is due to financial institutions

requiring formal credit history or collateral which a majority of these users seem to lack.

3.4.2 User Perception of their Credit Score Calculation

As loan apps vaguely mention that they compute users’ credit worthiness through data

collected from users’ smartphones via permissions, we asked participants how they think

their credit scores are calculated. Our results indicate that most participants do not know

how this is done, with a majority anticipating that their credit score is calculated over time as

they borrow and repay. For instance, P11 said “I’m not really sure but one thing I know [is

that] once you pay [back] on time, they will increase your loan limits.” Several participants

also speculate that the employment details they provide on sign up are used, with P7 stating:

“They ask for information on how much you earn and also the type of employment; are you a

business person? Are you employed? Is the employment permanent or contractual?”

A few participants anticipate that these applications check their credit score on Kenya’s

Credit Reference Bureau (CRB) [159] while others believe that the apps check their trans-

action history from their messages due to the prevalence of mobile money services. For

instance, P2 said: “I think they just check your M-Pesa messages like transactions, because
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among the first permissions you give them is your messages app.”

While several participants correctly allude to mobile loan applications generating their

credit scores from the data accessed from their smartphones either during registration or via

phone permissions [2, 57], a majority of participants are unsure about this process. This

suggests an opportunity for mobile loan applications to genuinely and transparently inform

users how their credit scores are calculated to increase trust. This could be through updates

to their privacy policies to detail how information is collected and used from users’ devices

or via transparent communication when requesting permissions.

3.4.3 User Understanding of Permissions

As understanding permissions’ usage is fundamental in protecting privacy when using mobile

apps, we asked participants to explain their understanding of the usage of each permission

required by their most frequently used loan app. Note that mobile loan apps indicate that

access to these permissions is required to calculate users’ credit scores. These results are

presented in Table 3.4. While participants generally have an idea of what some permissions

are used for, they do not understand the use of a majority of the permissions. Particularly,

most of the participants do not know what the telephone, storage and camera permissions

are used for by mobile loan apps, confirming prior research on general comprehension of

Android permissions in Western contexts [45].

Contacts A majority of participants believe mobile loan apps use their phones’ contacts to

follow up on their loan if they default, with P13 saying: “I think it’s because, once I default,

they can call those people.” As access to contacts allows the app to read all the contacts on

a user’s smartphone, this indicates that most users correctly understand how this permission

can potentially be used. Further, as we discuss under concerns in Section 3.4.4, this has

happened to some participants where their contacts are contacted when they default in loan

repayment, despite the app not mentioning that this information will be used in this manner.
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At the same time, a few participants incorrectly indicated that access to their contacts is

required for the app to contact the participants themselves. This is incorrect as the apps

contact users through SMS or their phone numbers captured from the registration process or

via the telephone permission, rather than through their contacts’ permission.

SMS Most participants believe that loan apps use the SMS permission to check financial

transactions on their phones (mostly because of the prevalence of mobile money services),

send them SMS reminders to pay back loans, or just know their frequently contacted people.

As the SMS permission can be used to read, send, or receive messages to or from the

user’s smartphone, most users once again provide reasons consistent with this. For instance,

P20 mentions that access to their SMS helps the mobile loan apps to calculate their credit

worthiness, inline with reasons provided by some of the mobile loan apps themselves [2,57]:

“Of course, in your phone, you have M-Pesa messages. They use part of that to gauge how

much they can give you and your ability to pay back.” However, P14 incorrectly mentioned

that access to their SMS is needed so that the app can send messages to their contacts: “For

messages, I think it’s because they usually spam your contacts if you don’t pay your loan.”

This is incorrect as these applications send messages directly to users’ contacts accessed via

the contacts permission, rather than through the participants’ SMS.

Telephone While a majority of participants do not know how the telephone permission is

used, a few believe it is required for the app to disburse the money to their phone through

mobile money services such as M-Pesa. Since this permission allows the app to determine

the device’s phone number, the app can indeed use this information to send money to

the participant’s phone number. However, it is evident that users seem unaware that this

permission can allow the app to make phone calls, see ongoing call status, redirect calls, and

even edit call logs on their smartphones. Further, this permission can be misused to monitor

a user’s phone habits and even make calls without the user’s consent.
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Table 3.4: Permissions’ Use by Mobile Loan Apps.

Permission Permission’s Actual Use What Participants Mentioned

Contacts Read & edit contact list
Call/SMS users’ contacts for defaulting (17)
Access or confirm guarantors (3)
Call users (2)

SMS Read, receive, and send SMS

Check transactions (10)
Send SMS reminders to pay (5)
Know frequently contacted people (4)
Check defaults for other loans (2)
Phone verification (2)
To send messages to users’ contacts (1)
Send users news updates (1)
Promotional texts (1)

Telephone Access phone no. & network info

Don’t know (5)
Used to send the users money (3)
Reminder calls (3), Track users (2)
Confirm phone ownership (2)
Check frequently contacted people (1)
Check phone type (1), Call users’ contacts (1)
Promotional calls (1)

Location Access location
Track users (14)
Confirm against user-supplied location (5)
Don’t know (2), Customize services (1)

Storage Access files, media, or photos

Don’t know (12)
For installation or storage of install files (3)
Install backdoor (1)
Access files (1)
Check other apps on the phone (1)

Camera Take photos & record video

Don’t know (7)
Take photo or upload documents (6)
Assess users’ ability to pay from looks (3)
Spy on users (1)
Track users (1)

Calendar Read & edit calendar events

Know users’ pay date (5)
Record keeping (2), Locate users (1)
Know borrowing date (1)
Don’t know (1)

Microphone Record audio
Talk to an agent via the app (2)
Don’t know its use (2)
Record users (1)
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Location An overwhelming majority of participants believe that access to their location is

used by mobile loan apps to track them or confirm the location that they self-report during

sign up. For instance, P18 stated that “location is for tracking you if you don’t pay” while P8

added that “when registering, you normally say I live in this [place] or I am in this [place];

so they want to confirm whether it’s true or not.” Since access to location can allow the app

to access the phone’s location through GPS, cellular data or WI-FI, most participants seem

to correctly know the potential usage of this permission. Only a few participants indicated

that they did not know how mobile loan apps use this permission.

Storage While the storage permission can allow an app to access and modify media,

photos, and other files on the phone’s memory, most participants do not know the use of

this permission to mobile loan apps. Only P18 mentioned that this permission allows the

app to access files, for example their payslip that might be stored on their phone. A few

participants incorrectly mentioned that this permission is required for the app to install on

their device. This is wrong as applications do not require access to this permission to be

installed. P1 wondered how the loan is related to their phone’s storage: “How is my storage

going to help? The money is not going to eat up my storage. That’s so funny.”

Camera While most participants do not know what the camera permission is used for

by mobile loan apps, several correctly indicated that it is required to capture and upload

photos among other documents that might be required as part of the loan application process.

Interestingly, most of these participants indicated that the camera can also be used to secretly

capture and upload their photos to the loan apps when they are unable to pay back loans,

with P20 saying: “For the camera, I think as long as you have the app installed and probably

you don’t pay their loan, I think they use the camera to take a picture of you unknowingly,

and probably put it out there so that they can shame you.”
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Calendar Most participants believe that access to their calendar can help the mobile loan

app determine their pay dates, with P1 saying that they “think the reason is to know when

you usually get your money.” While this is technically correct if users have saved their pay

dates on their calendar, this access also allows the app to create, edit, and even delete events

on the smartphone’s calendar which participants did not mention. P12 was apprehensive

about the use of their calendar: “Honestly, I would ask you the same question. Why do they

need my calendar? It’s not like my calendar is the one that’s going to pay for the defaulted

loan. So why do they need it? It doesn’t make sense.”

Microphone For the five participants whose commonly used loan app required access to

their microphone, a majority correctly mentioned that the microphone can be used to either

speak to an agent via the app or record them. Only few participants were unsure about its use

to the app, with P10 saying: “I am not sure why they access my microphone because there

is nothing that requires the microphone when using the app that I have ever experienced.”

Overall, while users seem to have a good idea of how some of the permissions are used,

they either do not know or have incorrect understanding of how most of the permissions

are potentially used. This confirms prior work [45, 79] that has shown that users generally

struggle to comprehend Android permissions, despite vast design improvements [1].

3.4.4 User Concerns with Mobile Loan Apps

When asked about concerns they had with mobile loan apps, participants provided diverse

responses ranging from high interest rates to privacy concerns. These are discussed below.

Concerns with Loans A majority of participants were concerned about the high interest

rates that are charged by mobile loan applications when offering loans, with P1 saying “their

interest [rate] is so high, as much as 20 %.” P9 added that “comparing them to maybe banks

or SACCOs, or any other financial institutions, you find that their interest [rates] tend to

be extremely high.” Several participants further complained about growing interest rates
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or penalties when they fail to repay the loans on time, with P16 saying “they do increase

their loan if you default to pay within an agreed period of time.” Other concerns relating to

loans mentioned by participants include the short repayment period offered, with P8 stating

that “the duration required for payment is usually not that sufficient.” Some participants

complained about these applications deducting interest upfront before disbursing the loans to

them, while one participant said that the loan amounts offered by these apps are negligible.

These results suggest the need for regulation of mobile loan applications. Unlike

traditional financial institutions such as banks which are well regulated in terms of their

interest rates and other repayment terms, mobile loans apps are relatively new and lack

proper regulations. This unfortunately leads them to exploit vulnerable customers who are

unable to secure loans from traditional financial institutions due to a lack of collateral or

formal credit history. Fortunately, promising regulations are starting to emerge for example

in Kenya [112], to protect users of mobile loan applications.

Concerns (and Lack Thereof) with Permissions After participants had reviewed all the

permissions required by their most commonly used mobile loan application, we asked them

which permissions were concerning and non-concerning to them. Table 3.5 summarizes

the permissions participants were concerned about. Almost all participants were concerned

with these apps’ access to their contacts, with a majority uncomfortable with these apps

contacting and harassing their contacts when they default. For instance, P1 stated: “They

will start calling your parents or they’ll start calling your brothers and sisters because

they’ve got your contacts. They’ve seen whatever the contacts that you have, they just call

anyone, even someone that is not into that business of you borrowing or not borrowing.

They will tell them that this person has taken money from us, he is stealing from us. So you

get [that] they’ve tainted your name trying to blackmail you so that you can pay back their

money, as much as your intentions were not to steal.”

P8 was particularly worried about their contacts getting threatened when they default
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Table 3.5: Concerning Permissions of Loan Apps.

Permission Reasons For Participant Concern

Contacts

Contacts not involved in loan procurement (9)
Name defamation by calling contacts (5)
Contacts will be threatened upon defaulting (5)
Only guarantors should be contacted (4)
Contacts will be tracked (1)

Camera
App will use it to spy on participants (3)
Don’t know its use to the app (2)

SMS App will read participants’ private messages (2)

Location App will track participants (2)

Storage
App will misuse storage (1)
Don’t know it’s use to the app (1)

in repayment, even though most of these contacts are not provided as guarantors for the

loan: “They get in touch with them and threaten them, telling them to ask the loan applicant

to pay the amount or they will access that person’s phone and deduct that amount from

them; and yet, you hadn’t listed that person as a guarantor.” P11 narrated how one app

contacted their father-in-law when they once defaulted, making them embarrassed: “They

called my father-in-law. Do you know someone called [participant name?] Remind her to

pay our loan worth [Ksh.] 6 000. Then they also sent him countless messages. I felt bad and

embarrassed. I had to apologize to my father-in-law.”

Several participants were worried about getting spied on because of these apps’ access

to their camera, with P12 saying “I feel like I am being spied on.” Some participants also

indicated concern with access to their location due to fear of being tracked while some other

participants were concerned about these apps reading their private conversations through the

SMS permission. For instance, P15 asked “why would they want to read my messages?”

Table 3.6 shows the permissions that participants were unconcerned about. Surprisingly,

several participants said they were not concerned with these apps’ access to their storage,

telephone, and camera permissions as they did not understand what these permissions are

used for by the loan app. For instance, P19 said they were unconcerned about storage because
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Table 3.6: Non-Concerning Permissions of Loan Apps.

Permission Reasons For Non-Concern

Location
Used to verify geographical eligibility (3)
Participant can easily move (3)

Storage
Don’t know its use to the app (5)
Required for the app to install (1)

Camera
Don’t know its use to the app (2)
Necessary to upload photos or documents (1)
Remove the app immediately after use (1)

Telephone
Don’t know its use to the app (2)
App has it already (1)

Calendar
Nothing important stored on calendar (1)
Don’t know its use to the app (1)

Contacts
Contacts are publicly available (1)
To confirm the guarantors provided (1)

SMS
Have no private messages in SMS (1)
Comfortable receiving app’s messages (1)

Microphone Never used the mic in the app (1)

they “don’t know the reason for allowing the permission” while P4 was unconcerned about

“telephone because I have not really understood why they need that.”

Several participants indicated being unconcerned with access to their location as they

believe it’s a legitimate way for the mobile loan applications to follow up with them if

they default in repayment of the loan. For instance, P13 stated: “I don’t think they have

collateral; if you fail to pay them and disappear, they will undergo a loss. So I really think

that the location [permission] is okay. You can’t just take a loan and decide to disappear. I

think this is a good technique on how they can follow up on the loan.”

Generally, the few participants that were unconcerned with loan apps’ access to their

contacts, camera, and storage permissions believed these apps had legitimate reasons to

access this data. For instance, P2 was okay with access to their contacts as they believe this

would provide a valid way for the app to access the guarantors provided for the loan: “I

understand when they want to access your contacts because they probably want to check if
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the guarantor’s name is legitimate, [and] if the [guarantor’s phone] number is working.”

At the same time, some participants were unconcerned with access to certain permissions

if they believed they had workarounds to secure their privacy or had no private information

on their devices. This was particularly the case with calendar and SMS permissions whereby

P7 mentioned they do not have anything important on their calendar nor any private messages

in their SMS. P20 was unconcerned with access to their camera as they immediately uninstall

the app after use, while some participants were unconcerned with access to their location as

they can move to different places anytime to avoid getting tracked by these applications.

Generally, these results indicate that users have several privacy concerns regarding access

to their data via permissions by loan apps. Similar to prior research [11, 12], users seem

more concerned about access to their contacts, but less so with their storage. However, they

are willing to grant access if they believe the permissions are legitimately required by the

app. This suggests a need for loan apps to strictly request permissions that are necessary to

their operations. Further, they need to transparently indicate the reason for requiring each of

the permissions, perhaps at the time of requesting this access.

Security and Privacy Concerns Besides concerns with permissions, participants men-

tioned additional security and privacy concerns with these apps. Some participants were

concerned about their private information being shared with third parties as part of the loan

recovery process, with P9 saying that “in the case whereby you don’t pay the loan on time,

they tend to give your information to some third parties.” P20 was worried that these apps

provide no option to delete their information: “One thing I don’t like is that they don’t give

you an option to opt out and for them to sort of delete or do away with your data.” P19 on

the other hand was worried that they do not know how their information is used: “All that

information, how it is used or where it goes, I don’t know.”

Other Concerns Apart from security and privacy, more than half of participants were

concerned about borrowing addiction or temptation from easy access to loans provided by
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mobile loan apps. P19 described how they have to constantly borrow from some other loan

apps just to pay off loans from other mobile loan apps: “You are ever in a debt cycle; you

have to borrow from this one app to repay this app before the time expires, and then the

cycle continues that way; you borrow from this app, pay the other app, borrow again. The

time comes, borrow from this app, pay again. And then the cycle continues that way.”

Lastly, some participants indicated concern with getting listed with Kenya’s Credit

Records Bureau (CRB) [159] upon defaulting, limiting their ability to procure loans or even

get employed in future. For instance, P9 stated: “When you don’t pay back, definitely they

register you with CRB. Yeah, so of course when you are registered with CRB, you know, you

can’t access any other loan anywhere.”

Public outcry about the misuse of CRB’s Credit Information Sharing system by mobile

loan applications led the Central Bank of Kenya to temporarily suspend mobile credit

lenders from listing customers who had defaulted in loan repayment to CRB from April

to September, 2020 [55]. To be allowed to report customers that default, mobile loan

companies must now meet certain stipulations including detailing their technical staffing

as well as credit providers [96]. This has been a promising step in alleviating some of the

concerns relating to CRB mentioned by some of our participants.

3.4.5 Privacy vs Loan Tradeoffs

After reviewing all the permissions required by their most commonly used mobile loan

app, we asked participants if they were comfortable granting these apps access to all

these permissions. Half of the participants were uncomfortable, but would still grant the

permissions in order to procure the loans. For instance, P1 said that “the funny thing is

when you need money, you won’t care about privacy issues” while P13 added that they

were worried they would be denied the loan if they did not grant access to all the required

permissions: “Sometimes I’m not comfortable, but sometimes you see, you might disagree

and then they might not give you the loan.” P11 was unsure what these apps do with all
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the access they have to their information: “You don’t know what they want to do with them

[users’ data]. But again, they say desperate times call for desperate measures. You need

the cash, you don’t have an alternative.” P16 was unaware these apps had that much access

to their data: “So I had no idea and I had no otherwise because I was in need of money”

while P2 added that they would not grant any of the permissions if they had a choice: “If it

were up to me, I wouldn’t even give them access to anything.”

3.4.6 User Behaviour and Suggestions

At the end of the interview, we asked participants if they would do anything differently with

mobile loan apps as a result of the interview. We further asked if they had anything else they

wanted to share about these apps. Several participants indicated that they would either avoid

these apps all together after learning about the access they had via permissions, or would be

more careful when using them in future. P4 was shocked about how much sensitive data

these apps accessed, saying they would not use them again: “ I don’t think I will go back to

using the mobile loan apps once I have learned about all the access that they require.” P13

said they would do some research around the permissions required by these apps: “I will try

to research about the permissions because I really didn’t know about them.”

Some participants indicated a need for loan apps to be regulated when asked to share any

additional thoughts. P20 acknowledged the convenience they bring but mentioned a need for

regulation of their interest rates and data collection practices: “Apart from the convenience

they bring, if something probably could be done in terms of regulation; on how to go about

let’s say regulating them in terms of their rates; because they have pretty high interest rates.

Then again, something about controlling the amount of data they can access from you.”

P15 suggested the need for data protection regulations in Kenya, similar to Europe,

to prevent mobile loan apps from accessing more data than they need:“I don’t know who

controls issues of data privacy in Kenya or anywhere else, I probably should think they should

have control. Like we have issues of GDPR in Europe. If they have that implementation in
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Kenya, it would be good, because I think they are accessing more than what they need.”

Overall, while these results show that mobile loan apps provide quick and useful loans

to many borrowers in Kenya who lack access to credit from other financial institutions,

they highlight several privacy and security concerns that these applications pose to the

sensitive user data they collect as part of verifying customers and ensuring loan repayment.

Specifically, these applications need to transparently and accurately inform users how they

collect, use, and secure their data, perhaps through updates to their privacy policies. They

can also offer transparent explanations of the use of run-time permissions when they request

them. Further, these apps need to be regulated, similar to other financial institutions such as

banks, to prevent them from exploiting their customers e.g. through high interest rates.

3.5 Discussion and Conclusion

In this study, we explore user concerns, tradeoffs, and behavior with emerging mobile loan

applications in the majority world through semi-structured interviews (n = 20) with users of

these apps in Kenya. Generally, we find that most users have privacy concerns with these

apps. However, they often overlook these concerns in order to procure loans.

3.5.1 Importance of Loan Apps in the Majority World

Our results highlight the important financial gap that mobile loan applications seem to fill in

majority world countries. As many people in these populations remain unbanked often with

no formal credit history or collateral, mobile loan applications provide their best chance to

access credit that can be used to meet their personal financial needs or fund their enterprises.

Therefore, with proper legal frameworks, for example those used to regulate other players in

the financial industry such as banks, these applications can improve financial inclusion in

these communities while not exploiting their customers, for example through high interest

rates or misuse of their data. Such regulations are promising, and are already being discussed

and advanced in countries such as Kenya [112].
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3.5.2 Concerns with Mobile Loan Apps

Despite benefits in enabling many unbanked people access loans, our interviews reveal

strong resentment from users towards these applications from a privacy perspective. This

is because these apps collect significant sensitive user data through phone permissions as

part of verifying and generating users’ credit scores. At the same time, they seem to either

misuse or fail to accurately inform users how this data is used, with some participants

mentioning that their contacts are called when they default in repayment, despite the apps

not mentioning they will use their data this way. This is contrary to what most mobile

loan applications postulate, with the founder of Tala, a popular loan app, claiming that

users have no privacy concerns with Tala [2]. To this end, mobile loan applications need to

transparently inform users how they collect, use, and secure their sensitive data. This can be

through improvement of their privacy policies to detail why they collect and how they use

different data from their users, instead of vaguely stating that the data is used to calculate

users’ credit worthiness. Relevant government and industry regulation can play a big role in

enforcing this, as similarly recommended by Bowers et al. [19] for mobile money services.

3.5.3 Privacy versus Loan Tradeoffs

While a majority of participants indicated privacy concerns with mobile loan applications,

most of them overlook these concerns to procure loans. This is not surprising as prior

work [58, 146] suggests that users tend to choose convenience over privacy or security.

Nonetheless, consequences from privacy malpractices by some of these applications can be

far reaching. For instance, when these applications call users’ contacts without informing

them, they breach the privacy of the users themselves as well as their contacts’ who were not

even involved in procuring the loan in the first place. Therefore, application markets should

consider removing applications that outright invade users’ privacy from their stores. A good

starting point would be regularly checking user reviews for these apps on their platforms,

and investigating and possibly removing applications that seem to infringe on users’ privacy.
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3.5.4 (Mis)understanding of Permission Use

Despite design improvements for Android permissions [1], we find that many users still

misunderstand or do not know what certain permissions are used for by loan apps, confirming

prior work [45, 79] on general comprehension of Android permissions. Particularly, most

users do not understand what the telephone and storage permissions are used for. Strikingly,

users seem unconcerned with access to these permissions because of being unaware about

how they are used. Nonetheless, Android should consider using permission names that are

more easily understood by users, as users seem to better understand permissions such as

contacts, SMS, and location, perhaps more so than storage and telephone.

3.5.5 User Education

After learning about the sensitive data that mobile loan applications access on their smart-

phones, several participants indicated they would either avoid these applications all together

or would be more careful when using them in future. This suggests that educating users

about security and privacy is a promising way to guide them towards better security be-

haviour. This could be through trainings at institutions as well as using advocates to create

more security awareness, as recommended by Haney and Lutters [56].

3.5.6 Over-privilege of Mobile Loan Apps

Prior work [9, 76, 81] has shown that a majority of mobile applications request unnecessary

permissions either to gather valuable user data or because of developer errors. Similarly,

our study finds that the most common mobile loan applications in Kenya collect significant

sensitive user data through phone permissions, with the most common loan apps requiring

access to users’ contacts, SMS, location ,and storage. While they claim to use this infor-

mation to calculate users’ credit worthiness [2, 57], some of these apps end up misusing

this information. While prior work [177, 178] recommends that mobile applications should

provide contextual information when requesting run-time permissions to improve trans-
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parency, our results suggest that loan app users’ motivation to get loans far outweighs their

privacy concerns. Therefore, application markets can once again play an important role by

investigating and removing invasive apps from their stores to protect the privacy of not just

loan app users, but all their users in general. Mobile loan app developers, on the other hand,

should follow the least privilege approach recommended by Android [1] and only collect

user data that is necessary to their operations.

3.5.7 Recommendations

Our results highlight concerns, tradeoffs, and behaviour with emerging mobile loan ap-

plications in the majority world, and we offer recommendations to regulators, application

markets as well as the broader research community to protect the security and privacy of this

largely understudied user group. Local law-makers should particularly enact laws, similar to

those that regulate other financial institutions such as banks, to prevent users from getting

exploited with these applications for example via high interest rates or unreasonably short

repayment periods. They should also create relevant data protection laws to protect users.

Application markets should consider automated ways to check user reviews of applications

on their stores with the goal of detecting apps that are malicious or violate users’ privacy.

Once flagged, these applications can be further investigated and removed from the stores if

they indeed are privacy-invasive or pose security risks to their users as well as their data. As

part of future work, other researchers can statically and dynamically analyze the applications

we have identified to determine if they engage in security best practices to further protect

users; this was outside the scope of our study.
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Chapter 4: Security and Privacy Challenges and Advice at Cybercafes in Kenya

This chapter details security and privacy challenges and advice at cybercafes in Kenya. As

the Kenyan government moves to digitize most government services, many people have

increasingly turned to cybercafes to access essential services as ownership of personal

computers remains relatively low in Kenya [25]. However, the use of public computers

can introduce a lot of security and privacy challenges and risks for users. To explore these

challenges and risks, we conducted n = 36 semi-structured interviews at cybercafes in

Kenya: n = 14 with cybercafe managers and n = 22 with cybercafe customers.

Despite the fact that cybercafes serve a crucial role in Kenya e.g., by enabling access to

government services, we find that most customers face challenges with computer usage as

well as security and usability challenges with account creation and password management.

As a workaround, customers often rely on the support and advice of cafe managers who

mostly direct them to use passwords that are memorable, e.g., simply using their ID numbers

or names, leaving them vulnerable to password guessing attacks. These results suggest

the need for more awareness about phone-based password managers, as well as a need for

computer training and security awareness among these users. There is also a need to explore

security advice beyond Western peripheries to support the safety of broader populations.

This chapter is based on work originally published at the 44th IEEE Symposium on

Security and Privacy [103]. I have permission from my coauthors and publishers to use this

work in my dissertation. Copies of all copyright permissions are in Appendix D.2.

• Collins W. Munyendo, Yasemin Acar, and Adam J. Aviv. “In Eighty Percent of the

Cases, I Select the Password for Them”: Security and Privacy Challenges, Advice, and

Opportunities at Cybercafes in Kenya. In Proceedings of the 44th IEEE Symposium

on Security and Privacy, Pages 570-587, San Francisco, CA, USA. May 2023 [103].

Distinguished Paper Award.
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I came up with the idea for this project, designed the interview protocol, performed

initial pilots, collected the data, analyzed it, and wrote the paper. Miles Grant assisted

with secondary qualitative coding, while Karen Sowon and Animesh Srivastava provided

feedback on the interview protocol design. My co-authors provided a lot of feedback

throughout the research process, from ideation all the way to writing the manuscript.

4.1 Introduction

Cybercafes are privately-operated facilities with computers, printers, and other equipment

where customers pay to access the Internet and perform other computer-related tasks [154].

Quite popular in the early days of the Internet when broadband internet access was less

common, cybercafes have recently fallen out of favor in Western countries as personal

computers with Internet access in the home become ubiquitous. In majority world countries,

however, cybercafes remain an extremely common way for many users to access the Internet

and other digital services as ownership of personal computers remains relatively low [10].

In Kenya, the government recently transitioned to an e-government portal called eCit-

izen [39] to improve service delivery. This portal provides a one-stop electronic access

to common government services including immigration, drivers’ license application, and

renewal, among others. However, only around 8.8% of the 12 million Kenyan households

own a computer or laptop [25]. Most Kenyans have thus turned to cybercafes to access these

services. Many of these users may have never used a computer and likely face significant

challenges, including computer usage, account creation, and password management.

In this study, we explore the most common services accessed at cybercafes in Kenya as

well as the challenges, particularly related to security and privacy, that customers encounter

at these facilities. We are also interested in exploring the security and privacy advice and

support offered by cybercafe managers to their customers. More specifically, we seek to

answer the following five research questions:

RQ1: What are common services that are sought or provided at cybercafes in Kenya?
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RQ2: What security and privacy challenges do customers encounter at cybercafes?

RQ3: What security and privacy advice and support is provided at cybercafes and how does

it impact cybercafe customers’ digital security and privacy?

RQ4: What advice do users in Kenya consider important for staying safe online?

RQ5: What are general security and privacy concerns and practices at cybercafes in Kenya?

To answer these research questions, we conducted n = 36 semi-structured interviews at

cybercafes in Kenya: n = 14 with cybercafe managers and n = 22 with cybercafe customers.

To recruit participants, one researcher, who is a native Kenyan, visited 14 cybercafes in

Nairobi, Kenya in July 2022. The researcher made efforts to visit diverse cybercafes located

in Nairobi’s Central Business District and in residential areas. As most cafe managers and

customers were busy, only five non-recorded interviews with managers were conducted

on-site. For the other participants, the researcher collected their contacts and conducted the

interviews remotely through direct phone or WhatsApp calls at times that were convenient

to the participants. These interviews were all conducted between July and September, 2022

and were audio-recorded and transcribed with permission from the participants.

We asked cybercafe managers to detail the equipment at their facilities, including the

number of computers and OS update practices, followed by services that customers most

commonly use along with any challenges they encounter. We then asked the managers about

the advice and support they offer to their customers and any standard practices they have at

the cybercafe to protect customers’ security and privacy. Lastly, we asked managers about

their top three advice for staying safe online, similar to prior work [23, 71]. For customers,

we asked about the services they use at the cybercafe, as well as any challenges they faced.

Afterward, we also asked them to share any security and privacy advice they have received

at cybercafes, followed by advice they consider important for staying safe online.

Our results indicate that cybercafes continue to play a critical role in the majority world

by allowing many people to access printing, government, and other internet services. In
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Kenya, most customers use cybercafes because they do not have access to personal computers

or printers, and rely on the assistance from cafe managers to complete computer-related

tasks. Yet, customers experience significant usability and security challenges around general

computer usage, online account creation, access, and recovery. Password management

is particularly challenging for many customers who experience difficulty selecting and

recalling passwords across accounts, leading to many getting locked out of their accounts.

Most customers rely on advice and support from the cybercafe managers when navigating

these challenges. Many customers are novice computer users, at best, and tend to regularly

forget their passwords and sometimes even emails used to register their accounts. The

managers end up selecting passwords for them that are easy for the customer (and the

manager) to remember, such as customers’ national ID numbers, names, children’s names

or some combination of these. Some managers directly manage the account passwords for

some of their customers, with one manager using the same password for all their customers.

Unlike security and privacy advice in Western contexts [23, 71], we additionally find that

the most important security and privacy advice in Kenya centers around the use of public or

shared computers, with most managers and customers indicating that logging out of their

accounts after using these facilities is their top advice for staying safe online.

As a community, we need to consider the security and privacy needs of broader user

classes, rather than designing all solutions for Western contexts. For example, while several

managers and customers do not saving passwords in the browser of public computers to

protect themselves, it is still critical to explore alternative ways of password management

that better fit these users’ needs. Current password managers, either browser-based or

third-party, are not good fits but mobile phone-based password management offers some

promise as phone usage is high. At the same time, device-sharing is common, complicating

such solutions. We explore these challenges, offer recommendations, and suggest promising

areas for future work, including general computer training and security awareness as well as

the need for research on security and privacy advice beyond Western contexts.
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(a) Customers Using Computers in a Cybercafe. (b) A Customer Receiving Assistance in a Cafe.

Figure 4.1: Customers at Different Cybercafes Located in Nairobi, Kenya, in July 2022.

4.2 Background on Cybercafes in Kenya

A cybercafe, also known as an internet cafe, is a facility typically equipped with computers,

printers, and other equipment where customers pay to access the Internet, play online games,

edit, scan, photocopy, and print documents among other computer-related tasks [154]. The

first cybercafe, known at the time as cyberia, is believed to have been established in London

in the United Kingdom in 1994 [68]. It became an instant success as the Internet was still in

its early days and most people did not own personal computers or laptops. More cybercafes

were subsequently established in other places and countries around the world. However,

recent ubiquity of the Internet coupled with the proliferation of personal computers have led

to a rapid decline of cybercafes, particularly in Western countries.

While smartphone adoption and usage has been growing in majority world countries [4],

many people in majority world countries still do not own personal computers or laptops,

with only an estimated 7.7% of households in Africa owning a computer in 2019 [10].

Coupled with growing social media adoption as well as digitization of government services,

many users in this region are increasingly relying on cybercafes to access essential services.

54



Kenya is one of the countries in Africa that have recently transitioned to an e-government

portal to “hasten service delivery, reduce transaction costs and safeguard revenue” [3].

Known as eCitizen [39], the portal provides access to essential government services including

immigration, land transactions, business registration, and motor vehicle purchase, and

registration. To use eCitizen, users create an online account on the portal, fill out the relevant

forms, make the required payments and print the filled forms before finally presenting

them to the relevant government department. This portal stores a significant proportion of

sensitive user information, including their identification and passport details, date of birth,

address, and their personal details. It is therefore imperative to protect these accounts.

However, with only about 8.8% of 12 million Kenyan households owning a computer,

laptop or tablet [25], a large proportion of Kenyans have turned to cybercafes to access

these essential government services (examples of cybercafes in Nairobi, Kenya, are found in

Figure 4.1). Even those that own computers often do not have printers at home and usually

visit cybercafes whenever they have to print, scan, or photocopy documents outside of work

or school. Further, some cybercafe customers are novice users and have never previously

used a computer nor created an online account, and face significant challenges throughout.

It is the goal of this research to understand the challenges encountered by cybercafe

users, particularly those related to security and privacy or account management, and the

advice and support that these users receive at the cybercafe from other customers and

the cybercafe management. We also seek to understand the impact of this advice on the

customers’ security and privacy perceptions and practices at the cybercafe and beyond.

4.3 Methodology

We conducted n = 36 semi-structured interviews with Kenyan cybercafe customers and

managers to explore security and privacy challenges and practices at cybercafes: n =

14 interviews with cybercafe managers (M01-14) and n = 22 interviews with cybercafe

customers (C01-22). We also investigated the scope and nature of advice that is provided
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to customers at these facilities and its impact on their security and privacy actions and

perceptions. In this section, we describe our recruitment procedure and interview script

followed by our approach to data analysis. Finally, we discuss limitations and ethics.

4.3.1 Recruitment and Demographics

To recruit participants, one researcher, who is a native Kenyan, visited 14 cybercafes

in Nairobi, Kenya in July 2022. Additional participants were recruited through snow-

balling [52] where participants recommended other potential participants that have previ-

ously or currently use, work, or own cybercafes in and around Nairobi. We made all efforts

to diversify our sample, with the researcher visiting cybercafes located both in Nairobi’s

Central Business District as well as in residential areas. We had a total of n = 36 participants,

n = 14 cybercafe managers and n = 22 cybercafe customers.

Participants had to be at least 18 years old and previously have or currently use, own,

or work at a cybercafe in Kenya. Most of the cybercafe managers own the cybercafes (10

were owners while 4 were employed there) and had between one to five years of experience

owning or working at the cafe. While most of the managers were men aged between 26

to 30 years, we had an even split between men and women participants for the customers.

Most customers were young and between 18 to 25 years. Tables 4.1 and 4.2 summarize the

cybercafe managers’ and customers’ demographics.

4.3.2 Interview Procedure

The interview procedure centered around the research questions outlined in Section 5.1. The

protocol was also informed by prior studies that explored security and privacy where users

share computing facilities, such as libraries in the US [37,91], and research on users that rely

on others for digital assistance, for example newly resettled refugees in the US [145]. Similar

to studies that have investigated security and privacy advice [23, 71], we also explored the

security and privacy advice that participants in Kenya consider important for staying safe
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Table 4.1: Demographics of Cybercafe Managers.

No. %

Gender Women 3 21.4
Men 11 78.6

Age 18 - 25 2 14.3
26 - 30 5 35.7
31 - 35 4 28.6
36 - 45 1 7.1

Own Cybercafe Yes 10 71.4
No 4 28.6

Cybercafe Experience Less than a year 3 21.4
1 - 5 years 9 64.2
Over 5 years 2 14.3

Education College 6 42.9
Bachelors 7 50.0
Masters 1 7.1

Bachelors and Masters degrees in Kenya are offered by uni-
versities, with colleges mainly offering vocational training.

online and how this compares to Western perspectives. The full interview procedure is

available in Appendices B.1.1 and B.1.2.

Cybercafe managers were interviewed first as a way to broadly explore general practices

at cybercafes. We began by asking managers general questions about their experience level

with cybercafes, the number and type of equipment in their facilities, and how often these

devices are updated. We then inquired about common services that users typically seek,

along with any challenges they face. Following, we asked them to detail any assistance

and advice they offer to their customers, both generally as well as relating to security and

privacy, if they did not mention it themselves. We then asked for their top three security

and privacy advice for staying safe online and if they had any standard practices at their

cybercafes to protect customers’ security and privacy.

For the cybercafe customers, we first asked them to state their reasons for using cy-

bercafes and what they like and dislike about using cybercafes. We inquired about how

57



Table 4.2: Demographics of Cybercafe Customers.

No. %

Gender Women 11 50.0
Men 11 50.0

Age 18 - 25 15 68.2
26 - 30 6 27.3
31 - 35 1 4.5

Own a Computer Yes 16 72.7
No 6 27.3

Employment Employed 7 31.8
Not employed 14 63.6
Prefer not to say 1 4.5

Education High school 7 31.8
College 4 18.2
Bachelors 9 40.9
Masters 1 4.5
Prefer not to say 1 4.5

frequently they visit cybercafes, along with factors they consider when selecting a cybercafe.

Following, we asked them to describe any challenges they have faced when using cybercafes

and any assistance they received, both generally and specifically relating to security and

privacy. Similar to the managers, we also asked for their top three advice for staying safe

online. Lastly, we asked customers questions about their mobile phone usage, including the

websites they access, whether they share their devices with others, and any authentication

they use to protect access to their devices.

4.3.3 Data Collection

The study was piloted twice. Foremost, two cybercafe managers in Kenya participated in

two separate preliminary interviews conducted through WhatsApp calls. After an iteration

based on their feedback, two mock interviews were conducted with qualitative researchers,

with each acting as a cybercafe manager and customer. Based on that feedback, we added

more branching questions and deeper probes to the interview questions [28].
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One researcher, a Kenyan native, visited 14 cybercafes for recruitment and data collection

in Nairobi, Kenya in July 2022. Nearly all cybercafes were small, containing between 1-

to-10 computers (one had 20 computers) that were all running Windows. Two cybercafes

also had CyberCafePro [33] to help manage user sessions and payment. A majority of the

cybercafes had one or two printers, with only three cybercafes having more than two.

Five non-recorded interviews with managers were conducted on-site. However, since

most of the managers and customers were busy using the cybercafe services or assisting

customers, the researcher collected their contacts and conducted recorded interviews later

at their convenience through WhatsApp or phone calls. These interviews were conducted

between July and September 2022. Each participant was compensated with 2 GB of internet

data or 125 minutes of call time for participating. On average, the cybercafe manager

interviews lasted 41 minutes while the customer interviews lasted 30 minutes.

All interviews were audio-recorded except five on-site interviews with cafe managers

who were uncomfortable being recorded at the cybercafes; the interviewer took notes.

While all interviews were conducted in English, one of Kenya’s official languages [113],

participants occasionally provided responses in Swahili. These were translated to English

during transcription by the Kenyan researcher who is fluent in both languages.

4.3.4 Data Analysis

We qualitatively analyzed the interview transcripts and notes using open-coding tech-

niques [132]. One researcher independently coded all the interview transcripts from cyber-

cafe managers and customers to develop a primary codebook. A secondary coder then used

this codebook to independently code half of the interviews from the cybercafe managers

and half of the cybercafe customer interviews. Throughout the process, the two researchers

frequently met to resolve coding differences and update the codebook. The researchers also

used these meetings to discuss broader themes emerging from the study [99]. The results

in Section 5.3 are based on the primary codebook available in Appendix B.2. Due to the
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qualitative nature of this work, we do not report counts to avoid implying generalizability.

Instead, we use quantifiers such as most and few to show the prevalence of common themes.

4.3.5 Limitations

Our study has several limitations. Foremost, our sample size is relatively small, urban, and

limited to participants that agreed to participate. A few potential participants, particularly

managers, declined to take part for various reasons, including being busy or concerns about

leaking competitive information. While we do not claim our results to be fully representative

— there are likely themes that we could not capture due to the size or recruitment of the

sample — we argue that the themes we did identify are likely common and relevant at

cybercafes in Kenya, and potentially other regions with similar demographics.

This study may also suffer from social desirability bias where participants try to look

more favorable to an outside observer, particularly if that behavior may cast them in a poor

light. We tried to mitigate this by encouraging participants to be honest throughout, citing

that we were not testing their knowledge but simply interested in their honest thoughts and

real practices. Our results suggest participants were forthcoming, with some participants

going as far to share what may be considered unflattering behavior. A few managers, for

instance, admitted they do not “interrupt” customers when they are facing challenges so that

they can spend more time and ultimately more money at the cybercafe.

Lastly, the top security and privacy advice reported by cafe managers and customers

could be attributed to these users’ reliance on public computers. Despite cafes’ popularity,

more work is needed to explore security and privacy advice in Kenya beyond cybercafes.

4.3.6 Ethical Considerations

This study was approved by both our Institutional Review Board (IRB) and the National

Commission for Science, Technology, and Innovation (NACOSTI) [109], the body that

oversees and approves research activities in Kenya. We fully informed participants about
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the purpose of the study, its duration, and any anticipated risks. Participants were also

free to withdraw from the study or not respond to any uncomfortable questions without

any consequences. Additionally, we did not collect any personally identifying information

(PII) from participants to minimize any risks of potential disclosure. Any PII captured was

scrubbed off the transcripts before we performed qualitative analysis.

4.4 Results

This section is structured around our five research questions. We first discuss the important

role that cybercafes play in enabling people to access government and printing services in

Kenya, followed by challenges that customers encounter at these facilities. Afterward, we

detail the advice and support provided, followed by security and privacy concerns, practices,

and behaviors at the cybercafes and beyond. Since our results are qualitative in nature, we

do not report counts to avoid implying generalizability. The counts provided in Table 4.3

are only meant to highlight common themes and unique perspectives.

4.4.1 Role of Cybercafes in Kenya

Reasons for establishing cybercafes When asked their reasons for establishing the cy-

bercafe, most managers indicated doing so to address the demand for Internet and printing

services, particularly relating to government services, as well as to provide for their liveli-

hoods. M03 stated that they established their cybercafe because people need “the cyber

services, things like printing and other Internet services.” M14 “saw it as one way of

helping the society and then on the other hand, at least generating some small income.”

Those employed at the cybercafes as managers, who were not owners, indicated that they

are interested in and passionate about computers, or that they have the relevant skills to

operate them from school or past experiences.
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Common services provided at cybercafes Printing and government services accessed

via eCitizen [39] are by far the most widely-used services at cybercafes. M10 indicated that

“there are these online services, you know them, application for police clearance, you have

application for NTSA1 services . . . application for smart DL, you can have PSV2 badge, you

can also have passport application, that is the department of immigration. So most of my

customers . . . maybe deal with government services.” Other common tasks performed at the

cybercafe include job applications, email access, photocopy, assignments or school projects,

document typing or editing, scholarship or school applications, social media access, remote

work, movie streaming or downloading, gambling, filing of taxes through iTax [13], and

computer training. Beyond cybercafe services, some cybercafe managers further indicated

that they sell phones, computers, stationery, and other equipment that customers often

require. Other services mentioned by more than one cybercafe manager included gaming,

banking, and mobile money services as well as repairs. For repairs, M14 stated that “you

will find that I also have a category of customers who bring machines to be repaired, who

bring machines to be installed for the operating system.”

Services requested but not provided When managers were asked about the services their

customers sought, some wanted services that were not provided or are illegal. This included

certificate or document forgery, website design or development, music downloading, phone

formatting, photography, bulk, and passport photo printing. Most managers are hesitant to

forge documents or download music for their customers due to personal integrity or legal

liability. As an example, M06 stated that “forgery is not healthy, it’s like you’re lying to

somebody that this person is so able to have this thing, like somebody never did form four3

but you’re giving this person a form four certificate.” M03 wondered “what happens if

you’re caught doing it” while M09 said they do not download music for their customers
1The National Transport and Safety Authority (NTSA) is the governmental body in Kenya that manages

the road transport sub-sector.
2A public Service Vehicle (PSV) license is a document issued by NTSA to drivers who serve the public

sector by offering transport services.
3The final year of secondary school in Kenya is known as form four.
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as they do not have a license4 to do so: “I don’t put Kenyan music or East African music

for customers because that is illegal in Kenya, because unless you have the copyrights from

the government, you cannot put those kinds of songs. When they find you, you are arrested.”

M08 even mentioned that “some people want to disable their partners’ Facebook accounts.”

For the advanced tasks including website design and bulk printing, the managers often

indicated that they lack either the required expertise, equipment or time to offer them.

Factors when choosing a cybercafe to visit When choosing a cybercafe, most customers

consider the environment where the cafe is located, the manager friendliness or their ability

to offer assistance, the Internet speed at the cafe, and cost. For instance, C08 stated that

one of the things they consider “is the person behind the counter. How are they receptive?

How are they addressing my issues?” Other factors that customers often consider include

proximity of the cybercafes to where they are or live, the state or speed of the cybercafe

computers, availability of working space, electricity stability, physical safety, and privacy.

Regarding privacy, C02 stated: “I don’t like those [cybercafes] that are open . . . you have a

computer here and then there’s no partition. It’s just like somewhere where you can find

some privacy and do your work without somebody peeping at what you’re doing.”

Additional cybercafe positives Beyond the relatively fast Internet available at cybercafes,

most customers appreciate the availability of equipment, such as computers and printers, that

they may not have access to regularly. C01 indicated that “in the cybercafes, I easily get the

printers and maybe more advanced equipment that I may want to use in my projects.” Several

customers also mentioned affordability of services, availability of assistance and perhaps

surprisingly, privacy as other things they appreciate about cybercafes. C19 mentioned that

the cybercafe they use is “partitioned in such a way that the neighbor, the person sitting next

to you can’t see or access what you’re doing.” C03 even mentioned that they feel they have

4If you play music in your business, or want to use music in the promotion of a product, you need clearance
from the owners of that music.
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more privacy at the cybercafe compared to working from home: “There’s a lot of privacy

there, more than using my own laptop, and my son also sometimes would like to use it [at

home]. So in the cybercafe, I think there is some privacy there.”

Summary Cybercafes play an important role in Kenya by providing customers access to

printing, government, and other Internet services that they may otherwise not have access

to due to a lack of required equipment such as printers or personal computers. Customers

additionally seem to prefer cybercafes where the managers are friendly and can therefore

assist them whenever they encounter challenges.

4.4.2 Challenges at Cybercafes

Cybercafe challenges When asked for general challenges or drawbacks when using

or operating cybercafes, an overwhelming majority of cybercafe managers and customers

mentioned slow internet that sometimes makes it difficult to access websites or perform other

Internet-related tasks. C13 said that the “challenge I have faced is the network. Sometimes

it’s slow, because we have so many people in that cafe, using the Internet.” M13 underscored

the importance of having an alternative internet plan in case of connectivity issues: “Even

if I’m using a good internet connection from fiber, sometimes there is a downtime and you

don’t understand why. So . . . you must always have a backup plan.”

Other common challenges include electricity outages, old or faulty equipment, and slow

computers. Several customers also complained about the printing quality in some cafes,

with C02 saying that “there are some cybercafes where the printers are, I think outdated,

because once you print, the documents don’t come out clearly.” Some customers additionally

indicated unhelpful or unfriendly managers, and crowded as well as noisy cybercafes as

aspects they disliked about some cybercafes. Some managers cited harassment from the

government or law enforcement as well as expensive equipment as additional challenges

they encounter. M10 complained that “with [the] county police, they require a license for
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single business permit, they require license for fire5; they require license for advertisement.

But you see, you cannot have all of them. So for my case, I have a license for single business

permit. I have an advertisement board, but I don’t have the license. I also use electricity but

I don’t have the license for fire. So the main challenge is that when you hear that county

police are around, you have to close your business whether you like it or not, because you

will be arrested.” M03 added that “even though we have paid their licenses, they usually

come and rough up the operators inside the cyber.”

Customer challenges The most common challenge that customers face at cybercafes is

generally not knowing how to use or operate the computers. M10 said that some customers

are sent to the cybercafe, for example by their family members, but forget or do not know

what to do: “Most of the time, you get a person, they don’t know how to use a computer,

and they tell you I want to do this thing. He has no clue. So you have to start from scratch,

and ask him what he has been sent to do.” C08 added that “when doing things to deal with

government tax, filing my returns, sometimes, I don’t know how to go about it.” Customers

also struggle with either printing, binding or scanning, using certain programs as well as

typing. M05 said that “maybe a customer doesn’t know how to type, and the documents he

wants to send; he or she is unable to compose the email.”

Another challenge that customers often encounter is difficulty accessing or recovering

access to their online accounts because they have forgotten their account passwords. M07

said that “the main challenges are that sometimes the accounts are not functional, that they

have been locked out because of lost passwords.” Several managers also mentioned that

some customers usually forget the emails or phone numbers used to create their accounts.

M10 said that “someone comes and tells you: I have a KRA6 PIN, I don’t know the email

that I used or the phone number that I used [to create the account]. So I find it as a challenge

because if someone does not know the email that they used, or the phone number used,
5A fire license in Kenya certifies compliance with fire safety standards.
6Kenya Revenue Authority (KRA) is the governmental body in Kenya responsible for the assessment,

collection, and accounting of all revenue.
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so it means that they have a challenge creating an email, setting up their account.” C20

indicated that “I had forgotten my email, my password . . . and they [cafe managers] helped

me.” Some customers, however, give up on the account recovery process as mentioned by

M07: “Maybe you lost your password and this is something that is so common here and

now you have a process that you have to follow so that the provider can reset the password.

But some of them, they don’t want to wait or they don’t want to contact the customer care.

So they will just leave it and say they don’t want to use that site for now.”

Some managers and customers mentioned downtime and bad user interfaces, especially

on government websites, as other challenges in accessing user accounts. C04 complained

about “the government systems. When you’re browsing, they may be a bit frustrating, maybe

system failures in terms of those websites . . . like, our taxing system.” M08 was similarly

frustrated about the “bad user interface from some government sites for example NTSA.”

Customers also encounter challenges when setting up their accounts, with some cus-

tomers struggling to comply with certain password requirements, not knowing the appro-

priate password to use, or not caring about passwords all together. This leads to poor

memorability of these passwords the next time they need to access these accounts. M10

said that “most of the people, they are not aware which password they can use,” while M08

added that “some sites have specific password requirements, some require a mixture of

characters which can be challenging for customers.”

Other challenges that customers encounter include struggling to understand websites in

foreign languages and a fear of computers. M08 stated that “some websites are in foreign

languages and customers are not aware about [Google] Translate” while M01 added that

“some customers fear using the computer.” To navigate these challenges, managers usually

provide guidance and assistance to their customers. This is discussed in Section 4.4.3.

Reasons for not facing challenges Customers who have not faced any challenges at the

cybercafe indicated that they mostly visit cybercafes that they are familiar with to do familiar
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tasks, or that they are experienced with computers. C19 stated that “personally, when I go

to the cyber 7, I know what I’m going to do and I have these specific sites or websites that

I’m going to access, . . . and I’ve been dealing with these, these websites for some time. So

I don’t get those challenges, unless it’s a new site.” C06 cited their computer knowledge:

“You will find that, maybe, more so I have more of the computer knowledge because the work

that I always do, it’s computer-dependent. So I think it’s also my computer knowledge that

always makes me not to ask a lot of questions because it is what I use in my day to day basis.”

Some customers further indicated that the tasks they do at the cybercafe are easy while

others pointed to the availability of assistance as reasons for not experiencing challenges.

Summary There are several challenges at cybercafes, especially relating to internet and

electricity outages that often times make their services unavailable. Customers experience

challenges with the general usage of computers and other cybercafe equipment including

printers, as well as difficulty accessing or recovering access to their accounts. To resolve

these challenges, customers often turn to the cybercafe managers for assistance.

4.4.3 Advice and Support at Cybercafes

Account and password management As general computer usage and account recovery

are the most common challenges at cybercafes, the most common advice and support offered

to cybercafe customers relates to account and password management. Most managers

encourage customers to select easy to remember passwords including their national ID card

numbers8, birthdays, phone numbers or some combination. M03 said that “if we find, like a

novice user, in most cases we just use a password that has a feature in them or what they

have. So for example, a user has come to just apply for or create an account for government

services. In most cases, we use their identity card numbers as their password, or their

mobile [phone] numbers . . . A combination of mobile, and year of birth, those common
7Cybercafes are commonly referred to as cybers in Kenya.
8An Identity Card (ID) is an identification document with a sequential 8-digit national ID number issued to

Kenyans that are at least 18 years.
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characteristics that define a person. So we usually give them or create for them just a

password they can easily remember.”

M05 said that if the customer name is “John, I use the first letter of your name, your ID

[number] and then add a full stop, just to make them remember.” M06 uses a mix of the

name of the customers’ children and their birthday: “For the majority of them, I like asking

them: What is the name of your first child? When was he born, or she born? Then, let’s say

it’s William. I take, I just use William@2004#.” M04 encourages their customers to only

use their ID numbers as words can make these passwords hard to remember due to multiple

cases: “I usually recommend them to use the ID number as the password because with the

names of their first-borns, they can forget if the name was in capital or lowercase.”

To help customers recall their passwords, some managers encourage customers to save

their passwords in the cybercafe browsers, write the passwords down for the customers, or

even select the passwords for the customer. M10 stated that “in most of the cases, I can say

in eighty percent of the cases, I select the password for them; twenty percent, they select

the password for themselves.” M06 said that they store the passwords for the customers by

writing them down and then providing them when they request: “They come to you and tell

you: What was my password? Then you get where you wrote the password and give the

person the password.” M01 uses a standard password for all novice customers so that they

can easily provide it to them on request: “I use a flat password for anyone new to computers;

it’s the same password for all of them.” C14 said that their cybercafe manager encourages

them to save their passwords in the cybercafe browser for seamless access whenever they

visit the cybercafe: “The advice I got was that they are able to save my password so that the

next time I visit, I just go through without even asking.”

At the same time, some managers encourage their customers to use passwords that

are uncommon or difficult to guess and to not save them in the browsers on the cybercafe

computers. M08 tells their customers not to “use passwords that are common for example

phone numbers, ID numbers” as well as “common passwords like Godspeed, Godsent.”
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M02 asks customers “not to save passwords in the browser” while C04 said that “when you

access those cybers, you’re told not to save your password for the purpose of privacy.”

Support with tasks Due to challenges using computers, several managers often have to

do the actual tasks for their customers. M11 said that “most customers ask me to do the

actual tasks for them as they do not know how to do them or are unable to do.” M02 added

that “some tasks are also more technical for example explaining how to do something in

Microsoft Word or Excel can be very hard, so I just have to do it myself.” C10 said that

“most of the time, they do it for you. Printing, photocopy, like they do for you everything.”

Account recovery Since customers tend to forget their passwords, cybercafe managers use

various ways to try and recover access to these accounts, including resetting passwords or

contacting relevant customer care. M04 said that most customers that forget their passwords

“are old-aged people. They usually come and they have forgotten their passwords. Or you

can get the other person has forgotten their Gmail account . . . So I usually use their phone

number to retrieve the Gmail account or the password. So when they come, I usually use the

verification code through the phone number to retrieve their Gmail [account].” M08 reaches

out to customer support, particularly for local government-related accounts: “For account

recovery, if local, such as the government, I try to make calls to [the] relevant people. If I

cannot get assistance, I ask them to go to the help desk of the relevant government service.”

Account recovery, however, is not always successful as some customers usually forget

the emails associated with the accounts, or no longer have the phone number used to

register the account. M01 said that “the challenge that’s usually hard to resolve is resetting

passwords for users who have lost their phone numbers, some people even forget their

email addresses. Others have many emails but cannot even remember these emails.” M10

indicated that some customers forget the usernames that are set for their accounts: “You’ve

created an account for someone, you’ve created a password, someone comes back and

asks you: What username had we used? What password had we used? So it gives you
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a challenge remembering your customers’ passwords, the username you had used.” To

navigate these challenges, some managers write down account details for their customers,

encourage customers to save their passwords in the cybercafe computers’ browsers, or even

select a standard password for all novice customers as described earlier.

Teaching or training customers When customers encounter challenges, cafe managers

guide them or teach them how to do the tasks. M09 first “inquire[s] where they need help.

After they have told me this is where I need help, I personally teach him or her. This is where

you go, this is what you do so that [the] next time when he or she comes, she doesn’t have

the problem anymore.” M05 added that they “advise them to familiarize themselves with

computers and some of them come back as our students for computer packages.”

Other guidance and advice To protect their customers’ accounts, some managers addi-

tionally encourage their customers to always log out and never to save their passwords in

the cybercafe computers’ browsers. M09 said that “a lot of customers don’t know how to

log out of their Gmail accounts . . . So anytime a customer comes to my cybercafe, I must

tell them, after you have logged in to your account, please log out and delete the account

because I don’t want to get in trouble because of identity theft . . . So by the time I’m closing

up, I have to check in every computer, which account is not my mine or associated with

the cybercafe, and I delete it.” M01 encourages customers using their own computers to

constantly update their operating system, while C01 said they were advised not to save any

documents on the desktop of the cybercafe computers by a manager.

Sources of advice When asked for their sources of security and privacy advice, a majority

of customers and managers often mentioned the Internet, with C03 saying “I just Google.”

Most managers leverage their personal experiences with computers when assisting or

guiding their customers. M03 said that “after doing something for long, you are very much

conversant, you get experience on it.” M14 added that “the advice that I usually rely on by
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the way is based on my personal experience. Because I have dealt with computers, I’ve been

in the IT industry for a very long time. So at the end of the day, there are some things that

don’t actually force me to go and seek suggestions from people.” Managers also reach out

to other cybercafe managers when customers experience challenges they are not familiar

with. Other sources of security and privacy advice for both customers and managers include

school or training, as well as family and friends.

Reasons for (or against) following advice A majority of cybercafe customers follow the

advice provided to them by managers because it helps resolve their challenges, they believe

the advice helps protect their personal information, or because they trust the cybercafe

manager. C08 indicated that “if I asked them something that I don’t know, then I have to take

the advice and try it out, but almost all the time it has worked out.” M14 further added that

“most of them have come back to me actually confessing that they did get help, and they’re

doing well.” C15 follows the advice “because they are very important in . . . securing the

data that I interact with.” M01 pointed to the trust they have developed with their customers:

“Yes they follow the advice, others take time to write it down. They follow the advice because

of the trust we have developed. Some will even call me at night to ask for their password,

and some even travel from afar just to come and find me.” Some customers also follow the

advice from managers because they view or find the manager to be an expert or friendly, or

have limited time to perform the tasks which are sometimes very urgent.

At the same time, a few customers sometimes fail to follow advice provided by the

managers. Often, the managers said the customers have contradictory beliefs, they are too

elderly or have been advised differently. Other times, the customers are skeptical of the

advice, do not have time or the tasks they are performing are non-urgent. M08 said that

“some refuse to follow the advice because they may have been advised differently. For example,

some believe [that] having many emails is criminal. Some have religious beliefs and believe

social media accounts are evil. For example, one came and applied for a job, and I helped
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them create a LinkedIn account. The next day, they came back to ask me to delete it since

they were informed it is evil.” M08 said that “some listen with suspicion. Some suspect that

I am advising them so that they spend more money here.”

Satisfaction (or lack thereof) with advice For customers that had received advice or

assistance at cybercafes, about half of them were satisfied while the other half were unsatis-

fied with the assistance they had received. Those satisfied indicated that their challenges

had been resolved while those unsatisfied often pointed to the manager taking longer than

expected to assist them which often forced them to spend more money at the cybercafe.

Some customers were further unsatisfied because their challenges were not fully resolved.

Summary Cybercafe managers offer usability and security advice and guidance to their

customers, particularly relating to account and password management as well as account

recovery. As customers tend to forget their passwords, most managers encourage them to

use passwords that are easy to remember, for example their ID numbers. Some managers

even select and manage passwords for their customers. Most customers follow the advice

provided as they trust the cybercafe managers and view them as experts.

4.4.4 Top Three Security and Privacy Advice

Important advice for staying safe When asked for their top three recommendations

for staying safe online, both cybercafe managers and customers mostly provided similar

responses, with logging out of accounts after using public computers mentioned the most

(see Table 4.3). C20 said that “when you’re using, maybe you want to log into your account

and maybe you’re not using your phone or your own computer. The best thing is to log

out, make sure you have cleared everything that you were doing; maybe on someone else’s

phone or computer.” The next most common recommendation for staying safe online is

avoiding clicking on suspicious links or visiting websites you are unsure of. M13 said they

“avoid clicking websites that are suspicious. Because nowadays, we have so many popups on
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the websites, people tend to click because those pop ups are offering, like, some ridiculous

offers about how you can earn this money. . . ” Participants further mentioned the use of

strong or secure passwords as important. M11 pointed to the use of “passwords that are not

phone numbers or ID numbers, use mixed characters including numbers and words” while

C02 mentioned avoiding “commonly-used passwords.”

Other important recommendations for staying safe online mentioned by several partic-

ipants include not saving passwords in the browser when using public computers, using

a password for accounts, and not sharing passwords. Participants further mentioned not

using public Wi-Fi and using firewalls. While some of the advice mentioned by participants

including using strong passwords, multi-factor authentication, and use of anti-virus software

match inquiries from Western contexts [23, 71], we find that most of the recommendations

center around shared computers at cybercafes, which are relevant to this demographic. This

includes logging out of accounts, not saving passwords on public computers, clearing history,

and deleting downloads after using the public computers at cybercafes.

Following advice When asked if they follow their top three advice, most customers and

managers were affirmative. M07 said that they “follow them because I work online and I

would really hate to be a victim of something that I was aware was harmful. So I do follow

them myself and I’m encouraging others to follow them.” Those that do not follow their

advice cited the negative usability impact of following the advice or unavailability of options

to do so. C14 said that they “normally use a difficult password and forget” while M08 said

that they “try to have many levels of authentication but some sites do not have that.”

Not following advice When asked what would happen if they did not follow their top three

advice, most participants indicated that they would be susceptible to attacks including viruses,

hacking, malware, ransomware, and impersonation. M13 detailed how they once “clicked

on the wrong link and my computer got infected with a very bad virus. So I guess I have also

made mistakes before, but it has taught me more to avoid such things.” Several managers
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and customers also mentioned unauthorized access, data leaks, loss or manipulation, and

financial loss or fraud as consequences of not following their top advice.

Summary Cybercafe managers and customers believe that logging out of their accounts

when using public computers, avoiding unknown links, strong passwords, and not saving

or sharing passwords are the most important pieces of advice for staying safe online. This

advice is slightly different from what other studies in Western contexts [23, 71] have noted.

This is possibly a result of users mostly accessing the Internet through shared computers

in this region, unlike in Western contexts, where most people have access to personal

computers. This underscores the need to consider specific populations’ needs and practices

when curating security and privacy advice, as well as technology design in general.

4.4.5 Concerns, Practices, and Behaviors

Security and privacy concerns When asked for any security or privacy concerns, most

managers and customers were worried about hacking or online account takeover which can

lead to loss of money. M13 said: “Let’s say my name is John, John something. I don’t want

to find another John something online. . . . If someone takes your identity, he can do so much

online, tarnish your reputation, name. Yeah, so my greatest worry online I would say is

identity and then my financial information, nowadays there is online banking.”

Several participants were worried about unauthorized account access. C15 stated that

“in the cyber, if you get to maybe login to, to maybe social, social websites, maybe you are

going to the cyber just for a hobby or for fun, you login to a social website like Facebook,

then you forget to log out of your account and then someone comes in, notices that there is

an account that has not been logged out. They get to your account and post funny, funny

posts, just for fun.” Other concerns included a worry about leaving data in the cybercafe that

can subsequently lead to data theft. Some customers were worried about accidentally saving

their passwords in the cybercafe computers as well as being shoulder-surfed in the cafe.

74



Concerns about customers About half of the managers indicated being worried about

their customers accessing pornography or illegal sites at their cybercafe. M11 said that

“sometimes people may use sites they are not supposed to for example downloading music

when we have no license for this, or access pornography.” Some managers were worried

about theft of their equipment as well as scams or identity theft targeting their customers.

M05 said that sometimes a “client comes, familiarizes with the stuff. Maybe someone

downloaded a CV and left it there. So this client comes, the CV has contacts for the other

client and the person says: can we meet somewhere? So this client uses that opportunity to

steal from the other person saying: I am an employer, I found a CV, when he’s not.”

Cybercafe standard practices To protect their customers as well as to avoid legal liability,

several managers indicated that they log the customer out of logged-on accounts and delete

any documents or information left on the computer at the end of a customer’s session.

Some managers clear downloads because of space constraints while others check browser

history to see if the customer accessed anything illegal. Several managers also indicated

that they have physical partitions at the cybercafe for customers’ privacy, while others block

certain websites as well as USB drives to protect their computers from any viruses. Other

precautions include having warning signs in the cybercafe to deter people from accessing

illegal sites as well as disabling downloads.

Operating system updates About half of the cybercafe managers regularly or automati-

cally update the cybercafe computers’ operating systems to either improve the speed of the

computers or access the latest features, but not for security. M04 said that they “usually

update because, before updating the machine, it goes slow. After updating the machine, you

see it processes faster.” Those who do not update pointed to their customers being familiar

with old operating systems, for example Windows 7, or not being concerned about security.

Some managers also indicated that updates often slow down computers, consume a lot of

storage or data, and require reboots that are sometimes inconvenient. M14 indicated that
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they “chose to stick to Windows 7 to help my customers save time because when I compare

Windows 7 with these other Windows, for operating systems, I find that there’s a difference.

There are some customers who really struggle using Windows 10 and the others, but when it

comes to Windows 7, then they’re a bit more conversant with it.”

Customer standard practices An overwhelming majority of the cybercafe customers

in our study indicated that they log out of their accounts once they have finished using the

computers in the cafe to prevent unauthorized access of their accounts. Two customers,

however, indicated that they log out only because the cybercafes they usually visit have

explicit instructions or signs requiring them to do so. C12 said that in “some cybers, when

you go in, they have some instructions, they have some instructions when you enter in the

cyber. So, after using a computer, you have to sign out.”

Suggestions and additional thoughts When asked for additional thoughts at the con-

clusion of the interviews, a few cybercafe managers and customers suggested the need for

computer training to further support cybercafe customers. M10 said that “we need to do

a computer literacy program because most of the people, like 70% of the people, they are

computer illiterate. So I can recommend that we have a computer literacy program that is

voluntary and free so that people can know how things are done on the computer.”

Summary Most concerns in the cybercafes center around unauthorized access of accounts

that can happen when customers do not or forget to log out of their accounts. Most managers

are interested in protecting their customers, and undertake several measures, including

logging them out. However, as noted in Section 4.4.3, some of these measures are in tension

with usability, making some managers encourage their customers to select memorable

passwords and sometimes even save them in the cybercafe computers to recall them.
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4.5 Discussion and Conclusion

In this study, we investigate the role of cybercafes in Kenya as well as security and privacy

challenges, advice, and behaviors at cybercafes through n = 36 semi-structured interviews.

We find that cybercafes play an important role in Kenya by enabling many people to access

printing, government, and other internet services. At the same time, customers face several

challenges at cybercafes, mostly relating to general computer usage, account creation, and

password management. Often, customers rely on the cybercafe managers for assistance

when navigating these challenges. In this section, we discuss other themes that emerged

from our study alongside their implications.

4.5.1 Role of Cybercafes in Kenya

Cybercafes play a crucial role in the majority world as a public location to access printing,

government, and other internet tasks. In Kenya, particularly, where the government recently

transitioned to an eCitizen [39] portal for most government services, customers rely on

cybercafes to access these essential services, as a majority of them do not own personal

computers or printers [25]. At the same time, their lack of experience with computers often

causes unanticipated challenges. For example, challenges with typing and general usage of

computers usually translate to difficulty selecting and remembering passwords for accounts,

subsequently leading to users getting locked out of their accounts. This suggests the need for

computer training to improve these users’ computer knowledge and skills, as well as a need

for security awareness to protect their information. As the Kenyan government is trying

to digitize all its services, we believe that it should also lead these training efforts. Such

initiatives should focus on the cybercafe managers who can then transfer the knowledge

to their customers. Updates to the education curriculum to promote computer skills and

security awareness at school could also provide long-term benefits.
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4.5.2 Reliance on Cybercafe Managers

Similar to refugees’ reliance on their case managers in the United States [145], cybercafe

customers in Kenya significantly rely on managers for assistance setting up and managing

their digital accounts. As some of these customers are novices and may have never used

computers, they let the managers select and sometimes manage their passwords. Since

managers have to assist several customers, they resort to techniques that help them and their

customers remember these passwords, including the use of customers’ ID numbers or names

as passwords, writing down their customers’ passwords, or using the same password for

all customers. As none of the managers or customers in our study explicitly mentioned

using password managers, there is an opportunity for more awareness about how password

managers could assist. Phone-based password managers are promising and could be used

in generating and recalling strong and unique passwords for these users as a majority of

them own mobile phones. However, their device-sharing practices must be appropriately

considered, and can be explored further in future research.

4.5.3 Security-Usability Tradeoff

When asked for their top advice for staying safe online, both cybercafe managers and

customers often mentioned strong passwords for accounts. At the same time, most managers

select or advise their customers to use passwords they can more easily remember, for

example their names, children’ names, ID numbers, or some combination of these, instead

of choosing a strong, random password. While some managers believe such combinations

make these passwords difficult to guess, the fact that the same advice is often provided to

multiple customers means that customers could know other customers’ passwords if they

gained some personal information. Further, mobile money services such as M-Pesa [74],

which are widespread in Kenya, require ID numbers of customers for transactions. It is

also common for ID numbers to be recorded when visiting offices in Kenya. This means

that users’ passwords may be inadvertently exposed. One way to minimize such risks is for
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systems including eCitizen to use passwordless authentication with phone numbers whereby

users receive a OTPs for every login. This way, users would only need their phone numbers

to authenticate. SMS-based two-factor authentication could also be used to improve security.

Another potential workaround is for the managers to create random and unique passwords

for their customers and write them down for them to keep. However, any such efforts must

encourage the customers to protect their written-down passwords to be effective.

4.5.4 Security and Privacy Advice in Non-Western Contexts

One of our goals was to compare security and privacy advice in Kenya to the advice that has

been extensively explored in Western contexts [23, 71]. While some of the advice including

strong and unique passwords across accounts is considered important in both contexts,

the most common advice in Kenya centers around the use of shared or public devices for

Internet access, including logging out of accounts and not saving passwords in the browser

on public computers. Our work supports the growing body of research [15, 27, 73, 130, 139]

that has shown security and privacy to vary in different countries and contexts. Exploring

the relevance, efficacy, and perceived actionability of existing security and privacy advice

in non-Western contexts (especially for users that rely on public computers) is a promising

direction to further support and protect broader populations.

OS Updates About half of the cybercafe managers in our study regularly update the cafe

computers’ operating systems, while the other half do not. Those that update do so to

improve the performance or speed of the computers and to get new features, not because of

security. Those that do not update indicated that customers are familiar with old operating

systems or they are not concerned about security. Some managers pointed to updates slowing

down the computers or consuming a lot of storage, data or time as reasons for not updating,

similar to some of the findings of Houmz et al. [69] and Luo and Warford et al. [91]. This

suggests an opportunity to communicate the role of security updates in protecting cybercafe
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computers’ and customers’ information. In their study of users’ decisions to use or not

use a secure lockscreen, Albayram et al. [8] found that that a lack of risk awareness often

results in insecure behaviour. Future work can therefore explore strategies to effectively

communicate security risks to cybercafe managers and other users in general to encourage

more secure behaviour, including regularly updating their devices’ operating systems.

4.5.5 Cybercafe Risks and Concerns

Despite their obvious benefits, cybercafes can also unfortunately enable crime, illegal activi-

ties, and Intimate Partner Violence (IPV). While all the managers we interviewed indicated

they do not offer illegal services, for example certificate forgery, music downloading, or

activities that can enable IPV, like accessing partners’ accounts, it may be the case that some

unscrupulous managers may provide such services if financially motivated. One customer

even expressed concern about children getting exposed to pornography at these facilities.

While it is difficult to deter all cybercafes from indulging in such activities, it is still worth-

wile to educate managers about the dangers of these activities. The use of warnings and

other notes in the cafe discouraging or prohibiting illegal activities is promising, with some

customers in our interviews revealing they follow them. Nevertheless, future work can

explore interventions to prevent or limit such activities from happening at cybercafes.
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Table 4.3: Cybercafe Managers’ and Customers’ Top Three Advice for Staying Safe Online.

Code Freq. Sample Participant Quote

logout 12 “When you log in to a computer using your account, always log out after
you’ve finished what you’re doing in your websites, log out and delete
your account.” – M09

avoid-malicious-sites 11 “I just avoid clicking on links I don’t know about; if those links have
asked for information about yourself, you just avoid giving.” – C02

strong/secure-passwds 10 “Ensure that passwords are symbols, letters and alphabets . . . and num-
bers. Have a mix of these so that it’s not plain and avoid using things
like date of birth and pet names.” – C08

don’t-save-passwds 9 “When you login, for example on Facebook, when the browser asks you
that they need to remember your password, always click on, never, never
remember the password.” – C15

use-a-password 6 “Protecting accounts using passwords majorly.” – M06

don’t-share-passwds 5 “I don’t give out my passwords, I don’t share my passwords with people.”
– C02

avoid-public-wifi 4 “Try as much to avoid public WI-FI, somebody can easily access my
work if I use a public WI-FI. So I normally try and use private internet
access.” – C01

unique-passwords 4 “Using different passwords on different sites.” – C21

firewall 3 “Have a firewall.” – M01

multifactor-auth. 3 “You should use multiple ways or multiple methods like two-factor
authentication.” – M03

clear-history 3 “Delete the history of your browsing because at times you might down-
load documents and if you don’t delete history, then you will be endan-
gering your information.” - C19

being-aware 3 “Being aware of recent CVEs; what happened and what you are supposed
to do.” – M10

delete-downloads 2 “Make sure that you clear your information when you’re using a cyber
because . . . someone else will be coming and if you leave information
there, they may use it to do something bad.” – C11

use-safe-browser 2 “Using a safe browser, I like using Brave because it blocks many pop-
ups.” – M13

anti-virus 2 “If you’re using a laptop, the anti . . . Those software that protect any kind
of virus.” – C04

avoid/skip-ads 2 “I couldn’t advise anyone to ever open the popping advertisements on
top of the screen.” – C09

Each quote can be assigned multiple codes. Only codes mentioned by 2 or more people are shown.
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Chapter 5: Security and Privacy Advice in Nine Majority World Countries

This chapter goes beyond Kenya to detail our research on security and privacy advice in the

majority world, including the concerns addressed by the advice. Security and privacy advice

particularly plays a crucial role in how users learn how to stay safe online. However, existing

research on security advice has mostly focused on Western populations [50, 125, 128, 129],

and little is known about where users in the majority world get advice from and the impact

of this advice on their security and privacy. To fill this gap, we conducted semi-structured

interviews (n = 70) with “local experts” — including cybercafe operators, tech repair shop

owners, teachers, phone sellers, among others — from nine majority world countries. In this

work, we begin by interviewing local experts to broadly explore the security and privacy

concerns and advice that local experts prioritize when supporting their local constituents;

we will directly interview end-users themselves in future work.

Our study surfaces advice prioritization challenges in the majority world due to the

variety of security and privacy advice offered. While the advice that local experts provide

to their constituents mostly matches the advice they prioritize for their own security and

privacy and advice from the West, users face significant barriers in implementing advice,

including not knowing benefits of following advice (e.g., no visible UI changes after security

updates), economic constraints (e.g., inability to afford expensive authentic software), and

social frictions that are caused by taking protective security and privacy measures such

as using a password on a phone. Further, while local experts detailed several concerns

for themselves and their constituents, including fears about account compromise, misuse

of personal information, financial scams, among others, we find that most of the advice

they prioritize is aimed at tackling account compromise, potentially leaving them and their

constituents vulnerable to the other risks. We share design interventions and argue that more

work in the majority world is needed to design solutions that can protect users globally.
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This chapter is based on work that will appear at the 47th IEEE Symposium on Security

and Privacy [106]. I have permission from my coauthors and publishers to use this work in

my dissertation. Copies of all copyright permissions are in Appendix D.3.
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Shahnawaz, Karen Sowon, Dilara Keküllüoğlu, Marcos Silva, Yue Deng, Mercy

Omeiza, Gayatri Priyadarsini Kancherla, Maria Rosario Niniz Silva, Maryam Mustafa,

Abhishek Bichhawat, Francisco Marmolejo-Cossio, Elissa M. Redmiles, and Yixin

Zou. “I Wonder if These Warnings Are Accurate”: Security and Privacy Advice

in Nine Majority World Countries. To Appear in Proceedings of the 47th IEEE

Symposium on Security and Privacy, San Francisco, CA, USA. May 2026.

Alongside Veronica Rivera, Elissa Redmiles, and Yixin Zou, I brainstormed and came

up with the idea for this project. Afterward, I led the design of the interview protocol and

performed the initial pilots. I collected the data in Kenya, and coordinated with my other

coauthors to collect data in their respective countries, including translation and transcription.

I led the data analysis and wrote the manuscript. My co-authors provided a lot of feedback

throughout the research process, from ideation to the writing of the manuscript.

5.1 Introduction

Security and privacy advice plays a critical role in how users learn to stay safe online [125,

126]. Prior work shows that users get advice from various sources, including the web [128],

social media [16, 21, 38, 144, 175], entertainment media [50], and friends and family [51, 65,

67, 110]. However, the wide variety of advice and perceived inconvenience of following the

advice makes it difficult for both experts and non-experts to prioritize advice to follow [23,

71,128]. Further research has shown that advice sources and willingness to follow advice are

strongly influenced by the perceived trustworthiness of advice [127], convenience/security

trade-offs [7, 41], and socio-demographic factors [30, 72, 125, 126, 172].
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While most of this work has focused on Western users, internet users outside the West

have unique security and privacy needs due to different cultures [136], infrastructure [103],

and socioeconomic backgrounds [102, 126]. Thus, we hypothesize that security and privacy

advice developed in the West is likely to fail when used in other places in the world,

potentially leaving users at risk. For instance, while using two-factor authentication is a

commonly suggested advice [23,71], cultural expectations in South Asia dictate that women

share their phones with other family members, rendering this advice impractical [136].

Similarly, to protect accounts, users are often encouraged to select strong and unique

passwords across accounts [23,71]. However, my previous cybercafe work in chapter 4 [103]

finds that people often rely on public computers, e.g., at cybercafes, and the managers at

those facilities to manage their passwords. To ease their workload in helping many users

remember passwords, cybercafe managers encourage users to select simple passwords such

as their names or ID numbers, contradicting advice from the West [23, 71].

To create a safe online experience for people in the majority world,1 it is imperative to

investigate how they are advised to stay safe and gaps in the provided advice. Prior work in

Western [125] and majority world contexts [63, 67, 103] finds that people rely on others for

security and privacy advice. These trusted sources include friends and family [63, 67], work

colleagues [63], and community figures like cybercafe owners [103]. Our study examines

security and privacy advice in the majority world through the perspectives of “local experts”

i.e., individuals who offer tech support or guidance within their communities, including

cybercafe operators, phone and computer repair technicians, communication technology

trainers, digital freelancers, tech-savvy teachers, among others. We particularly seek to

address the following three research questions:

RQ1: What security and privacy advice is prioritized by local experts in the majority world?

RQ2: What are the sources of this advice and what concerns inform the advice provided?

1Majority world refers to the countries that contain the majority of the world’s population, and has been
proposed to describe countries in Africa, Asia, and South America. It’s an alternative to terms such as
“developing countries” and “third world” which might come across as being pejorative.
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RQ3: What barriers do local experts and their constituents face in implementing the advice?

To answer these questions, we conducted 70 semi-structured interviews with local

experts in a variety of occupations, e.g., cybercafe operators, tech repair shop owners,

teachers, and computer and phone sellers (more details in Table 5.2). We focus on local

experts because they assist a broad range of people in their communities, providing a first

look at the security and privacy concerns community members raise and the advice these

experts offer them. The local experts we interviewed are from nine majority world countries

spanning four continents: Africa (Ghana, Kenya, and Nigeria), Latin America (Brazil and

Mexico), Asia (China, India, and Pakistan), and the Middle East (Türkiye). Collectively,

these nine countries account for close to 50% of the world’s population [181], and are highly

diverse in their geographic locations, internet penetration rates, smartphone ownership rates,

internet freedom, cultures, religion, and gender (in)equality rates (see Table 5.1).

Our study surfaces advice prioritization challenges in the majority world due to the broad

range of security and privacy advice offered, similar to prior work in the West [71, 128].

While the advice that local experts provide to their constituents mostly matches the advice

they prioritize for their own security and privacy, we find some differences. For instance,

while local experts use VPNs, they advise their constituents to use trusted experts and

memorable passwords. When we compare local experts’ advice to advice from the West,

we once again find significant overlap but with notable differences. For example, password

managers and regular software updates are frequently encouraged in the West, but less so

by local experts in our study. Importantly, users face significant barriers in implementing

advice, including not knowing benefits of the advice (e.g., no visible UI changes after

security updates), economic constraints (e.g., inability to afford authentic software), and

social frictions that are caused by taking protective security and privacy measures such as

using an unlock PIN or password on a mobile phone.

While prior work has quantified correlations between sociodemographic factors and

security and privacy practices [174], our study contributes in-depth insights into how

85



gender, culture, and religion shape security and privacy concerns and advice in the majority

world. For instance, collectivist cultures and religion compel people to share their devices,

undermining privacy affordances from the West where device sharing is less common.

Gender influences advice-seeking behaviors, with women preferring to seek advice from

other women. Our work suggests the need for better advice prioritization and consideration

of majority world users in tech and security and privacy design. We also advocate for better

translation of tech tools and security and privacy advice. Lastly, our methodology shows

how and why it is critical to engage local communities in conducting similar research.

5.2 Methodology

To explore security and privacy advice across nine majority world countries, we worked with

local in-community contacts and collaborators to identify and interview 70 local experts. We

chose interviews because (i) our research questions are exploratory, and interviews allowed

deeper probes; (ii) many of the countries we focus on lack survey infrastructure and are not

covered by survey platforms such as Prolific.

5.2.1 Country Selection

We selected nine majority world countries that are highly diverse in their geographic

locations, internet penetration rates, smartphone ownership rates, internet freedom scores,

cultures, religion, and gender (in)equality (see Table 5.1). Prior work [103,126] suggests that

these factors influence peoples’ security and privacy concerns and practices. In particular,

we selected countries from the following regions: Africa (Ghana, Kenya, and Nigeria),

Latin America (Brazil and Mexico), Asia (China, India, and Pakistan), and the Middle East

(Türkiye). On aggregate, these nine countries account for approximately 47.48% of the

world’s population [181] but remain understudied in security and privacy research [61].
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Table 5.1: Factors That We Considered in Selecting the Nine Majority World Countries.

Country Region Pop.
Size [181]

Internet
Pen. [36, 180]

Smartphone
Ownership [150]

Internet
Freedom [49]

Gender
Ineq. [163]

Kenya East Africa 56.4M 29% 53% 68% 0.506
Nigeria West Africa 232.7M 55% 38% 57% 0.680
Ghana West Africa 34.4M 68% 50% 65% 0.512
Mexico Latin America 130.9M 76% 62% 61% 0.309
Brazil Latin America 212.0M 81% 67% 65% 0.390
China East Asia 1.419B 88% 72% 10% 0.168
India South Asia 1.450B 46% 47% 51% 0.490
Pakistan South Asia 251.3M 21% 31% 26% 0.534
Türkiye Middle East 87.5M 81% 75% 32% 0.638

5.2.2 Research Personnel

To execute this large-scale study across multiple countries, we started with a core multi-

disciplinary team of five researchers. The core team has vast experience studying security

and privacy in both Western and majority world countries, as well as engaging with at-risk

populations. Three members are natives from two majority world countries, and the core

team collectively speaks four languages spoken in the countries of study. After the core

team ideated and designed the study, we expanded the team’s diversity in lived experience,

expertise, and language skills by building and collaborating with a distributed network of 13

additional researchers and contacts in the nine majority world countries. Our local contacts

helped us identify and recruit suitable participants and conduct interviews in local languages.

We compensated our local contacts for their assistance in translating the interview

protocol, moderating the interviews, and delivering the transcripts in English. We also

included as coauthors all our contacts who engaged in data analysis and paper writing. For

quality control, our core team reviewed all prospective participants shortlisted by the local

contacts to ensure they matched our criteria for local experts prior to conducting interviews.

For our contacts new to qualitative research, the core team trained them on how to effectively

conduct interviews. We also invited them to listen in on interviews conducted in other

countries. Where language permitted, a member of the core research team also participated
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in interviews conducted by our local contacts and asked follow-up questions where needed.

5.2.3 Recruitment and Demographics

We define a local expert as anyone who provides tech (or related) services, support, or

advice to members of their community. While prior work in the majority world has used

terms like intermediaries [137] to describe individuals who assist others with technology,

we use the term local experts to specifically refer to those who are frequently consulted and

regarded as knowledgeable, often outside of the familial relationships typically associated

with intermediaries. To meet our criteria, these experts had to be publicly-facing and directly

supporting the general public regularly as part of their job. Their job roles can include

tech/repair shop owners, operators at cybercafes or libraries, phone/sim card sellers, teachers,

religious leaders, community leaders, and more.

As local expert profiles can vary across countries, we worked with local contacts to

identify and recruit suitable participants who met our criteria. Working with local contacts

helped us reach populations (e.g., indigenous communities in the case of Mexico) that

would otherwise have been impossible to reach. We did not publicly advertise the study to

avoid scammers attempting to participate without meeting our criteria [116]. Additionally,

as the interview protocol touches on sensitive topics such as surveillance, we wanted to

avoid attracting scrutiny from officials in countries with authoritarian regimes to minimize

risk to participants. In the end, we recruited a diverse pool of 70 local experts across the

nine majority world countries, with each country having at least five and up to ten experts.

Table 5.2 has more details about local experts and their roles.

5.2.4 Interview Procedure

We developed our interview guide around our research questions. Below is a summary of

the interview procedure (see Appendix C.1 for the full protocol).
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Table 5.2: Demographics of the Local Experts in the Nine Majority World Countries.

ID Country Area Age Gender Education IT Back. Local Expert’s Role in their Community

P01 Kenya Urban 40 Woman Form Four No Sells electronic devices including phones.
P02 Kenya Rural 37 Man Diploma Yes Owns and operates a cybercafe.
P03 Kenya Both 30 Woman Bachelors Yes Operates a tech repair shop.
P04 Kenya Urban 30 Man High school No Sells phones, SIM cards, and other accessories.
P05 Kenya Urban 25 Woman Diploma Yes Works at Huduma Center (a government ICT center).
P06 Kenya Semi 29 Woman Bachelors Yes Owns a cybercafe and teaches ICT at a high school.
P07 Kenya Both 33 Man Masters Yes Owns and has previously worked in a cybercafe.
P08 Kenya Urban 33 Man Diploma No Works at a local cybercafe.
P09 Kenya Urban 28 Man Bachelors Yes Works at Huduma Center (a government ICT center).
P10 Kenya Rural 31 Woman Bachelors No Works at Huduma Center (a government ICT center).

P11 Nigeria Urban _ Man Masters Yes Operates a tech repair shop.
P12 Nigeria Urban 28 Man Masters Yes Sell computers and operates a tech repair shop.
P13 Nigeria Urban _ Woman Masters Yes Works at a cybercafe.
P14 Nigeria Urban 28 Woman Bachelors Yes Graphics design, and owns an ICT training center.
P15 Nigeria Urban _ Man Masters Yes Sale and repair of tech, and software installation.
P16 Nigeria Rural 28 Man Bachelors Yes Works at a cybercafe.
P17 Nigeria Urban _ Man Bachelors Yes Performs website design and owns a cybercafe.
P18 Nigeria Rural 23 Man Bachelors No Multimedia designer and a digital services consultant.
P19 Nigeria Urban _ Woman Masters Yes Typing, printing and computer training.
P20 Nigeria Urban 30 Woman Bachelors No Runs a cybercafe, performs data entry and analysis.

P21 Ghana Rural 38 Man Diploma Yes Works at a cybercafe.
P22 Ghana Urban 25 Man High school No Manages and operates a cybercafe.
P23 Ghana Urban 24 Man High school No A graphic designer and IT technician.
P24 Ghana Rural 20 Man High school Yes Provides community tech support and assistance.
P25 Ghana Urban 36 Man Masters Yes PC and printers technician.
P26 Ghana Urban 43 Man Bachelors Yes A teacher, performs phone repairs and sales.
P27 Ghana Urban 24 Man Bachelors Yes Computer sales, repair and software installation.
P28 Ghana Rural _ Man Bachelors No Works at cybercafe, and serves as a printing manager.
P29 Ghana Semi 44 Man Masters Yes Teacher and a manager at a cybercafe.
P30 Ghana Rural 43 Man Bachelors Yes Works at cybercafe, and serves as a printing manager.

P31 Mexico Rural 38 Man Bachelors Yes Teacher that people consult with concerns about tech.
P32 Mexico Rural 42 Woman Bachelors Yes Teacher, owns cybercafe, and sells and repairs tech.
P33 Mexico Rural 38 Man _ Yes Computer repair technician.
P34 Mexico Urban 29 Man Bachelors Yes Civil servant who works with rural communities.
P35 Mexico Urban 33 Woman Bachelors Yes Only woman in her region that owns a cybercafe.
P36 Mexico Rural 47 Man Masters No Teaches computing at primary school, and does repair.
P37 Mexico Urban 40 Man Bachelors Yes Works in IT and has offered his services to rural areas.

P38 Brazil Urban 43 Man Technical Yes Teaches computing to people with limited knowledge.
P39 Brazil Urban 19 Man Technical Yes Supports public schools e.g., software installation.
P40 Brazil Urban 39 Man _ _ Tech repairs, and are now authorized by Apple.
P41 Brazil Urban 48 Woman Masters Yes Refurbishes and donate computers to public schools.
P42 Brazil Urban 21 Man High school Yes Intern at a school lab, performs installation and repair.
P43 Brazil Urban 23 Man High school Yes IT mentorship at a local church, and does tech repair.
P44 Brazil Urban 18 Woman Technical Yes Teaches computer skills to people in community.
P45 Brazil Urban 22 Man High school Yes Intern at a school lab, performs installation and repair.
P46 Brazil Urban 23 Man High school Yes Tech support services at a government office.

P47 China Urban 24 Man Bachelors No Police officer and mainly handles fraud.
P48 China Urban 51 Woman Bachelors No Police officer and mainly handles fraud.
P49 China Urban 35 Man Bachelors Yes Network engineer, helps others on social media.
P50 China Urban 34 Man High school Yes Owns 12 tech repair service stores
P51 China Urban 26 Woman Bachelors Yes A network security service business manager.

P52 India Semi 40 Man Bachelors Yes Runs a cybercafe and cable business.
P53 India Urban 58 Man Diploma Yes A teacher of yoga.
P54 India Urban 39 Man High school Yes Operates a tech repair shop.
P55 India Urban 29 Man Masters No Sells mobile phones and performs repairs.
P56 India Urban 38 Man High school No Sells electronics including phones.

P57 Pakistan Urban 34 Man Bachelors Yes Owns and operates a mobile repair shop.
P58 Pakistan Urban 38 Man High school Yes Owns and operates a mobile repair shop.
P59 Pakistan Urban 30 Man High school Yes Freelancer and provides e-commerce services.
P60 Pakistan Urban 33 Woman Masters Yes Freelance and provides Amazon services to clients.
P61 Pakistan Urban 26 Man Masters Yes Freelancer and also works as a data scientist.
P62 Pakistan Urban 22 Woman Bachelors Yes Online tutor and researcher.
P63 Pakistan Urban 31 Woman Bachelors Yes A technical writer and online tutor.
P64 Pakistan Urban 31 Woman Masters Yes Social mobilizer at an NGO.
P65 Pakistan Urban 32 Woman Bachelors Yes A teacher and also sells mobile phone accessories.

P66 Türkiye Rural 50+ Man Associates No A public servant.
P67 Türkiye Urban 26 Woman Bachelors Yes Teacher and provides tech support and advice.
P68 Türkiye Urban 21 Man High school Yes Mobile phone repairs.
P69 Türkiye Urban 45 Man Masters Yes Works at a public library.
P70 Türkiye Urban 29 Woman Bachelors Yes Pharmacist but helps people access e-government.
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Local experts’ background We first asked local experts about their background. Next,

we asked them about technology challenges in their communities, followed by the support

they provide others in resolving them. We also asked about the sources of this advice.

Security and privacy concerns Our next questions focused on concerns around technol-

ogy and security and privacy. We first asked local experts about concerns they have about

their own security and privacy and how they handle them, followed by the concerns people

in their community come to them with and how they help them resolve these concerns.

Security and privacy advice We asked experts to provide their top three pieces of advice

they currently (or would) follow to protect their security and privacy, following Ion et al. [71].

We probed where they learned the advice from, if they follow the advice, and challenges

in following the advice. Following, we asked the experts for the top three pieces of advice

they have provided (or would) to those they support. We also asked about advice people are

likely to follow and advice gaps.

Tech, and security and privacy practices and challenges Next, we asked questions about

local experts’ personal technology use and practices, as well as those of other people they

support in their local communities. We further probed about specific potential challenges in

their communities such as common scams and phishing schemes.

Other contextual factors To understand how security and privacy concerns and advice

further vary, we next asked local experts whether they vary advice they provide based on

their constituents’ gender, religion, age, job type, as well as any other factor.

Demographic questions Lastly, we asked local experts about their demographics includ-

ing age, gender, and education. We also asked them to share any feedback they had.
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5.2.5 Data Collection

Due to the logistics involved in executing this study across nine countries, we started data

collection in December 2023 and ended it in February 2025. We conducted pilots with

two local experts, one from Kenya and another from China. We used the pilot feedback

to refine our interview protocol and add more probes [28]. For example, when experts

indicated they had not provided any advice, we asked them what advice they would provide

if people asked. The interview guide was developed by our core team in English and

translated to local languages by our contacts and collaborators. Most recruitment and

interviews were conducted remotely and in local languages2 by our collaborators, with the

transcripts later translated to English for analysis. All interviews were audio-recorded. We

compensated participants the equivalent of $40 based on the purchasing power parity of

their countries [131]. For example, this translated to Ksh. 1,700 or $13.15 in Kenya. In

some cases, we adjusted these rates as suggested by our contacts.

5.2.6 Data Analysis

We qualitatively analyzed the interview transcripts using MAXQDA [93]. First, the lead

researcher (serving as the primary coder for all transcripts) coded a few transcripts from

Kenya to develop an initial primary codebook. Using this codebook, five secondary coders

comprising in-community contacts or collaborators from Kenya, Ghana, China, Pakistan,

and Turkiye performed secondary coding in their respective countries. As this was not

possible for Nigeria, Brazil, Mexico, and India, our secondary coders with geographical

proximity or familiarity with the culture in these countries assisted. For example, our

Pakistani contact performed secondary coding for transcripts from India. In all the countries,

at least half of the transcripts were double-coded and discussed by both coders. These

discussions were used to refine codes and identify emerging themes, and therefore there was

2As English is an official language in Ghana, Kenya, and Nigeria, interviews there were conducted in
English. In Turkiye, one interview was conducted in English as the interviewee doubled as an English teacher.
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no need to calculate inter-rater agreement [99].

5.2.7 Limitations

Our study has several limitations. First, our sample size per country was relatively small.

In Mexico, our engagement of indigenous students to recruit participants and conduct

interviews might have biased our sample toward marginalized communities. Additionally,

local experts across the nine countries were very diverse, with some countries having

predominantly rural experts, while others had experts based in urban areas. However, the

goal of our work is not to generalize to any of the countries but to surface common concerns

and security and privacy advice. We also avoid making country-level comparisons as much

as possible due to the diversity of experts across the nine countries. Further, as we conducted

the interviews in countries that speak different languages and have different cultures, it

is possible that some phrases or nuances might have been lost in translation. To mitigate

this, we worked closely with local collaborators to ensure that our interview guide was

appropriately translated and that interviews were conducted in local languages. We also

involved our local contacts in analyzing the data and writing the results to ensure the local

context was appropriately considered and respected throughout this study.

5.2.8 Ethical Considerations

Our study was reviewed and approved by five institutional ethics review boards. Where

appropriate and possible, such as in Kenya, we also obtained local ethics approval. We took

several measures to protect our study participants. In particular, participation was completely

voluntary — participants could opt out anytime or decline to answer any question. As some

of the questions (e.g., about surveillance) might put participants at risk, we worked with

our local contacts and collaborators in each country to ensure it was both appropriate and

acceptable to ask these questions. On three occasions during interviews, local experts were

hesitant to discuss surveillance, and we thus did not probe any further. We minimized the
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collection of personally identifiable information (PII) from participants. Any PII shared by

participants was removed from the transcripts before we conducted the analysis. In some

cases, we collected participants’ phone numbers for interview scheduling and payment; we

deleted these details after interview completion.

Throughout the ideation, design, and execution of this study, we reflected on our goal

for this work and made efforts to work with local collaborators from each country to ensure

(a) local context is appropriately considered; and (b) research benefits can directly extend to

local communities, in line with the research justice principle in the Belmont report [14].

5.3 Results

In this section, we discuss local experts’ top advice for their own security and privacy and

that of their constituents, followed by sources of the advice. We then discuss the concerns

that this advice seeks to address and the reasons why both local experts and users follow the

advice. Lastly, we discuss barriers and contextual factors that make it challenging for users

to follow the advice. We refrain from reporting counts to avoid implying generalizability;

those provided in Figure 5.1 show how the advice in our study compares to prior work;

however, we caution against drawing any generalized findings. Finally, we focus on broader

themes across the nine countries, and where possible, mention some country-specific themes.

5.3.1 Top Three Security and Privacy Advice

Overview While the advice in our study overlaps with advice from the West — evidenced

by the use of strong passwords and two-factor authentication — we also found several

differences. For example, local experts often promoted general password use (including

memorable passwords) among their constituents, prioritizing account access over security.

Top security and privacy advice Figure 5.1 shows participants’ top three advice for

staying safe online. Figure 5.1a has advice mentioned by local experts (n=70) in our study
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(a) Top advice from our study. (b) Top advice from Ion et al. [71]

Figure 5.1: Top Advice for Staying Safe Online. Note: Figure 5.1a has advice from our
study while Figure 5.1b has advice from Ion et al. [71]. Since we only interviewed experts in
our study, both expert and non-expert advice in Figure 5.1a was from experts’ perspectives.

for their security and privacy (experts) but also that of their constituents (nonexperts), while

Figure 5.1b has the top advice mentioned by both experts (n=231) and nonexperts (n=294)

in an earlier US-based survey study by Ion et al. [71]. While Busse et al. [23] recently

replicated the study by Ion et al. in Europe, we compare our results only to the original work

by Ion et al., as the findings from Busse et al. overlap with those of the original study.

Expert vs. non-expert advice in the majority world Overall, we find that local experts’

top three personal advice for staying safe were mostly similar to the top three advice

they provide to their constituents (Figure 5.1a). This advice revolved around the use of

strong passwords, 2FA, not sharing personal information, keeping logins secret, using anti-

virus software, avoiding clicking on unknown links, generally using passwords, frequently

updating passwords, and avoiding public WI-FI. However, we also noted some differences.

In particular, experts themselves additionally seemed to use VPNs and prioritize software

updates, but less frequently recommended this advice to others. It appears that when advising

others, experts prioritize advice that is simple for users but also affordable. Unfortunately, as

software updates often require purchasing the Internet, this can often be seen as unnecessary

cost for users, especially if they do not understand the benefits of the updates.
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On the flipside, experts encourage their constituents to use trusted devices, avoid device

sharing, consult trusted experts only, and use memorable passwords more compared to

their own personal advice. We hypothesize that because users often need to share their

sensitive data for assistance, local experts emphasize the need for trust, both on the device

level as well as for consulted experts. For passwords, local experts recommend memorable

passwords because their advisees frequently forget complex passwords. Thus, account

access is often prioritized over account security.

Advice in the majority world vs in the West When we compare advice from our study

(Figure 5.1a) to Ion et al.’s (Figure 5.1b) study, we find many similar pieces of advice, but

with some differences. Strong passwords, unique passwords, use of 2FA, use of anti-virus,

frequent password updates, avoiding unknown links, and not sharing personal information

appear in both studies. However, the use of password managers is recommended frequently

by experts in Ion et al, but not by experts in our study at all. This suggests that users (and

even local experts) in the majority world might be less familiar with password managers.

While software updates are the most frequently mentioned advice by experts in Ion et al.’s

study, this advice is mentioned less frequently in our study. We hypothesize that local

experts in the majority world might not really view the security benefits of these updates as

a priority. Internet costs might also make them less likely to recommend this advice.

On the flip side, experts in our study frequently mention the use of passwords, avoiding

public WI-FI, and regular backups; these are not among the top advice mentioned in Ion et

al.’s study. While backups are a great piece of advice, using passwords alone is not sufficient

for account security, especially if the passwords are weak, reused, or saved on shared devices.

Avoiding public WI-FI is no longer important today, given that many websites have switched

to using HTTPS. At the same time, however, local experts and their constituents do not

always follow these pieces of advice, and we discuss reasons for that later in Section 5.3.5.1.
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Main takeaway Local experts in the majority world tailor their security and privacy

advice to the practical needs of their constituents, prioritizing usability, account access, and

affordability over strict adherence to “security best practices.” Practices that are deemed

costly, complex, or resource-intensive (e.g., software updates or VPNs) may be personally

adopted by local experts but are not provided by local experts to their constituents. This

directly shows how infrastructural and economic constraints shape security and privacy

advice and practices in the majority world.

5.3.2 Sources of Advice

Overview While sources of advice such as online platforms, past negative experiences,

formal training, social circles, and traditional media have also been documented in Western

contexts, we find that community ICT centers play a significant role in providing tech advice

and support in the majority world. Additionally, many experts note a growing reliance on

children as a trusted source of digital guidance.

Online sources Similar to prior work in the West [21, 140, 144, 175], local experts across

the nine majority world countries overwhelmingly pointed to online sources, including

online searches and social media, as a source of advice for themselves and others in their

communities. Different from those studies, some local experts indicated running social

media pages, e.g., on Facebook as well as WhatsApp groups, to disseminate advice to

their constituents. P56 (India) indicated that “the Internet has all the answers these days”

while P02 (Kenya) runs “several Whatsapp groups where I update them [people in their

community].” P58 (Pakistan) was overly trusting of advice on the Internet, stating that “the

Internet can not lie to you. However, P41 (Brazil) was skeptical, stating that for their “family,

sometimes they share something in WhatsApp groups, and we say, no, it’s not like that, you

have to look for more reliable source[s] information.
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Previous negative incidents Similar to prior work in the West [121, 125], we find that

previous negative incidents are a common source of advice. For instance, P04 (Kenya) uses

strong passwords because “a friend was using simple passwords and somebody came and

guessed his information/passwords and entered into his accounts and messed up everything.”

Regarding keeping logins secret, P55 (India) “learned this from the mine and customers’

experiences that we’ve had to deal with.” P44 (Brazil) “learned the importance of backups

through personal experience . . . This lesson hit home when I uninstalled WhatsApp while

formatting my phone, not realizing I needed a backup, and ended up losing everything.”

Formal training Similar to Redmiles et al. [125], some local experts pointed to some

formal training as a source of their advice or expertise. This ranged from IT-related courses

in school to courses taken online. For example, P23 (Ghana) “was first introduced to VPN[s]

by my teacher . . . in high school” while P44 (Brazil) “learned about this [keeping passwords

secret] in my technical course.”

Social circles Another common source of advice for experts and their constituents was

friends, partners, family, and colleagues, similar to previous work in the West [125]. In

our study, however, local experts detailed how people increasingly rely on their children

for advice. For instance, P55 (India) stated that people usually “ask people around them,

children around them, or someone who might be technically sound in their neighborhood.”

Similarly, P67 (Türkiye) mentioned that parents rely a lot on their children: “I think parents

also use their children’s, uh, support to . . . navigate through technology because our day

and age children are really good.” The reliance on children for advice suggests that updates

to school curriculum in the majority world to cover technology and security awareness could

have widespread impacts.

Community ICT centers Different from prior work in Western contexts [125], some

experts pointed to local community ICT centers as places where people in their local
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communities seek advice or tech support. This included libraries (Türkiye), tech repair shops

(Pakistan, Türkiye, Brazil, Ghana, Kenya), cybercafes (India, Kenya, Mexico), churches

(Brazil), phone and computer sellers (Brazil, Ghana), government ICT centers (Kenya),

and pharmacies (Türkiye). For example, P63 (Pakistan) stated that “in Pakistan, it’s very

common to go to phone-repair shops to get technology support.” P43 (Brazil) pointed out

how local churches also play an important role: “The pastor . . . makes an ad about it, saying

that on such and such a day, at such and such time, there will be a class, there will be a

course for people to learn about computing.”

Official sources While official sources are used more by users with more resources in

the West compared to those with fewer resources [126], only a few experts in our study

pointed to official sources, including customer care and government websites. While official

sources are authoritative, users are hesitant to use them because of cost constraints. P11

(Nigeria) stated that there are “premium services like people who go to Carlcare which are

like the official companies/service representatives and so some people go to them because

they believe that what comes for them is satisfactory.”

Traditional media Lastly, a few experts mentioned getting advice from traditional media

sources, including radio and TV. For example, P30 (Ghana) learned to avoid “suspicious

link[s] through education on the TV [and] on the radio” while P44 (Brazil) said that “in

small towns, radio is still a big deal.” For rural areas in the majority world, traditional media

could especially be a useful way to disseminate advice.

5.3.3 Concerns Addressed by Advice

Overview We now discuss concerns that influence security and privacy advice provided

by local experts. While most concerns, including account compromise and financial scams,

have also been noted in the West, we find that most of the advice provided by local experts

(see Section 5.3.1) protects users against account compromise, but less so against other
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concerns such as stalking and intimate partner violence. This potentially leaves users

vulnerable to other security and privacy risks.

Account compromise Described as “hacking” by local experts, account compromise

occurs when an unauthorized individual gains access to a user’s account [40, 168], allowing

them to impersonate or take over the account. Throughout our study, local experts frequently

mentioned account compromise — especially for social media accounts like WhatsApp

and Facebook — as a concern for themselves and their constituents. P06 (Kenya) worried

that “we have hackers everywhere these days” while P12 (Nigeria) mentioned that “people

complain to me that their social media accounts have been hacked, especially WhatsApp.”

Account compromise occurs in various ways, e.g., users forgetting to log out of public

computers, inadvertently sharing one time passwords (OTPs) with attackers, or clicking on

phishing links. P22 (Ghana) shared: “Someone can guess your number and then try to log

into your WhatsApp, but then you will surely receive a message and they will call you to

ask you for a code. And when you mention the code to them, they get into your WhatsApp.”

While experts shared ways to mitigate account compromise including not sharing OTPs or

avoiding unknown links, they also mentioned that some users are unconcerned about account

compromise, choosing to simply create new accounts, as elaborated by P38 (Brazil): “The

person says, okay, you hacked my social network, no problem, I’ll create another account.”

Misuse of personal information While account compromise involves unauthorized parties

getting access to users’ data, participants also worried about authorized parties using their

data for purposes other than legitimate ones. P38 (Brazil) argued that “there is no free lunch

. . . all the applications that come for free have as a goal to watch us.” P44 (Brazil) was

worried about their information being used for advertisements: “If an app is free to . . . use,

it means you’re paying with your data in some way . . . They might not steal your data, but

they do collect certain information and sell it to other apps.” This was echoed by P07 in

Kenya, where mobile money is common: “We mostly pay our bills using mobile phones
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but you find later those people whom you paid those funds they call you back like they are

advertising their services . . . something that you never consented to.” While prior work in

the West also notes privacy concerns, e.g., with online ads [183, 184], our results show how

emerging technologies in the majority world, such as mobile money, introduce new privacy

risks for users, suggesting design opportunities to improve the privacy of these technologies.

Financial scams Financial scams are deceptive methods used to steal money from peo-

ple [35]. Local experts were worried about financial scams targeting themselves and their

local constituents. P54 (India) was concerned that “a lot of scams are happening these days.”

P49 (China) described two scenarios: “In one, they’ve [people in their community] already

been scammed and are stuck in an endless loop of transferring money, unsure of whether

to continue. In the other, they’re being blackmailed and don’t know how to handle it.” In

most cases, social engineering [173] is used to trick victims as detailed by P06 (Kenya): “I

have a lady who was conned 2 million at Standard Chartered Bank and she was called by

someone and they told her your account has some issues kindly give us your date of birth,

your last transaction and the numbers they use are close to the actual numbers of the bank.”

Malware Malware is malicious software designed to harm devices or data [153]. Because

of the nature of websites they access, many local experts were concerned about viruses

infecting their devices or those of people in their local communities. For instance, P69

(Türkiye) stated that they are “interested in sports. I look at Fotomaç newspaper every

day. You know, in order to look at a page there, maybe 10 or 15 advertisements come from

there. Maybe you can get a virus.” This was echoed by P62 (Pakistan) for movies: “There

are websites where I usually go to watch certain shows. So I know for sure that, you know,

there are a lot of things that can go wrong here, but there are no other options in Pakistan.”

Similarly, P47 (China) said: “When downloading certain apps . . . my phone’s security

system sometimes warns me that the app might have risks, like viruses or potential data

breaches. But I wonder if these warnings are accurate. Despite the warnings, sometimes
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I have no choice but to download the app to complete a task.” Similar to prior work with

refugees in the US [145] and loan app users in Kenya and India [102, 122], our results show

how users de-prioritize security and privacy when faced with competing priorities. This is

exacerbated by low socioeconomic conditions in the majority world.

Social harms Social harms are the collective negative effects of behaviors or actions on

an individual, community, or society [100]. Local experts were worried about the negative

impact of access to pornography and gambling — made easy by technology — on their

communities. P15 (Nigeria) worried that “one of the things that technology has done,

especially for young children, is it has made them addicted to technology and they have

pornography and that sort of thing. And it has really made a lot of youths not focus on

their education.” When doing repairs, P25 (Ghana) described how “a lot of people . . . have

pornography on the laptop . . . so some time you try to do back up for them [before repair]

and when you go to the camera you will see things that you shouldn’t see.” P58 (Pakistan)

was worried that TikTok “is mostly used to promote obscenity and vulgarity” while P43

(Brazil) was concerned about gambling: “I believe this is very harmful for people. It ends

up taking their money.” We speculate that concerns around social harms might be more

pronounced in the majority world due to collectivist values.

Intimate partner violence (IPV) IPV refers to physical or sexual abuse, stalking, and

other forms of harm caused by an intimate partner [24]. Some experts recounted incidents

where people in their communities had been targets of stalking via spyware and other forms

of IPV. P25 (Ghana) detailed how “most [targets] are the ladies. So what happens is that

the guys will tap their WhatsApp and be reading their messages . . . one lady informed me

that . . . she was beaten by her boyfriend; that she had been chatting with another man

. . . So I went through the phone . . . and I asked her about many apps, but she said some

were not installed by herself.” Sometimes this stalking was facilitated by device or account

sharing, as elaborated by P49 (China): “I have a friend who shares an Apple ID with his
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wife. Through the ID’s tracking feature, she knows his every move.” While IPV has been

extensively explored in the West [24, 46–48, 157, 158, 185], we note that factors like low

digital literacy in the majority world make targets more vulnerable.

Image-based sexual abuse (IBSA) IBSA occurs when someone takes, shares, or threatens

to share sexually explicit images or videos of another person without their consent [171]. It

can take many forms, including nonconsensual distribution of consensually-created intimate

content (NDII), nonconsensual creation of the images, or unsolicited sharing [120]. In

our study, local experts were worried about some forms of IBSA, especially targeting

women. For instance, P39 (Brazil) mentioned that “[female] teachers, especially, were

much more concerned with image leaks, with image manipulation, than men . . . because

image manipulation is a relatively new threat, is much scarier to women than to men. And,

of course, women are much more targeted.” P02 (Kenya) was worried about NDII: “People

who use technology for very dubious reasons to gain dubious things. We have someone who

uses technology to download things like porn, part of it to sell.” P32 (Mexico) shared an

incident where accounts were compromised and used to distribute images, causing emotional

and physical abuse: “[Hacking] happened to a couple of young girls. One of them looked

for me and told me that her Facebook profile had been hacked, they made a photomontage

of her, and many people saw it, her father hit her and kicked her out of the house.” Some

experts were worried about how advances in AI have made it easy to create deepfakes.

Digital surveillance Digital surveillance is the use of technology to monitor and track

activities of other people [111], including their online communications. When probed

about this, local experts across all nine countries believed digital surveillance exists in their

countries, and is conducted mostly by governments and tech companies. Many local experts

and those they support were worried about this surveillance. For instance, P43 (Brazil) said:

“Some people do worry and are afraid of being watched. It even happens that people say

something, and shortly after, they see advertisements related to what they talked about.” P36
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(Mexico) added: “There are people I have heard who believe that we are watched by the

government or other non-governmental institutions and that we should be careful.”

Despite these concerns, many experts felt helpless in avoiding surveillance because they

could not avoid using technology or because the government is too powerful. Regarding the

government, P67 (Türkiye) said that “you can’t really do much” while P49 (China) added

that “in China, it’s almost impossible” to avoid surveillance. P38 (Brazil) stated that “it’s

impossible to stop being watched. Because most of the applications that we are dependent

on use the application as a form of surveillance. Facebook, WhatsApp, TikTok, and so on.”

5.3.4 Reasons for Following Advice

Overview Local experts provided various reasons why they and their constituents follow

recommended security and privacy advice. While reasons including knowing benefits/risks,

previous negative incidents, and simplicity of advice are consistent with prior work in the

West, we find that trust between experts and users is critical in the majority world.

Understanding the benefits and risks The most commonly cited reason for following

advice was understanding the benefits of the advice and the risks of not following it. For 2FA,

P21 (Ghana) said that “it is important because setting up that two-step verification, no one

can hack your account.” This was echoed by P67 (Türkiye) who added that “passwords can

always be breached. But two-step verification uses your phone. It’s harder to be breached.”

For strong passwords, P32 (Mexico) stated that “having a secure password is an important

aspect of keeping the security and privacy of your online information.”

Trusting local experts Previous work in the West [125] notes that users are more likely

to follow advice if they trust the source. We extend this work to the majority world and

show how local constituents trust advice from local experts because of the trust they have

developed with the experts. This sometimes forces people to only seek help from certain

experts, as P20 (Nigeria) recounted: “I had a customer who wanted to print a personal
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document relating to her salary and all that, and she kept telling me that she cannot take it

to any other cybercafe but mine because she trusts me.” We note that trust between users and

the experts is important as local experts often access sensitive information when supporting

their constituents — this has also been noted for case managers and refugees in the US [145],

cybercafe managers and customers in Kenya [103], and repair shop owners and customers in

India [101]. Further, this trust sometimes intersects with gender, as some users trust women

experts more and consult them for sensitive transactions.

Negative incidents Similar to prior work in the US [125], some local experts described

previous negative incidents as a reason for following advice. P01 (Kenya) frequently changes

their passwords due to “the time someone used my password to borrow money on my behalf I

felt humiliated and so I had to keep on changing.” P64 (Pakistan) protects their data because

“sometimes people use others’ phones and start browsing their pictures, which is personal.

I’ve seen people unlock phones, access contact numbers, and even extract numbers . . . So,

I decided to secure my photos and numbers.” For P43 (Brazil), “after having some of my

social networks hacked, I started using MFA on almost all my accounts.”

Advice being simple Lastly, some experts mentioned that people are more likely to follow

recommended advice if it is simple to implement. For example, P59 (Pakistan) stated that

“people will prefer to follow simpler advice.” Similarly, P20 (Nigeria) said that people are

more likely to follow their advice of generally using passwords “because it is easy for them

to follow compared to others.” Our findings support those of Redmiles et al. [125] about the

need to make security imperatives simple for users to implement them.

5.3.5 Challenges and Contextual Factors

Finally, we discuss contextual factors and barriers to following recommended advice.
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5.3.5.1 Challenges to Implementing Advice

Overview While inconvenience has also been noted as a barrier for following advice in

the West, we find socioeconomic factors, not knowing benefits, language barrier, and social

frictions of taking protective measures as barriers for following advice in the majority world.

Inconvenience of implementing advice Prior work in the US has noted inconvenience as a

reason for users rejecting advice [125]. We confirm and extend these findings to the majority

world, showing how such inconveniences can stem from poor connectivity or government-

imposed internet and network shutdowns in the case of 2FA. These inconveniences also

lead experts to prioritize account access over security when creating passwords for their

constituents. For example, P02 (Kenya) stated that “some people still get challenges because

you create a strong password for someone and someone forgets [it].” Regarding 2FA, P59

(Pakistan) said that “sometimes, you don’t get the code when you activate two-factor

authentication, or when the phone services are down in Pakistan.” These inconveniences

lead to insecure practices such as reusing passwords or turning off 2FA.

Socioeconomic factors Previous work in the West notes that users of lower socioeconomic

status struggle to find information on the web [59, 60, 149, 167]. Further, these users lack

access to more authoritative sources of security and privacy advice [125]. We extend these

findings to the majority world to show how limited finances often inhibit people from

implementing recommended security and privacy advice. P27 (Ghana) highlighted how

internet costs prevent people from updating their software despite knowing the benefits:

“Most of them, I think for the Internet concerns, they are not willing to update phones because

update takes a lot of Internet subscriptions . . . so most of them often frequently do not update

knowing fully well the importance of these updates.” P70 (Türkiye) said that they “do not

update it [their OS] . . . for financial reasons. Since this is a cost, I don’t see it necessary in
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Türkiye.” Similarly, P43 (Brazil) stated that “some people lack the resources to get antivirus

software” while P44 (Brazil) added “they’d say, but you have to pay for antivirus, why

should I get it?” In Pakistan, P61 remarked that most people “don’t even try to spend their

money on VPN. No one pays attention to safety. They want to save their money, even when

it’s compromising their security and privacy.” Despite discouraging their constituents from

using public WI-FI, P70 (Türkiye) acknowledged that “sometimes people may have to use

public networks due to financial reasons.” These findings suggest opportunities to make

security and privacy solutions more affordable for users in the majority world.

Performance degradation Relatedly, some experts mentioned how following advice can

degrade device performance. In particular, some experts indicated that installing anti-virus

tools can slow down their resource-constrained devices, as elaborated by P37 (Mexico):

“There are antivirus software on computers that are very slow, well not very slow but they

slow down the performance of the computer.” This was echoed by P40 (Brazil) who recalled

“back when I used Windows, I had Norton. Wow, man, for the love of God, that Norton took at

least a third of your RAM.” Relatedly, P42 (Brazil) described how VPNs can slow down their

connection: “a VPN makes your connection much slower — five times slower, sometimes.

Free VPNs often have limited speeds.”

Not knowing benefits Another reason for not following advice was the fact that some

people did not know the security and privacy benefits of following recommended advice.

For instance, P44 (Brazil) said that “it was common for them [people in their community]

to say, oh, there’s been this update notification for the past five months, and I can’t get

rid of it.” Similarly, P27 (Ghana) stated that “most of these updates don’t change much.

So once they don’t see much change after the update, they don’t really see the need for

updates often.” This was further complicated by the high costs of internet data, as described

earlier. Similarly, P36 (Mexico) indicated that people do not use anti-virus because “they

don’t know the importance or they simply don’t have information about it.” P62 (Pakistan)
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emphasized the need to “reject all besides the necessary cookies . . . So that I’ve told a lot of

people, you know, all your data is going this and that, but you know, a lot of people just like,

okay, whatever, we don’t care!”

Social friction due to protective behaviors Social relations and norms in the majority

world (highlighted particularly in Ghana and Pakistan) also inhibit people from following

advice. For instance, P21 (Ghana) detailed how preventing people from inserting USBs

into your devices can cause social friction and negative perceptions, stating that if you

“don’t allow people to insert their pendrives to copy music or other kinds of things, they

will just say you are being rude and arrogant.” Similarly, P29 (Ghana) described how it

can be difficult not to share devices: “The challenge is normally about our way of doing

things. They feel people who need help, if you do not do it [help them], even the reason

you give . . . to not share, they feel like you are denying others something.” P64 (Pakistan)

narrated how it can be difficult for people in intimate relationships to protect privacy on

their devices: “Sometimes husbands even ask why you’ve enabled these [security] features.

This also leads to issues . . . They themselves say that our family members will question why

so many passwords are used.” P62 (Pakistan) added that “I think since we live in a society

where sharing a phone is very common, so . . . if they are sharing their phone a lot, and they

have to share, then definitely it’s not very feasible to, you know, keep putting in a password

yourself every time.” We note that such tensions can dissuade people from taking security

and privacy measures such as using a phone lock, and subsequently make them even more

vulnerable to IPV via stalkerware.

Language barrier Lastly, some experts described how some of their constituents struggle

to use technology devices because they do not understand English. For instance, P54 (India)

stated that “since most of the errors are in English or not even errors, any problem alerts

are in English, they do not know what is happening. Say there is some notification on the

screen and they did not see what they changed or what they clicked on. For example, there is
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this do-not-disturb service, right? They might have clicked it, accidentally, which eventually

leads to their calls being denied. Without them being notified. So stuff like that they don’t

understand.” Similarly, P65 (Pakistan) added that “ if it [the language on tech devices] is in

English, they [people they support] don’t understand at all.” This language barrier similarly

extends to security and privacy, making it difficult for users to understand or configure

appropriate privacy controls.

5.3.5.2 Contextual Factors

Overview Lastly, we saw different ways in which factors including gender identity,

religion, digital literacy, infrastructural challenges, and device-sharing practices shape

security and privacy concerns, advice, and practices in the majority world.

Gender A recent SoK found mixed results regarding the impact of gender on security

behaviors in Western contexts [174]. While many quantitative studies find correlations

between gender and security and privacy practices, they often fail to account for why these

correlations exist. Through our study in the majority world, we find a multitude of ways in

which gender identity intersects with security and privacy, particularly through perceived

threats, barriers to resources and advice, social norms, and gendered seeking of advice. For

perceived threats, several experts mentioned that women are more vulnerable than men,

especially to stalking, image-based sexual abuse, and account compromise. For instance,

P27 (Ghana) stated that “I find a lot of women falling victim to these social media hacks. So

you find frequently a lady will call you that someone has hacked my WhatsApp.”

Social norms. Some reasons women are more concerned or vulnerable include cultural

expectations to share their devices and patriarchal norms that disadvantage women, similarly

noted in majority world countries like Bangladesh [151]. For instance, P10 (Kenya) said

that in their rural place, “women are not given priority when it comes to education and the

job accessibility and opportunities and so they have little to no information.”
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Gendered seeking of advice. Gender also influences who people turn to for advice. In

Pakistan, women prefer to seek advice from other women, as detailed by P60: “Since I

am a girl, more women reach out to me.” In other cases, men experts are preferred for

technical challenges, while women are often turned to for sensitive transactions. For instance,

P03 (Kenya) said that when people’s challenges “involves some sensitive information, for

example . . . their pay slips and all that information, they prefer a female [expert] . . . when

it comes to the usual repairs, maybe the usual computers they would prefer a male.” P20

(Nigeria), a woman expert, said that “even though they [people who seek help] want a male

figure [to fix technical problems], I still try to make them understand that I can do this.”

However, this does not always work as elaborated by P10 (Kenya): “The place I am, the

way you talk to women is not the way you talk to men . . . When talking to a man, for him

to listen to you, another man has to be the one talking to him. [So it’s hard to advise men

because] they have this diminishing treatment when it comes to women.”

Digital literacy When asked about common challenges in their communities, local experts

overwhelmingly pointed to low digital literacy often caused by low literacy. For instance,

P02 (Kenya) said that “most of them [people in their community] are very illiterate and have

very little knowledge about ICT.” This low digital literacy often amplifies other challenges,

including users forgetting their logins, not understanding privacy controls, and sometimes

being vulnerable to stalking. For instance, P08 (Kenya) mentioned how “the first time

someone has created [a] Facebook page or on social media and they end up posting and

they might think they have posted for themselves while they have posted and so many other

people are seeing it.” P25 (Ghana) described how low digital literacy can make people

confuse the camera flashlight on their phones for just a flashlight, and end up unknowingly

recording intimate videos of themselves: “Sometimes the ladies, they give the phones to

their children and then in an attempt to use the camera they sometimes walk around nakedly

in the room . . . when there is lights out, they use the phone torchlight as a camera even
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if they go to the washroom . . . sometimes in an attempt to put the phone in a good place

where they can get the lights they end up punching the video . . . they think they are using

the camera light but they do not know that it is the video they have activated.” P25 (Ghana)

added that “some people even don’t know how to delete things from their phones. When they

delete, it go[es] straight to the recycle bin and they have no idea of the recycle bin.” These

results show how low digital literacy can amplify security and privacy risks faced by users

in the majority world. In fact, prior work in Kenya by Kotut et al. [85] shows that as users

(especially non-literate ones) transition from feature phones to smartphones, they encounter

issues using these devices, especially if they had memorized feature phone settings, forcing

them to rely on other people for help.

Local experts further detailed that they vary their advice and delivery of advice depending

on the target users’ literacy, and especially digital literacy. For instance, P22 (Ghana) is

hesitant to recommend phone locks to people with low digital literacy: “There are some

people who don’t know anything at all so if you ask this people to put locks on their phone

it will be a problem.” P24 (Ghana) recommends simple passwords for those with low

technology skills: “For those who don’t know, I would not make the password very difficult

to remember.” Some experts also mentioned not bothering to explain things to people with

low literacy levels, instead directly performing the task for them, as elaborated by P58

(Pakistan): “For uneducated people, we just do this for them. If the person is educated,

we will guide him . . . and he will do it himself.” This was echoed by P54 (India): “If the

customer is not educated, then I prefer to solve the problem myself and tell them not to do

anything.” Such practices further widen the digital divide between users.

Infrastructural challenges Local experts described various infrastructural challenges

that amplify security and privacy challenges and concerns in the majority world. Many

experts pointed to poor networks and a lack of access to electricity and personal devices

that necessitate their constituents to devise workarounds. For instance, P21 (Ghana) stated
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that “people that do not have access to electricity come here to charge their phones.” If

these devices are not adequately protected, e.g., via a PIN, users’ information could be

accessed at these stations, as confirmed by a recent study in rural Ghana [160]. According

to P32 (Mexico), “the limited access to technology is due to the poverty that prevails in

the P’urhépecha area; a good part of the indigenous population does not have a computer,

internet or other technological devices at home.” These infrastructural challenges often

disproportionately affect rural [160] and indigenous communities, leading to what McClearn

et al. refer to as “infrastructuring” [97], i.e., practices such as device sharing and reliance on

intermediaries for technology access and use. Due to the security and privacy tensions they

introduce, users turn to “patchworking” practices to protect their everyday security [97].

Device-sharing practices Another common theme in our study was device and account

sharing. Local experts provided various contexts why they and their constituents share

devices and accounts, including at workplaces and at home with trusted ones. P35 (Mexico)

explained how device sharing is common in Mexico due to economic constraints: “Some-

times there is only one device in a single family or worked by a team [adults, young people,

and children]. Well, you have to do it on a single computer here. Here, a computer is

shared by several people.” P66 (Türkiye) described how sharing is encouraged by their

religion: “If someone in the neighborhood has one [product], that is, if a man who has

the means [to] buy it, the neighbors in the neighborhood can borrow it and benefit from

it. This is also seen as good from a religious point of view.” However, device sharing can

lead people to think they have been “hacked” when their accounts are accessed. In some

cases, trust when sharing accounts and devices can be abused, as elaborated by P44 (Brazil):

“The most common issue was with bank passwords. They’d usually share them with other

people, like close relatives. Unfortunately, every family has at least one person who’s a bit

untrustworthy. These people would then make transfers using their name.” We note that

these device and account sharing practices routinely lead to privacy tensions.
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Religion Religion also influences tech usage and security and privacy concerns in the

majority world. Some experts described how religion can turn people away from technology,

with P19 (Nigeria) stating that “Muslims don’t have time and they feel most of the things

on the Internet are not morally right.” Some experts mentioned being cautious about the

advice they give in relation to the advisee’s religion. In Türkiye, photo-sharing on social

media can be problematic due to religious beliefs as elaborated by P66: “We had a lot of

discussions about . . . whether it is right or permissible to share the picture of your wife, the

picture of your daughter or the picture of your son . . . it doesn’t matter in the end, if you

take and share a picture of your wife, your wife’s picture in a home environment that people

can’t normally see, it zooms in much closer. I mean, it counts your eyebrows, eyes, eyelashes.

Is this permissible? It is not . . . It is like this in terms of privacy. In fact, it is also religiously

impermissible.” In Pakistan, P59 expressed concern at the Internet blockage during religious

holidays: “My main concern is that the social media platforms should not be blocked at any

time. For example, social media gets blocked during Muharram . . . it is harmful not only for

our work, but for everyone.”

5.4 Discussion and Conclusion

In this study, we explored security and privacy advice prioritized by local experts (n=70)

across nine majority world countries. While local experts’ advice for their constituents

largely matches advice for their own security and privacy and advice from the West, we

surface various significant barriers to advice implementation in the majority world, including

economic constraints, language barriers, and social frictions that can be caused by taking

protective security and privacy measures.

In this section, we reflect on our findings and share recommendations to better support

majority world users. We also share lessons for researchers looking to do similar work.
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5.4.1 Main Takeaways

Advice in the majority world is mostly similar to the West Previous research conducted

mostly with Western participants finds that the web [128], social media [16,21,38,144,175],

entertainment media [50], and friends and family [51, 65, 67, 110] are common sources of

security and privacy advice. We confirm these findings in the majority world. In addition,

we find that people in the majority world frequently turn to local experts for advice, with

some local experts mentioning they run groups on social media platforms such as WhatsApp

and Facebook to disseminate advice. Regarding the advice content, we similarly find that

the advice provided (including the use of strong passwords and two-factor authentication)

by local experts largely matches advice from the West [71, 128], with advice prioritization

challenges [128] similarly extending to the majority world. However, we also noticed

some differences. For example, some experts advise their constituents to use memorable

passwords likely because their constituents often forget complex passwords. Others advise

their constituents to only consult trusted experts. Collectively, these results suggest that

recommendations made by previous work in the West around advice prioritization [128]

may also be applicable in the majority world. However, without considering the context of

the majority world, any such recommendations are likely to fail, and we discuss next why

and how advice from the West fails in the majority world.

Western advice fails elsewhere for various reasons While we also find that the trustwor-

thiness of advice [127], convenience [7, 41], past negative incidents [125], and simplicity of

advice [125] are critical for implementing advice, we surface factors that make it difficult

for users in the majority world to implement advice. For example, our study shows how

economic constraints and social frictions that arise because of protective security and privacy

practices such as using passwords, inhibit people from following advice. Regular software

updates are impractical for some users because of internet costs, while collectivist cultures

compel people to share their devices, making it difficult for users to protect their privacy.
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Despite advising their constituents to use genuine software, some experts decried how

people are unable to afford it, turning to pirated and potentially harmful software. Similarly,

other experts mentioned how it is impractical for users to use the often resource-intensive

anti-virus tools on their resource-constrained devices. In rural areas, SMS-based two-factor

authentication sometimes fails due to poor connectivity. Overall, these results suggest the

need for more consideration of users in resource-constrained settings in both the design and

deployment of tech and security and privacy solutions.

Many concerns around account “hacking” Throughout our study, one frequently cited

concern was account compromise (otherwise described as hacking by many local experts).

Local experts recounted various incidents where their own accounts as well as those of

other people in their communities had been compromised and taken over. The compromised

accounts ranged from social media accounts including Facebook to social messaging apps

such as WhatsApp. While the experts described this as hacking, we noted that these “hacks”

often involved simple techniques. For instance, several experts detailed how people easily

get tricked into giving away one-time authentication codes or clicking on unsuspecting links,

resulting in their accounts getting compromised. Device sharing practices can also lead

to inadvertent access by users who share the same device. In fact, a recent study focusing

on cybercafes in Kenya [103] highlighted how some cybercafe operators encourage their

customers to save their passwords in the public computers at the cafes to avoid forgetting

them. However, this can result in unauthorized access to user accounts by other cybercafe

customers. These concerns point to a need for more educational interventions as well as

redesigning technology and security and privacy tools to better serve device sharing practices

that remain common in the majority world.

Low literacy amplifies security and privacy risks Our study shows how low digital

literacy in the majority world can particularly complicate security and privacy for users.

While English is often the de facto language on tech devices and platforms, low-literate users
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in the majority world often do not understand English, making it challenging for them to

even configure appropriate security and privacy settings. For example, local experts detailed

how some users do not understand device update nudges presented in English, turning to the

experts to help them to dismiss these nudges. Other experts mentioned that some users fail to

understand privacy settings and configuration on social networks such as Facebook, leading

them to overshare their data. Low literacy also seemed to directly connect with low digital

literacy, with experts sharing how low digital literacy makes their constituents vulnerable to

risks of being stalked. For example, the ability to log onto multiple WhatsApp accounts on

one device can allow attackers to stalk others, especially if the victims do not understand

how to check other devices they are logged to. These results suggest opportunities for better

language translation for technology and prominent UI features that can provide users with

better visibility and transparency into their security and privacy configurations.

5.4.2 Next Steps

Prioritizing advice in the majority world In a previous study focusing on the US,

Redmiles et al. [128] noted that there are too many security imperatives on the web, making

it difficult for users to prioritize advice. The study recommends the prioritization of a few

high-impact pieces of advice for end users. In our study focusing on the majority world, we

similarly find a wide variety of security and privacy advice provided by local experts to users.

Similar to Redmiles et al., we note that this plethora of advice makes it almost impossible

for users to follow all these pieces of advice. Thus, future work can evaluate the efficacy and

applicability of security and privacy advice from our work and prior work [125, 127, 128]

against the threat models and possible adversaries in the majority world with the goal of

prioritizing the most practical and highest impact advice for users in various majority world

contexts. For example, in shared device contexts, advice such as logging out of accounts

after use might arguably be more useful and practical than the use of strong passwords.
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Better translation to local languages Language barrier remains a significant challenge

for users in the majority world when using technology, presenting opportunities for better

translation from English to local languages. While smartphone brands like Android and

Apple allow users to switch languages, these translations are often incomplete, leaving

many menus and interfaces in English. Recent advances in AI could be used by tech

designers to aid translations to local languages. However, many majority world countries

have several local languages, and thus, it’s impractical to immediately translate to all these

languages. Nevertheless, proper translation to just the official languages would be a good

start. Beyond devices, there is also potential to curate security and privacy advice in local

languages, ensuring users can better understand and implement important security and

privacy advice. As shared by some local experts, public gatherings offer a great avenue to

disseminate security and privacy advice. However, adequate care must be taken when doing

these translations as security and privacy terms can significantly vary across languages and

cultures. Thus, it is crucial to directly work with local communities to account for these

nuances during the translation and dissemination of advice.

Designing tech, and security and privacy for diverse contexts Our study underscores the

importance for designers to consider diverse contexts in the majority world when designing

technology and security and privacy features. For example, password managers could

greatly benefit from redesigns that accommodate multiple user profiles, each protected by

user-specific vault passwords, to better support device-sharing contexts. This could also

be beneficial for experts who manage passwords for other users, e.g., at public computing

facilities. Additionally, clearer information about file deletion is needed. While iOS notifies

users that deleted items remain in the recycle bin for 30 days, some Android devices do not,

leading to misconceptions that deleted files are permanently removed. Nudging users about

items in the recycle bin could address this. Similarly, nudges could enhance security in apps

like WhatsApp by periodically notifying users of all devices and locations where they are
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logged in to alert users about potential stalking. For these designs and interventions to be

effective, however, we recommend more research with the target users.

Making tech and security and privacy solutions more affordable In our study, local

experts mentioned that pirated software is commonly used by their constituents, despite

their advice against using it. To discourage the use of pirated software, companies should

make authentic solutions affordable. As economic conditions vary across countries, uniform

pricing may be less accessible to users in low-income regions. Instead, we argue that

equitable pricing models, such as adjusting for purchasing power parity [131], could improve

affordability and encourage the use of genuine and safer software.

5.4.3 Final Thoughts and Future Work

Lessons for the West from the majority world Our results from the majority world

show that local experts prioritize usability, affordability, and account access over strictly

recommending what may be considered “security best practices” in Western contexts. Even

measures they personally adopt, including software updates and the use of VPNs, are not

recommended by experts to their constituents if they perceive them to be too costly or

complex given the infrastructural and economic realities of their constituents. Local experts

additionally emphasize trust and communal approaches to security and privacy, encouraging

their constituents to use trusted devices or consult trusted experts only, especially when

conducting sensitive transactions. While they have limitations, we believe some of these

practices can inform the design of security and privacy solutions that are useful not just in

the majority world but also in Western contexts. For instance, making security solutions

such as anti-virus less resource-intensive, and genuine software more affordable can also be

helpful in Western contexts, especially among low-income groups. Communal approaches

to technology access and security and privacy, especially in contexts where trust is essential,

are also relevant in settings such as public libraries in the West [37, 91], or between refugees
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and their case managers [145]. Thus, designing security and privacy tools suited to these

contexts in the majority world will likely be beneficial even in Western contexts.

Future work Our study surfaced how contextual factors — ranging from gender, religion

to infrastructural challenges — shape security and privacy concerns and advice. Given

that security and privacy practices can be affected by local laws, political regimes, and

regulations, future work can explore more closely how these factors shape concerns and

advice in the majority world, potentially developing a framework to theorize this relationship.
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Chapter 6: Conclusion and Future Work

This dissertation explores the security and privacy challenges and practices of various

majority world populations. My investigations begin in Kenya, where I highlight unique

security and privacy challenges posed by mobile loan apps and shared public computing

facilities at cybercafes. To gain a global perspective, I then explore security and privacy

concerns and advice across nine majority world countries. In this chapter, I synthesize key

findings from this dissertation and outline promising directions for future research.

6.1 Summary of Key Findings

In this section, I summarize the main findings and contributions of this dissertation.

6.1.1 Impact of Economic Factors on Security and Privacy

A major contribution of this dissertation is demonstrating how financial constraints — which

are more pronounced in the majority world — shape users’ security and privacy perceptions

and practices. In the study on mobile loan apps, I show how financial adversity in Kenya

compels many loan apps users to de-prioritize their privacy concerns with these apps in order

to secure loans. Similar financial constraints emerged in the cross-national study on security

and privacy advice, often acting as a barrier for users implementing advice. For instance,

many users cited the cost of internet as a challenge to keeping their devices updated, while

others, unable to afford genuine software, resorted to pirated alternatives that may pose

security risks. I provide several recommendations that can help address these concerns.

For loan apps, simply giving users more transparency and control over their data may be

insufficient, as financial need often outweighs privacy considerations. Instead, I advocate

for stronger privacy regulations to protect these users. Further, app marketplaces should

proactively investigate and take action against apps that misuse user data. After all, there
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were numerous privacy complains in the reviews for loan apps on the Google Play Store. I

also advocate for more equitable pricing models for tech products and software, particularly

based on purchasing power parity [131]; this can make legitimate software affordable and

reduce the reliance on pirated and potentially harmful alternatives in the majority world.

6.1.2 Mismatch of Advice Between Western Experts and Local Experts

While there is an overlap between security and privacy advice provided in the West compared

to the majority world, this dissertation also highlights notable differences. While Western

experts emphasize strong passwords and advise against writing them down, some cybercafe

managers in Kenya offer contradicting advice. For instance, some managers encourage

customers to use simple passwords such as their names or national ID numbers to remember

them. One manager even reuses the same password for all customers. While local experts’

advice is adapted to be practical for users in the majority world, it also introduces significant

risks to users’ account security. My findings suggest the need to collaborate with local

experts and communities to understand their practices and threat models to develop security

and privacy advice that is both relevant and effective for their communities. For example, I

argue that writing down passwords is not problematic as long as users store them securely;

this is a much safer approach than using one’s name as a password. Further, my work

suggests that traditional password-based authentication may not be the most suitable option

for these users. Instead, alternatives such as magic links or one-time passwords for each

login should be explored, as they may better align with these users’ needs and constraints.

6.1.3 Device-Sharing Practices versus Security and Privacy

This dissertation also demonstrates various reasons and contexts for device sharing in the

majority world and how these sharing practices complicate security and privacy for users.

While prior research in South Asia [136] has shown that women are culturally expected to

share their devices, my work extends this to other majority world countries. In particular, I
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highlight how financial constraints, social relations, and religious beliefs often compel people

to share devices. At the same time, users may feel as though they have been “hacked” when

others access their accounts, e.g., because they forgot to log out from shared devices. I argue

that security and privacy advice in the majority world should consider these shared-device

contexts to be effective and practical for end-users. For instance, users should be advised on

the importance of logging out after using shared devices to protect the security and privacy

of their accounts. From a technology design perspective, I argue that tools such as password

managers should support shared-device contexts. For example, password managers could

support multiple user profiles, each protected by user-specific vault passwords, ensuring

security while accommodating device sharing practices.

6.1.4 Impact of Socio-Demographic Factors on Security and Privacy

My cross-national study in nine majority world countries further highlights the impact of

various socio-demographic factors including gender, religion, socio-economic status, culture

among others on security and privacy concerns and practices. For instance, patriarchal

norms in some regions continue to marginalize women, restricting their access to essential

knowledge and resources, making them more vulnerable online. In countries such as

Pakistan, women often prefer seeking help from other women, highlighting the role of

gender and social norms in security and privacy practices. Culture also plays a significant

role in shaping technology use and security measures. In the majority world, device-sharing

remains a common practice, and is sometimes encouraged by religious beliefs. At the

same time, this sharing of devices can make it difficult for users to protect their privacy.

Overall, these findings emphasize the need to move beyond just technical security and

privacy solutions and consider social factors to develop solutions that better protect users’

digital safety. It is particularly crucial to explore diverse user groups and collaborate with

local communities to design inclusive, culturally-sensitive security and privacy solutions.
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6.1.5 Comparison of Findings in the Majority World to Western Contexts

My results and recommendations are different from previous work in Western contexts in

several ways. While studies around mobile apps [87] in Western contexts advocate giving

users more control and transparency over their data, I argue that this is not sufficient for low

socioeconomic users who are willing to overlook their privacy concerns due to competing

priorities. Instead, I argue for stakeholders such as regulators and app stores to enforce

privacy laws and app store-level measures to protect these users. Comparing practices and

concerns at cybercafes in Kenya to public libraries in the US [91], I note some similarities

but also differences. First, both library operators and cybercafe managers lack proper

training, significantly impacting the advice and support they provide to their customers.

However, while library operators in the US are primarily concerned about protecting their

clients’ privacy from external threats for example governments, cybercafe operators are

mostly interested in protecting their customers’ security and privacy from other users of the

cafes. Further, while the advice provided by most cafe operators appears well-intentioned,

security-usability tension often compels them to prioritize account access over security for

example by suggesting the use of simple passwords such as names. I recommend the need

for more training for the cafe operators as well as a redesign of authentication systems to

better serve users in the majority world. Lastly, my cross-national study in the majority

world shows how practices such as device-sharing complicate privacy on technology devices.

I thus recommend the need to rethink access control in shared device contexts.

6.1.6 Lessons from Conducting Cross-National Research

One contribution of this dissertation are the lessons I share with the security and privacy com-

munity on how to appropriately engage with local communities when conducting research.

Throughout the process of conducting the cross-national research on security and privacy

advice described in chapter 5, the core team and I made deliberate efforts to involve local

communities in this work, ranging from recruitment to data collection, analysis, and paper
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writing. While this extended the timelines of the project, e.g., because I had to train some

local contacts on research, our contacts provided invaluable contributions. They enriched

our analysis with a lot of nuances and context that would otherwise have been impossible to

capture. We left it up to our contacts to decide their level of involvement, offering various

compensation options from payment to authorship and/or both. For payments, we took

advantage of platforms including Wise and Remitly to wire payments to our contacts.

For other researchers looking to do similar work, I encourage them to involve local

communities to ensure (i) the research benefits directly extend to local communities, and (ii)

local context is appropriately respected. While it might be easier and more convenient to

use panel providers, I argue that the context and insights provided by local collaborators

justify the efforts to involve them. My team and I found it somewhat easier to contact local

contacts by tapping into our own academic and personal contacts, an approach that could

be beneficial for others looking to replicate our methods. However, we also faced a few

challenges. First, this project spanned multiple years because of all the logistics involved in

navigating IRB processes, finding the right in-community contacts, handling translations,

among others. It was also challenging to coordinate the project across multiple time zones.

For others looking to do similar work, I recommend blocking out enough time (in the count

of years) and having alternative countries in case others fail to materialize.

6.2 Future Directions

In this section, I now discuss some promising directions for future research to better support

users’ digital security and privacy in the majority world and beyond.

6.2.1 Exploring Concerns and Advice From the Users’ Perspectives

Chapter 5 of this dissertation detailed, for the first time, various security and privacy concerns

and advice prioritized by various local experts across nine diverse countries in the majority

world. Some of these concerns include fears around account “hacking,” misuse of personal
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information, financial scams, susceptibility to malware and viruses, and even AI-related

concerns such as deepfakes. While the experts mentioned taking as well as advising their

constituents to take protective measures including using strong passwords and the use of

two-factor authentication, I also found various barriers to implementing these measures

including economic constraints, low digital literacy, as well as cultural and social norms that

discourage taking protective measures. While these findings provide vital recommendations

for how to design security and privacy solutions to support diverse user groups, they are only

a starting point, using local experts as a proxy to understand user challenges and practices.

Future work should go beyond local experts to interview end-users in the majority world to

more directly understand their security and privacy challenges and needs. Such work should

particularly explore how common practices such as device-sharing are to inform the design

of solutions that can protect users’ privacy within these contexts.

6.2.2 Validating Qualitative Findings Through Large-Scale Studies

The qualitative studies and findings presented in this dissertation provide a good initial un-

derstanding of the security and privacy challenges faced in several majority world countries.

In particular, the qualitative interviews used allowed for a deeper understanding of these

challenges, showing for example how economic constraints can make people turn to pirated

and potentially harmful software. To explore how these results generalize more broadly

to other users, there’s opportunities to extend this work through large-scale surveys and

measurements. This can be done via analyzing public discourse on social media platforms

or through surveys. For instance, a recent study by Akgul et al. [5] analyzed 12 million

instances of privacy-related reviews publicly visible on the Google Play Store, finding that

the privacy concerns around mobile loan apps detailed in chapter 3 of this dissertation extend

far beyond Kenya to other majority world countries such as India. Future work can therefore

analyze social media sentiments across countries to see how the concerns and challenges

I have detailed in this dissertation extend to other countries. Large-scale surveys could
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also help to further explore how these results generalize. Since online survey tools such as

Prolific [119] may not be readily available in the majority world, such surveys can use online

panel providers that have been used in prior work for example by Herbert et al. [66, 67]

6.2.3 Rethinking Authentication and Password Management

This dissertation qualitatively showed numerous challenges with password management in

the majority world. While prior research has explored password selection and challenges in

Western contexts [143, 164–166], much less is known about how users in the majority world

select and manage their passwords. Further, while tools like password managers have been

developed to support users [94,104,117], their adoption and suitability in the majority world

remain unknown. Future work can examine password selection practices and behaviors

in the majority world on a larger scale, as well as user awareness and use of password

managers. Additionally, alternative authentication mechanisms, such as magic links and one-

time passwords for logins, should be investigated. Understanding and improving password

management in the majority world will lead to the design of more usable authentication

mechanisms not just for users in the majority world, but for all users more broadly.

6.2.4 Designing Security and Privacy for Shared Contexts

My work suggests that device sharing is a common practice in the majority world, and is

driven by economic constraints as well as religious and cultural norms. However, most

security and privacy solutions are designed from a Western perspective where device sharing

is less common. As a result, these solutions often fail to meet the needs of users in the

majority world. Future research can explore how to design security and privacy solutions for

shared contexts. For example, password managers could be redesigned to support multiple

user profiles, with each profile protected by a vault-specific password known only to its

owner. However, it is crucial to involve majority world users in the design and testing

process for these tools to ensure they respect and support local contexts.
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Appendix A: Mobile Loan Apps

A.1 Interview Script

Informed Consent
Thank you for meeting with me. My name is Collins and I am a student at the George Washington University.
I am doing a study on mobile loan applications in Kenya. Before we begin, I am about to send you a document
that informs you of the study procedure. You should read that document carefully, and please let me know if
you have any questions.
If participant consents to take part in the study:

1. What mobile loan applications do you currently use and/or have used in the past?

For the next set of questions, I would like you to think about the mobile loan application you have most
commonly used or use and answer these questions with that application in mind.

2. What mobile loan app have you most commonly used?

3. Please describe how this application works.
Ask below follow-up questions if they are not addressed.

(a) How does it calculate your credit worthiness?

(b) What happens if you’re unable to pay back the loan?

4. Why do you use this mobile loan application?

5. What do you like the most about this mobile loan app?

6. What do you dislike the most about this mobile loan app?

7. Do you have any concerns with this mobile loan app?
Ask below follow-up question if it is not mentioned.

(a) Any security and privacy concerns?

8. Have you stopped using any mobile loan application?
Ask below follow-up questions if they are not addressed.

(a) What loan application?

(b) Why did you stop using it?

9. Have you removed any mobile loan app after using it?
Ask below follow-up questions if they are not addressed.

(a) What loan application?

(b) Why did you remove it?

10. All mobile applications require access to different permissions in order to access data required for one
function or another. Mobile loan applications similarly require access to different permissions. What
are the permissions required by the mobile loan application you have most commonly used or use?
Guide participants through the process if they are unfamiliar with it.

(a) What do you think this loan application does with these permissions?
Ensure participants provide an answer for all the permissions.

(b) How did you learn about this?

(c) Are you comfortable with this?

141



11. What permissions requested by mobile loan apps, if any, are you least concerned about?

12. What permissions requested by mobile loan apps, if any, are you most concerned about?

13. Is there anything else you would like to share about mobile loan apps?

14. As a result of this interview, is there anything you will do differently with mobile loan applications
going forward?

Demographics
Finally, I am going to ask you some demographic questions. If you prefer not to answer any of them, please let
me know.

16. What is your age?

17. With which gender do you most identify with?

18. What is the highest degree or level of education you have attained?

19. Which of the following best describes your educational background or job field?

• I have an education in, or work in, the field of computer science, computer engineering or IT.

• I do not have an education in, nor do I work in, the field of computer science, computer
engineering or IT.

• Prefer not to say.

20. How do you earn your living?

21. As an appreciation for your time, I would like to gift you 2GB of data or 125 minutes of call time to
your phone. Which one do you prefer?
As per preference, the voucher is transferred to the participant’s phone.

A.2 Codebook

• mobile-loan-apps (64)
Tala (14), Branch (13), OKash (8), OPesa (5), Zenka (5), Zash (2), LCash (2), MoKash (2), iCash (2),
Timiza (2), iPesa (2), MyKES (1), Scoppe (1), Berry (1), CashNow (1), CreditHela (1), LionCash (1),
CashApp (1)

• loan-app-permissions (129)
contacts (20), SMS (20), telephone (20), location (19), storage(19), camera (16), calendar (10),
microphone (5)

• permissions-use (140)
SMS (26): check-transactions (10), send-you-SMS-reminders (5), know-frequent-contacts (4), check-
loan-defaults (2), phone-verification (2), text-contacts (1), send-you-updates (1), send-you-promotional-
texts (1)
contacts (22): call/SMS-them-upon-defaulting (17), access/confirm-guarantors (3), call-you (2)
location (22): track-you (14), confirm-location (5), don’t-know (2), customize-services (1)
telephone (19): don’t-know (5), reminder-calls (3), send-you-money (3), track-you (2), confirm-phone-
ownership (2), promotional-calls (1), call-contacts (1), check-phone-type (1), check-frequent-contacts
(1)
camera (18): don’t-know (7), take/upload-photo (6), assess-you/looks (3), track-you (1), spy-on-you
(1)
storage (18): don’t-know (12), app-installation (3), access-files (1), install-backdoor (1), check-other-
apps (1)
calendar (10): know-pay-day (5), record-keeping (2), know-borrowing-date (1), locate-you (1), don’t-
know (1)
microphone (5): don’t-know (2), talk-to-agent (2), record-you (1)
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• loan-app-positives (38)
quick-loan-disbursement (14), growing-borrowing-limits (7), no-paperwork/formalities-required (6),
easy-access-to-loans (3), promotions/offers (2), small-interest-rates (2), MPesa-intergration (1), apps-
have-reminders-to-pay (1), apps-don’t-need-lending-reason (1), adequate-loan-amounts (1)

• credit-worth-calculation (24)
trust (5), check-transactions (4), don’t-know (4), employment-details (4), check-CRB (3), data-from-
permissions (2), social-media-data (1), telecoms-company-data (1)

• loan-app-concerns (67)
frequent-calls/SMS (13), borrowing-addiction (13), high-interest-rate (10), short-repayment-period (6),
growing-interest (6), CRB-listing (4), data-shared-with-third-parties (4), penalties-for-delayed-payment
(3), interest-deducted-upfront (2), no-option-to-delete-info (1), don’t-know-data-handling (1), app-
records-passwords (1), social-media-shaming (1), small-loan-amounts (1), other-people-borrowing
(1)

• concerning-permissions (35)
contacts (24): contacts-not-involved-in-loan (9), contacts-will-be-threatened (5), name-defamation (5),
apps-should-stick-to-guarantors (4), contacts-will-be-tracked (1)

camera (5): spy-on-you (3), don’t-know-use (2)

SMS (2): read-private-messages (2)

location (2): track-you (2)

storage (2): don’t-know-use (1), app-will-misuse (1)

• non-concerning-permissions (26)
storage (6): don’t-know-use (5), required-for-app-installation (1)

location (6): can-easily-move (3), required/already-provided (3)

camera (4): don’t-know-use (2), take/upload-photo (1), immediately-remove-app-after-use (1)

telephone (3): don’t-know-use (2), app-already-has-access (1)

calendar (2): don’t-know-use (2), calendar-empty (1)

contacts (2): verify-guarantor (1), publicly-available (1)

SMS (2): no-private-SMS (1), comfortable-receiving-texts-from-app (1)

• loan-privacy-tradeoff (10)
disregard-privacy-to-get-loan (10)

• post-interview-behaviour (10)
avoid/won’t-use-loan-apps (6), check-permissions-before-use (3), minimize-usage (1)

• additional-information (4)
regulate-loan-apps (4)
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Appendix B: Cybercafes

B.1 Interview Script

B.1.1 Interview Script - Cybercafe Managers
General Questions

1. Can you please explain to me whether you own this cybercafe?

(a) Yes: Why did you establish it?

(b) No: Why did you choose to work here?

2. How long have you operated, worked at, or owned this cybercafe?

3. Please describe the equipment or computers in the cybercafe.

(a) How many computers? How many printers? What software?

(b) How frequently is the software updated? Why or why not?

4. Do you provide any other services other than cybercafe services?

5. How many customers do you have in a typical week?

6. What are the characteristics of your customers?

(a) Dominant age group? Gender? Socio-economic background?

7. Can you please share some of the challenges you have faced operating this cybercafe, if there are any?

Cybercafe Services

8. Based on your observations, what websites or services do your customers most typically use or visit at
your cybercafe?

9. Are there services that customers ask for that you cannot provide? Please explain why you do or do not
provide that service.

10. How often do you have first-time customers at your cybercafe?

(a) What services are these customers usually seeking?

User Challenges

11. When a customer has a technical challenge, what are some of these challenges? Can you provide any
examples?

(a) Examples might include setting up an account or even actual tasks. Please elaborate.

12. To follow up, do these customers ask you for advice or help?

(a) What kind of advice or help do you provide?

(b) Are the issues resolved after you help? If not, why not?

General Advice

13. When you are asked for advice, what information or expertise do you rely on to help?

(a) Examples include your personal experience. Please elaborate.

14. Do you vary your advice or guidance for the customers?
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(a) How might advice differ from an inexperienced customer compared to a more experienced
customer?

(b) Do you have examples of this occurring? Please elaborate.

15. When you provide advice or guidance, do the customers follow it? Why or why not?

16. Has there ever been a situation where you were asked for help or advice where you did not know the
right answer?

(a) If so, what was the question? And what answer did you provide?

(b) If not, what was the most challenging question received and what help did you provide?

Security and Privacy Advice
I am now going to ask you general questions about security and privacy. There are no wrong answers, I am
simply interested in your thoughts.

17. In your opinion, what are the top three things you can do or someone else can do to stay safe online?

(a) For each, ask them to elaborate.

(b) For each, ask them if they follow this advice.

(c) For each, ask them if they have offered this advice to any customers, and elaborate on that
situation.

(d) For each, what would happen if you don’t follow this advice.

18. What is your greatest concern online with respect to your personal security or privacy? Follow up with
elaboration.

Users’ Security and Privacy

19. Are there any standard practices at the cybercafe regarding the security and privacy of your customers?

(a) If not, explain more about what you do.

(b) If so, [for each] provide some detail on that policy and practice and why you do it.

20. Do you have any concerns regarding how customers might use the computers? Please elaborate.

(a) Yes: Do you take any precautions to prevent those actions?

(b) No: Why are you not concerned?

21. Do you have any general security practices for updating and maintaining the computers? Please
elaborate.

22. Is there anything you do after a user has finished using a computer?

(a) Do you reset the session? Why or why not.

(b) Do you log them out, or ask them to log out? Why or why not.

Miscellaneous

23. Is there anything else you would like to share about your experience owning or operating this cybercafe?

24. I am also planning to speak to cybercafe customers about their experiences. Is there anything I should
know or advice you can provide for those conversations?

Demographics
Finally I am going to ask you some demographic questions. If you prefer not to answer any of them, please let
me know.

25. Do you own a smartphone?
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(a) Is it a work or personal phone? What is the phone type and model?

26. Do you own a computer or laptop?

(a) Yes: Is it a personal or work computer?

27. What is your age?

28. What is your gender?

29. What is the highest level of education you have attained?

30. Do you have a background in IT or computers as part of your work experience or school beyond
working or owning the cybercafe?

31. Do you have any feedback or questions about this interview?

B.1.2 Interview Script - Cybercafe Customers
General Questions

1. Please tell me a little bit about yourself and what you do.

2. Why do use cybercafes?

(a) What is a typical thing you do at the cybercafe? Why do you do this at the cybercafe rather
elsewhere?

3. What do you like the most about cybercafes and why?

4. What do you dislike the most about cybercafes and why?

Cybercafe Usage

5. How often do you use or go to cybercafes?

(a) In a month? In a week? In a day?

(b) First time users: Do you see yourself coming to the cybercafe again? How often?

6. How much time (in hours) do you typically spend at the cybercafe when you go there?

(a) Can you provide an example of a task that takes more time than others when you come to the
cybercafe?

7. What do you normally consider when choosing a cybercafe to go to?

(a) Examples include the location of the cyber etc.

User Challenges

8. Are there any technical challenges you have faced when using cybercafes? Examples include using the
computer or printing a document.
If user has faced a challenge...

(a) How did you (or do you) resolve these challenges?

(b) Did you ask for help? From whom and why?

(c) What help or advice was provided?

(d) Did you follow this advice/help? Why or why not?

(e) Are you satisfied with the help you received? Why or why not?

i. If not, is there anything else you did to reach satisfaction?
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If user has not faced any challenge...

(a) Why do you think you have not faced any challenges?

(b) Are the tasks you do there easy or difficult? Please elaborate.

9. Have you received any assistance or guidance relating to security and privacy? Examples include
selecting your password. Please elaborate.
If the user has received assistance...

(a) What advice or guidance was provided?

(b) Who provided this advice?

(c) Did you or do you follow the advice? Why or why not?

(d) Has this advice influenced your behavior online? e.g how you create other passwords?

If the user has not received any assistance...

(a) Do you have any sources of advice or guidance relating to security and privacy for example how
you select your passwords?

i. Examples include friends etc. Please elaborate.

(b) How did you learn about these sources?

(c) Why do you follow the advice?

(d) Has this advice influenced your behavior online e.g how you create other passwords?

10. Take me through what you do on websites or your accounts when you’re done using the cybercafe.

(a) Do you sign out of your accounts? Why or why not?

Security and Privacy Advice
I am now going to ask you general questions about security and privacy. There are no wrong answers, I am
simply interested in your thoughts.

11. In your opinion, what are the top three things you can do or someone else can do to stay safe online?

(a) For each, ask them to elaborate.

(b) For each, ask them if they follow this advice.

(c) For each, what would happen if you don’t follow this advice.

12. What is your greatest concern online with respect to your personal security or privacy? Follow up with
elaboration.

Device Questions

13. What type of phone do you use? (Is it a feature or a smartphone?)

(a) If smartphone: Do you access the internet on your device? What are some of the websites or
services you use?

14. Do you share your phone with others?

(a) Yes: With whom and why?

(b) No: Why not?

15. Do you have any concerns with access to your phone?

(a) Concerned: What concerns? What do you do to prevent this?

(a) Not concerned: Why are you not concerned?
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16. Do you use any authentication mechanism on your device? Examples include a password, pattern or
PIN. Why or why not?

(a) What is protected by the authentication? (Simcard? Phone?)

(b) What strategies did you use to create this authentication scheme?

(c) How did you learn about this? Did you get any advice?

Miscellaneous

17. Is there anything else you would like to share about cybercafes?

Demographics
Finally I am going to ask you some demographic questions. If you prefer not to answer any of them, please let
me know.

18. Do you own a computer or laptop?

19. What is your age?

20. What is your gender?

21. Are you employed?

22. What is the highest level of education you have attained?

23. Do you have a background in IT or computers as part of your work experience or school? If so, please
explain.

24. Do you have any feedback or questions about this interview?

B.2 Codebook

• cybercafe-establishment/work-reason (17)
business-opportunity (10), computer-interest (4), relevant-skills (3)

• manager-cybercafe-experience (14)
1-5-years (9), less-than-a-year (3), 6-10-years (1), over-10-years (1)

• cybercafe-number-of-computers (14)
1-5-computers (8), 6-10-computers (5), over-10-computers (1)

• cybercafe-number-of-printers (14)
2-printers (8), 1-printer (3), 3-printers (2), 4-printers (1)

• OS-type/software (16)
windows (14), cybercafe-pro (2)

• update-OS (19)
yes (11): automatic (5), improve-speed/performance (3), get-new-features (1), follow-latest-trends (1)
no (8): users-familiar-with-old-OS (2), not-concerned-about-security (2), updates-slow-machines (1),
updates-consume-space (1), inconveniencing-reboots (1), updates-consume-data (1)

• cybercafe-customer-positives (44)
equipment-availability (12), faster-internet (11), affordability (5), availability-of-assistance (5), privacy
(4), stable-electricity (2), meet-friends/social-place (2), conveniently-located (2), ample-space (1)

• cybercafe-customer-negatives (11)
unhelpful/unfriendly-managers (3), crowded/have-queues (3), noisy-cybers (3), many-advertisements
(1), expensive (1)
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• factors-when-choosing-cybercafe (51)
conducive-environment (9), internet-speed (7), manager-friendliness/assistance (7), cost/affordability
(7), location/proximity (5), state/number/speed-of-equipment (4), space-availability (4), electricity-
stability (3), safety (3), privacy (2)

• cybercafe-challenges (55)
slow-internet (20), electricity-outage (9), old/faulty-equipment (6), payment-issues-with-customers (5),
slow-hanging-machines (4), government/law-enforcement-harassment (4), expensive-equipment (3),
few-customers (2), drunk/rowdy-customers (2)

• cybercafe-common-services (132)
printing (18), eCitizen (18), job-applications (13), email (10), photocopy (9), assignments/school-
projects (9), document-typing/editing (8), school/HELB/scholarship-applications (7), social-media (7),
work/online-work (5), KRA/taxes (5), movie-streaming/download (4), gambling (4), lamination (4),
computer-training (3), scanning (3), search/Google (3), visa-applications (2), graphic-design (2)

• other-services-offered-at-cybercafes (16)
sell-computers/phones (5), gaming (3), banking-services (2), mobile-money (2), repairs (2), computer-
networking (1), passport-photos (1)

• services-not-offered (15)
forgery (5): have-intergrity (2), fear-consequences (2)
web-design (3): lack-time/skills (3)
music-download (2): illegal/not-licensed (2)
rooting/phone-formatting (1): lack-time/skills (1)
photography (1): different-business (1)
bulk-printing (1): lack-equipment (1)
passport-photo-printing (1): lack-equipment (1)
lamination/binding (1): lack-equipment (1)

• customer-common-challenges (77)
computer-usage (30): challenges-printing/binding/scanning (6), using-programs/apps (6), navigating-
websites/computers (5), struggle-typing (2), difficulty-opening-flashdisks (1)

difficulty-accessing/recovering-account (26): forgot-password (12), forgot-email/lost-phone (9),
bad-UI/UX (2), website-downtime (1)

account-setup (7): difficulty-complying-with-password-requirements (2), users-don’t-care-about-
password (1), don’t-know-password-to-use (1), don’t-know-what-to-do (1)

information-retrieval (2): website-in-foreign-language (1)

customers-fear-computers (1), customers-sent-but-forgot-details (1)

not-faced-challenges (10) specific-tasks/cybercafes (4), experienced-with-computers (3), tasks-easy
(2), availability-of-assistance (1)

• customers-ask-for-help (23)

• customers-satisfied-with-help (14)
yes (8): issue-resolved (5), answers-satisfactory (1), not-compromised (1)
no (6): took-long (2), challenge-unresolved (2), guidance-not-provided (1), spent-more-money (1)

• advice/support-offered-to-customers (69)
password-and-account-management (38): use-memorable-password (13): combination-of-ID/
name/birthday (5), use-ID-number (4), use-birthday (1), use-phone-number (1)
account-management-for-customers (10): save/manage-user-password (3), select-password-for-
customer (3), standard-email-account-for-customers (1), avoid-selecting-password-for-customer (1),
use-phone-number-of-manager (1)
use-strong-password (4): mixed-characters (2)
don’t-save-password-in-browser (3) avoid-common-passwords (2) password-protect-files (1) use-secret-
password (1) frequently-change-password (1) save-password-in-browser (1)
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do-task-for-customer (7): tasks-technical (1)
teach/guide-customers (7), account-recovery (5), logout (3), use-phone-number-for-accounts (2),
update-OS (1), don’t-save-files-on-desktop (1), avoid-clicking-on-links (1), use-another-computer (1)
no-security-advice-offered (1): manager-interested-in-money (1) don’t-interrupt/help-customers
(1): make-more-money (1)

• unresolved/difficult-challenges (11)
account-recovery (8): forgot-email/lost-phone (8)
edit-pdfs (1), edit-photos (1), disabling-forgotten-password (1)

• question-manager-has-no-answer (11)
research (4), say-don’t-know (3), refer-customer-to-other-cybers (3)

• sources-of-advice (62)
internet (27), personal-experience (12), managers/other-managers (8), friends/family (6), customer-
service (1), tv-shows (1)

• customers-follow-advice (45)
yes (33): works/good-advice (10), protect-themselves/info (7), trust-manager (4), view-manager-as-
expert/knowledgeable (3), limited-time/task-urgent (3), manager-friendly/engaging (2), heard-similar-
advice (1), interested-in-computers (1), solve-issues-in-future (1)
no (12): contradictory-beliefs (2), elderly (2), think-manager-lying/skeptical (2), too-technical (1),
don’t-have-time (1), will-make-them-spend-more-money (1), been-advised-differently (1), many-emails-
criminal (1), task-not-urgent (1)

• top-three-advice-to-stay-safe (108)
logout (12), avoid-links/malicious-sites (11), strong/secure-passwords (10), don’t-save-passwords (9),
use-a-password (6), don’t-share-passwords (5), avoid-public-wifi (4), unique-passwords (4), firewall
(3), multi-factor-authentication (3), clear-history (3), being-aware (3), delete-downloads (2), use-
safe-browser (2), anti-virus (2), avoid/skip-links (2), close-websites (1), clear-cache (1), use-phone-
number-for-recovery (1), block/avoid-unsafe-sites (1), faster-internet (1), use-cctv (1), avoid-unknown-
downloads (1), incognito-mode (1), don’t-sync-with-browser (1), block-cookies (1), update-system
(1), prevent-idleness (1), browser-in-safe-environment (1), follower-cybercafe-guidelines (1), avoid-
unsafe-cybercafes (1), avoid-common-passwords (1), use-data-saver (1), keep-username-secret (1),
don’t-save-to-desktop (1), stick-to-first-google-result (1), disable-notifications (1), frequently-change-
password (1), limit-info-shared-online (1), limit-online-interactions (1), computer-knowledge (1),
stick-to-one-cybercafe (1)

• follow-top-three-advice (38)
yes (29): stay-safe (4)
sometimes/some (9): usability-vs-security (3), not-offered/required (2), time-consuming (1), enough-
data (1), forget (1)

• top-three-advice-offered-to-customers (25)
logout (5), don’t-save-passwords (3), avoid-links/malicious-sites (2), strong-passwords (2), being-
aware (2), 2FA (1), use-a-password (1), incognito-mode (1), delete-files/downloads (1), don’t-sync-with-
browser (1), avoid-public-wifi (1), block-cookies (1), update-system (1), firewall (1), use-safe-browser
(1)

• not-following-top-three-advice (83)
susceptible-to-attacks/compromises (25): virus (7), hacking (4), impersonation (2), malware (1),
ransomware (1)
unauthorized-access (16), data-leaks/loss/manipulation (11), financial-loss/fraud (8), monitoring/
surveillance (5), loss-of-account-access (2), theft-of-equipment (2), identity-theft (2), slow-internet (2),
miss-features (2), unnecessary-pop-ups/ads (1), access-insecure-sites (1), don’t-know (1), bans-from-
cyber (1), device-failure (1), more-data (1), waste-time (1), get-distracted (1)

• security/privacy-concerns (86)
concerns-about/for-customers (30): access-porn/illegal-sites (7), scams/fraud (5), theft-of-equipment
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(4), download-prohibited-equipment (4), identity-theft(3), easy-passwords (2), physical-damage (2),
malicious-activities (2), install/tamper-with-OS (1)
hacking/account-take-over (15): money-loss (6), impersonation (4)
unauthorized-access-of-account/info (14): cyber-bullying (2), disable-partner’s-accounts (1), black-
mail (1)
leaving-data-in-cybercafe (9), data-theft/manipulation (5), lack-of-privacy (3), shoulder-surfing (2),
spyware/tracking (2), saving-passwords-in-cybers (2), over-sharing-info (2), forgery (1)
no-concerns (1): used-to-the-internet (1)

• security/privacy-standard-practices (78)
at-end-of-user-session (30)
logout-customer (13): prevent-malicious-use (5), prevent-unauthorized-access (2), increase-trust (1)
clear-downloads (9): prevent-malicious-use (2), space-constraints (2), protect-private-info (2), legal-
liability (1)
reset/end-user-session (4), sanitize-equipment (1), check-history/downloads (1), sleep-computer (1),
close-sites (1)
other-standard-practices (39): partitions-for-privacy (5), block-sites (5), anti-virus (4), block-flash/
USB (3), warning/notes (2), dusting (2), disabled-illegal-downloads (2), inspect-files/block-software-
installation (2), prevent-idleness (2), monitor-kids (2), safely-store-customer-docs (1), lock-doors (1),
chain-equipment (1), firewall (1), format-computers (1), strong-passwords-for-cyber-computers (1),
outsource-servicing (1), delete-saved-passwords (1), use-vpn (1), delete-saved-passwords/history (1)

• customer-end-of-session-activities (35)
logout (20): prevent-unauthorized-access (14), cyber-directives (2)
clear-history (5), clear-downloads (4), don’t-save-password (2), close-websites (2), shutdown (1)

• customer-and-manager-suggestions (4)
need-for-computer-education (4)
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Appendix C: Security and Privacy Advice in the Majority World

C.1 Interview Script

Local Experts’ Background

1. Please tell me a little bit about yourself and what you do.

2. Can you briefly describe the area you live in in [country x]?

(a) Is it rural or urban?

3. Are there any general challenges around technology and/or its use in [country x] that you are aware of?
Please elaborate.

4. What role do you play in supporting people with their technology challenges/needs in [country x]?

(a) How would you characterize the types of people who come to you?

(b) How do you think people get to know about you or come to find you?

(c) Why do you think they specifically come to you?

(d) What is the biggest challenge that most people you support face?

(e) What advice or support do you provide them in resolving these challenges?

(f) Are these challenges always resolved? What challenges are particularly difficult to resolve?

5. What other sources do people in your area/country/community use to obtain technology support?

Security and Privacy Concerns: Personal

6. Personally, do you have any concerns relating to technology or how you use technology in general?
Please elaborate.

(a) What factors do you think influence these concerns? Prompts: The type of technology you use,
where you access the technology from etc.

(b) Do any of these concerns specifically relate to security and privacy?

(c) How do you handle these concerns?

Security and Privacy Concerns: About Others

7. What concerns relating to the usage of technology that people from your community or [country x]
come to you with? Please elaborate.

(a) Have you noticed any patterns in terms of the types of people who express certain concerns more
than others? For example, do older people tend to have different concerns than younger people?
What about gender?

(b) Are there other concerns people come to you, particularly about security or privacy?

(c) How do you handle (or help them handle) these concerns?

Security and Privacy Advice

8. What are the 3 top things you do (or would) to protect your digital security and privacy?
For each piece of advice:

(a) Where did you learn about this advice?

(b) Do you follow this advice?
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(c) Have you faced any challenges following this advice? Please elaborate.

9. Have you provided any advice to those in your local community or [country x] to protect their digital
security and privacy?
If yes:

(a) What are the top 3 pieces of advice you have provided to those you support in your local
community or in [country x] to protect their security and privacy?
For each piece of advice:

i. Where did you learn about this piece of advice?
ii. Why do you think this advice is important for these users?

iii. What challenges do people face in following this advice?
iv. Do you vary this advice based on the target users? Prompts: different identities, skills,

resources etc. Please elaborate.

If no:

(a) What are the top 3 pieces of advice you would give to those you support in your local community
or in [country x] to protect their security and privacy?
For each piece of advice:

i. Where did you learn about this piece of advice?
ii. Why do you think this advice is important for these users?

iii. What challenges do you think people would face in following this advice?
iv. Would you vary this advice based on the target users? Prompts: different identities, skills,

resources etc. Please elaborate.

10. Is there any advice you would love to give but cannot provide? Why?

11. What gaps or opportunities for improvement do you see for security and privacy advice in your local
community or [country x]? Please elaborate.

Security and Privacy Practices: Personal

12. Personally, how do you most frequently access the Internet?

13. What are the technologies, devices or services that you regularly use? Prompts: smartphone, computer,
social media, mobile money etc.

(a) In what contexts/for what purposes do you use these devices or services? For example at work
or at home?

(b) Do you share any of these devices or services with others? With whom and why?

(c) Do you have any concerns about other people having access to these devices or services? Why
or why not?

14. For the mentioned devices, do you have any standard security and privacy practices?

(a) How often do you update your OS? Why or why not?

(b) Do you use any antivirus software? Why or why not?

(c) How do you generally select and manage passwords across different websites? Do you use any
password managers?

(d) Do you use multifactor authentication for any sites? Why or why not?

(e) Do you use any password/PIN/pattern on your devices?

Security and Privacy Practices: About Others
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15. For the people you assist (or have assisted), how do they mostly access the Internet (if they do)?

(a) Do they face any challenges with this?

(b) Do any of them use public computers? For what purposes?

16. For the people that you most frequently support, what technologies, devices or services do they regularly
use? Prompts: smartphones, computers, social media, mobile money etc.

(a) In what contexts/for what purposes do you think they mostly use these devices or services?

(b) Do you know if they share these devices or services with others? Why?

17. Are you aware of any standard security and privacy practices that these users may have for these devices
or services?

(a) How often do they update the OS for their devices? Why or why not?

(b) Do they use any antivirus software on their devices? Why or why not?

(c) How do they generally select and manage passwords across different sites? Do they use any
password managers?

(d) Do they use multifactor authentication for any sites? Why or why not?

Other Challenges
18. Are any services in [country x], for example government services, digitized?

(a) Please provide examples of these services.

(b) How do you personally access these services?

(c) How do most people (including those you support) access these services?

(d) What are some of the challenges people face in accessing these services?

19. Are you aware of any common scams or phishing schemes in [country x]?

(a) Please provide examples.

(b) Have you (or anyone you know or assist) fallen for these?

(c) How can users in [country x] protect themselves from these scams? Have you provided this
advice to any users?

20. Do you feel digitally surveilled in [country x]? Please elaborate.

(a) Who is responsible for this surveillance?

(b) Are people (including those you support) concerned about this?

(c) Do you use any techniques to protect yourself?

(d) What advice (if any) would you give to other users to (potentially) protect themselves with
regards to the stated surveillance?

21. Are any sites, apps or platforms banned or blocked in [country x]?

(a) Please provide examples of these sites or platforms.

(b) Who has blocked these services?

(c) What workarounds are people (including those you support) using, if any?

(d) Are you personally using any workarounds?

Demographic Questions
22. What is your age?

23. With which gender do you most identify with?

24. What is the highest level of education you have attained?

25. What is your occupation/profession?
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retaining ownership of the Work including:
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