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Abstract

An Approach to Semantic Interoperability for Improved Capability Exchanges in
Federations of Systems

This study seeks an affirmative answer to the question whether a knowledge-based
approach to system of systems interoperation using semantic web standards and
technologies can provide the centralized control of the capability for exchanging data and
services lacking in a federation of systems. Given the need to collect and share real-time
information and capitalize on globalization, organizations increasingly rely on
interconnected system of systems capable of delivering unique capabilities not found in
single systems. A central concern in system of systems engineering is the issue of
coordination and interoperability between these interconnected systems. Special attention
has to be given to interoperability with respect to federations of systems, which are
coalitions of partner systems with decentralized power and authority. A major challenge
in these systems’ families is how to enable large-scale data and service interoperability
without centralized management of the system of systems engineering activities. More
complex technologies are necessary to automate the task of discovering capabilities
matching requirements of the system of systems constituents (self-configuration). There
is also a need to overcome conceptual barriers which obstruct the sharing of information
among constituents and prevent them from exchanging services.

This dissertation demonstrates that it is possible, by means of a knowledge-based
approach using emerging semantic web technology, to enable the partial or full

Vi



automation of the capability discovery, selection, and composition processes among
constituent systems, and to resolve the conceptual differences of the information they
exchange. Conceptual differences refer to differences in the syntactical structure and
meaning of the information. This study describes a semantic mediation modeling
approach that was developed based upon the state of practice in the fields of Semantic
Web, Semantic Interoperability, and Semantically-Enabled Service Oriented
Architectures. Furthermore, to add credibility to this approach, to illustrate characteristics
of the approach, and to provide a clear description of the tasks involved in the modeling
process, we present a prototype implementation that is based on realistic scenarios from
existing context-aware ubiquitous (UbiComp) system architectures. Systems engineers
may employ the approach to manage semantic knowledge of their system domain, expose
that knowledge to a federation of interoperable systems, and discover and utilize
information and functionality through the semantic knowledge exposed by other
constituent systems of the federation. The study presents examples of semantic modeling
products developed by applying the approach to a system of context-aware ubiquitous
systems scenario; reviews useful findings; and provides recommendations for further

research.
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Glossary of Terms

Federations of Systems (FOS) — “Systems having little central power and authority
for command and control. The participation of the coalition of partners is based upon
collaboration and coordination to meet the needs of the federation. FOS are generally
characterized by significant autonomy, heterogeneity, and, geographic distribution or
dispersion.” [1, 2]

Semantic — “Semantic simple means meaning. Meaning enables a more effective use
of the underlying data.” [3]

Semantically Enabled Service Oriented Architectures (SESA) — “A Service
Oriented Architecture that follows a new approach to integration and interoperation of
services by means of semantic languages and semantic service models.” [4]

Semantic Interoperability — “The ability of interacting network entities — agency
systems, citizens, social media, etc. to have a consistent understanding of the shared
information based on the network’s ability to resolve differences in the conceptualization
of entities and the member’s ability to: ascribe meaning to the information they wish to
share, discover information they need based on the descriptions provided by others, and
process the shared information in a way consistent with the intended use.” [5]

Semantic Mediation — “It involves providing translation services to interacting

entities from different semantic domains.” [5]

XV



Semantic Web — “a Web of actionable information — information derived from data
through a semantic theory for interpreting the symbols. The semantic theory provides an
account of meaning in which the logical connection of terms establishes interoperability
between systems.” [6]

Syntactic — “The definition of syntactic is relating to the rules of syntax.” [7]

System of Systems — “An SoS is defined as a set or arrangement of systems that
results when independent and useful systems are integrated into a larger system that

delivers unique capabilities.” [8]
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Chapter 1 - Introduction

1.1 System of Systems

In a world increasingly dependent on data and services, systems are becoming more
modular, open and distributed due to technical advances, including cloud computing, grid
technologies, software as a service, and service oriented architectures. Given the need to
collect and share real-time information and capitalize on globalization, organizations
increasingly rely on interconnected systems of systems (SoS) able to deliver unique
capabilities not found in single systems. For example, the Global Earth Observation
System of Systems (GEOSS), a global project encompassing some 60 countries, was
created with the purpose to address the need for timely, quality, long-term, global
information to allow individuals the ability to reach sound decisions [9]. It provides
information derived from observations of the Earth in order to advance the understanding
of the Earth system (weather, climate, oceans, atmosphere, water, etc.) The GEOPortal
[10] provides an entry point for users to access information and analyses. The portal
makes it easier to integrate different data sets, it provides the ability to identify relevant
data and portals of contributing systems, and it allows access to models and other
decision-support tools through service interfaces with interoperability specifications
agreed among contributing systems [11]. GEOSS is a SoS, since the assets that produce

this data are all managed and operated at the local level (Figure 1-1).
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Figure 1-1: Global Earth Observation Systems of Systems or GEOSS [3]

The System Engineering Guide for Systems of Systems [8] defines an SoS as “a set
or arrangement of systems that results when independent and useful systems are
integrated into a larger system able to deliver unique capabilities.” Generally, component
systems can operate independently in order to produce products and services which will
meet the objectives of their users. Interoperability arrangements may be such that in
order to connect systems, the SoS will not require tight coupling or strong integrations
[9]. This means than an SoS maintains its inherent operational character even as system
components join or disengage from it [9]. Examples of such behavior include the
Internet, integrated air defense networks, intelligent transportation systems, and

enterprise information networks [12].



A SoS can take many forms, based on the level of decision-making and acquisition
power held by individuals or organizations within the SoS. There are four types of SoS,
based on a recognized taxonomy [8, 12, 13]: directed, acknowledged, collaborative, and
virtual. Directed SoSs, as its name implies, are built and centrally managed to fulfill
specific purposes. An integrated air defense network is a directed system because it is
centrally managed to allow it to defend a region against enemy systems [12].
Acknowledged SoSs have recognized objectives, a designated manager as well as
resources, but the constituent systems retain their independent ownership, objectives,
funding and development [13]. For example, a Major Incident Response (MIR) system
can be considered as an acknowledged SoS formed by emergency services (fire, police,
ambulance etc.) in response to a major incident [14]. The emergency services are
operationally and managerially independent and they are geographically distributed,
however, in order to perform their functions, they all need to show a certain amount of
collaboration.[14]. Collaborative SoSs voluntarily collaborate in order to fulfill some
identified central purposes, while virtual SoSs have no central authority or centrally
agreed purposes [12]. The behavior in virtual systems emerges through a process of self-
discovery among the constituent systems. The Internet is a collaborative system even if it,
at its outset, began as a directed system, controlled by the Defense Advanced Research
Projects Agency (DARPA) [12, 13]. The Internet Engineering Task Force prepares and
maintains standards, through agreements among the central players, but has no power to

enforce them [12]. A familiar example of a virtual system is the World Wide Web, which
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is more distributed than the Internet in that no agency ever exerted real central control.
The system is controlled by forces enforcing collaboration and compliance to some core
standards for resource naming, navigation, and document structure [12]. The standards
emerge, over time, from the market success of various innovators and not via a controlled
mechanism [12]. Krygiel [2] distinguishes the collaborative and virtual types of SoS by
the term, “federation of systems.” A Federation of Systems (FoS) can be described as a
coalition of partner systems without any centralized power and authority and possibly
exhibiting potentially differing perspectives on situations encountered [1, 2]. Systems
participate in the coalition through collaboration and coordination of efforts with the goal
of meeting the needs of the federation and are characterized by significant autonomy,
heterogeneity, and geographic distribution or dispersion [1]. Systems and their owners
are not permanent. They may rotate in and out during the time that the federation is in
existence [1].

The concept of system of systems presents a high-level viewpoint and outlines the
interactions among complex, independent and heterogeneous systems, also known as
constituent systems. SoS technology is believed to more effectively implement and
analyze these consistent systems working (or made to work) cooperatively [15]. The
main benefit of viewing the systems as an SoS is to allow for higher capabilities and
performance than what would be possible with traditional monolithic systems [8].
Independence of their components, their evolutionary nature, emergent behaviors, and a

geographic extent that limits the interaction of their components to information exchange
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is what distinguishes systems of systems from large monolithic systems [12].
Independently developed components must interact for the SoS to emerge, therefore, the
independence of the constituents will result in an even greater emphasis on interface
design than what is found in traditional system architecting and engineering. This
interaction is mainly achieved through interface specifications.

Recently, there has been growing interest in addressing the issue of coordination and
interoperability in a SoS [11, 15-18]. The need for interoperation arises in systems of systems

because they have autonomous constituents which influence and are influenced by larger systems, of

which they are a part [17].

1.2 Interoperability

Interoperability is the ability of two systems to understand and use the functionality
of one another [19]. It involves cooperative interactions among systems to allow the
creation of systems of systems working toward a common goal and able to satisty
purposes, goals, or mission objectives shared by the participating constituents [17]. The
degree to which constituent systems share those purposes, goals, and mission objectives
determines the effectiveness of interoperation.

When systems are centrally controlled the overall structure of the system can be
observed. In a system of systems, however, details regarding any given constituent is, for
the most part, not visible throughout the system [17]. Therefore, interoperation in systems

of systems should have a node-centric perspective whereby each constituent views the



systems from its own individual perspective [17]. The architecture must focus on node-
specific capabilities and services in a way that can be combined through cooperative
interactions [17].

This is especially the case with respect to federations of systems, since they have a
limited amount of centralized control over the interoperability process due to the
unknown number of collaborative participants and possibly the lack of a central
authority. These families of systems can be characterized as unbounded systems.
DiMario [16] defines unbounded systems as those operating within a dynamic
environment having an unknown number of collaborative participants and lacking
centralized data and control. He asserts that unbounded or collaborative SoS should allow
for dynamic spontaneous system connections accommodating capabilities and emergent
behavior, thus lowering acquisition costs. Emergency response systems are a prime
example of the need to share data and services on short notice even with new partners.
The U.S. experienced this challenge during the Hurricane Katrina response. According to
Jamshidi [20], “development of these systems is evolutionary and adaptive over time, and
structures, functions, and purposes are added, removed, and modified as experience of the
community with the individual systems and the composite system grows and evolves.”
The ultimate goal and vision of a fully interoperable unbounded SoS is an omnipresent
environment where systems have no boundaries in providing access to individual
functions. These functions will be dynamically recombined to comprise new systems

forming a network of interoperable services [18]. In Figure 1-2, diamonds indicate
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functions provided by systems and clusters of diamonds represent systems. Two different

newly formed systems are represented by the solid and dashed lines.

Figure 1-2: Network of Interoperable Services [18]

1.3 SOA and Interoperability

Recognition of the need for a network of interoperable services has led to the concept
of service-oriented architectures (SOA). Under SOA, functionality of individual system
components is accessible, however, other details, such as how the functionality is
achieved, are omitted. Figure 1-3 shows a high level, notional view of a service-oriented
system [21]. The system consists of (a) services which provide reusable functionality
with well-defined interfaces, (b) a service-oriented infrastructure that enables service
discovery, composition, and invocation, and (c) consumers using functionality in

available services [21].
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Figure 1-3: Notional view of a service-oriented system [21]

Interoperability in a service-oriented architecture is defined as the ability of the
service to be used (consumed) by any potential client of the service [22]. Service
orientation is growing and becoming more common for SoS implementations because it
supports generally common goals, such as cost-efficiency, adaptability, business agility,
and leverage of legacy systems [21]. Since SOAs provide a node-centric perspective, they
are appropriate for interoperation in SoS. Each constituent views the system from its
own perspective, omits details that are unnecessary or difficult to obtain, and support
independent management and evolution in individual constituent nodes [17]. They
support an architecture approach based on open systems and loose coupling which allows

for maximum flexibility to address the changing needs of users. This type of flexibility



enables the addition or deletion of systems and changes in systems without affecting

other systems or the SoS as a whole [8].

1.4 Statement of the Problem

1.4.1 Lack of central authority

As software-reliant SoS move from directed to virtual paradigms, the lack of central
authority or a centrally agreed purpose inhibits the necessary automated discovery of
capabilities matching requirements of the constituents (self-configuration) [21]. More
complex technologies will be necessary to automate the capability discovery process. A
major challenge is to define how to create a desired environment ‘on the fly’, with the
necessary rules and supporting functions, so that all the partners are able to discover the
data and services needed in order to create their own system capabilities and complete
their own missions. The current service-oriented SoS engineering approaches [21] would
fit more within SoS environments, where dedicated integration teams would be
responsible for discovering and providing capabilities to the SoS constituents. In
collaborative and virtual SoS environments, in which there is no central integration
entity, the SoS constituents would, on the other hand, perform these tasks themselves.
Interface standardization and integration of capabilities then becomes a difficult task,
requiring tedious manual work as well as significant time and human involvement in
capability discovery [23]. Hence, more complex technologies are necessary to partially or

fully automate the task of discovering capabilities matching requirements of the
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constituents  (self-configuration). Future SoS implementations should allow
interoperability of services ‘on the fly’ through dynamic accommodation and adaptation

[24].

1.4.2 Conceptual incompatibilities among collaborating systems

Furthermore, according to Chen, et al. [19], systems are not always interoperable
since there are often incompatibilities (barriers) obstructing the sharing of information
and preventing them from exchanging services. These barriers can be classified into [19]:

o Conceptual barriers: These refer to syntactic and semantic differences of
information to be exchanged at the high level of abstraction (such as the enterprise
models of a company) as well as at the programming level (for example XML
models).

o Technological barriers: These barriers are concerned with the
incompatibility of information technologies (architecture and platforms,
infrastructure, etc.) and problems with the standards to present, store, exchange,
process and communicate data through the use of computers.

J Organizational barriers: These relate to incompatibilities of organizational
structures (e.g. matrix vs. hierarchical) as well as the definition of responsibility (who
is responsible for what?) and authority (who is authorized to do what?)

From the conceptual point of view, because of the diversity of the systems in a

software-reliant SoS, the syntactic form and semantic content of the information
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contained in these systems (information models) is encoded in many formats, based on
the requirements of information producers and consumers. For example, an ocean
observing system is typically made up of data collected from many marine organizations
and their systems [25]. However, when multiple communities (earth observation, ocean
observation, marine navigation, etc.) share data related to their own concepts (water level,
temperature, etc.), there is a lack of commonality in the vocabulary between one
community and another, even though the names describe similar or even identical
concepts [26]. One community might use the term “sea surface temperature” for any
measurement of the temperature near the surface of the ocean, while another community
might use a more refined term such as “sea_surface foundation.” This problem requires
the researcher to convert data names from the source system (e.g.
sea_surface temperature) to the naming conventions used by local systems and
applications (e.g. sea surface foundation), which would be a tiresome and repetitive
process [26]. The content of the information exchanges among systems should be
unambiguously defined: what is being sent should be the same as what is recognized.
Furthermore, existing SOA standards are not capable of dealing with services at a
semantic level of expressivity to enable them to properly represent and discover service
capabilities [27]. This lack of machine-understandable semantics limits the possibilities
of runtime automation of capability discovery (i.e., during execution) since this requires

that services be located and bound to service requesters at design-time [27].
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1.4.3 Problem Summary
To address the challenges described in the preceding sections, the following
capabilities are required:

. The capture and representation of the actual meaning of the information

and services exchanged among SoS constituents

o A means to resolve conceptual mismatches between heterogeneous
systems
o The automation of the capability discovery, selection and execution

process among SoS constituents

Semantic interoperability techniques, which are based on the Semantic Web [28],
offer these capabilities. Sharing information and operating on that information, based on
agreed-upon semantics, defines semantic interoperability. Research in semantics is now

gaining increasing attention as a way to integrate modular systems, services, and datasets.

1.5 Hypothesis

The primary hypothesis of this study shows that semantic interoperability techniques
can provide the centralized control of the capability for exchanging data and services
lacking in a federation of systems.

Specifically, we hypothesize that it is possible, by means of a knowledge-based

approach using semantic web technology, to
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e cnable the automation of the capability discovery, selection, and composition
processes among constituent systems of an SoS, and
e resolve the conceptual differences of the information constituent systems

exchange.

Furthermore, we hypothesize that a semantic mediation modeling approach,
which leverages semantic web tools and techniques, can be used by systems engineers

planning to integrate their system in a federation of systems, to:

o manage semantic knowledge of their system domain,
o expose that knowledge to a federation of interoperable systems, and
. discover and utilize information and functionality through the semantic

knowledge exposed by other constituent systems of the federation.

1.6 Purpose of the Research

The purpose of this research is to explore the application of semantic interoperability
principles and techniques to overcome conceptual and technological barriers obstructing
the sharing of information among SoS constituents and preventing them from exchanging
services. This study will attempt to provide answers to the following research questions:

. Can semantic techniques provide a desired environment, with the
necessary rules and supporting functions, so that all the partners are able to discover
‘on the fly’ the data and services needed in order to create their own system
capabilities and complete their own missions?
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J Can a semantic mediation modeling perspective resolve differences in
conceptualizations used in heterogeneous systems?
. Can the capability discovery process among interconnected systems be

partially or fully automated, thus, leading to the dynamic synthesis of a SoS?

1.7 Significance and Contribution

The significance of this study lies in the ability of its proposed modeling approach to
allow for dynamic spontaneous system connections accommodating capabilities and
emergent behavior and to be independent of the technologies used for the actual
implementation of the capabilities. Interoperability is a fundamental requirement for the
viability of a SoS. An effective interoperability approach for SoS will result in
complexity being minimized and it will ensure that constituent systems do not need to be
re-engineered, especially when other constituent systems are added, removed, modified,
or replaced [11]. As such, it can provide the maximum flexibility to interoperation and,
therefore, minimize the re-engineering of SoS constituents, thus lowering acquisition
costs.

This study is unique in that it suggests the use of a fairly new discipline, semantically
enabled service oriented architectures, as a way to achieve large-scale data and service
interoperability in a SoS, without centralized management of the systems engineering
activities. It is also unique in that it suggests the potential of using a semantics-based
technique in systems engineering to support the design synthesis activity by providing a
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means of mapping the functional and physical architectures of software-reliant systems.
We believe that a number of applicable tools to aid the systems engineer in creating and
managing the artifacts of the proposed modeling approach could emerge and become part
of a system of systems engineering tool-set.

Furthermore, the artifacts produced by the new approach can form a new Viewpoint
(prescription for architectural views) within existing enterprise architecture frameworks
(e.g. Federal Enterprise Architecture Framework, DoD Architectural Framework, The
Open Group Architecture Framework) focusing on representing knowledge-based views
of a system’s functional and physical architecture.

The semantic mediation modeling approach could be a first crucial step towards
Morris’ vision [18] of an environment where functions will be dynamically recombined

to comprise new systems, forming a network of interoperable services.

1.8 Scope and Limitations

This study will examine the theoretical basis for the proposed semantic mediation
modeling approach, illustrate characteristics of the approach and the tasks involved in the
modeling process, and will review practical examples of particular behaviors where the
proposed approach provides an increased level of automation of the interoperability
process. This study is not going to attempt to prove quantitatively that semantically
enabled system of systems interoperability is measurable to a better extent than

unassisted interoperability. The comparison of two approaches is a very difficult and
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often subjective task. Additionally, this study will not develop performance metrics and
report overall performance gain seen with the application of the approach to a large case
population. Measuring the performance of an SoS is very difficult because it is dependent
not only on the performance of the individual constituent systems, but also on their

combined end-to-end behavior [8].

1.9 Organization of the Study

This study is divided into five chapters. Chapter 1 lays out the topic discussion.
Chapter 2 reviews relevant literature exploring the topics of SoS Interoperation, the
Semantic Web, and Semantic Interoperability. In this chapter, after exploring recent
interoperability frameworks and semantic web standards and technologies, we suggest
that semantic interoperability techniques could provide the centralized control of the
capability for exchanging data and services lacking in federations of systems and, in
doing so, contribute to removing the conceptual barriers to SoS interoperability. Chapter
3 describes the methodology, frameworks, and tools we used to generate the semantic
mediation modeling approach. It also presents the example scenarios used to illustrate
characteristics of our approach and to provide a clear description of the tasks involved in
the approach. Chapter 4 is dedicated to presenting the results of this study. It describes
the semantic mediation modeling approach in terms of orchestrating the systems
engineering activities related to semantically describing and publishing information and

capabilities of heterogeneous, autonomous, and geographically dispersed systems,
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mediating their semantic heterogeneities, and automating the capability discovery process
in a federated environment. It also addresses whether the approach addressed the
problems and hypotheses of the study. Chapter 5 provides the conclusions reached as a

result of this study.

17



Chapter 2 - Literature Review

This study seeks an affirmative answer to the question whether a knowledge-based
approach to SoS interoperation using semantic web standards and technologies can
provide the centralized control of the capability for exchanging data and services lacking
in a federation of systems. Figure 2-1 shows a conceptual map of the literature review
presented in this chapter. The numbers on the diagram indicate sections of this literature
review. The approach taken was to: a) examine the two primary fields related to this
study (SoS Interoperability and the Semantic Web) including the current state of the
semantic web standards and technologies, b) examine the areas in the current literature
where these fields overlap, and c) examine areas where a gap was identified in the

literature.
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Figure 2-1: Conceptual map of literature review
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2.1 System of System Interoperability

2.1.1 Definitions

System of systems interoperation, which requires each constituent system of a SoS to
communicate and interact without compatibility issues, is the key viability of any SoS
[20]. Communication without compatibility issues implies that a system of systems needs
a common language able to speak across the SoS constituent systems. Without this
common language, the constituent systems cannot be fully functional and the SoS cannot
be adaptive when new components need to be integrated to it [20].

This need led the U.S. Department of Defense to issue the Net-Centric Data Strategy
in 2003 to establish the use of Communities of Interest, where each community is a group
of users collaborating to establish a shared vocabulary for the information they exchange
[29]. The strategy also identifies data goals, and approaches for achieving those goals, in
order to increase the data available to those communities and to ensure that the data is
usable by both anticipated and unanticipated users and applications. With the goal of
visibility, users and applications can discover the information on a shared space; with the
goal of accessibility, they post data to a shared space; with the goal of trust, the data is
provided by a single trusted source; while with the goal of understandability users and
systems are able to understand information syntactically and semantically for the purpose

of determining how this information may be used for their own missions; and finally,
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with the goal of interoperability, information exchanges between systems take place
through the use of predefined interfaces [29].

Interface management is a key activity of a SoS and a major component of its end-to-
end operation. The focus of interface management in SoS is not to control individual
interfaces among systems but to enable agreements and negotiation for data exposure and
semantics [8]. Therefore, the SoS systems engineer should focus on data interoperability
and semantics rather than to interface issues. Systems engineering is moving more
towards exposing information in a common vocabulary instead of engineering point-to-
point interfaces [4].

Furthermore, DoD’s Net-Centric Services Strategy [30] suggests that this information
exchange can be accomplished by exposing services to the enterprise. These services
expose information through interfaces which are independent of the implementation of
the service, and thus, enabling the autonomous evolution of the SoS constituents [8].

In general, interoperation involves “cooperative interactions among systems to create
systems of systems satisfying purposes, goals, or mission objectives shared by the
participating constituents” [17]. The degree to which constituent systems share those
purposes, goals, and mission objectives determines the effectiveness of interoperation.

IEEE defines interoperability as “the ability of two or more systems or
components to exchange information and to use the information that has been

exchanged” [31].
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Morris, et al. [18], in their System of Systems Interoperability (SOSI) model, define
interoperability as “the ability of a set of communicating entities to (1) exchange
specified state data and (2) operate on that state data according to specified, agreed-upon,
operational semantics”.

Within this study, we use the definition of interoperability as “the ability of a
collection of communicating entities to exchange information (syntactic interoperability)
and the ability to operate on that information according to agreed-upon semantics

(semantic interoperability)” [22, 32].

2.1.2 Frameworks

Several interoperability frameworks exist and their main purpose is to provide a
structure for organizing knowledge about interoperability. A thorough investigation of
existing frameworks of interoperability is presented in Morris, et al. [18] and Chen, et al.
[19]. The most widely recognized frameworks, relevant to this study, are presented in the

following sections.

2.1.2.1 LISI

The Levels of Information Systems Interoperability (LISI) framework, developed by
C4ISR Architecture Group (AWG) in 1997, provides DoD with a maturity model and a
process for determining joint interoperability needs, assessing the ability of the
information systems to meet those needs, and selecting pragmatic solutions and a

transition path for achieving higher states of capability and interoperability [33]. LISI
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identifies five stages through which systems should logically progress in order to improve

their ability to exchange and share information and services (see Figure 2-2) [33].

Information Exchange

Distributed global info. and
apps.
Simultaneous interactions
w/ complex data
Advanced collaboration
e.g.. Interactive COP update
Event-triggered global database
update

Shared databases
Sophisticated collaboration
e.2., Common Operational

Picture

Heterogeneous product exchange
Basic collaboration
Group Collaboration
e.g., Exchange of annotated
imagery, maps w/ overlays

Homogeneous product
exchange
e.g., FM voice, tactical data
lnks, text files, transfers,
messages, e-mail

Manual Gateway
e.g.. diskette, tape,
hard copy exchange

Level
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Interactive manipulation
Shared data and applications
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Shared data
“Separate” applications

2 - Functional
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Electronic connection
Separate data & applications
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Figure 2-2: The LISI Interoperability Maturity Model [33]
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Within each level, LISI identifies a number of factors influencing the ability of

systems to interoperate which are comprised of the following four attributes: Procedures,

Applications, Infrastructure, and Data (PAID). PAID (see Figure 2-3) provides a method

for defining the set of characteristics required for exchanging information and services at

each level [33]. For example, a system aiming to interoperate at Level 4 (Enterprise)

must possess the following set of capabilities: enterprise level procedures, interactive

applications, multi-dimensional network topologies, and enterprise data models.
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Figure 2-3: LISI Reference Model [33]

Morris, et al. [18] observe that “LISI focuses on technical interoperability and the
complexity of interoperations between systems. The model does not address the
environmental and organizational issues that contribute to the construction and
maintenance of interoperable systems (e.g., shared processes for defining interoperability
requirements and maintaining interoperability across versions)”.

In this study, we will address interoperability among systems at the Domain and
Enterprise levels and explore how the emerging semantic web technologies impact the

application and data model characteristics of the PAID model.

2.1.2.2 LCIM

Tolk and Muguira [34] have developed the Levels of Conceptual Interoperability

Model (LCIM) which deals with conceptual interoperability beyond technical
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interoperability. LCIM attempts to bridge the gap between conceptual design and
technical design and focuses on the data to be exchanged and the interface documentation
[18]. LCIM divides conceptual interoperability into seven layers (see Figure 2-4) from
‘no interoperability’ to ‘conceptual interoperability’ notated from LO to L6, whose

implications are listed in Figure 2-5.
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Figure 2-4: The Levels of Conceptual Interoperability Model [34]
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Level Layer Premise Information Contents clearly defined Domain Focus Ca-

Name defined pabil-
ity
L6 Conceptual Common conceptual Assumptions , Documented conceptual Modeling ab- Compo-  High
model constraims efc. model straction sability
L5 Dynamuc Common execution Effect of data Effect of mformation ex-
model changed
L4 Pragmatic Common workflow Use of data Context of information Simulation im-  Interope-  Me-
model exchanged plementation rability  dium
L3 Semantic Common reference Meamng of Content of information
model data exchanged
L2 Syntactic Common data structure  Structured data Format of information
exchanged
L1 Technical Common communica- Bits and bytes Symbols of information Network con- Integra-  Low
tion protocol exchanged nectivity tability
L0 No No connection NA NA

Figure 2-5: Implications of LCIM [34]

The levels of the LCIM model are defined below in terms of describing how existing
systems are interoperating and what level of conceptual interoperability can be reached
by user’s specific approaches without prescription; Interoperating systems [34]:

. L6 (Conceptual): Are aware of each other’s information, processes,
contexts, and modeling assumptions.

o L5 (Dynamic): Are able to reorganize information exchange based on
understood changes to meaning.

. L4 (Pragmatic): Are aware of the context (system states and processes)

and meaning of information being exchanged.

o L3 (Semantic): Are exchanging a set of terms which they can semantically
parse.
. L2 (Syntactic): Have an agreed protocol to exchange the right forms of

data in the right order, but the meaning of data elements is not established.
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. L1 (Technical): Have technical connection(s) and can exchange data
between systems
. L0 (No Connection): N/A
Tolk and Muguira [34] assert that interoperation is only possible — in a meaningful
way — if the technical structures are aligned with conceptual ideas. As such, the LCIM is
a framework describing a spectrum ranging from what is conceptually modeled to how
this is technically implemented.
This study will examine how semantic interoperability, which is the ability of systems
to share information meaningfully and to engage in meaningful collaborative activities,

can help systems reach the Conceptual level (L6) of the LCIM model.

2.1.2.3 AIF

The ATHENA Interoperability Framework (AIF) has three levels and is based on
sources of results and usage of the framework [35]:

. Conceptual integration focuses on concepts, metamodels, languages, and
model relationships and provides a modeling foundation for various systemic aspects
of interoperability.

o Applicative integration focuses on methodologies, standards and domain
models and provides guidelines, principles, and patterns useful for solving

interoperability issues.
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J Technical integration focuses on the technical development and
Information and Communication Technology (ICT) environments and provides ICT
tools and platforms for developing and running enterprise applications and software
systems.

AIF also provides a reference model (see Figure 2-6) indicating the required as well
as the provided artifacts of two collaborating enterprises interoperating at various
abstraction levels such as business, process, service, and data [35]. For each of these
levels a model-driven interoperability approach is prescribed where models are used to
formalize and exchange the provided and required artifacts that must be negotiated and
agreed upon. These enterprise models are conceptual models representing a particular
domain.

As discussed in section 1.2, functions in a fully interoperable SoS will be dynamically
recombined to comprise new systems forming a network of interoperable services.
Therefore, we will focus on the data and service levels of the AIF model and examine
how semantics can help achieve flexible discovery, selection and composition of

services.

27



Provided Required

Enterprise/ Collaborative Enterprise Enterprise/
Business >, Modelling Business
— £ -

— © I

P § Cross-Organisational P
rocesses = Business Processes 8 rocesses
— [
| c E I
[1F] . . i)
Grrieas 2 Flexible Execution and 0 e
Q Composition of Services
— -
| % -
Information/ Information Information/
Data Interoperability Data

Figure 2-6: AIF conceptual framework [35]

2.1.2.4 INTEROP
The Enterprise Interoperability Framework (INTEROP) was developed by the
INTEROP Network of Excellence (NoE) consortium [36], comprised of 50 members
from 15 countries (13 EU Member States, Norway and Switzerland). The framework
defines the research domain of enterprise interoperability [19]. Figure 2-7 shows the

INTEROP framework with three basic dimensions: concerns, barriers, and approaches.
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Figure 2-7: Enterprise interoperability framework [19]

Interoperability concerns represent the various enterprise levels where
interoperations can take place and are classified as [19]:

o Interoperability of data refers to finding and sharing information from
heterogeneous data sources (machines, operating systems, and database management
systems).

. Interoperability of services refers to making various applications (designed
and implemented independently) function together.

J Interoperability of processes is concerned with making various business
processes work together. In this context, a process is the sequence of the services

(functions) according to some specific need of the enterprise.
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J Interoperability of business refers to companies and organizations working
together in a harmonized way by overcoming differences in decision-making,

legislations, culture, or methods of work.

Interoperability barriers represent various kinds of incompatibilities obstructing the
sharing of information and preventing systems from exchanging services. As discussed in
section 1.4.2 there are three categories of barriers: conceptual, technological and
organizational barriers.

Interoperability approaches refer to the way in which these barriers are removed in
order to establish interoperations and include the following [19]:

o Integrated approach: A common detailed format must be agreed by all
partners to use in order to build interoperable systems.

o Unified approach: Similar to the integrated approach in that a common
format must be agreed to by all parties. However, this format is at a meta-level and
provides a means for semantic equivalence to allow mapping between models.

. Federated approach: There is no common format and, in order to
interoperate, all parties must accommodate ‘on the fly’ by sharing an ontology and

mapping their concepts at the semantic level.

According to Chen, et al. [19] the INTEROP framework defines the enterprise

interoperability research domain by the set of subdomains which comprise it. A
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subdomain is formed at the intersection of a level and a barrier and is used to structure
interoperability knowledge aimed at removing at least one barrier at any one level [19].
The third dimension, shown in Figure 2-7 as “Interoperability approaches”, allows
categorizing knowledge and solutions based on the methods of removing interoperability
barriers.

Since our goal is to address the conceptual interoperability barriers in federations of
systems, we followed the federated approach using semantic web principles and
technologies as enablers to what is called, semantic interoperability. The goal of semantic
interoperability is to enable new partners to ‘talk on the fly’, based on pre-planned

standards reflecting shared context and meaning.

2.1.2.5 SOSI

The System of Systems Interoperability (SoSI) Model [18], developed by the
Carnegie Mellon Software Engineering Institute (SEI), addresses technical and
operational interoperability, like most of the models presented, as well as programmatic
interoperability between organizations engineering interoperable systems.

The SOSI model is based on the fact that achieving interoperation among systems
requires an applied set of management, constructive, and operational practices supporting
the addition of new or upgraded systems to a growing web [18]. Therefore, the activities
necessary to achieve interoperability can be grouped into three categories (see Figure 2-8

and Figure 2-9): program management, which defines the activities that manage the
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acquisition of a system; system construction, which defines the engineering activities of a
system; and operational system, which defines the activities within the operating system

and between the operating system and its environment [ 18].

Activities performed to manage the acquisi-
tion of a system. Focus is on contracts,
incentives, and practices such as risk
Program Management management.

Activities performed to create and sustain a system.
Focus is on architecture, standards, and commercial
off-the-shelf (COTS) products.

Construction

System

Activities performed to operate a system.
Focus is on interactions with other systems

Operational System
P yst and with users.

Figure 2-8: System Activities Model [18]
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Figure 2-9: Different Types of Interoperability [18]
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In order to establish interoperability between operational systems (operational
interoperability), the SOSI model suggests that one must address the full scope of
interoperability between the organizations participating in the acquisition of systems
(constructive and programmatic interoperability) [18].

This study is concerned with the constructive layer of the SOSI model. In this
context, we assume that programmatic (organizational) interoperability in federations of
systems is limited due to the unknown number of collaborative participants and possibly

the lack of a central authority.

2.1.3 Summary of Section 2.1

The previous sections have presented a number of frameworks which can be used to
structure knowledge and solutions according to the ways of addressing various types and
levels of interoperability challenges. The common aspect of these frameworks is that
interoperability requires not just capabilities for exchanging information between
systems, but also a shared understanding of that information (conceptual interoperability
or integration).

These frameworks also address a range of technical (constructive), operational, and
programmatic interoperability issues. The focus of this study is on the constructive layer
of the SOSI model. Lewis and Wrage [22] define constructive interoperability as the
process by which systems engineering entities interact, such that resultant constructed

systems can interoperate. The constructive interoperability process includes technology
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as well as management activities. Technology activities include technology selection,
model sharing, and system construction, while management activities include the
collaborative interactions between constituent systems such as project management,
contract management, resource allocation, and configuration control [22]. Due to the fact
that management activities address programmatic interoperability, they will not be
addressed in this study.

This study will exclusively focus on the technology aspects of constructive
interoperability at the semantic level in order to address the need of dynamic composition
of systems of systems in the absence of central authority in a federation of systems. Since
the introduction of the Semantic Web [28] there has been growing interest and
application of the Semantic Web standards to provide semantic data and service
exchange, federation, and inference capabilities. In the next two sections, we present the
main concepts, standards and technologies of the Semantic Web and explore its potential

of enhancing the development of semantic interoperability among systems.

2.2 The Semantic Web

Berners-Lee, et al. [28] coined the term “Semantic Web” in an article published in
2001. They described the Semantic Web as an extension of the current Web that included
mostly content designed for humans to read, to one in which information is given well-
defined meaning, better enabling computers and people to work in cooperation [28]. The

Semantic Web allows the representation and exchange of information in a meaningful
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way, facilitating automated processing of descriptions on the Web [37]. It is based on the
idea of having information on the Web defined and linked in a way that machines can use
for automation, integration, and reuse of information across various systems [38].
Shadbolt, et al. [6] define the Semantic Web as “a Web of actionable information —
information derived from data through a semantic theory for interpreting the symbols.
The semantic theory provides an account of meaning in which the logical connection of
terms establishes interoperability between systems”. This definition means that Semantic
Web technologies can be used to address the challenge of interoperability among systems

through the adoption of common terminologies of the information they exchange.

2.2.1 Standards

A Semantic Web based system can be developed using a layered approach as
depicted in Figure 2-10, where each layer shows how standardized web based

technologies are organized to make the Semantic Web possible [39].
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Figure 2-10: Semantic Web Stack [39]

The Semantic Web is a collection of technologies specified as World Wide Web
Consortium (W3C) standards and include:

. Identifiers - Uniform Resource Identifier (URI) [40]: It is a string of
characters that is used to uniquely identify resources on the Internet (e.g., documents).
It can be a Uniform Resource Locator (URL), which contains access mechanism and
a (network) location of a document, such as http://www.example.org/. It can also be a
Uniform Resource Name (URN), which identifies a resource without implying its
location — an example is urn:isbn:0-123-36456-1.

. Syntax - Extensible Markup Language (XML) [41, 42]: A general purpose
markup language that ensures there is a common syntax used in the Semantic Web.

. Data Interchange - Resource Description Framework (RDF) [43]: Provides

a domain independent data model. It is a framework for representing information
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about resources in a graph form. In RDF, information is represented as a set of
assertions called “statements” or “triples” made up of three parts: subject, predicate,
and object [3]. The subject of a statement is the thing the statement describes, and the
predicate describes the relationship between the subject and the object. An example
of a triple would be “Mark knows Mary”, where “Mark” is the subject, “knows” is
the predicate, and “Mary” is the object. All data in the Semantic Web uses RDF as the
primary representation language.

° Taxonomies — RDF Schema (RDFS) [44]: Provides the core model
semantics for describing taxonomies (vocabulary of terms used for more detailed
descriptions) that group the RDF data into more complex sets which can be organized
and queried via different query languages.

o Ontologies — Web Ontology Language (OWL) [45]: An ontology consists
of statements that define concepts, relationships, and constraints [3]. It forms an
information domain model. OWL is a language used to create ontologies. It is derived
from description logics and is syntactically embedded into RDF and RDFS.

. Rules — RIF/SWRL [46, 47]: Rules in the Semantic Web represent
knowledge that is easier to understand than what can be expressed using OWL. They
are typically conditional statements: if-then-else. New knowledge is added only if a
particular set of statements is true [3]. SWRL is the de facto standard language for

Semantic Web rules.
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. Querying — SPARQL [48]: The Simple Protocol and RDF Query
Language (SPARQL) is used for querying RDF data and OWL ontologies. It is an
SQL-like language, but uses RDF triples for both, matching part of the query and for
returning results of the query.

. Formal proof and trusted inputs for the proof means that the results can be
trusted.

The layers at the bottom of the stack (up to “Ontology: OWL”) are mostly
standardized while the ones on the top are still under development. The full vision of the

Semantic Web requires all layers to be fully implemented.

2.2.2 Major Technology Components

Hebeler, et al. [3] provide an organization of various discrete technology components
contributing to the formation of effective Semantic Web implementations (see Figure

2-11).
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Figure 2-11: Major Semantic Web components [3]

These components fall into two categories: major semantic web components and
semantic web tools. The first category includes the following core components [3]:

. Statement: The statement consists of multiple elements that form what is
called a “triple”. As described in the previous section, the RDF triple consists of a
subject, predicate, and object (e.g. Mary isA Woman). A semantic web solution
would include thousands, even billions of these formal statements. Statements can
relate to one another, and thus, form a web linked information.

. URI: The Uniform Resource Identifier provides a name for each element
in a statement which is unique across the entire Internet. Therefore, the statement’s
components (subject, predicate, and object) contain a URI to affirm their identity

throughout the entire World Wide Web (WWW) eliminating naming conflicts and
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ensuring whether two components are the same or not. For example, a URI
identifying a person’s name can be “http://example.org/Contacts/person#Joe.”

o Language: A Semantic Web language is used to describe statements using
a set of keywords. Several languages exist which offer various degrees of semantic
expressiveness and complexity. The higher the level of expressiveness the higher the
demand for processing power and storage capacity. The Resource Description
Framework (RDF) discussed in the previous section is an example of a Semantic Web
language.

o Ontology: As mentioned in the previous section, ontologies describe
concepts and their relationships. Ontologies can be used to develop an information
domain model that captures domain related concepts in areas such as defense and e-
sciences, as well as common objects such as persons, location and time. An Ontology,
such as the Web Ontology Language (OWL), represents knowledge (concepts and
their relationships) based on formal semantics and a defined syntactic structure [45].
OWL extends the RDF vocabulary with additional resources which can be used to
build more expressive ontologies for a particular domain [45]. Ontologies can become
distributed, as OWL allows ontologies to refer to terms in other ontologies [6, 23].

. Instance Data: These are statements describing a generic concept. For

example, “Mary” is an instance of a generic concept “Woman.”
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The Semantic Web tools category includes a number of tools and frameworks used to
build Semantic Web systems. This category includes the following [3]:

J Construction tools: These tools allow the engineer to construct and
integrate Semantic Web implementations through the creation of statements and
instances. The Web Services Modeling Toolkit (WSMT) [49] that will be used in this
study is an example of a Semantic Web construction tool.

. Interrogation tools: These tools navigate the Semantic Web in various
ways such as graph navigation of statements, search, or using query languages.
BioPortal [50] is an open repository of biomedical ontologies that provides access via
Web browsers to ontologies developed in OWL and RDF.

. Reasoners: They add inference by creating logical additions allowing
concepts and relationships to relate properly to each other. For example, the Pellet
[51] reasoner provides standard and cutting-edge reasoning services for OWL
ontologies.

. Rules engines: Rules engines, such as Jena rules [52], support inference as
well but they go beyond what reasoners can offer.

. Semantic frameworks: These frameworks package all the tools listed
above to an integrated unit. They can be either graphic integrated development
environments (IDE) or an application programming interface (API). Jena [52] is

recognized as the most popular framework for semantic web development.
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A more detailed discussion about some of these components will follow in section

2.3.

2.2.3 Applications

The original vision of the Semantic Web was an environment where intelligent agents
would undertake sophisticated tasks on behalf of their human or corporate owners. Pete
and his sister Lucy, the fictitious actors used in the original Scientific American article on
the Semantic Web appeared in 2001 [28], would use their Semantic Web agents,
embedded in their personal devices to carry out tasks. These tasks would include things
such as Pete’s phone turning the sound down on all devices with a volume control when
an incoming call was received by sending a message to those devices; it would allow
Lucy’s phone to set up doctor’s appointments for her mom after matching her mom’s
insurance plan and preferences; and it would also enable Pete’s and Lucy’s personal
agents to collaborate in scheduling appointments based on their preferences about
location and time. Shadbolt, et al. [6] assert that the Semantic Web hasn’t yet delivered
this kind of agent-based mediation. However, they argue, Web standards for expressing
shared meaning have progressed steadily over the past few years [6]. Meanwhile, even if
the vision of agents and bots undertaking human tasks has not yet been realized, there is
an increasing need for shared semantics.

The successful use of ontologies in the e-science community [53] (genomics,

epidemiology, clinical drug trials, etc.) was one of the major drivers for the need for
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shared semantics and a web of data and information derived from it [6]. Scientists in
these areas developed and used ontologies extensively as a way to integrate diverse and
heterogeneous data sets. Wroe, et al. [54] describe how they used the Semantic Web to
integrate services and data from distributed heterogeneous sources to support interactive
bioinformatics experimentation. Hunter, et al. [55] use Semantic Web technology to
develop novel hydrogen-based energy sources. Cannataro and Talia [56] investigate the
use of semantic knowledge-based discovery approaches to support the overall scientific
task, focusing on implementing architectures for the next-generation smart energy grid.
Finally, Johnston [57] asserts that “semantic tools will be valuable in dealing with the
complex multidisciplinary simulation and data environments that next-generation science
will require. These tools would automatically construct sequences of operations that are
consistent with a discipline model representing permitted relationships among simulation
and analysis operations and data for particular disciplines, such as climatology or high-
energy physics”.

Many other disciplines are adopting Semantic Web technologies to address
information exchange challenges [58-60]. For example, the U.S. National Aeronautics
and Space Administration (NASA) has developed a Semantic Web application called
POPS (People, Organizations, Projects, and Skills) aiming to make it easier to find the
right people when you need them [61]. The POPS application itself contains RDF data

about 70,000 to 80,000 NASA employees and third-party contractors (see Figure 2-12).
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Figure 2-13: Screen snapshot Target Assessment Tool [62]

In healthcare, the Cleveland Clinic uses Semantic Web standards and technologies to
generate knowledge from patient records in order to improve patient care through
outcomes-based and longitudinal clinical research. In the pharmaceutical industry, Eli
Lilly [62] uses the Semantic Web to extend the capabilities of their Target Assessment
Tool (TAT). Scientists and researchers use TAT to evaluate candidate drugs in light of
scientific and business requirements. Industry terminologies are stored and manipulated
as RDF and OWL models.

researchers can navigate through the relationships more naturally without having to use

Because RDF and OWL are graph-based languages,
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artificial keys and indices. The Semantic Web provides a more powerful way for the
pharmaceutical researchers to work with data directly, discover information as they
navigate the set of knowledge, and view all data that’s related to the entities of interest
(see Figure 2-13). Pfizer is trying a new Semantic Web approach to aggregate and mine
its corporate knowledge of drug compounds (some of which may be many years old or
residing in different IT systems) in an effort to help scientists collaborate and reuse the

knowledge gleaned from previous investigations [63].

Many things depends on the characteristics of the car being repaired. For instance,
accessing the air conditioning calculator implies taking apart the radio and the
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description can be found.
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Figure 2-14: Screenshot of Renault's diagnostic system [64]
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In the automotive industry, Renault used Semantic Web technologies to build a
repository of all possible repair and diagnostic operations in order to enable technicians
to easily discover information about repairs [64]. Figure 2-14 shows a snapshot of their
experimental diagnostic system. Several other domains use Semantic Web technologies
and concepts to facilitate information sharing and retrieval including financial [65],
energy [66-68], telecommunications [69, 70], education, e-Government [38, 71-73], and
e-Tourism [74].

None of these synoptic studies address the issue of interoperability among multiple
systems using semantic technologies. They present specific applications within a single
system, focusing on information sharing and retrieval based on Semantic Web solutions.
In the next sections, we will explore the application of semantic principles and techniques

to the interoperability among collaborating systems.

2.2.4 Systems Engineering and the Semantic Web

Sarder and Ferreira [75] assert that the increasing complexity and multidisciplinary
nature of systems engineering may lead to lack of commonality in process and project
semantics. The authors propose the development and use of system engineering
ontologies to assist individuals and organizations in understanding the systems
engineering discipline’s broad and multi-faceted nature [75]. Madni, et al. [76] and
Honour and Valerdi [77] also discuss the need for systems engineering ontologies. One

example of a systems engineering ontology, based on the data integration standard ISO
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15926 [78], describes a model-based approach of system breakdown structures on
process level and on physical level by means of process functions [79]. This ontology
would be a part of a common framework based on Systems Engineering that would
improve project environments with high number of involved engineering organizations
and a wide variety of types of system objects to handle [79]. Furthermore, Staker [80]
proposes a knowledge-based approach to capture architectural knowledge about the
structure of systems. He further describes a method for reasoning about such knowledge
to produce sound decision advice concerning systems development and evolution
options. Staker’s approach promises to eliminate some of the inhibitions on free
information exchange and collaboration that are imposed by current generation systems
engineering tools employing proprietary repositories. Finally, semantic web technologies
have also been proposed for supporting the integration of system engineering
environments (links between tools and systems) in multidisciplinary engineering projects
[81].

The use of ontologies has also been proposed to support Systems of Systems
engineering with a focus on information interoperability among constituent systems.
Osmundson, et al. [82] propose a feasible approach to develop a system of systems with
information interoperability enabled by system of systems ontologies at different levels in
order to accomplish a mission or achieve a desired effect. The authors represent a system
of systems in an UML-like representation from which they develop an ontology to

support information interoperability. Curry [11] proposes the use of ontologies as a way

48



to simplify SoS information interoperability without increasing complexity, hierarchy,
control, or acquisition costs. Ontologies also provide a means to implement context (set
of conditions) that affect an SoS in a specific operational setting [83]. SoS contextual
categories that can be modeled using ontologies may include political, financial, legal,

technical, social, operational, stakeholder perspectives, and organizational relationships.

2.2.5 Summary of Section 2.2

Our review of the literature from the Semantic Web domain reveals that it has
established itself as the preferred method of representing semantically structured
knowledge. Ontologies provide the necessary structures for knowledge modeling. They
appear as a key paradigm in solving the problem of semantic heterogeneity and ensuring
interoperability, as much between systems as between individuals. The literature also
revealed that a knowledge-based approach to systems engineering, using emerging
semantic web technology, may enable SE methods to be more effectively applied in
dealing with the increasingly complex and difficult problems confronting systems and
systems of systems engineering in the future.

In the next section, we will focus on describing how semantic web principles and
technologies enable the semantic interoperability among systems. The goal of semantic
interoperability is to enable new partners to ‘talk on the fly’, based on pre-planned

standards reflecting shared context and meaning.

2.3 Semantic Interoperability
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Semantic interoperability has the potential to enable interoperability across net-
centric software-reliant systems that span a wide spectrum of political, geographical, and
organizations levels and sectors, e.g. coalition, federal, state, tribal, regional, non-
government, and private [38]. Waters, et al. [38] propose the concept of “Global
Interoperability Using Semantics, Standards, Science and Technology” to address global
interoperability for detecting, preventing and managing terror threats. Their approach is
to use semantic knowledge for representing and sharing knowledge across joint and
coalition communities. Ojo, et al. [5] present a framework to guide governments and their
agencies in developing semantic interoperability capabilities. These capabilities will help
them improve citizen access to information, the interaction between existing government
networks and social networks of citizens and policy actors, participation of stakeholders
in policy processes and delivery of customer-focused services. Graybeal, et al. [26]
describe a semantic mediation framework for managing diverse vocabularies from
organizations that support an ocean observing system. A vocabulary refers to the
terminology used in a community of interest and includes important concepts used by
that community. Ontology-based semantic approaches have also been proposed for
knowledge management and interoperability of networked enterprises in supply chain
environments [84, 85], distributed earth observing and processing systems [10],
distributed geospatial applications [86], neuroscience and biomedical research systems

[87, 88], multi-agent teaching environments [89], and several other areas.
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2.3.1 Definitions

Ojo, et al. [5] define semantic interoperability as “the ability of interacting network
entities — agency systems, citizens, social media, etc. to have a consistent understanding
of the shared information based on the network’s ability to resolve differences in the
conceptualization of entities and the member’s ability to: ascribe meaning to the
information they wish to share, discover information they need based on the descriptions
provided by others, and process the shared information in a way consistent with the
intended use.” Bettahar, et al. [90] describe it as a shared vocabulary and semantics of
knowledge exchanged during collaboration. Stroetmann, et al. [91] define semantic
interoperability as support for coding, transmission and use of meaning between
interacting parties across related services (e.g. health), and assign the attributes of
precision, consistency, understandability, and reproducibility to semantically
interoperable data. Rothenberg, et al. [92] denote the ability of entities to share
information meaningfully and to engage in meaningful collaborative activities in order to
jointly perform business processes. Finally, Veltman [93] defines semantic
interoperability as “the ability of information systems to exchange information on the
basis of shared, pre-established and negotiated meanings of terms and expressions.”

For the purpose of this study and over-arching research, we adapt the definition
denoted by Tschumperlin [94]: Semantic Interoperability is achieved when

. Capability exchange partners have a common understanding of the

meaning of the shared capabilities,
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o Capability exchanges adhere to the shared understanding, and

. Capabilities are exchanged without misinterpretation.

The above definitions imply that semantic interoperability capabilities include three
core functions (Figure 2-15): semantic description, semantic mediation, and semantic
discovery [5]. The semantic description function enables system architects to
semantically describe the information and capabilities of their system in a machine
readable format (e.g. Ontology) in order for them to be shared with other constituent
systems. The semantic mediation function enables them to semantically define how the
concepts in their descriptions relate to the concepts of a mutually agreed domain
description in order for them to be understood by other constituent systems. Finally, the
semantic discovery function allows system architects to manually or programmatically
discover descriptions, and, therefore information and capabilities, published by other

systems.

Discover

Figure 2-15: Core Semantic Interoperability Functions [5]
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2.3.2 Semantic Description

This capability describes information assets based on some form of conceptualization
[23]. Knowledge about the system’s architecture and capabilities is organized by
considering each system “entity” as a resource and finding a simple way to represent and
share that resource[23]. Each resource has a unique name across the entire Internet, the
Uniform Resource Identifier (URI). A resource associated with a URI means that anyone

can link to it, refer to it, or retrieve a representation of it [6].

2.3.2.1 THE RESOURCE DESCRIPTION FRAMEWORK

The Resource Description Framework (RDF) provides the foundation for semantic
interoperability by adding meaning to the resources identified by URIs in a machine-
readable format [23]. It can be conceptualized as the data model for resources and
relations between them [23, 38]. For example, Figure 2-16 shows an RDF graph that uses

URIs to describe a person. The graph identifies [95]:

¢ individuals, e.g., Eric Miller, identified by
http://www.w3.org/People/EM/contact#me

e kinds of things, e.g., Person, identified by
http://www.w3.0rg/2000/10/swap/pim/contact#Person

e properties of those things, e.g., mailbox, identified by
http://www.w3.0rg/2000/10/swap/pim/contact#mailbox

e values of those properties, e.g. mailto:em@w3.org as the value of the mailbox

property
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RDF graphs are powerful tools for representing information but are unsuitable for
recording and exchanging. Text-based syntax makes RDF practical for information
exchange by providing a way to convert these graphs into a machine-readable format.
Three of the most popular formats are RDF/XML [96], the Terse RDF Triple Language

(Turtle) [97], and N-Triples [98].

hittp:ifwweac w3, org/200001 0/swapdpimicontact#Person

http: fhwww.w3. org/1 990222 -rdf-syntax-ns#type

http:fwww w3, orgiPeople/EMicontactiime

ttp:fiwwiw w3, org2000/1 0fswap/pimicontact#fullName

Eric Miller

hittpyMwson w3, org/2000/10/swap/pimicontactémailbox

mailte.em@w3.org

hitp:fhwww.w 3. orgi2000010iswap/pimfcontact#personalTitle

Dr.
Figure 2-16: An RDF Graph Describing Eric Miller [95]

RDF is used, for example, to describe Dublin Core metadata [96]. The Dublin Core
metadata element set is a set of vocabulary terms intended to facilitate discovery of
electronic resources such as web resources (e.g. web pages, images, video) and physical

resources (e.g. books) [99].
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Another example of resources represented in RDF is the FOAF (“Friend of a Friend”)
project [100]. FOAF is an RDF vocabulary for expressing metadata (attributes) about
people, and their interests, relationships and activities, and thus, is used heavily for
building rich social networks [100]. Other vocabularies represented in RDF include the
Basic Geo Vocabulary [101] representing latitude, longitude, and altitude information in
the WGS84 geodetic reference datum, VCards [102] used for electronic business cards,
and RSS [103] used for syndication of online content.

The Simple Knowledge Organization System (SKOS) is also an application of RDF
and represents a common data model for sharing and linking knowledge organization
systems via the Semantic Web [104].

These examples show that RDF can be used to semantically describe any concept
(people, books, images, video, etc.) relevant to the information managed by a system. In
this study, we will explore how a similar approach can be used to describe functions of a
system in order to be shared with other systems by creating and interpreting their

semantic descriptions.

2.3.2.2 ONTOLOGIES

Integration of diverse and heterogeneous data and services is being achieved in large
part through the adoption of ontologies [23]. In philosophy, ontology is a discipline that
studies the theory of existence [28]. In the Semantic Web, it is a document or a file that

formally defines the relations among terms. An ontology, which provides greater
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expressivity than RDF, is a set of statements that define concepts, relationships and
constraints[23]. Ye, et al. [105] describe an ontology as “a formal, explicit specification
of a shared conceptualization in that it supports the capture and specification of a
system’s domain knowledge with its intrinsic semantics through consensual terminology
and formal axioms. This consensual terminology makes it possible to share and reuse
data and knowledge across different components within a system, as well as across
different systems”. The formal conceptualization is represented in a machine-readable
language upon which reasoning techniques can be employed for advanced information
processing. The availability of inference services through various reasoning techniques
(e.g. inductive and deductive reasoning) in the Semantic Web is fundamental for
performing several tasks such as consistency checking, concept retrieval, etc. Inference
engines based on rule-based formalisms support inference beyond what can be deduced
from description logic in ontologies and can be used to capture causal, temporal, and

probabilistic knowledge [6].

2.3.3 Semantic Mediation

The semantic mediation function resolves differences in conceptualizations used in
heterogeneous systems. As shown in Figure 2-15, this capability is one of the main
functions of semantic interoperability because it resolves differences in
conceptualizations used in heterogeneous systems. Semantic mediation refers to the

process of modeling the mediation between heterogeneous systems in terms of ontology
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integration. Since ontologies represent entities and their relationships in a system, the
interoperability of those systems in an SoS depends on ontology integration [23]. Another
term used to describe ontology integration is “ontology mediation”. Bruijn, et al. [106]
defines ontology mediation as the process of reconciling differences between
heterogeneous ontologies in order to achieve interoperation between systems using these
ontologies. Ontology integration usually involves the following techniques [37]:

J Ontology mapping describes the relationship between two ontologies by
creating a set of rules and axioms that define how terms from one ontology relate to
terms from another ontology [23]. Therefore, mapping between synonymous terms
from different ontologies indicates that the terms refer to the same concept. A
mapping language is used to describe those relationships. The ontologies involved do
not change at all.

o Ontology alignment involves altering at least one of the ontologies in
order to “align” the overlapping parts in order for them to match.

J Ontology merging results in the creation of a new ontology replacing the
original ontologies, either by including all the terms and resolving the mismatches
between the overlapping terms (unification) or by including only the overlapping

terms and reconciling the mismatches (intersection).

Often, ontology integration follows an intermediate transformation activity which

converts data generated from traditional data sources to RDF [23]. For example, the W3C
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standards Relational Databases to RDF (RDB2RDF) [107], Gleaning Resource
Descriptions from Dialects of Languages (GRDDL) [107], and Resource Description
Framework — in — attributes (RDFa) [108] are techniques for obtaining RDF data from
relational data, XML and HTML documents, respectively. The semantic mediation
process also utilizes a family of tools, called reasoners, which provide inference
computations that support inferred (implicit) mappings among terms in multiple [23]. An
inferred mapping does not exist in the mapping ontologies and it is generated by the
reasoner based on mappings explicitly created by the ontology developers [26].

Finally, from a systems integration point of view there are various approaches of how
different ontologies are related to each other. Bruijn, et al. [106] distinguish two cases:

. One-to-one mapping of ontologies: Each pair of ontologies to be
integrated has a mapping between them. The higher the number of ontologies to be
integrated, as is often the case with multiple organizations running multiple systems,
the more complex this task becomes.

o Map to a global ontology: Integration of ontologies is achieved through a
global ontology, which is mapped to all the local ontologies. The problem with this
approach is that, it is hard to reach consensus on a standard shared by many people
who use different terminologies for the same domain [106]. A standard may also

impede changes in an organization.
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2.3.4 Semantic Discovery

This capability locates information assets based on semantic descriptions and
mediation mappings [23]. Repositories, called triple stores, have been developed to store
RDF statements with some focusing on providing a reasoning capabilities, while others
focus on storing large quantities of data [6]. Knowledge represented in RDF statements
and stored in repositories can be discovered in three ways [3]:

. Navigation - Tools, such as ontology browsers, are used to retrieve and
visualize RDF data by dereferencing URIs to locate additional triples. Since the
semantic web is focused on machine-based accessibility, system designers can use
those tools for debugging, data verification, or free discovery. One example of an
ontology browser is BioPortal [S0] which provides access to commonly used
biomedical ontologies and to tools for working with them. BioPortal functionality
includes the ability to browse, search, and visualize ontologies.

. Searching — Builds on and goes beyond navigation by looking for answers
(goal-oriented) in system preprocessed data. Preprocessing includes discovering,
sorting, filtering, indexing, and storing. Swoogle [109], for example, is a crawler-
based indexing and retrieval system for the Semantic Web which extracts attributes
for each discovered document, and computes relations between documents. The
BioPortal browser also provides searching capabilities of biomedical data resources

such as ClinicalTrials.gov, Gene Expression Omnibus (GEO), and ArrayExpress,
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through the annotation and indexing of these resources with ontologies in the
BioPortal system [50].

o Querying — Is based on formal syntax and semantics and allows for
complex, explicit, and structured questions to be posed [23]. For example, an RDF
query language, such as the standardized SPARQL, is a computer language able to

retrieve and manipulate data stored in RDF repositories [48].

2.3.5 Summary of Section 2.3

Summarizing the semantic interoperability methods and technologies presented in

this section we draw the following conclusions:

o RDF can be used to annotate data and make them available to systems for
processing.
o Ontology languages can extend the RDF syntax for ontology development

to specify domain knowledge and relationships.

o Semantic mediation can resolve differences in conceptualizations used in
heterogeneous systems through the process of ontology mapping, alignment, or
merging.

J Formal logic can be used to draw inferences, and intelligent-agent

technology to discover and interpret information from multiple sources.
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In this study we suggest that these semantic interoperability techniques could provide
the centralized control of the capability for exchanging data and services lacking in
federations of systems and, in doing so, contribute to removing the conceptual barriers of

SoS interoperability.

2.4 Leveraging semantics for SoS interoperation

Interoperability is considered significant if the interactions between systems takes
place at least on three different levels: data, services, and processes, with semantics
defined in a given business context [19]. The interoperability of data is concerned with
making different data models and query languages work together and it deals with
finding and sharing information from heterogeneous data sources. The interoperability of
services refers to identifying, composing and making functions work together, even when
they were designed and developed independently. The interoperability of processes aims
at making various business processes, which define the sequence of the services

(functions) according to some specific needs of an organization, function together [19].

2.4.1 Data Level Interoperability

At the data level, the concept of Linked Data has been adopted to describe a set of
best practices for publishing and connecting data from different sources on the Semantic
Web [110]. It refers to data published on the Web in a way that is machine-readable, has

explicitly defined meaning, is linked to other external data sets, and can in turn be linked
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to from external data sets [110]. Linked data enables large scale integration and reasoning
of data on the Web. All the technologies described in the previous section can be used to
achieve and create Linked Data: RDF/OWL for a common format, conversion from
traditional formats (relational, XML, HTML) to the common format, and on-the-fly
access to the data (e.g. using SPARQL).

A typical example of a large Linked Dataset is DBPedia, which is “a community
effort to extract structured information from Wikipedia and to make this information
available on the Web” [111]. DBpedia allows you to ask sophisticated queries against
datasets derived from Wikipedia and to link other datasets on the Web (e.g. Geonames
[112]) to Wikipedia data available in RDF. The Linked Open Data Cloud represents a
large number of interlinked datasets used by many industry, government and scientific
communities [110]. Figure 2-17 provides an indication of the range and scale of the web
of data. Each node in this cloud represents a distinct data set published as Linked Data
[110].

Curry [11] proposes the use of Linked Data and Dataspace, a conceptual approach to
information management that supports the co-existence of heterogeneous set of data, as a
way to simplify SoS information interoperability without increasing complexity and
acquisition costs. Curry’s approach is to expose system data in a linked dataspace only
when it needs to be shared. This approach will enable systems to participate in many SoS,

knowingly or unknowingly [11].
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2.4.2 Service Level Interoperability

At the service level, Web Services allow access to a functionality via the Web using a
set of open standards that make the interaction independent of implementation aspects
such as the programming language used [37]. To invoke a service the requester needs to
know how to do it. This information is provided by a service description written using the
Web Service Description Language (WSDL). The description is usually stored in a
central repository where a service requester can search (using keywords) and discover
desired functionality. From a semantic point of view, web services can currently only be
discovered based on keywords. The emerging concept of Semantic Web Services (SWS)
extends Web service descriptions with rich semantic annotations using ontologies as a
formal domain knowledge specification instead of XML and provides inference-based
techniques for automating the discovery, selection, and composition of services [23]. The
primary tasks supported by Semantic Web Services technologies are discovery as the
detection of suitable Web services for a given task, composition as the combination of
several web services to fulfill a more complex task, and mediation as the handling of
heterogeneities between the requesting and providing systems [114]. Semantic Web
Services would enable software-reliant systems to automatically coordinate information
exchanges and hence improve interoperability.

There are a number of SWS frameworks that define comprehensive specifications for

creating suitable semantic descriptions for services [23]. Those frameworks have been
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divided into top-down and bottom-up approaches [115]. “The top-down approaches are
based on the definition of high-level ontologies providing expressive frameworks for
describing web services” [115]. This category of SWS frameworks include OWL-S [116]
and the Web Service Modeling Ontology - WSMO [37].

OWL-S is an OWL based ontology for the description of Semantic Web Services
focusing on the following web service aspects [115]:

J Service Profile - Describes what the service does in terms of inputs,
outputs, preconditions, and effects. It provides the core functional description of
services.

. Service Model - Describes how services work in terms of a process model
that may describe a complex behavior over underlying services. It informs clients
about how to use the service.

o Service Grounding - Describes how the service can be accessed by

providing the details necessary for invoking the service.

WSMO is “an ontology that aims at describing all relevant aspects for the partial or
complete automation of discovery, selection, composition, mediation, execution and
monitoring of web services” [115]. It identifies four top-level elements as the main
concepts [117]:

. Ontologies — Provide the formal semantics for the terminology used to

describe WSMO components.
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o Web Services — Represent computational entities that provide some value

(functionality) in a given domain.

. Goals — Support the semantic description of user’s desires for certain
functionality.
o Mediators — Enable interoperability between WSMO components.

The bottom-up approaches adopted an incremental approach to attaching semantics to
existing web services standards by adding specific extensions connecting the syntactic
definitions to their semantic annotations [115]. Approaches in this category include
WSDL-S [118], the Semantic Annotations for WSDL and XML Schema - SAWSDL
[119], and WSMO-Lite [120].

WSDL-S is a lightweight approach used to associate semantic annotations with web
services, and thus, extending elements and attributes supported by the traditional WSDL
specification [118]. Semantic annotations using ontologies can be added to the interface,
operation, and message constructs of web service WSDL document [115]. SASWSDL is
a homogenized version of WSDL-S, with a few additional changes, trying to give a
greater level of generality to the annotations [119].

WSMO-Lite provides an ontology and a simple methodology for expressing the
following types of semantic annotations for WSDL services [121]:

. Information Model Descriptions define the data model for input, output,

and fault messages of a service.
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J Functional Descriptions define service functionality.

. Nonfunctional Descriptions define any nonfunctional properties of a web
service such as network Quality of Service (QoS), performance, and reliability.

J Behavioral Descriptions define the external and internal behavior of a web
service. External behavior, also called choreography, refers to the protocol that a
client needs to follow when consuming a service's functionality. Internal behavior is a
description of a workflow defining how the functionality of the service is aggregated
out of other services [115].

o Technical Descriptions define messaging details of a web service.

All of the frameworks mentioned above are used to semantically describe WSDL-
based services. There is also another category of SWS frameworks concerned with
semantically annotating services adopting REST principles [122], currently the dominant
approach of offering services over the Web. The main frameworks in this category
include the MicroWSMO [123] and SA-REST [124].

Furthermore, Semantically Enabled Service Oriented Architectures (SESA) “defines
grounds for cutting edge technology which enables new means to integration of services,
and is more adaptive to changes in requirements over the systems’ lifetime” [4].
Semantics in SESA can be used to (a) describe both services offered and capabilities
required by potential consumers of those services, (b) describe the data to be exchanged

between business partners in terms of ontologies, and (c¢) by means of semantic
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reasoning, promote a total or partial automation of service discovery, mediation,
composition and invocation [4]. The core of SESA is a middleware platform called
Semantic Execution Environment (SEE). It is a broker-based middleware platform
providing the main intelligence for the integration and interoperation of services. The

SEE typically offers the following middleware services [4]:

o Communication facilitates inbound and outbound communication within
the system.
o Repository (Knowledge base) manages storage and access for various

entities such as ontologies, semantic descriptions, and mediators.

o Reasoner provides reasoning support over the semantic descriptions of
various entities.

o Data Mediation facilitates run-time mediation among different ontologies
used in the process.

. Process Mediation facilitates run-time mediation among different
choreography interfaces used in the conversation between services.

. Goal Refinement creates an abstract goal, from a concrete goal, for web
service discovery.

o Web Service Discovery is the process of finding services satisfying
requested needs at abstract level.

. Service Discovery is the process of finding concrete services satisfying

concrete goals of requesters.
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J Selection selects one service which best satisfies user preferences from
candidate services outlined in the discovery process.

. Orchestration implements a run-time conversation between a service
requester and a service provider.

Currently, there exist two SEE-compliant reference implementations, the Web
Service Execution Environment WSMX [125], which is the most comprehensive
implementation of a SEE, and the Internet Reasoning Service IRS-III [126]. A reference
conceptual architecture of a Semantic Execution Environment is depicted in [125]. A

federated version of a SEE was developed as part of the EU funded project COIN [127].
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2.4.3 Process Level Interoperability

Finally, at the process level, semantic annotation of processes is an independent
research effort led by the business process community [128]. Semantic Business Process
Management refers to a novel approach of combining Semantic Web Services and
Business Process Management for increasing the level of automation of the discovery of

processes and process fragments as well as process composition [129].

2.4.4 Automating the Capability Discovery Process

In systems of systems, capabilities provided by one constituent can be discovered and
invoked by other constituents. Lewis, et al. [21] propose a service-oriented SoS
engineering approach as depicted in Figure 2-19. In this approach, new capabilities are
developed by the constituent systems and published in the capabilities repository. Then, a
SoS integration entity (developer, team, or organization) would search the repository to
discover and deliver to the SoS end user capabilities matching the requirements of the

SoS constituents.
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Figure 2-19: Service-oriented SoS engineering approach [21].

However, the lack of machine-understandable semantics in this approach limits the
possibilities of runtime automation of capability discovery since services must be located
and bound to service requesters at design-time [23]. This is the reason why this approach
is not suited for collaborative or virtual SoS where there is no central integration entity to
discover and deliver capabilities to SoS constituents during the systems design phase of

the lifecycle. Automation is needed to replace the manual processes of searching and

discovering capabilities.

Semantics provide a degree of automation, where capabilities can be discovered,

accurately ranked and selected. Zaharia, et al. [130] propose the enhancement of
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geospatial web services with semantic web service techniques in order to solve the
interoperability issues in the geospatial domain. They propose a solution for automated
semantic execution of geospatial queries using the WSMO framework described in the
previous section. The authors also suggest that fully automatic service composition is not
possible at this point, since semantic descriptions are not available and tools to support
users in defining such descriptions are still in their infancy [130]. Khan, et al. [131]
propose a framework based on Semantic Web Services to overcome existing limitations
of automated service discovery for the telecommunication industry. The authors
developed domain and billing ontologies and a prototype to validate their proposed
framework which was also based on the WSMO and SESA technologies [131]. Cai, et al.
[27] present a prototype Semantic Web system called ManuHub that administers
distributed manufacturing services provided by ubiquitous virtual enterprises. ManuHub
facilitates automatic retrieval of the required manufacturing services derived from
semantic matchmaking of manufacturing capabilities, which are enhanced with semantic
annotations [27]. It functions as the “binding glue” between collaborative enterprises in
order to achieve seamless manufacturing interoperability [27].

A robotic swarm is another application of a net-centric System of Systems [20].
Vasiliu, et al. [132] propose a WSMO-based Semantic Web Service approach in order to
facilitate cooperation between humanoid (and any mobile) robots for joint tasks
execution. A coordinator robot receives a WSMO-based requirement (goal) from a

human to perform a task. The coordinator robot evaluates the request and decides how
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many and which swarm robots are needed to execute such a task. Robots are semantically
described as web services capabilities and the SWS platform (deployed on the
coordinator robot) matches the goal with these capabilities. Based on the semantic
information available (goals and semantic descriptions of robot capabilities) the reasoner

decides which robots are needed to fulfill the task.

2.4.5 Semantic Interoperability for Federations of Systems

As presented in Chapter 1, this study suggests that semantic interoperability
techniques can provide the centralized control of the capability for exchanging data and
services lacking in a federation of systems. We hypothesize that a knowledge-based
approach using semantic web technology can enable the automation of the capability
discovery, selection, and composition processes among constituent systems of an SoS,
and resolve the conceptual differences of the information constituent systems exchange.
The literature review has shown that Semantic Web methods and technologies can be
utilized to add machine understandable meaning (semantics) to the information and
functionality exchanged among systems. The three core functions of Semantic
Interoperability can be used by systems to:

e ascribe meaning to the information and functionality they share based on
some form of conceptualization using ontologies (semantic description),
e resolve conceptual differences of the information they exchange in terms of

ontology integration (semantic mediation), and
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e discover and process shared information and functionality based on their
semantic descriptions (semantic discovery).

Furthermore, the application of semantics to web services and SOA can provide the
centralized control of the capability for exchanging data and services (functions) by
automating web service discovery and execution using intelligent agents acting as
brokers. Based on system-specific mission requirements expressed in semantic
descriptions, semantic SOA promotes a total or partial automation of service discovery,
mediation, composition and invocation by means of logical reasoning [4].

Figure 2-20 shows the placement of a semantic layer for interoperability in
Federations of Systems. The Semantic Interoperability layer serves as an independent
abstract layer placed above the existing systems layer with minimal disruption to their
existing infrastructure, but below the system of systems. The objective of Semantic
Interoperability layer is to expose the data and services within existing systems when
they need to be shared. Once a system exposes its information and functionality within
the Semantic Interoperability layer it can participate in many SoS, knowingly or

unknowingly.

The figure shows a conceptual architecture of the three core functions of the
Semantic Interoperability layer consisting of the semantic web technologies and
capacities described in the previous sections of this literature review. The technologies in

the architecture are organized based on the functionality they provide to support the three
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core functions. The resulting systems of systems (e.g. A+B, A+B+C, A+B+C+D) can be

formed by discovering and using information and functionality of each other.
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2.5 Literature Summary

The first section of the literature review explored the role of interoperation in System
of Systems, its importance to the viability of these systems families, and recent
frameworks that provide an organizing mechanism so that knowledge on interoperability
can be represented in a more structured way. The review also revealed that systems
engineering is trending away from engineering point-to-point interfaces and towards
exposing information to the enterprise in a common vocabulary [12]. This common
language would enable a shared understanding among systems and, therefore,
cooperative interactions to create systems of systems that satisfy purposes, goals, or
mission objectives shared by the participating constituents. Furthermore, the literature
survey exposed various kinds of incompatibilities that obstruct the sharing of information
and prevent constituent systems from exchanging services. Conceptual incompatibilities,
which refer to syntactic and semantic differences of information to be exchanged, are a
major barrier to interoperability because they obstruct the shared understanding among
constituent systems.

The review of the literature in the second section reveals that the Semantic Web has
established itself as the preferred method of representing semantically structured
knowledge. Researchers believe that these methods will help overcome the conceptual
incompatibilities among inter-connected systems and expand their interoperation
capabilities. Further, the review explored a number of Semantic Web standards and

technologies and their adoption by several disciplines to facilitate information sharing
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and retrieval. It was also shown that a knowledge-based approach to systems engineering
using emerging semantic web technology may enable SE methods to be more effectively
applied to dealing with the increasingly complex and multidisciplinary nature of this field
of engineering. In system of systems engineering, knowledge-based semantic approaches
tend to focus more on improving the information interoperability among constituent
systems.

The third section of the literature review explored the nature and capabilities of
semantic interoperability. It was revealed that semantic interoperability capabilities can
be used by systems engineers to model concepts and knowledge about their systems’
architecture and capabilities, share that knowledge with other constituent systems by
exposing and mapping their concepts to a mutually agreed domain knowledge model, and
discover and use information and capabilities published by other SoS constituents. The
literature also showed that researchers in various disciplines have attempted to facilitate
partial or full automation of the capability discovery, selection, and composition
processes among constituent systems of an SoS by using semantically-enabled service
oriented techniques. However, fully automatic service composition is not possible at this
time since semantic descriptions are not widely available and tools to support system
engineers in defining such descriptions are still in their infancy [130].

With these combined findings, the hypothesis that a knowledge-based approach to
SoS interoperation using semantic web standards and technologies can provide the

centralized control of the capability for exchanging data and services lacking in a
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federation of systems seems credible. Additionally, another goal of this study was to
identify an approach to guide systems engineers in capturing and sharing the semantic
knowledge of their systems for the purpose of exchanging information and capabilities.
The literature review failed to identify such an approach, although it did uncover several
tools that we used to create the framework described in the following chapters. What

remains is to describe the new approach, show its efficacy, and explore its nature.
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Chapter 3 - Research Methodology

The literature review revealed that knowledge-based modeling techniques, using
semantic web standards and technologies, can provide the centralized control for the
capability of exchanging data and services in a System of Systems. The remainder of this
study intends to show how this can be achieved by presenting a semantic mediation
modeling approach that defines the rules for publishing constituent system structures and
components and also discovering their capabilities in a collaborative or virtual SoS.
Furthermore, to add credibility to this approach, to illustrate characteristics of the
approach, and to provide a clear description of the tasks involved in the modeling
process, we generated examples of particular behaviors using realistic scenarios from
existing context-aware ubiquitous (UbiComp) [133] system architectures and reference

implementations.

3.1 Approach to Mediating Conceptualizations used in Heterogeneous Systems

As discussed in section 2.1, there are three basic approaches to relate systems
together in order to establish interoperations [19]; integrated, unified, and federated
approaches. According to Curry (2012), the integrated and unified approaches are more
appropriate for directed SoS having dedicated resources and central control, while the
federated approach may be implemented in collaborative and virtual SoS lacking any
central authority and dedicated resources. In the federated approach, there is no common

format and no partner system imposes its models, languages, and methods of work [19].
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In order to interoperate, all parties must accommodate ‘on the fly’ by sharing an ontology
and mapping their concepts at the semantic level. Interoperability under this approach
requires that models be dynamically accommodated rather than having a predetermined
template [19]. Some degree of unification and integration would help the communication
process: agreements on the shared ontology, communication protocols, and other
protocols and standards which allow for dynamic spontaneous connections and define the
expected rules of behavior among the constituent systems. Since the scope of this study is
to enable semantic interoperability in federations of systems, whereby new partners need
to ‘talk on the fly’, based on pre-planned standards reflecting shared context and
meaning, a federated approach will be followed using semantic web principles and

technologies.

3.2 Approach to Automating the Capability Discovery Process

Automating the capability discovery process has the advantage of allowing dynamic
spontaneous system connections accommodating capabilities and emergent behavior ‘on
the fly’ in an SoS. Emergent behavior refers to the ability of the SoS to perform functions
and carry out purposes that do not reside uniquely in any of the constituent systems but
evolve over time in an adaptive manner in the SoS [20]. Systems would negotiate on the
fly to share functionality. This may require introduction of a third-party entity to act as
negotiator between systems and of a protocol for the systems to interact with the
negotiator [22].
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The methodology chosen to investigate how to automate the capability discovery
process in an SoS was to select a semantic service discovery framework and explore how
it could be utilized in the process of finding capabilities which would satisfy specific
requirements. Semantic Web Service (SWS) discovery refers to the process of retrieving
services able to fulfill a need of a client. Matchmaking is the path to automatically match
semantically annotated service offers with a semantically described service request [134].
In systems engineering, a service represents a system function, service discovery refers to
functional analysis and allocation, and matchmaking is the system synthesis process.

The key foundation of an SWS discovery framework is the formalism used in
semantic service descriptions [135]. “Rich and formal representations of services and
interactions are required for capturing the semantics of requests and service descriptions
as well as the context of a proposed interaction with the services” [135]. The most widely

accepted frameworks were described in section 2.4.

3.3 The WSMO Framework and Software

For this study, our proposed approach was based on the Web Service Modeling
Ontology (WSMO) framework mainly because of its goal-based capability discovery
technique. WSMO provides a rich conceptual model and a formal language, the Web
Services Modeling Language (WSML), to semantically describe all relevant aspects of
web services [117]. Specifically, WSML is a language used to describe ontologies,

goals, web services, mediators, and their interrelationships. It also allows using the
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Semantic Web ontology languages RDF and OWL for describing terminologies used in
goal and web service descriptions [117].

Additionally, we used a graphical visualization tool, the Web Services Modeling
Toolkit - WSMT [49], to model service descriptions and create mediation mappings.
WSMT’s main goal is to support the developer through the full semantic web service
development lifecycle from requirements, through implementation, and finally testing
and deployment, so that the development process could become less tedious and cheaper

to perform [136].
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Chapter 4 - Results

The approach presented in this chapter represents the result of the efforts described in
this dissertation. This approach is unique in that it suggests the use of a fairly new
discipline, semantically enabled Service Oriented Architectures, as a way to achieve
large-scale data and service interoperability in an SoS without centralized management of
the systems engineering activities. In addition to the approach and its process steps, this
chapter also provides graphic artifacts for each process step developed using the

modeling methods under investigation.

4.1 A semantic mediation modeling approach

Figure 4-1Error! Reference source not found. depicts the semantic mediation
odeling approach in terms of orchestrating the systems engineering activities related to:
(a) semantically describing and publishing information and capabilities of heterogeneous,
autonomous, and geographically dispersed systems, (b) mediating their semantic
heterogeneities, and (c) automating the capability discovery process in a federated
environment.

The main components as well as the workflow of the approach are illustrated in
Error! Reference source not found.. These components are: (1) constituent systems
cting as providers of data and services in the federation, (2) constituent systems acting as

consumers of data and services, and (3) a Semantic Execution Environment (SEE)
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providing the core functionality needed to dynamically bind providers and consumers at

runtime (i.e., during execution) and resolve heterogeneity issues that may exist [136].
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Figure 4-1: Semantic mediation modeling approach

Systems engineers of the constituent systems (providers and consumers) can utilize

the Semantic Execution Environment by incorporating into their existing systems
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engineering processes new methods for modeling and publishing semantic descriptions of
their functionality. Semantic mediation modeling for SoS engineering would suggest the
following steps as depicted in Error! Reference source not found. (each step below

orresponds to its matching number in the figure):

1. Model the system’s domain-specific ontology.

2. Map the domain-specific and foundational ontologies.

3. Publish the system’s functionality in the form of semantic web service
descriptions.

4. Publish the system’s functional and non-functional requirements in the

form of semantic goal-based descriptions.

5. Discover capabilities from the SEE.

4.1.1 UbiComp Use Case

To illustrate characteristics of our approach and to provide a clear description of the
tasks involved in the semantic mediation modeling process, we generated some simple
examples of particular behaviors using realistic scenarios taken from existing context-
aware ubiquitous system implementations.

Context-awareness ubiquitous (UbiComp) systems reduce the need for user
intervention and provide smarter services by considering a user’s situation. Figure 4-2
shows a conceptual view of a federation of UbiComp systems. The federation is based on

a mesh (distributed) model in which systems from various smart environments (smart
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homes and workplaces, smart museums and retail environments, smart transportation,
etc.) can exchange data and services directly with each other. Each autonomous and
adaptive context-aware ubiquitous system shown in the figure (pieces of the inner circle)
extracts, interprets and uses context information (characteristics about the state of a
person, place, object, event, etc.) and adapts and allocates its functionality based on the
current context. An intelligent mediation entity enables system components to seamlessly
and spontaneously interoperate in order to compose partial information or service
behaviors into comprehensive services able to meet user objectives and beliefs, desires,
and intentions (BDI) [23]. As people move from one environment to the other (outer
circle of Figure 4-2), personalized services are composed and offered dynamically, based
on the user’s needs and the situation they are currently experiencing during their
interaction with the environment’s system. Information flows to and from any device in

the user’s vicinity in the most appropriate fashion [23].
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Figure 4-2: Federation of UbiComp systems

Figure 4-3 depicts the hypothetical context-aware SoS used in this study. It consists
of a smart home system (System A), a smart meeting room (System B), and a smart
mobile personal assistant (System C). The smart home and meeting room systems would
be equipped with various networked sensors/actuator devices including cameras,
microphones, and Radio Frequency Identification (RFID) based location sensors. These
devices would provide efficient support for acquiring, discovering, interpreting, and
accessing various contexts to enable the building of context-aware services [137]. The
smart personal assistant system would be a mobile software agent that can perform tasks

on behalf of its user based on a combination of user input, context and preferences.
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The goal of this context-aware SoS would be to continuously provide the users with
personalized services as they move from place to place (smart home and smart meeting
room) in a transparent and convenient way based on the collection of context,
preferences, actions, and situations captured in constituent systems. Context refers to any
information that can be used to characterize the situation of an entity such as a person
(name, role, etc.), location contexts (coordinate, temperature, etc.), computational entity
contexts (device, network, application, etc.) and activity contexts (schedule, activities,
etc.) [137]. This set of services usually includes context acquisition, context discovery,
context interpretation and context dissemination [137]. For example, a context-aware
service in our hypothetical SoS would have the capability to forward incoming calls to
voice mail (personalized service provided by System C) when a mobile phone user is
currently sleeping in the bedroom (context dissemination service provided by System A
to C) or is currently in a meeting (context dissemination service provided by System B to
C). Another service would be the capability of the mobile personal assistant to “switch
on” any needed appliances in response of the environmental information (e.g.
temperature, humidity) received from the smart home or smart meeting room systems.
For example, if the smart meeting room temperature is higher than the user’s temperature
preference stored in his mobile phone, the mobile personal assistant will direct the smart

meeting room system to lower the temperature.
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The conceptual architecture of the hypothetical context-aware SoS depicted in Figure
4-3 represents an instance of the architecture and technologies described in section 2.4.5
and consists of:

o the two context aware systems acting as service providers; smart home
(System A) and smart meeting room (System B),

. a smart mobile personal assistant system (System C) acting as a service
consumer (requester) of context-aware services offered by the two systems above,
and

o a WSMO-based mediation system (System D) acting as the intelligent
mediation entity which enables the three systems to seamlessly and spontaneously

interoperate.
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Furthermore, the conceptual architecture shows two phases of the SoS lifecycle:

design and runtime (execution). During the design phase of each system, our proposed
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semantic mediation modeling approach can be used to semantically describe all relevant
aspects of the web services offered by the smart home and smart meeting room systems,
as well as, the requests (goals) for services by the mobile personal assistant system. At
runtime, all three systems can utilize SOA infrastructures to expose (through web service
endpoints) and consume web services. The consumer system C would send service
requests captured in goal-based semantic descriptions to the SEE (system D). The SEE
would then match that goal to web services offered and semantically described by
systems A and B. Any web service with a capability that matches the goal will be
returned to system C for further processing.

This research study is concerned with and implemented the top part of the
architecture (design time) as it focuses on exploring how a semantic mediation modeling

approach can leverage semantic web tools and techniques to aid systems engineers in:

o managing semantic knowledge of their system domain,
. exposing that knowledge to a federation of interoperable systems, and
. discovering and utilizing information and functionality through the

semantic knowledge exposed by other constituent systems of the federation.

We used our proposed semantic mediation modeling approach defined in the previous
section (see Figure 4-1) and the WSMO framework to semantically describe
e the system architectures and capabilities of all three systems (A, B, and C),

e the functionality (in terms of services) offered by the providers (A and B), and
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¢ the functionality requested by the consumer (C).

Three instances (one for each system) of the Web Services Modeling Toolkit [49]
were utilized to create the artifacts contained in our proposed approach: (a) ontologies,
(b) ontology mappings, (c) semantic Web Service descriptions, and (d) semantic Goal
descriptions. One of the main advantages of using WSMT is the visualization tools it
provides to develop ontologies and web service descriptions. These tools remove the
tedious activity of writing WSML code for each of the artifacts listed above and thus
improving the productivity of the engineer. Another powerful feature of the WSMT is the
reasoner view which allows the engineer to perform reasoning functions over an
ontology. The biggest disadvantage of the tool is the lack of commercial support and
proper documentation. We found limited amount of resources providing guidance for the
functionality and capabilities of WSMT. Another feature missing from the tool is the
conversion of ontologies from the standard and widely used OWL format to WSML. In
this study, we had to manually convert all OWL based ontologies found in the literature
to WSML. This was a long and tedious process.

All models developed in WSMT were then deployed to a Semantic Execution
Environment (System D). We utilized an instance of the Web Service Execution
Environment (WSMX) [125]. The WSMT allows the engineer to interface with WSMX
in order to deploy all relevant semantic descriptions, such that other systems can use
them [49]. WSMX is a SOA that enables automatic discovery, selection, mediation and

invocation of semantically described Web Services. This functionality is considered the
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main advantage of this technology. However, WSMX and the WSMO framework assume
that the engineer first models the semantics of a service and then link that semantic
description to the current Web Services standards (top-down). It is hard to use this
approach in a bottom-up fashion, that is, to attach semantics to existing Web service
descriptions (WSDL) of thousands of services currently available. Similarly to WSMT,
we found very limited amount of documentation supporting WSMX, which also lacks
commercial support.

Finally, another instance of the WSMT was used in this study as the semantic
discovery testing platform. WSMT provides a Discovery view which automates the Web
Service discovery process by invoking the discovery engines of WSMX. The engines
have been embedded within the tool. All models deployed in the SEE were loaded in our
discovery testing platform and the discovery process was executed against all semantic
descriptions in the tool’s workplace.

Seeing these semantic web service modeling techniques in action, we gained insight
into how the approach could assist systems engineers in capturing and sharing the
semantic knowledge of their systems for the purpose of exchanging information and
capabilities in a federated environment. The next sections detail each of the suggested

steps and our experience applying the process to our context-aware SoS scenario.
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4.1.2 Model the System’s Domain-specific Ontology

This activity entails constructing a formal representation of the system’s vocabulary
(terms and definitions) and concept relations. The domain-specific ontology will provide
the basis for all other descriptions to be produced in the later stages of the modeling
approach.

Instead of engineering an ontology from scratch, we found useful to use and tailor
existing ontologies which describe the domain of interest. Building an ontology for a
particular domain can be a rather cumbersome and complex task [37]. An existing
domain-specific ontology is the result of a tedious, well-thought out, and tested process
able to provide higher quality and greater speed to the modeling activity. Ontology reuse
also improves the likelihood that both provider and consumer systems will use the same
ontologies, thus, reducing the number of heterogeneity issues that may exist [136].
Therefore, the systems engineer can focus on forming the ontology for the specific
system domain while leveraging ontologies from elsewhere [136].

For example, research efforts in the context-aware system domain have produced
several adaptable and extensible context ontologies such as the CONON [137],
CoDAMos [138] and Smart Space [139] used in our scenario. Figure 4-4 shows the
CONON?-based ontology for the smart home system which we modeled using the WSML
Visualizer component of the WSMT tool, a graph based editor and browser for WSML.
The WSML Visualizer allows the engineer to browse through the ontology looking for

concepts, instances of concepts, and their relations. Similarly, the ontology used for the
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smart meeting room system is depicted in Figure 4-5. These ontologies allow the systems
engineer to describe concepts semantically in a way which is independent of
programming language, underlying operating system or middleware. In the following
steps, we will use the concepts to semantically describe the functionality and information

the smart home and smart meeting room systems will expose to the federation.
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Within the smart home system, the ontology defines the basic concepts of person,
location, activity, and computational entity (devices, network and service) used to
describe user activity, physical objects, and services offered in a smart home system. For
example, the current context status of a person (Showering) in a smart home can be
inferred from his location (Bathroom), the status of the heater (On) and the door’s status
(Closed) [137]. In Figure 4-6a, Context 1 represents the direct context of the person “Joe”
and his environment that we modeled in WSML, while Context 2 represents an inferred
context through context reasoning. Another case (see Figure 4-6b) would be the context
status of a person (InMeeeting) in a smart meeting space that can be inferred from the
location (MeetingRoom), the status of the doors in that location (Closed) and the service
being used at that location (Videoconferencing). Both figures show how the ontologies
defined earlier can be used to semantically describe context information of a person with
the purpose of sharing that semantic description with other systems. The smart mobile
personal assistant system will then have the ability to discover this context and, therefore,
know whether a person is sleeping or is in a meeting in order to offer a personalized

service (forward a phone call to voice mail).
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instance Contextl member0f ContextEntity instance Contextl member0Of ContextEntity

forPerson hasValune Joe nasProfile hasValue Mary

locatedAt hasValme Bathroom hasLocation hasValne MeetingRooml01
statusForWHeater hasValune GEWaterHeate hasDoors hasValne Closed

whHasStatus hasValue Cn useService hasValme Videoconferencing

statusForDoor hasValne BathroomDoor
doorStatns hasValne Closed instance Context? member0f ContextEntity
hasProfile hasValue Mary
hasBctivity hasValme InMeeting
instance Context? member0Of ContextEntity
statusForPerson hasValue Joe
personHasS5tatus hasValue Showering

(2) (b)

Figure 4-6: Sensed and inferred context of a person using (a) the smart home ontology, and (b) the smart

meeting ontology

In an SoS, the same ontologies will describe the information and services to be shared
with other constituent systems. They will be used along with WSMO to semantically
describe the web services offered by the provider systems. For example, the status of a
person (Context 2 of the examples above) is part of the context dissemination services to
be provided by the smart home and smart meeting room systems in our SoS scenario. We
will explore how this can achieved in the next sections of this chapter.

Finally, ontology engineering methodologies such as the most commonly used
DILIGENT [140], HCOM [141], and METHONTOLOGY [142] can guide the systems
engineer during the domain-specific ontology definition activity of the modeling
approach. Ontology engineering refers to the set of activities that concern the ontology
development process, the ontology lifecycle, the methods and methodologies for building

ontologies, as well as the tools and languages that support them [143].
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4.1.2.1 MAP THE DOMAIN-SPECIFIC AND FOUNDATIONAL ONTOLOGIES

This process step deals with heterogeneity problems which may appear at the data
level of the information exchange between constituent systems. These problems appear
when the constituent systems of the SoS use different ontologies to conceptualize their
system domain. Therefore, data has to be transformed from the terms and relationships of
the one ontology (e.g. the producer’s ontology) into the terms and relationships of a
second ontology (e.g. the consumer’s ontology). As discussed in section 3.1 this study
uses a federated approach in which all parties in the federation share a foundational

ontology and map their system’s concepts at the semantic level.
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Figure 4-7: CoDAMoS-based foundational ontology for the SoS
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Mapping the system’s domain-specific ontology, created in the previous step, with
the federation’s foundational ontology entails describing the relationship between the two
ontologies. Hebeler, et al. [3] define “a foundational ontology or an upper ontology as an
ontology containing objects and concepts that transcend the boundaries of a single
knowledge domain. This ontology can simplify information exchange by creating an
environment in which the terminologies of disparate knowledge domains are all rooted in
a common space.” Figure 4-7 illustrates a graphical representation of the ontology used
as the foundational type in this research. It is based on the Context-Driven Adaptation of
Mobile Services (CoDAMoS) context ontology [138]. CoDAMoS fits well in our SoS
scenario because it puts more emphasis on the notion of mobile services and related

aspects.

Ontology,
|mpor.t N flnq . N speufylng . mapping/
ontologies similarities mapping/merging merged ontolog

Ontology,

Figure 4-8: Ontology Mapping Process [106]

The ontology mapping process followed in this study was the one proposed by Bruijn,
et al. [106] and is depicted in Figure 4-8. The authors propose the following steps [106]:
. Import Ontologies: If ontologies are specified in different languages this

step involves their conversion to a common format. In this research, all ontologies
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were specified using the same language (WSML) and, therefore, this step was
skipped.

J Find similarities: This step involves finding similarities between
ontologies. First, we started by comparing the basic concepts defined in each
ontology (see Figure 4-9) and then we explored similarities in their sub concepts and
relationships. Figure 4-9 also shows the ontology integration approach used for each
system. The smart home and smart meeting systems used their own ontologies and
mapped their concepts to the foundational ontology. The smart mobile personal
assistant system used the ontology merging approach, where the new ontology was
created by importing and expanding the foundational ontology.

. Specify Mappings: After (potential) similarities between ontologies have
been found, the mappings need to be specified using a manual process and a help of a
tool. We used WSMT’s View Based Mapping Editor which “provides a semi-
automatic mechanism for defining the mappings between ontologies, using
underlying lexical and structural algorithms to provide suggestions to the engineer
regarding the most appropriate target element (concept and relationship) for a given
source element” [136]. Figure 4-10 shows a snapshot of mappings between the
“Person” concept, “engagedIn” relation, and some datatype properties of the smart
home system and the “User” and “Profile” concepts, “hasTask” relation, and the
equivalent datatype properties of the foundational ontology created using the Editor.

Although the tool was useful in visualizing the elements of the source and target
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ontologies and their suggested mappings, the volume of the concepts and the
automatically generated mappings was too high to inspect and verify their accuracy in
a timely fashion. An inspection of a sample of generated suggested mappings showed
that the tool did not provide accurate results when the structures of the ontologies
differed considerably. Several inconsistencies were discovered in the mappings
between the foundational and smart home ontologies. For example, when selecting
the concept “Person” in the smart home ontology, the tool would suggest the concept
“Service” in the foundational ontology as its equivalent. However, the correct
equivalent concept would be the “User.” Similarly, the person’s “engagedin
Activity” relation was wrongfully mapped to the “hasServiceGrounding
ServiceGrounding” relation of the foundational ontology. In general, Bruijn, et al.
[106] identify two types of mismatches between ontologies: ontology language and
ontology level. Ontology language mismatches include differences in the syntax, the
meaning of primitives and expressiveness of the different languages. Ontology-level
mismatches include using the same term to describe different concepts; using
different terms to describe the same concepts; using different levels of granularity;
and having ontologies with differing coverage of a domain [144]. We believe that it
would be useful if there were available standard ontology mappings between the
ontologies commonly used in a particular domain such as the one used in this study
(context-aware Ubicomp). These standard mappings would address most of the types

of mismatches listed above and provide standard guidelines to the engineer who
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wishes to map concept between standard ontologies in a particular system domain.

Therefore, mapping ontologies should be an interactive process where a tool and a set

of standardized mappings suggest mappings and the engineer can choose to accept the

suggestion, disregard it or perform a different one.

Foundational Smart Home Smart Meeting Personal
Assistant
Ontology Mapping Mapping Merging
Integration Method (imported
foundational)
User Person User User
Environment X Environment Environment
Platform X Platform Platform
Service X Service Service
Computational Computational
X X
Entity Entity
X Activity Activity X
X Location Location X

Figure 4-9: Top level concept comparison between the foundational and domain-specific ontologies

Each row represents similar concepts and ‘X’ means there is no top level entity associated with concepts in

the same row.
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Figure 4-10: Example of mediation mappings between the smart home system and the foundational

ontologies

In general, the systems engineer in this stage of the semantic mediation approach
publishes mapping rules which enable relationships to be created between concepts and
attributes (relations) from the two ontologies such that instances of one ontology can be
transformed into instances of the other and vice versa [136]. The mapping rules will then
be executed in the SEE automatically to resolve heterogeneity issues between the
ontologies used by the provider and consumer systems. There are several ways of
representing these rules, depending on the reasoning support available. Mappings
between elements in ontologies are usually expressed as pairs of related entities in some
mapping expression  which can range over simple equivalences and complex

correspondences [145]. An example of a simple equivalence is where the ‘User’ concept
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in the one ontology is equivalent to the ‘Person’ concept in another ontology. An
example of a complex correspondence would be where a ‘has-activity-duration’ property
of one ontology is equivalent to the ‘activityEndTime’ property, minus the
‘activityStartTime’ property of a second ontology [145].

How the ontology mapping process impacts the semantic interoperability in an SoS
can be demonstrated using the example of the smart mobile personal assistant requesting
the current status of all persons in our SoS scenario:

o Every constituent system (provider) maintains context information using
its own domain specific ontology. Figure 4-11a shows how to programmatically
search for ‘the current status of all persons’ in the smart home. The figure shows the
ontology, the reasoner, and the expression used to acquire this information. The
bottom half of the figure displays the result of the request (Joe is showering).
Similarly, Figure 4-11b shows the request and the result (Mary is in a meeting) using
the smart meeting room ontology. It is evident that both systems use different
ontology concepts (e.g. ‘personHasStatus’ vs. ‘hasActivity’) in their expressions
(query) for the same information request.

. Figure 4-11c illustrates the ontology mappings the systems engineers
would develop in order to expose their system’s ‘current person status’ information to
the federation.

J The constituent system acting as a consumer in the SoS would issue a

request for information using its own local ontology. Figure 4-11d shows the request
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issued by the smart mobile personal assistant in order to discover the ‘current status
of every person’ in every system joining the federation. Even if the request is using
concepts of the local ontology, the reasoner would execute the mappings
automatically at runtime and return results provided by the other constituent systems

(‘Joe is showering’ and ‘Mary is in a meeting’).

In this example, semantic interoperability has been achieved at the data level. Data

from different sources are semantically described using local ontologies and connected to

a shared foundational ontology so that they can be discovered.
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Figure 4-11: Example of the Smart Mobile Personal Assistant requesting the status of all users in the SoS

The mapping activity was the greatest challenge we faced in this study, since all three
ontologies we attempted to map represented different conceptualizations of the same
domain. As expected, the ontologies will never fully match as classes and object
properties (relations) will overlap, however, they won’t be exactly the same. We
overcame some of these challenges by focusing on mapping only the concepts and
relations needed to semantically describe our services and goals, instead of attempting to
match every single concept and relation of the ontologies used. Therefore, the mapping
activity is not a sequential process that must be completed before the services are

semantically described. It is a process driven by the needs of the web service and goal
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semantic description (next steps of the semantic mediation approach) and needs to be
revisited multiple times.

Ontology mappings have become the prerequisite in solving data heterogeneity
problems in the context of Semantic Web Services. A comprehensive survey of ontology
merging and aligning approaches and tools with an emphasis on interoperability can be

found in Bruijn, et al. [106].

4.1.3 Publish the system’s functionality in the form of semantic web service

descriptions

This activity applies to the systems providing information and functionality to the
federation and it entails exposing the system’s functionality through a public interface
based on semantic web service descriptions. Kerrigan, et al. [136] suggest that exposing a
service for use in discovery, selection, and invocation requires the systems engineer to
semantically provide (see Figure 4-12): (a) a capability description which describes the
functionality of the service, (b) non-functional properties describing the quality of the
service such that it can be ranked against other services and ultimately selected, and (c)
an interface containing choreography and orchestration descriptions of how to invoke the
service after its selection and to see how the service interacts with other services

respectively.
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Figure 4-12: Semantic Web Service Description [37]

WSMO allows describing the offered services using two kinds of capabilities [117]:

(1) capabilities as concepts of the domain-specific ontology (set-based capabilities), and
(2) detailed state-based descriptions of the functionality (state-based capabilities). The
former option allows services to be described in terms of the functional category within
which they fall, using concepts from the domain-specific ontologies constructed earlier
[117]. When creating set-based capability semantic descriptions for this study, we found
it useful to consult the functional view of the system (see Figure 4-13) and decide which

low level functions the systems engineer plans to expose to the federation, assuming each

of these functions relates to a web service.
Figure 4-14 is a Web service semantic description with a set-based capability
concerned with providing room temperature readings from sensors located in a smart

home. The domain-specific ontology and the functional description (capability) of the
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web service using concepts from that ontology are directly imported into the web service
itself. This is often called a “semantic annotation” of an existing web service. The web
service can later be discovered by searching concepts of an ontology instead of the less

efficient keyword-based search.

pkg ContextProvision «activty»
Context
Provision
I
«activity» «activity»
Provide Direct Provide Indirect
Context Context
«activity» «activity» «activity» «activity»
Provide Sensed Provide Defined Provide Person Provide Person
Context Context Status Location
I
«activity» «activity» «activity»
Provide Environmental Provide Location Provide Device
Context Context Context
[ [

V V V V V
«activity» «activity» «activity» «activity» «activity»
Provide Room Provide Room Provide Door Provide Window Provide Water
Temperature Humidity Status Status Heater Status
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Figure 4-13: Example function tree for context provision capability of the smart home system




Imported domain-specific ontology directly in the web service

webService "http://example.org/webserygdces/smartHomeServices/getPersonstatus”
importsOntology {

"hittp://example.org/smarthoms="

Functional description using the
/ imported ontology

capability "http://example.org/smarchomefPersonStacus”

Web service providing a person’ status in a smart home

webService "hutp://example.org/webservices/smartMeetingServices/getPersonicatus"

importsOntology {

"http://fexample.org/smartmestingroom™

capability _"http://example.org/smartmeetingroomfUserhctivicy”

Web service providing a person’ status in a smart meeting room

Figure 4-14: Example web service with a semantic description of its functionality

The state-based capability allows service descriptions to contain a formal
specification of functionality which the service can provide using logical expressions and
concepts from the domain-specific ontology. This is the formal specification of
conditions on service “inputs” and “outputs” which must exist before and after the
service execution, respectively [117]. Figure 4-15 describes the state-based capability of
a Web service for providing the status (location, activity, etc.) of a person: given a
person’s identifier, provide the status of a person with this identifier. Similarly, Figure

4-16 describes the same function using the smart meeting room system ontology.
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Declarations of the ontologies used to semantically describe the web service

/

"I /fexample.org/services$"™,

namespace {

shome _ tp://example.org/smarchome£"™,
discovery "http://wiki.wsmx.org/index.php?title=DiscoveryOntology#®
. —
webService ProvidePersonStatus Can include nonfunctional
importsOntology {shomefsmarthome} properties (perfurmance,
security, QoS, etc.)

capability PersonStatusCapability

nenFanctionalProperties
discoveryidiscoveryStrategy hasValue discoveryiHeavyweightDiscovery

discovery#discoveryStrategy hasValue discoveryiNoPreFilter
endNonFunctionalProperties

sharedVariables ?person

precondition personPre N N
State of the information space before

definedBy . .
Jperson memberOf shome#Person. and after the execution of the service

postcondition personPost
definedBy
?personstatus memberOf shomefContextEncity

and
?personstatus[statusForPerson hasValue ?person].

interface intWeGetPersonStatus . . .
choreography chorWsGetPersonStatus Interface_ describes Im?m the functionality
stateSignature ssWsPersonStatus of a service can be achieved

in regGetPerscnStatus
withGrounding _"irslisp://localr
out resGetPersonStatus
transitionFnles

t:3001/so0ap/smarctHomeServices/getPersonStatus

Figure 4-15: Example semantic web service description for 'Provide Person Status' function in smart home

system
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namespace { _"http://

smeeting "h
discovery _"h

webService smProvidePerson3Status
importsOntology {smeeting#smartmeetingroom}

capability smPersonStatusCapability
nonFonctionalProperties
discovery#discoveryStrategy hasValue discoverv#HeavyweightDiscovery
dizcoveryidiscoveryStrategy hasValne discoverv#NoPreFilter
endlonFonctionalProperties

zharedVariables ?person

precondition personfre
definedBy Similar semantic description using
?person memberOf smeeting#User. ) .
concepts from a different ontology
and a web service running in the

smart meeting room systems

postecondition personPost
definedBy

?personstatus member0Of s ing#ContextEntity

and L -
?pe:sa:staq&s[hasProfile h@sValue ?person] .

interface intWsSHMGetPersonStatus
chorecgraphy chorWsSMGetPersonStatus
stateSignature ssWsSMPersonStatus

in regSMGetPersonStatus

ont resSMGetPersonStatus
transitionRules

Figure 4-16: Example semantic web service description for 'Provide Person Status' function in smart

meeting room system

Preconditions describe the state of the system’s information space - that is, conditions
over the input - before the execution of a web service. Post-conditions describe the
information state after the execution of the service - that is, the relation between the input
and the output. Shared variables identify variables (e.g. a person’s identity) shared
between pre- and post-conditions [37].

In summary, the semantics of functional descriptions uses and extends the semantics
of ontology descriptions (developed in the previous process step). The semantics of set-

based capabilities is based on the semantics of the ontologies, while the semantics of
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state-based capabilities is based on a notion of states [117]. Pre-state and post-state refer
to the state of the information before and after the execution of the service respectively
[117]. The functional description of a service can be used for discovery purposes in order
to find services which satisfy the user’s request.

The non-functional properties of a service are concerned with aspects of the service
that are of interest to the requester. They are used as selection criteria to find a service
which best satisfies user preferences from candidate services obtained from the service
discovery process [37]. Like the functional descriptions, non-functional properties also
use terminology defined in ontologies and can include properties such as accuracy (error
rate of a service), financial (cost of a service), network-related Quality of Service (QoS),
performance (duration of fulfilling a service request), reliability (maintain its service
quality), robustness (uninterrupted service), scalability (service expansion), security
(service authentication, authorization, confidentiality, etc.), and trust (service trust
worthiness) [37]. “Selection can thus restrict the consumption of service functionality by
a specific condition, e.g. quality of service preference may restrict the usage of a service
when its satisfiable quality is provided” [4].

Furthermore, this stage of the modeling approach also includes the task of describing
the behavior of the service interface so it can be invoked automatically once it is selected.
WSMO provides a mechanism based on Abstract-State Machines (ASM) to describe how
to interact with a service from the requester’s point-of-view (choreography) and to define

how the service interacts with other services (orchestration) [37, 117]. Behavioral
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description of a Web service refers to the description of the input messages it expects, the
output messages it sends, and their interdependencies [37]. This kind of information
enables checking the compatibility of the web service interfaces and determining whether
two behavioral descriptions can communicate. Ontological mismatches, for example,
might cause communication problems between the provider and the receiver of a web
service. Just as in functional descriptions, behavioral descriptions are based on
terminology defined using the domain-specific ontologies developed in the previous

process steps (see Figure 4-16).

4.1.4 Publish system requirements in the form of semantic goal-based

descriptions

Publishing system requirements for services entails describing requests as well as
interfaces through which the consumer system wishes to engage in conversation with
potential services. The systems engineer publishes functional and non-functional
requirements for desired services by means of WSMO goal-based descriptions. “A goal is
made up of the following elements: nonfunctional properties, which are the aspects of the
Web service that are not directly related to its functionality; imported ontologies, used in
the goal as a terminology to define the other elements that are part of the goal; mediators,
which address the handling of heterogeneities occurring between elements that shall
interoperate by resolving mismatches between different used terminologies (data level),

communicative behavior between services (protocol level), and at the business process
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level; requested capability, which describe the capability of the services the receiving
system would like to have; and, finally, interface, which describes the interface of the
service the receiving system would like to have and interact with” [37]. Figure 4-17
depicts an example of a semantic goal description of the smart mobile personal assistant
system for finding all web services that provide the status of a person in the federation,
regardless of where that person is located (smart home, smart meeting space, etc.) The
semantic description follows the same rules described in the previous section. The only
difference is that the ontology used to describe functional and non-functional
requirements is the domain-specific ontology of the requestor (smart mobile personal
assistant). In the next section, we will explore how this goal is executed by the Semantic
Execution Environment and how it enables the discovery of functionality (web services)
that was semantically described in the previous steps of our approach.

The systems engineer could use other system requirements artifacts (e.g. SysML
requirements diagrams) as inputs to this modeling activity in order to determine what is
the required behavior of the function (web service), its inputs and outputs, as well as, its
desired non-functional properties. Furthermore, Kerrigan, et al. [136] recommend that
sample Goal based descriptions can be provided by the systems engineer to be used as a
reference guide to systems wishing to discover the newly created Web services. We
extended this approach by including these sample Goal descriptions in the foundational
ontology so that constituent systems can connect their goals to the federation’s goals.

WSMO provides Goal-to-Goal mediation functionality which allows the connection of

120



Goals between systems. This approach will enable the systems engineer to reuse common

existing goals, thus, increasing the precision of the web services to be discovered.

wsmlVariant "htt
namespace { _"htt

’
discovery
passist "ht

\ Declarations of the ontologies used to

semantically describe the goal
goal goalFindPersonStatus

importsOntology {passist#persassistc} Can include nonfunctional

capability goalFindPersonStatusCapability é&””’//////”//— properﬁes(perfornlanc&
nonFunctional Properties Secur“y,(IOS,eth
discovery#dizcoveryStrategy hasValue {discovery#HeavyweightDiscovery, discovery#NoPreFilter}
endNonFonctionalProperties

sharedVariables ?forperson

precondition personPre
definedBy

?forperson memberOf passisti#lUser. Desired state of the information space before

and after the execution of the service
postcondition personPost

definedBy
?ztatus memberOf passistcfUser
and
?status [passistfhasRole hasValue ?forperson].

Figure 4-17: Example goal-based description for ‘Find Person Status’ requirement from smart mobile

personal assistant system

4.1.5 Discover capabilities

Discovering capabilities entails automating the capability discovery process using the
Semantic Execution Environment (SEE) discussed previously. All semantic descriptions

(web services and goals) developed in the previous steps need to be deployed to a SEE
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server. Following the deployment of the semantic descriptions, Vitvar, et al. [4] describe
the semantic discovery, selection, and execution process as follows:

o At runtime, the consumer system sends a service request captured in a
WSMO goal to the SEE which upon receipt of the goal executes its internal
discovery, selection, and orchestration processes (system synthesis).

. The Discovery service matches the goal to potential services using several
set-theoretical relationships (e.g. exact match, plug-in match, subsumption match,
intersection match, and disjointness).

o The Selection service selects the best service based on the preferences
(non-functional properties) provided by the receiving system in the WSMO goal
description.

o A data mediator component performs mediation between the ontology
used by the goal (source) and that used by the selected Web Service (target) based on
a set of mapping rules between the two ontologies.

J Finally, the orchestration service manages the run-time conversation

between the consumer system and the provider system.
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Goal to find web services which
provide a person’s current status

“4 WSML Discovery &3 /

=0

Goal: | http://example.crg/goals#goalFindPersenStatus /

| [Discover|

J

| = Result http://example.org/goals#goalFindPersonStatus Type Of Match
— Web Service http://example.org/smarthome#ProvidePersonStatus ExtendedPluginMatch
+ Capability http://example.org/smarthome#PersonStatusCapability
= Imported Ontologies
Ontology http://example.org/smarthome#smarthome
— Web Service http://example.org/smartmeetingroom#smProvideP ersonStatus ExtendedPluginMatch
+ Capability http://example.org/smartrmeetingroom#smPersonStatusCapability

= Imported Ontologies
Ontology http://example.org/smartmeetingroom#smartmeetingroom

1

7

/

‘Web services found by the discovery
engine for the selected goal

Type of match between goal

and web services found
(Plugin-Match means the services
found provide the requested,

as well as, additional functionality)

Figure 4-18: Web services discovered for goal "Find Person Status' issued by the smart mobile personal

assistant

In this study, we tested the discovery process using WSMT’s Discovery View, a
discovery engine embedded in the tool, as well as a number of goals and services from all
three smart systems. This view allows the engineer to select a WSML goal from the
workplace and execute the matching process against all the web services in the tool’s

workspace. The Discovery view can help the engineer determine if the selected goal finds

the expected web service [136].

Revisiting the original scenario presented in section 4.1.1, a context-aware service in
a ubiquitous SoS is to be able to forward incoming calls to voice mail (personalized
service provided by smart mobile assistant system) when a mobile phone user is currently

sleeping in the bedroom [137] or is in a meeting (context provision service provided by



smart home and meeting room systems). Using the semantic mediation approach defined
in this study, the systems engineer of the smart mobile assistant develops a semantic goal
to request services provided by other systems that report a person’s status during system
operation. Figure 4-18 shows the results returned from the discovery engine in terms of
web services found which satisfy the desire (goal) of the smart mobile personal assistant
system to know the context (status) of a person residing in environments that are part of
the federation (smart home, smart office, etc.). The figure displays the goal selected at the
top, a goal created in the previous step of our approach (section 4.1.4), and the web
services found below, which are the ones produced in section 4.1.3. It also displays the
ontologies used to describe each of the services showing the heterogeneity of the systems
as they used different ontologies. The reasoner utilized by the discovery engine would
resolve these heterogeneities by employing the ontology mappings created in section
4.1.2. Semantic matching of service capabilities is the main task of the discovery process
and mainly involves three tasks [146]: (a) parsing the semantic description of the
requested and provided capabilities, (b) loading and classifying the ontologies used in the
capabilities using a semantic reasoner, and (c) finding relationships between inputs,
outputs and properties of the capabilities in the classified ontologies.

As expected, we found that there is a possible trade-off between the accuracy of the
discovery process and the granularity of the foundational ontology used to resolve
information heterogeneities among constituent systems. For example, a request (goal) to

find services which provide room temperature readings to the federation returned 'exact'
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matches of web services from both, smart home and smart office systems, after every
concept and sub-concept of the Environmental Context entity between all four ontologies
were mapped out (Figure 4-19a). In contrast, the same request (goal) returned less
accurate ‘subsumption’ matches of web services, meaning that they partially satisfied the
requested goal, after the Environmental Context concept was mapped only at a high level
(and not its leaves) between all system and foundational ontologies (Figure 4-19b). This
same tradeoff occurs in traditional model-based systems engineering approaches as a
balance between the granularity of the functional architecture and the physical (solution

space) architecture.

- Result http://persanalassistant.org/goals#RetrieveRoomTemperature Type Of Match
+ Web Service http://smartoffice.org/services#MeetingRoomTemperature ExactMatch
+ Web Service http://smarthome.org/services#SHEnvironmentReadings PluginMatch
+ Web Service http://smarthome.org/services#SHRoom Temperature ExactMatch
4 ] *
(@)
— Result http://personalassistant.org/goals#RetrieveRoomTemperature Type Of Match
+ Web Service http://smartoffice.org/services#SHEnvironmentReadings SubsumptionMatch
+ Web Service http://smartoffice.org/services#MeetingRoomTemperature SubsumptionMatch
+ Web Service http://smarthome.org/services®5HRoomHumidity SubsumptienMatch
+ Web Service http://smartoffice.org/services#50Environment SubsumptionMatch
+ Web Service http://smartoffice.org/services#MeetingRoomlllumination SubsumpticnMatch
+ Web Service http://smarthome.org/services#SHRoom Temperature SubsumpticnMatch
“ I
(b)

Figure 4-19: Goal-based discovery results

After (a) detailed mapping of the Environmental Context concepts, and (b) high level mapping of the

Environmental Context concepts
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In general, we observed that the constituent systems discovered capabilities (physical
and environmental context provision, lighting service, activity planning service, etc.) not
known a priori. For instance, the capability of knowing the activity of a person before or
after entering a single environment (e.g. smart home) could not be provided by one
constituent system alone. Emergent behavior in our context-aware based SoS could be
identifiable in terms of each constituent invoking the discovered web services and

adapting their behavior to the current context of use.

4.2 Summary of Findings

4.2.1 Findings with respect to hypotheses

The primary hypothesis of this study was that semantic interoperability techniques
can provide the centralized control for the capability of exchanging data and services
lacking in a federation of systems. We conclude that this hypothesis is confirmed as we
have shown that it is possible to share capabilities among system of systems constituents,
resolve their conceptual mismatches, and automate their capability discovery process,
through the use of the semantic mediation modeling approach defined in the study. We
have shown by way of hypothetical examples how all partners in a SoS could discover
data and functions (services) needed in order to create their own system capabilities
based on the following practices:

. Development of system domain-specific ontology
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J Mapping of the domain-specific ontology to a shared ontology

. Development of ontology-based semantic descriptions of system
functionality
o Development of ontology-based semantic descriptions of system

functional requirements
. Semantic discovery of services matching system functional requirements

We also address a second hypothesis whereby it is possible, by means of a
knowledge-based approach using semantic web technology, to enable the partial or full
automation of the capability discovery, selection, and composition processes among
constituent systems of an SoS. We conclude that this hypothesis is also confirmed as we
have shown that it is possible to automate the task of discovering and consuming
information and functionality matching the requirements of constituents systems through
semantic reasoning provided by a semantic execution environment.

We also hypothesized that it is possible, by means of a knowledge-based approach
using semantic web technology, to resolve the conceptual differences of the information
constituent systems exchange. Our results indicate that this hypothesis is also acceptable
and we provide several examples where information was described using ontologies, and,
afterwards, through the process of ontology mapping, terms from one ontology were
mapped to terms from another. Furthermore, through the process of ontology mediation,
differences between heterogeneous ontologies were reconciled based on the ontology

mappings, as well as, semantic reasoning provided by a semantic execution environment.
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Finally, the approach defined in section 4.1 and the graphic artifacts developed by
applying this approach to a hypothetical SoS confirmed the last hypothesis, which was
that a semantic mediation modeling approach, which leverages semantic web tools and
techniques, can be used by systems engineers to manage semantic knowledge of their
system domain; expose that knowledge to a federation of interoperable systems; and
discover and utilize information and functionality through the semantic knowledge

exposed by other constituent systems of the federation.
4.2.2 Other Findings

This section summarizes some additional findings and issues we encountered
applying the semantic mediation modeling approach to our hypothetical system of
systems scenario in the previous sections.

During ontology construction for a particular domain it is useful to reuse standard
ontologies which may exist for that particular domain because this increases the
likelihood that the service requester and service provider will use the same ontologies and
this will, therefore, lead to a reduction in the number of heterogeneity issues that might
exist. Furthermore, the systems engineer should focus on keeping complexity down by
developing ontologies with a minimal number of ontological constructs, which will be
needed later to create semantic web services and goal descriptions, instead of focusing on
describing concepts that are never going to be used in the semantic descriptions.

Kerrigan, et al. [136] assert that keeping complexity down ensures that the ontologies
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created are more likely to be correct and that it will be easier to map them to the
messages exchanged by the service being described.

Ontology mapping was the greatest challenge we faced in this study due to different
conceptualizations of the same domain. In most cases, concepts of the two ontologies will
overlap but they will never be exactly the same. Ontologies also might have differences
in the part of the domain that is covered and the level of detail with which the model is
covered (granularity). We also faced challenges in mapping the terminologies of two
ontologies as two terms were equivalent, however, they were represented by different
names (syntactical differences). To overcome some of these challenges, we kept our
mappings to a minimum level focusing only on those used in the semantic descriptions.
Exploring the origins (e.g. dictionaries or thesauri used) of the ontologies to understand
their terminology was another approach we used to address some of the syntactic
challenges.

Finally, we found that there is a possible trade-off between the accuracy of the
discovery process and the granularity of the ontologies used to resolve information
heterogeneities among constituent systems. To manage this issue, we followed the
approach recommended by Bruijn, et al. [106] in which differences in expressivity of the
languages are resolved by the translation into a common representation language (the
foundational ontology). However, the authors assert that “if the expressivity of the
common representation language is not a superset of the language of the source ontology

some semantics might get lost in the translation” [106]. Our scenario exposed that the
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foundational ontology was not a superset of the other two, hence, impacting the accuracy

of the discovery process.

4.3 Practical Considerations and Applicability of the Approach

Functional analysis and allocation is a central component of systems engineering and
its main aim is to transform the functional and performance requirements that were
identified through earlier stages of the SE process (requirements analysis) into a coherent
description of system-level functions which can be used to guide the system design
synthesis activity of a system [147]. This description, called the functional architecture of
the product, will show the functions that have to be performed, the logical sequence of
the functions and also performance requirements associated with the functions [147].
Traditional functional modeling tools used to aid this activity, such as the Integration
Definition for Functional Modeling (IDEFO0), use two primary modeling components to
graphically show functional flow: functions (represented by boxes), and data and objects
that interrelate those functions (represented by arrows) [147]. Similarly, in the semantic
mediation modeling approach developed in this study, a semantic web service is viewed
as a function: the pre-conditions are conditions on the inputs of the function (web
service), while the post-conditions are conditions on the outputs of the function [37]. The
non-functional properties of the web service would represent its performance properties.
The similarities of the two functional conceptualizations (IDEFO vs SWS) are shown in
Figure 4-20.
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Figure 4-20: Conceptual comparison of an IDEF0 function and a semantic web service description

Furthermore, the design synthesis component of systems engineering is an activity
that develops a physical architecture (a set of products, system, and/or software elements)
based on the functional descriptions developed in the functional analysis and allocation
stage [147]. One major objective of design synthesis is to achieve optimum allocation of
functional and performance requirements among the systems elements by defining
physical components needed to perform the functions identified during functional

analysis and allocation [147]. In software-reliant systems using service-based approaches
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to capability development, those physical components are represented by means of web

services.
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Figure 4-21: Functional/Physical Matrix

Therefore, we believe that the practical application of the semantic mediation
modeling approach defined in this study is to support the design synthesis activity by
providing a means of mapping the functional and physical architectures of software-

reliant systems. Systems engineers would use our approach to semantically describe all
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aspects of a system’s functional architecture (semantic goal-based descriptions of
required functionality), as well as, an existing system’s physical architecture in terms of
web services currently implemented and available (semantic web service descriptions of
offered functionality). Figure 4-21 shows an example of a functional architecture and
how it relates to the physical architecture in our hypothetical ubiquitous SoS scenario.
They would also employ a semantic execution environment for enabling other systems to
join a federation of systems and share functionality. The more systems join the federation
the greater the number of choices available for the optimum allocation of functional and
performance requirements among the constituent systems to form the optimum physical
solution of the SoS. The reasoning abilities of the semantic execution environment would
map semantic descriptions of a system’s functional architecture with those of the physical
architecture (matchmaking). The semantic matchmaking process would lead to partial
(the systems engineers decide which functional components returned from the discovery
engine will be part of the new architecture) or full (the reasoner employs the selection
process during execution) automation of a system’s design synthesis activity.

The new approach and its artifacts, which include domain-specific ontologies,
mapping models, semantic web service descriptions, and goal based descriptions, can
form a new Viewpoint (set of architectural views) within existing enterprise architecture
frameworks (e.g. Federal Enterprise Architecture Framework, The Open Group
Architecture Framework, DoD Architectural Framework) focusing on representing

knowledge-based views of a system’s functional and physical architecture.
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Many disciplines are adopting ontologies for data and information interoperability
including life and environmental sciences, e-government, defense, business, and
commerce. Our approach can be applied to any of these disciplines where service-

orientation has been adopted as one of the main approaches for SoS implementations.
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Chapter 5 - Conclusions and Future Work

We explored the applicability of the Semantic Web principles, techniques,
frameworks, and tools for enabling interoperability in federations of service-based
systems. We determined that it is possible to increase the level of automation of the
capability discovery process between heterogeneous, autonomous, and geographically
dispersed systems. We showed how unexpected system behavior in terms of information
and capabilities, not purposely designed in the SoS, could be discovered and utilized by
constituent systems, thus overcoming the assumption of absence of emergent behavior
[17] that make traditional SOA unsuitable for SoS.

The semantic mediation modeling approach can be used to enable large-scale data
and service interoperability in a SoS without centralized management of the system of
systems engineering activities. The approach also provides the systems engineer with a
new set of interoperable, best-practice techniques for managing semantic knowledge of
the system domain, exposing that knowledge to a federation of interoperable systems, and
discovering and utilizing information and functionality through the semantic knowledge
exposed by other constituent systems of the federation.

In this study, we applied the proposed approach to a hypothetical system of systems
scenario. The most important next step in this research would be to determine the
efficacy of our approach in an actual SoS engineering setting using several real scenarios.
Furthermore, this study used a global integration approach in which interoperability was

achieved by mapping local ontologies to a global (foundational) ontology. This approach
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may have its drawbacks similar to those using any standard. It is hard to reach consensus
and it is always a lengthy process. It would be useful to know how the mediation
modeling approach and capability discovery process would perform when it is based on a
one-to-one integration approach where each pair of system ontologies joining the
federation has a mapping between them. Furthermore, work still needs to be done on the
methods and tools to support the ontology mapping process. Research and development
of ontology “matchers”, which identify similarities between ontologies, is still at an early
stage. Meanwhile, it would be useful if researchers, who develop ontologies for a
particular domain, define standard mappings of their ontologies to existing commonly
used ontologies in that domain.

Another area that could bear investigation is to base the modeling approach on
lightweight approaches for creating suitable semantic descriptions for services, instead of
the WSMO-based heavyweight approach used in this study. Lightweight approaches,
such as the WSMO-Lite, provide the advantage of semantically annotating existing web
services with minimal modifications, thus increasing reusability of existing system
capabilities and promoting their adoption.

Semantic Interoperability is a concept that is predicated on the assumption that
interoperation of systems can be achieved using Semantic Web frameworks and
standards. We believe that System of Systems Engineering efforts can benefit from these
best practice techniques which can be applied in a tactical, phased, incremental fashion to

conquer specific information and service interoperability challenges. The main merit is
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that semantic interoperability is independent of the technologies used for the actual
implementation of capabilities. As such, it provides the maximum flexibility to

interoperation and minimizes the re-engineering of constituent systems.
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