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Abstract of Dissertation

A Quantitative Risk Analysis Tool for Estimating the Probability of Human Error by
Incorporating Component Failure Data from User-Induced Defects in the
Development of Complex Electrical Systems

The purpose of this dissertation is to propose a quantitative risk analysis tool that
incorporates electrical component failure data into the Human Error Assessment and
Reduction Technique (HEART) for estimating human error probabilities (HEPS). This
new tool is critical to accurately gauge the risk of failure of complex electrical systems,
especially ones designed for the space industry. A review of relevant literature showed
a significant number of space systems failing before accomplishing their mission, even
though they were designed and assembled using relatively modern technologies,
reliable components and having undergone thorough testing.

This dissertation includes a quantitative empirical analysis conducted on electronic
component failure reports describing failures experienced during system integration and
testing at NASA Goddard Space Flight Center. This analysis revealed a surprising
proportion of failures where the initial defect was attributed to human error.

The proposed risk analysis tool incorporates factors, termed error-producing
conditions (EPCs), based on observed trends in electrical component failures to produce
a revised HEP that can trigger risk mitigation actions more effectively based on the
presence of component categories or other hazardous conditions that have a history of
failure due to human error. In other methods used in various industrial settings, these
factors are chosen (in terms of selection and proportioning) at the discretion of an

assessor or a team of subject matter experts (SME), and are therefore subject to the

Vi



differing experiences and potential bias. This proposed risk analysis tool is
demonstrated with an example comparing the original HEART method and the

proposed modified technique.
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Chapter 1 - Introduction

Risk management is a vital project process whose purpose is to identify, analyze,
treat and monitor risk continuously during the development of complex systems (1SO
15288, 2015). A fundamental and over-arching risk is one that describes system
failure during its operational life. For electrical systems, this risk of failure, that is,
the probability that the system fails, can be calculated as the complement of the
reliability of the system.

Tracking the risk of failure is especially vital for electronic hardware destined for
missions in outer space, since typically, there is no chance for conducting repairs of
the space system once it is deployed (Rausand & Hgayland, 2004). Additionally, the
cost associated with space systems makes the complete replacement of a
malfunctioning satellite or planetary rover impractical (e.g. as of 2011, life-cycle-cost
for the NASA James Webb Telescope is estimated at $8.7 billion) (Leone, 2011). For
these reasons, accurately identifying, analyzing and monitoring the risk of system
failure is critical in order to assist system development professionals from design
engineers to program managers with developing a system that will fulfill, and

preferably surpass mission requirements.

1.1  Background
There are unique challenges that make accurately calculating the reliability of
electrical space systems (and therefore the risk of failure) difficult. In general, the most

effective source of data is from systems that have actually failed during operation in the



intended environment (i.e. field failures) (Castet & Saleh, 2009). This type of physical
analysis is essentially nonexistent since space systems are, to all intents and purposes,
not retrievable to allow for a failure analysis. With the lack of useful empirical data,
another option is to conduct tests in laboratories to accumulate operational and failure
data on the devices used in space system designs. Laboratory testing poses another
unique issue for space electronic systems. Due to the high cost of components, the
complexity of the technology, and the small quantities of systems being built (as
compared to the cell phone industry, for example), space agencies that develop space
flight hardware systems cannot afford the financial resources to purchase extra devices
and assemblies and the schedule resources to conduct environmental stress and
accelerated life testing in quantities that would be statistically significant from which
accurate failure models and reliability predictions can be devised (Lu et al, 2009).

A common method for calculating the long-term reliability of electrical systems is to
use statistical models and probability methods that provide quantitative data with
reliability indices from testing by experimentation and by simulations (Pect & Nash,
1994). Additionally, a physics of failure (PoF) approach has gained considerable use as
it seeks to quantify component reliability by investigating and modeling the root cause
processes of device failures based on operational parameters and stresses (Snook, 2003;
Varde, 2009). The main criticism regarding these reliability calculation methods is that
the predicted failure rates are not accurate when compared to failure rates observed in
the field. Several studies have been conducted that documented numerous failures very
early in the systems’ predicted mission life (Tafazoli, 2007; Castet, 2009; Brown, et al,

2007). One of the studies showed a failure rate indicative of systems experiencing



failures early in their life cycle, due to defects designed into or manufactured into the
device (commonly referred to as infant mortalities) (Castet, 2009). This is in contrast to
mature systems, that have predicted failures caused by wear out, after all mission
requirements have been met (Brown et al, 2007).

A possible cause for the documented difference between predicted life expectancy
and field observations is the fact that most of these reliability calculation methods do
not take into account possible defects introduced into electronic systems during system
assembly, integration and testing, such as defects caused by technicians handling the
devices. Such risks could be handled separately with a Human Reliability Assessment
(HRA), but these methods also have accuracy issues and criticisms such as being overly
dependent on expert opinion and the uncertainty of data concerning different human

factors (Konstandinidou, 2006).

1.2 Research Questions
The basic research problems or questions investigated in this study are:

e How can the statistical analysis of failure data reveal mechanisms
pertaining to defects caused by human error?

e How can statistical data from human-induced defects of electrical
hardware be integrated into current Human Reliability Assessment
Methods?

e How can a new quantitative risk analysis tool use that method to
communicate to project management the risk of system failure due to
user-induced defects based on project-specific parts lists?

e How can this new tool produce a list of the most likely failure
mechanisms, based on project-specific parts lists, from which project
management can prioritize mitigation actions in order to reduce the risk of
system failure?



1.3 Objectives

The primary objective of this research is to propose a quantitative risk analysis tool
that uses modification factors based on the component failure data from an analysis of
electronic failures. This proposed tool is based on an existing HRA method known as the
Human Error Assessment and Reduction Technique (HEART). The existing HEART
method quantifies a probability of human error while utilizing modification factors that
represent error-producing conditions (Williams, 1986). The proposed tool generates
additional factors based on the component failure data and the presence of component
types that have a history of becoming defective or hazardous conditions that can cause
failures due to human error. These factors are used to produce a revised probability of
human error that would reveal a potentially increased risk of failure of an electronic
component, the likely failure mechanism, and list specific areas to apply risk mitigation
actions to, in order to effectively reduce that risk.

The component failure data is a result of an analysis of electrical component failure
reports from the NASA Goddard Space Flight Center (GSFC) Failure Analysis Lab. This
analysis was initially undertaken as a part of this research in order to recognize trends
that may shed light into the aforementioned difference between predicted and observed
system reliability. The failure reports provide very in-depth investigations of components
that failed between the years 2001 and 2013. The failures occurred to components during
the system development phase starting at the point a component was received from the
manufacturer and ending with fully integrated system testing. The focus of this analysis
was to determine the failures that were caused by defects induced by technicians and

other personnel handing the electronics. Using the information contained in the reports,



failures were categorized by the types of components that failed during different stages of
system integration, the mechanisms that contributed to these failures were determined,
and the process when the original defects occurred, that eventually caused the failures,

were deduced.

1.4  Rationale and Justification

A study of over 4,000 spacecraft missions from the United States and countries around
the world, was conducted by Mak Tafazoli of the Canadian Space Agency to determine
the quantities of failures and their contributing factors that occurred between 1980 and
2005 (Tafazoli, 2009). In a span of 25 years, more than 4,000 spacecraft were launched
with 156 on-orbit failures recorded. For the author’s analysis, a failure was defined as an
incident that would either prevent the spacecraft from fulfilling its primary mission
objectives (loss of mission) or cause a portion of the mission objectives to be abandoned
(mission degradation). One of the major conclusions of Tafazoli’s analysis was that many
of the failures occurred before accomplishing their mission, even though the space
agencies used relatively “modern” technologies and conducted “intensive” testing.
Specifically, 41% of all failures happened within the first year of on-orbit activities,
implying insufficient testing and inadequate modeling of the spacecraft and its

environment, as shown in Figure 1-1 (Tafazoli, 2007).



Time of Failure After Launch

m 0-1 year

W 1-3 years
W 3-5 years
W 5-8 years

m 8-25 years

Figure 1-1: Time of Failure After Launch (Tafazoli, 2007)

The study further reveals that electrical failures were responsible for 45% of the total
failures. As shown in Figure 1-2, the Power, Command and Data Handling (C&DH), and
Telemetry, Tracking & Command (TTC) subsystems, which are dominated by electrical
components, contributed to 54% (sum of 27%, 15% and 12% respectively) of all failures.
Of these subsystems failures, almost 50% of them occurred in the first year following

launch. Another conclusion of the analysis is that only 17% of the



Spacecraft Subsystem Failures

H AOCS
W Power
m C&DH
ETT&C
m Other

Figure 1-2: Spacecraft Subsystem Failures (Tafazoli, 2007)

failures were caused by interactions with the space environment, such as solar and
magnetic storms and space debris and meteorites, with 84% related to internal issues

which include human error and design flaws as displayed in Figure 1-3 (Tafazoli, 2007).

Failures - Space Environment

1%
2% —_ 2%
3% H None
W Magnetic Storms
B Meterorites
B Solar Eclipse
M Solar Storm

m Space Debris

Figure 1-3: Failure - Spacecraft Environment (Tafazoli, 2007)



Another study also collected failure data for 1584 Earth-orbiting satellites successfully
launched between 1990 and 2008. The authors conducted a nonparametric analysis of
satellite reliability and demonstrated that a Weibull distribution with a shape parameter of
less than one (<1), properly captures the on-orbit failure behavior of satellites (Castet,
2009; Brown, et al, 2007). A Weibull shape parameter of less than one is indicative of a
decreasing failure rate, commonly referred to as infant mortality, a situation where
devices are dead on arrival or fail very quickly in operation due to defects designed into
or manufactured into the device. This is in contrast to the notion that due to the use of
high reliability components and extensive testing, a Weibull distribution with a shape
parameter fixed at 1.7, corresponding to an increasing failure rate, should be used for
satellite systems, indicating failures due to wear-out mechanisms (Dezelan, 1999). The
existence of a decreasing failure rate has been shown in additional studies of empirical

data (Krasich, 1995; Shooman, et al, 2002; and Castet & Saleh, 2010).

1.5  Organization of the Dissertation

This dissertation has been organized into six main chapters titled as: Introduction,
Literature Review, Research Methodology, Proposed HRA Method, Method
Demonstration, Analysis and Discussion, and finally, Conclusion and Future Work. A
summary of each chapter contents is given below.

Chapter 2, the Literature Review, provides a thorough background in the evolution of
reliability methods for electrical systems and for human error analysis methods. In
addition to information relating to the different techniques, problems areas and critiques

of these methods are also discussed.



Chapter 3, Research Methodology, illustrates the research framework and discusses
the steps taken to conduct this research. This chapter describes the initial data collection
and the format the data is in and the analysis undertaken. The chapter then describes the
HRA method that was selected to be used as the base method of the proposed method.

Chapter 4, Proposed HRA Method, describes the transformation of electrical
component failure mechanisms described in Chapter 3 into the error-producing condition
(EPC) format of the HEART method.

Chapter 5, Method Demonstration, Analysis and Discussion, provides an example of a
scenario encompassing a typical assembly and integration of an electrical space-flight
system hardware. An HRA is performed using the original HEART method and the
proposed method. The results are then compared.

Chapter 6, Conclusion and Future Work, provides a discussion of how project
management can use the results of the proposed method’s HRA to conduct specific
mitigation actions in order to reduce the over-all risk of system failure relative to the
different failure mechanisms, recommendations for future research topics, and a
concluding summary.

Figure 1-4 shows the intent of this research to explore the intersection, within the
discipline of Systems Engineering, of Risk Management with a focus on the risk of
electrical system failure, Human Error, with a focus on analysis and quantification
methods for determining the probability for human error, and Electronics Reliability and
Failure Mechanisms, with a focus on user-induced defects. The literature review will
explore each of these areas and substantiate the need for the research in the intersecting

space; a Systems Engineering, Risk Analysis tool for quantifying the probability of



human error with respect to electrical system failure due to user-induced defects during

the system integration and testing phase of system development.

Systems Engineering

Figure 1-4: Venn Diagram of Research Area

1.6 Contribution to the Body of Knowledge

This research adds to the body of knowledge by providing systems engineering
professionals, including project management, risk managers and reliability engineers a
new risk analysis methodology for tracking the risk of system failure due to defects
induced into electrical systems by human error during system integration and testing.
Methods for calculating system reliability and estimating the probability of human error
exist and are commonly used during system development. These methods have been
shown to have limited accuracy, and to be subject to potential bias due to the ubiquitous

use of expert opinion. A scholarly study that bridges the gap between reliability

10



calculation methods and HRA techniques by incorporating empirical failure data would
aid system risk managers in properly tracking the risk of system failure by accounting for
sources of failure at the component level that have a high probability of experiencing a

defect occurring during system integration and testing.
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Chapter 2: Literature Review

This research proposes a Risk Analysis tool that integrates electrical component failure
data linked to user-induced defects with a Human Reliability Analysis tool in order to
provide systems engineers with a method to calculate, track and mitigate the risk of
electrical system failure caused by human error during system development, integration
and testing. In order to provide context to the research within the Systems Engineering
discipline, this chapter begins with a review of the overall systems engineering phase
models employed in industry today, with an emphasis on Risk Management. Next, the
background, important historical events, as well as movements in the development of
reliability estimation methodologies for electrical systems is presented chronologically. The
following section of this chapter contains a similar presentation, but for the topic of human
reliability analysis methodologies. Finally, gaps and problems found in academic literature
regarding reliability and human error analysis are discussed in the final section of this

chapter. Figure 2-1 gives a sequential representation of the topics discussed in this chapter.
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Systems
Engineering

Risk Analysis

Reliability of
Electrical
Systems

Failure
Mechanisms

Human
Reliability
Assessments

HRA
Incorporating
Failure Data

Figure 2-1: Research Framework
2.1  Systems Engineering Processes

The NASA Systems Engineering Handbook describes systems engineering as a
“methodical, disciplined approach for the design, realization, technical management,
operations, and retirement of a system” (NASA, 2007).This is very similar to the
International Council of Systems Engineering (INCOSE) definition as an
“interdisciplinary approach and means to enable the realization of successful systems,
focusing on defining customer needs and required functionality early in the development
cycle, documenting requirements, and then proceeding with design synthesis and system
validation while considering the complete problem” (INCOSE, 2011). These definitions
are also similar to the definition from the Department of Defense (DoD, 2001). One
commonality among these definitions is the description of systems engineering as a
process that starts with the identification of needs and requirements and then develops

these into system designs through a cycle of: analysis of objectives, conducting a
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feasibility study, design, deployment, production, maintenance and retirement (Blanchard
& Fabrycky, 2004).

One of the most popular models adopted by proponents of systems engineering,
including INCOSE and the DoD, is the U.S. Vee model, first presented in 1991 by
Forsberg and Mooz (Forsberg & Mooz, 1991; INCOSE, 2001; DoD, 2001). Figure 2-2
shows three versions of the Vee model with (a) depicting the version presented by
Forsberg and Mooz, (b) depicting the INCOSE model and (c) the DoD version (Forsberg
& Mooz, 1991; INCOSE, 2001; DoD, 2001). All three show a top-down portion (left-
hand side) that traces the flow of requirements and design derivation from upper level
system visualization to more detailed lower level element design, and the bottom-up
portion (right-hand side) displaying system development, integration and testing, and
verification and validation, from the lower level components to higher levels of

assemblies, subsystems and system (Buede, 2009).

Operation
i and
nd Maintenance

System
rerification
and Validation

Figure 2-2: Systems Engineering Vee Models
Three versions of the Vee model (a) Forsberg and Mooz model,
(b) INCOSE model and (c) the DoD model.

As described in NASA’s System Engineering Handbook, systems engineering-based

method of project management can be thought of as having two major equally-important
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areas of emphasis. These areas are systems engineering and project control. Figure 2-3 is
a Venn diagram depicting this concept. There is a significant overlap between these two
areas of project management. In these areas, “SE provides the technical aspects or inputs;
whereas project control provides the programmatic, cost, and schedule inputs” (NASA

2007).

Syst.ems . Project Control
Engineering - Planning
"R * Management Planning
* System DeSIg.n . . (h:)e:]r;?gg:rr:t?:; e Schedule Management
*  Product Realization Management ° Resource Management
* Technical Management | . patg «  Acquisition Management
Management

* Assessment

Figure 2-3: Systems Engineering and Project Control Venn Diagram

As depicted in Figure 1-4, Venn Diagram of Research Area, this research will focus on
one of the overlap processes, Risk Management, specifically Technical Risk

Management.

2.2 Risk Management

A risk is viewed as a random event with a chance of occurrence and if the risk becomes

a reality, it would have a negative impact on the concerned entity or organization (\Vose,
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2008). Various definitions of risk are given by experts for different domains such as
“business risk, social risk, economic risk, safety risk, investment risk, military risk,
terrorism risk and political risk” (Kaplan & Garrick, 1981). Generally, a risk can be defined
as the product of the probability or likelihood and severity or consequences of an event
(Sage & Rouse, 2009). Even though risk is associated with the potential negative
consequences, analyzing and managing the risks and taking proper measures to address or
mitigate them could improve the reliability and resiliency of the system. Risk management
is the process of assessing risks and taking steps to either reduce or eliminate them to a

level deemed tolerable by introducing control or mitigation measures (Elmontsri, 2014).

2.2.1 Qualitative Risk Analysis

Qualitative risk analysis is a process of organizing risks by their probability, then by
consequences, and expressing them in an intuitive way so that decisions can be made about
which risks to be mitigated first (Cox, Babayev, & Huber, 2005; Rot, 2008). The most
common method of presenting risks is using a risk matrix. A risk matrix is usually
constructed with a 2X2, 3X3 or a 5X5 square matrix. One axis of the risk matrix displays a
varying level of probability (which can be also labelled as “frequency” or “likelihood”),
with the other axis displaying consequence (which can be also labelled as “severity”,
“impact” or “impact”). A 5X5 risk matrix used by NASA to report qualitative risk analysis

is given in Figure 2-4 (Scolese, 2016).
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RISK CHART
What is the likelihood that the situation or circumstances

will happen during the life of the mission? L
Level Likelihood Definition I]\
5 Very High Near certain it will oceur during the mission E
4 High Highly likely it will occur during the mission :-
3 Medium Medium probability it will eccur during the mission g
2 Low Low probability it will occur during the mission g

1 Very Low Very low probability it will occur during the mission

Given that the event occurs, what is the consequence/impact to the mission?
1 I
Very Low (1) Low (2) Medium (3) High (4) Very High (5)

Loss of a single Loss of multiple

5 ce f arLieas No permanent loss payload service or payload services or

'\CL; l::ss[_o‘l 57?‘1“{ of services but loss | minor degrading of | major degrading of

( D:.I; 16 na'bl _le of redundaney or perability operability Loss of mission

anou r"‘ _WfSI e 0 temporary loss of (Increased (Increased

ceded.) service operations support operations support High Risk

may be required.) will be required.)

Figure 2-4: NASA Risk Reporting Matrix

A risk matrix is a popular way of communicating risk to multiple stakeholders as it can
streamline all risks into one picture. Depending on the purpose, risk matrices can be of
different sizes and can contain more or less risk categorizations. Regardless of the size, the
resulting risks are categorized into one of three groups: green — signifying low risk, yellow
— signifying medium risk and red — signifying high risk. However, risk matrices have
several limitations to help improve risk management decisions (Cox et al., 2005). Cox has
identified the following limitations of the risk matrix in analyzing critical risks:

e Poor resolution: A risk matrix can allocate multiple risks in the same
qualitative category, even though they are quantitatively different. In the
example of Figure 2-4, we can only classify all risks in a limited number of
categories using the 25 boxes. Depending on where a risk is located in the
matrix, it can go from green to red with a small change. Additionally, if a
high probability/low consequence risk ends up as the same color as a low
probability/high consequence risk, it is difficult to ascertain the higher

priority.
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e Ranking error: Risks can end up in the wrong relative position for
prioritizing because of incorrect ranking being made from either the
probability or severity scale. Quantitatively high risks can be categories as
low risks qualitatively and the opposite.

e Suboptimal resource allocation: Even though multiple risks are located in
the same category, their mitigation approach might require different
approaches. Risk matrix categories could lead to error in allocating
resources to mitigate or counter the risk factors.

e Ambiguous inputs and outputs: Some risks cannot be categories intuitively
using the risk matrix especially when the consequences are unknown.
Analysts must often rely on subjective interpretations. This can lead to
ambiguous inputs and outputs using the risk matrix.

Even these limitations, the utility of the risk matrix comes from its simplicity in
displaying the number of risk scenarios in 3 dimensions: likelihood (probability) on the
vertical axis, consequence on the horizontal axis, and overall severity (or risk) which is

indicated by color (green, yellow, red) (Scolese, 2016).

2.2.2 Quantitative Risk Analysis

Quantitative risk analysis, also known as probabilistic risk analysis was introduced by
the US aerospace industry in the early 1960s and was used in the Apollo program to
estimate the probability of a successful human mission to the moon and back to the earth
(NASA, 2011; Vesely et al., 2002). The results for probabilistic risk assessment proved
realistic for the space program and it became a widely used tool for mission safety

assessment (NASA, 2011). At the wake of the space shuttle Challenger disaster, the Slay
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Committee on Shuttle Criticality Review and Hazard Analysis in 1988 recommended that
probabilistic approaches to be immediately applied to the shuttle risk management program
(NASA, 2011, Pate-Cornell & Dillon, 2001). In the nuclear industry, probabilistic risk
assessment is performed in three levels: level 1 - estimating frequency, level 2 - estimating
the magnitude of event and level 3 - estimating the loss and economic damage (NRC,
1981). Unlike the qualitative approach, the quantitative risk analysis can produce a range of
results also known as probability distributions, to show the probability of each outcome.
Quantitative risk analysis addresses the fallacy of expected or mean values while analyzing
the risks of complex systems (EImaghraby, 2005; Y. Y. Haimes, 2008). Because of
mathematical smoothing and multiplication of probability with severity, an event which has
a very low chance of occurrence but extreme consequences, can easily be underestimated.
Probabilistic risk analysis goes beyond the expected values and investigates the varying
likelihood of outcomes. Specific tools developed for performing these analyses include The
Fault Tree Analysis, Failure Mode and Effects Analysis and Event Tree Analysis (Sen et al,
2006; Souza et al, 2008; Lyons, 2004). Figure 2-2 shows the generic format of an FMEA

(1), FTA (2) and ETA (3) (Souza et at, 2008; NASA 2002; NASA 2011),
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Figure 2-5: Generic formats of FMEA (1), FTA (2) and ETA (3)

2.3 Reliability Prediction Methodologies for Electronic Systems

The ability to accurately predict the reliability of complex electronic systems while
operating in harsh environments has been a well sought-after goal for over seventy-five
years. There have been numerous attempts to develop such a prediction methodology
with foundations in statistical analysis of empirical data or root-cause analysis of physical
failure mechanisms. Throughout several decades, different reliability prediction systems
have been proposed that focused on either one of these foundations, with constant
criticism of the gaps occurring because of the omission of the other method. Surprisingly,
there have been few proposed reliability prediction methodologies that combined both
methods. Examples of organizations and respective publications are listed

chronologically in Table 2-1.
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Table 2-1: Electronic Reliability Groups and Publications

Year Organization Publication
1950 Ad Hoc Group on the Reliability of Electrical Equipment
1952 Advisory Group on the Reliability of Electrical Equipment
1956 Reliability Analysis Center Reliability Stress Analysis for
(RAC) Electrical Equipment
1959 Rome Air Development Center [RADC Reliability Notebook
(RADC)
1960 D. R. Earles, The Martin Reliability Applications and
Company Analysis Guide
D. R. Earles, M.F. Eddins, Failure Rates
AVCO Corp.
1962 RADC & IIT Research Physics of Failure In
Institute Electronics Symposium
US Navy MIL-HDBK-217
1965 US Navy MIL-HDBK-217A
1973 RCA Proposal for model based on
Boeing Aircraft Company to
MIL-HDBK-217B
1979 US Air Force MIL-HDBK-217C
1982 US Air Force MIL-HDBK-217D
1986 US Air Force MIL-HDBK-217E
1991 US Air Force / Rome Very High Speed Integrated
Laboratory (RADC) / IIT Circuit (VHSIC) model
Research Institute incorporated into MIL-HDBK-
217F
1992 Bell Communication Research |BELLCORE Reliability
Prediction Method
1995 DoD / RAC & Performance  [MIL-HDBK-217F [Note 2]
Technology Inc
1996 RAC Electronic Parts Reliability
Data
2000's Various Software Reliability Suites (i.e

Reliasoft)
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2.3.1 1950s

One of the developments of World War Il was a significant increase in the number
and complexity of electronic systems (Pect, 1994; Thaduri, 2013). An important
characteristic of these systems was reliability, since these systems were often plagued by
the very unreliable component, the electron tube (Denson 1998). This led to various
studies whose purpose was to identify ways that the reliability could be improved
(Denson, 1998; Coppola, 1984). Their conclusions included that there needs to be better
reliability data from the field, better components need to be developed, and a permanent
committee needs to be established to guide the reliability discipline. One such group was
the Ad Hoc Group on Reliability of Electronic Equipment in 1950 (Pect, 1994). Another
was formed by the Department of Defense, and named the Advisory Group on Reliability
of Electronic Equipment (AGREE), whose charter was to identify actions that should be
taken to provide more reliable electronic equipment (Denson, 1998). The early work
began to diverge into two main concentrations (Coppola, 1984; Thaduri, 2013; Denson,
1998). The first was to identify root causes of field failure and determine mitigating
actions, while the other was to develop a method to quantify reliability predictions and
requirements using statistical analysis (Naresky 1958). In 1956, the Reliability Analysis
Center released a document, “Reliability Stress Analysis for Electronic Equipment”,
which presented mathematical models for estimating component failure rates. This was
the first formal publication in which the concept of activation energy and the Arrhenius
relationship was used in modeling component failures (Pecht 1994). Another work
within this time period was the “Rome Air Development Center (RADC) Reliability

Notebook™ published in 1959 (Naresky, 1959).
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2.3.2 1960s

The expansion of the study of reliability with respect to electronic systems continued
into the 1960s with the publication of “Reliability Applications and Analysis Guide” by
D.R. Earles [The Martin Company] in 1961 and “Failure Rates” in 1962 by D.R. Earles
and M.F. Edins [AVCO Corporation]. But the most significant development in the field
of reliability prediction also came in 1962 when the U.S. Navy published the “Reliability
Prediction of Electronic Equipment” more commonly known as MIL-HDBK-217
(Knight, 1991; Denson, 1998; Jias et al, 2013). Once issued, MIL-HDBK-217 became the
standard by which reliability predictions were performed, and other sources of failure
rates gradually disappeared (Denson, 1989). The Navy handbook adopted the use of
empirical data in making statistical reliability predictions, which was quickly adopted by
the electronics industry as the standard method, since it was often a contractually cited
document for government contracts (Jones 1999). Other methodologies for determining
failure rates based on the physical processes causing the failures continued with the
“Physics of Failure in Electronics Symposium” sponsored by RADC and the IIT
Research Institute in 1962. This symposium later became known as the “International

Reliability Physics Symposium (IRPS)”.

2.3.3 1970s

In the early 1970s, there were several efforts to develop new innovative models for
reliability prediction (Denson, 1998). The results of these efforts were extremely complex
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models that might have been technically sound, but were criticized by the user
community as being too complex and costly, based on the level of detailed information
on the design and construction data for the components that was required (Denson, 1998).
There was a proposal for a new reliability prediction model by the Reliability Analysis
Center based on one developed by the Boeing Aircraft Company (Thaduri, 2013) . Their
new technique took into account component fabrication techniques, materials, and
operational stresses to develop models based on the physics of failure. Unfortunately, this
new model was not included in the new revision of MIL-HDBK-217, now under the
responsibility of RADC and the U.S. Air Force (Coppola, 1984; Pecht 1994; Denson,
1998)). In revision B, published in 1974, the model assumed an exponential failure
distribution (constant failure rate) during the operational life of the component/system
under analysis. To keep up with the tremendous growth in the microelectronic industry,
revision C of MIL-HDBK-217 was published in 1979 (Jais, et al, 2013).

The decade also saw the appearance of new, high density technologies such as large
scale integrated (LSI) electronic circuits. These devices had lower failure rates, by several
orders of magnitude, compared to their vacuum tube counterparts (Knight, 1991).
However, these new technologies also demonstrated a susceptibility to a failure
mechanism which had been previously seldom observed, electrostatic discharge (ESD)

damage (Coppola, 1984).

2.3.4 1980s

Computer and microelectronic technology continued its tremendous growth in the
eighties, with MIL-HDBK-217 keeping pace with new revisions being released in 1982

(Rev D) and in 1986 (Rev E) (Jais, et al, 2013). Additionally, other industries were
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developing reliability models tailored for their specific needs. The automotive industries,
under the oversight of the Society of Automotive Engineers (SAE) Reliability Standards
Committee, “developed a set of models specific to automotive electronics” (Denson,
1998). Likewise, the telecommunication industry, after first unsuccessfully trying to
adapt MIL-HDBK-217, developed the Bellcore reliability-prediction model tailored to
the equipment and the unique conditions it experiences (Jais, 2011; Denson, 1998). The
model includes factors accounting for variations in equipment operating environment,
quality, and device application conditions such as device temperature and electric stress
level (Denson, 1998).

To handle the explosive growth in integrated circuits (ICs), the U.S. Government set
up the Very High Speed Integrated Circuit (VHSIC) Program in 1989 to design and
oversee the production of circuits capable of meeting the unique power, speed and
environmental requirements of military applications by leveraging off of the
advancements being made in the commercial industry. The Program’s model factored in
the complexity of the IC devices as measured by the number of gates, or transistors,
implemented on the silicon die (Coppola, 1984; Denson, 1998). The VHSIC Program
later evolved to the Qualified Manufacturer List (QML), a qualification methodology that
qualifies an IC manufacturing line, as opposed to the traditional method of qualifying
specific parts (Denson, 1998).

During the 1980s, there was also a vast increase in electronics for commercial
applications. The automobile environment became more stressful for electronics, while
control systems for transportation systems and the nuclear power industry demanded high

reliability and fault tolerant system (Coppola, 1984).
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2.3.5 1990s

During the 1990s, the debate between using statistical analysis on empirical data or
physics of failure research for the quantification of reliability of electronic components
and systems continued (Pect, 1994; Denson, 1998; Thaduri, 2013). The traditional
statistical methods (such as MIL-HDBK-217) assumed that system failure rate can be
primarily determined by the components contained within the system (Denson, 1998).
This was appropriate in the earlier decades of electronic systems where components of
new technologies had much higher failure rates and insufficient failure rate data (Thaduri,
2013). Improvements in manufacturing quality caused a shift of system failure causes
away from components to more system level factors such as design, assembly and
software (Denson 1998). This predicated an effort to incorporate these factors into
reliability prediction models at the same time the Department of Defense initiated
acquisition reforms under the Military Specifications and Standard Reform. The
Reliability Analysis Group, along with Performance Technology Inc., were contracted to
develop a new reliability assessment technique to supplement, or maybe even replace
MIL-HDBK-217 (Denson, 1998). An integral part of the methodology is the assessment
of processes used in the design and manufacture of the system, including factors such as
parts, design, manufacturing- induced factors and wear-out (Pecht, 1994). In 1994, in an
effort to reduce costs by simplifying the procurement process, the DoD announced the
“reduction of reliance on military specifications and standards and encouraged the
development of commercial standards that could be used by the military” (Jais, 2013).

Finally, in 1995, the 217 handbook was redistributed containing the following notice,
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“This handbook is for guidance only. This handbook shall not be cited as a requirement.”

(Jais, 2013).

24 Methods of Human Reliability Analysis

The purpose of an HRA is to identify, model and quantify the probability of human
error (Griffith & Mahadevan, 2011). It is a vital component of the larger-scoping
Probabilistic Safety Assessments (PSA) and the Probabilistic Risk Assessments (PRA).
The goal of a PSA and PRA is to quantify a system’s total risk (in terms of probability and
severity) and identify issues that can have the greatest effect on safety (Pate-Cornell 2002;
NASA, 2011). The HRA’s focus is to quantify the probability of human error (i.e. an
operator or technician fails to perform a given task or operation under a given condition),
and determine the impact these human errors have on safety (Havlikova, Jirgl & Bradac,
2015; Pasqualle, 2012). The HRA includes systematic application of information about
human characteristics and behaviors to improve the performance of human-machine
systems (McSweeney & Miller, 2008). Most industrial processes involve a great deal of
human-machine interactions such as assembly, inspection, maintenance, operation and
monitoring. The occurrence of errors can also be affected by other organizational factors
such as training, experience, and work procedures, and programmatic concerns such as
mission requirements, budget and schedule. Examples of Human Reliability Analysis

methodologies are listed chronologically and separated by “generation” in Table 2-2.
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Table 2-2: Human Reliability Analysis Methodologies

First Generation

YEAR

NAME

NAME
(COMPLETE)

FOUNDER

NOTES

1983

THERP

Technique for Human Error
Rate Prediction

Swain & Guttmann

Total methodology for

assessing human reliability

that deals with task analyses.
Referred to as

"Decomposition™ approach

since it calls for a high degree
of resolution in task
descriptions

1984

SLIM-MAUD

Success Likelihood Index
Method Using Multi-
Attribute Decomposition

Embrey

The basic rationale is that the
likelihood of an error occurring in a
particular situation depends on the
combined effects of a relatively
small set of performance shaping
factors (PSFs). It is assumed that an
expert judge (or judges) is able to
assess the relative importance (or
weight) of each PSF with regard to
its effect on reliability in the task
being evaluated.

1986

HEART

Human Error Assessment
Reduction Technique

Williams

A quick and simple method for
quantifying the risk of human error.
Applicable to any situation or
industry where human reliability is
important.

1987

ASEP

Accident Sequence
Evaluation Program Human
Reliability Analysis
Procedure

Swain

Abbreviated and slightly modified
version of THERP

1989

HRMS

Human Reliability
Management System

Kirwan

Based on industry error data, which
is context specific, and
supplemented with expert
judgment.

1989

JHEDI

Justification of Human Error
Data Information

Kirwan

Developed alongside HRMS as a
quicker screening technique but still
based on the HRMS methodology.

1990

INTENT (not an acronym)

Gertman et al

Methods incorporate errors of intent
into
probabilistic safety assessment. For
each error, INTENT gives lower
bound and upper bound estimates of
the occurrence probability, which
are based upon expert opinion.
INTENT also includes a set of
eleven performance shaping factors
(PSFs) whose weighting factors
were also determined by expert
estimates.

1999

SPAR-H

Standardized
Plant Analysis Risk-Human
Reliability Analysis Method

USNRC

Uses pre-defined base-case HEPs
and PSFs, together with guidance
on how to assign the appropriate
value of the PSF. Method assigns
human activity to one of two
general task categories: action or
diagnosis.
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Table 2-2 (cont.): Human Reliability Analysis Methodologies

Second Generation

1996

ATHEANA

A Technique for Human Error

Analysis USNRC

Significant human errors occur as a result of

“error-forcing contexts” (EFCs), defined as

combinations of plant conditions and other

influences that make an operator error more
likely.

1997

CAHR

Technical
University of
Munich

Connectionism Assessment of
Human Reliability

Combines event analysis and assessment in
order to use past experience as the basis for
human reliability
assessment.

1998

CREAM

Erik
Hollnagel

Cognitive Reliability and
Error Analysis Method

Process includes characterizing factors into
genotypes (e.g. behavior, man-machine
interface and environment) and phenotypes
(consequences of actions of omission of

action). Tasks are analyzed resulting in a list of

Common Performance Conditions (CPCs).

1999

CODA

Conclusions from
Occurrences by Descriptions
of Actions

Reer

Uses an open list of guidelines based on
insights from
previous retrospective analyses. The general
approach is to compile a short story that
includes all unusual occurrences and their
essential context without excessive technical
details. The analysis should then focus on the
potential major occurrences first (Everdij and
Blom, 2008).

2004

CESA

Commission Errors Search

and Assessment Strater, et al

Catalogues key action responses to nuclear
plant events to be reviewed. This catalogue is
then used in a systematic search of context-
action combinations, to obtain a set of
situations with error-of-commission

opportunities; these situations are then analyzed

in detail (Reer and Dang, 2006).

24.1

First Generation Techniques

HRA techniques were first the focus of the nuclear industry which developed methods

in the 1970s and 1980s such as Technique for Human Error Rate Predication (THERP),

HEART, and Justified Human Error Data Information (JHEDI). These techniques were

based on a detailed task analysis and breakdown, and use a database of generic error

probabilities (Noroozi, 2013; Di Pasquale, et al 2012) . These probabilities are then
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manipulated by an assessor, to extrapolate from the generic data to the specific situation, in
order to calculate a “customized” human error probability (HEP) (Kirwan, 1994) These
methodologies identified the worker as a mechanical component, thus losing all aspects of
dynamic interaction with the working environment (Marseguerra et al, 2007; Di Pasquale,
2012).The basic assumption was that workers have a certain probability of making an error,
that can be thought of a as a reliability, similar to mechanical or electrical components. The
HEP was determined in two steps. First, a base-level HEP was selected based on the
characteristics of the operator’s task. The second step consisted of selecting modification
factors referred to as Performance Shaping Factors (PSFs) or other names such as Common
Performance Conditions (CPCs), based on the situational context to modify the base-level
HEP (Marseguerra et al, 2007; Di Pasquale, 2012; Noroozi, 2013; Konstandinidou et al,
2007) . The first generation techniques concentrated more on quantification, in terms of
success/failure of the action, with less attention to the causes and reasons of the human
behavior (Pasqualle, 2012).

Other techniques such as Success Likelihood Index Method (SLIM) use a system of
experts to consider the environment and importance of several other issues that are
quantified into PSFs or similarly named factors (Noorozi, 2013). Additionally, the
methods THERP, HEART and JEDHI have been the subject of successful validation
studies (Kirwan,1994; Kirwan et al, 1997). However, these early techniques were criticized
as being focused on quantitative assessments of observable human behaviors in terms of
success/failure and that they treated decisions and actions as a single phase without detailed
analysis of the decision-making processes (Kim ,Jung & Ha, 2004; Cacciabue, 2004). They

focused on the skill and rule-based level of human actions. These methods paid less
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attention to in-depth causes and reasons of observable human behavior. These methods
“ignore the cognitive processes that underlie human performance” (Cacciabue, 2000; Kim,
Jung & Ha, 2004). They are often criticized for not having considered the impact of
relevant factors such as environment, morale and other organizational factors (Pasqualle,
2012).

Despite the criticisms and inefficiencies of the first generation methods, several such as
THERP and HCR are used in many industrial fields, due to their ease of use and highly

quantitative aspects (Pasqualle, 2012).

24.2 Second Generation Techniques

Second-generation techniques were developed in the 1990s such as the Cognitive
Reliability Error Analysis Method (CREAM) and A Technique for the Human Error
Analysis (ATHEANA) that were less task-related but focused more on integrating factors
such as environment, human behaviors and organizational factors that “describe
systematically the entire situation and possible errors in the context of a scenario” (Straeter
et al, 2012; Cooper et al, 1996) Depending on these different methods, these factors are
referred to as Performance Shaping Factors (PSF), Common Performance Conditions
(CPC), Error Inducing Factors (EIF), and Risk Influencing Factors (RIF) (Konstandinidou
et al, 2006; Spettell et al, 1986; Grozdanovic , 2006; Liu et al, 2014; Embrey, 1992;
Davoudian et al, 1994; Aven et al, 2006; Noroozi et al, 2013). These methods have also
evolved, recognizing that not all input parameters are equally important, as was first
assumed in initial versions of CREAM. (Ung & Shen, 2011; Marseguerra et al, 2007).

The PSFs of the second generation were also derived differently than the first, in that

they focused on the cognitive impacts on operators, as opposed to the environmental
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impacts on the operators (Lee et al, 2011).

24.3 Modern Techniques

The first and second generation methods have been recently tailored and utilized in
other industrial areas. In some literature, they have been referred to as “third generation”
methods (Aven et al, 2006; Noroozi et al, 2013; Lopez et al 2010). The Nuclear Action
Reliability Assessment method was developed in 2005 and uses HEART as its base method
with the same mathematical formulas but with refined generic tasks encompassing actions
specific to the nuclear industry. (Bell, 2009) Additionally, the Hazard and Operability
Analysis (HAZOP) and Explosive Atmosphere (ATEX) methods are used in the chemical
industry, and Eurocontrol Safety Assessment Method (SAM) for air traffic control. Other
industries that have developed similar Human Reliability Assessment Methods include
railway transportation, medical and offshore oil installations (Aven et al, 2006; Noroozi et
al, 2013; Lopez et al 2010). These industry methods identify specific risk-influencing
factors (RIFs) and processes to quantify and incorporate them into their HEP calculation
(Aven et al, 2006). For example, a new methodology for Human Error Analysis of
emergency tasks in nuclear power plants, named AGAPE-ET (A Guidance And Procedure
for Human Error Analysis for Emergency Tasks), includes steps where the basic human
error probability (BHEP) is based on the HEP data sources of THERP, HEART, INTENT,
CBDT and CREAM with additional value assignment by analysis. The BHEP is further
modified by performance influencing factors (PIF) with weights obtained through
influencing factors decision trees (IFDT). For example, in an IFDT for a specific
procedure, the BHEP is multiplied by a factor of 10 if the safety culture was based on

economic motivation versus safety, and then by a factor of 5 if training and experience
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were deemed insufficient (Kim et al, 2004). Similar processes for incorporating weights in
order to scale error probabilities are discussed in MACHINE (Model of Accidental
Causation using Hierarchical Influence Network) and in WPAM (Work Process Analysis
Model) (Embrey, 1992; Davoudian, 1994). A method that was developed to identify
potential critical problems caused by human error on the basis of operating procedures
entitled the Human Error Criticality Analysis (HECA), uses expert opinion as the
information source to identify tasks that contain human error modes that have a higher
probability or severe effect defined as “human critical tasks”(Yu et al, 1999).

The second-generation methods incorporated the cognitive decision-making factors, but the
issues of expert subjectivity and the lack of situational human error data still remained
(Ung & Shen, 2011). To counter this issue, new tools have been developed that combined
fuzzy logic principles with second-generation methods such as CREAM to account for data
that tends to be qualitative, inexact or uncertain (Ung & Shen, 2011; Marseguerra et al,
2007; Konstandinidou et al, 2006; Podofillini et al, 2010). The analytic hierarchy process
(AHP) has been utilized in specific methods to structure the common performance
conditions, (CPC)s weight assignment by expert judgment(Steele et al, 2009; Lopez et al,
2010; Saaty, 1987).

Another example of a third generation method that uses a first generation method as its
base is the Nuclear Action Reliability Assessment (NARA). It was developed in 2005 by
Kirwan et al for the nuclear power company, British Energy. The method contains the
HEART methodology as its basis, but uses more recent data and is tailored to the UK

Nuclear Power Plant Probabilistic Safety Assessments and HRASs (Kirwan et al, 2005)
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2.5  Gaps and Problem Areas

There is a substantial amount of literature in the fields of electronics reliability, human
error probability and the use of risk analysis using risk matrices, but significant gaps and

problem areas are identified.

251 Problems with Reliability Methods for Electronics

Different methods for making reliability predictions of electronic systems have been
used since the 1950s. As electrical components changed and evolved throughout the
years, so have the methods of making these predictions. The resulting methodologies can
be grouped as two different schools of thought, each of which has certain limitations. One
method uses statistical analysis of empirical data in order to specify, predict and quantify
the reliability of a system based on the components within. MIL-HDBK-217 is the de
facto standard for making reliability prediction calculations(Wong, 1990; McLinn 1990).
This is the case not because it has been shown to be the most accurate or applicable, but
rather, because it has been the required process cited in government contracts (Denson
1998). Criticisms of the method include:

e Itis based on a constant failure rate model that can inaccurately quantify a
reliability value without fully taking into account factors relating the
physics of failure such as vibration and other mechanical stresses (Jones &
Hayes, 2001).

e Itisalso based on the Arrhenius model, which portrays reliability as

exponentially related to temperature, modeling chemical rates of reaction
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that clearly does not apply to electronics reliability (Hakim, 1991; Morris
& Reilly, 1993; Blanks, 1990). Specifically, microcircuit reliability is
independent of temperature below some set threshold, typically claimed to
be 125 to 150°C (Hakim, 1991).

The traditional probabilistic approach is not adequate to predict reliability
of new components as it depends on historical data for prediction of
reliability (\VVarde, 2009).

Even if failure rates are obtained using this method, there is no way to
understand the cause(s) of the failure (Varde, 2009).

Results of the analysis are based on past experience therefore new modes
of failure which could be encountered in the future do not form part of the

prediction model (Varde, 2009).

The other method uses physics of failure models to understand stress-induced failures in

components based on the system environment. Criticisms of the method include:

The approach is a significantly more complex compared to traditional
empirical methods. This is because each and every potential failure
mechanism must be analyzed to determine mean time to failure. The
failure mechanism with the shortest calculated life then becomes the weak
link which must be evaluated for potential design improvement (Morris &
Reilly,1993).

The models often only look at idealistic situations such as neglecting

latent defects introduced during manufacturing and make unrealistic

assumptions (Morris & Reilly, 1993).
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e Some failure models are not well understood and substantial research is
still required to understand these failure mechanisms (Varde, 2009).
e A potential flexibility problem exists with implementing a physics of
failure reliability prediction approach. If analyses are performed on proven
designs and indicate a potential problem, there may be an issue finding a
suitable substitute (Morris& Reilly , 1993).
What is needed is further research into available reliability methodologies and prescribe
either a recommended one, or devise a hybrid method which provides the best features of
all previously proposed with a clear and concise set of instructions for when the

individual methods are applicable (Thaduri et al, 2013).

2.5.2 Problems with Human Reliability Assessment Methods

The HRA methods of the “first generation” treated the probability of a worker making
an error similarly to a mechanical or electrical device experiencing a failure. The methods
“paid less attention to in-depth causes and reasons of observable human behavior”
(Pasqualle). These methods ignored the cognitive processes that underlie human
performance. They have been often criticized for not having considered the impact of
relevant PSFs (e.g. environment, and organizational factors) (Pasqualle, 2012; Bell, 2009).

The main criticisms of the second generation methods extend from the fact that some
of the shortcomings that motivated the development of the new methods still remained
unfulfilled (Pasqualle, 2012). The most prevalent ones being: (1) a lack of empirical data
for model development and validation, and (2), heavy reliance on expert judgment in
selecting PSF and their respective weights. (Pasqualle, 2012; Griffith et al, 2011; Bell,

2009). Additionally, no method has yet been developed incorporating factors accounting
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for individual, team and organizational behavior (French, 2009).

25.3 Problems with Risk Matrices

The risk matrix method is widely used, convenient and efficient tool for conducting
risk evaluations. It provides a color-coded ranking framework that can be used
qualitatively or quantitatively for different risk scenarios. However, multiple studies have
shown that there are inherent limitations of risk matrices that may lead to unstable
assessment results and cause unfavorable impacts on risk management and
communication (Ruan et al, 2015 & Thomas et al, 2014). In addition to the limitations
discussed in section 2.3.1, Thomas adds the following flaws to the use of risk matrices:

e Ranking Reversal: Lacking standards for how to number the axis has
evolved into two common practices: ascending and descending
numbering. In ascending numbering, the risk with the highest product
(Frequency x Consequence) is the highest risk, and should be the top
priority for mitigation. In descending order, the lowest product signifies
the highest risk. Studies have shown that changing the numbering scheme
can change the order of risk ranking.

e Range Compression: This is a limitation that that occurs when
consequences and probabilities are converted into numerical scores. The
issue exists when consequences of risks are lumped together into a single
column. The highest column can contain risks ranging from a complete
loss of a system function, to complete loss of a mission, to a loss of life
due to the loss of control of a system. This may give the false impression

that the risk are similar, but in reality the very different in magnitudes.
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e Category-Definition Bias: Using phrases conveying a probability
depends on context and personal interpretation (e.g. perception of the
consequence value). Although most research on this topic has focused on
probability-related words such as “improbable”, frequent”, “likely”, and

“very likely”, consequence-related terms such as “severe”, “major”, or

“catastrophic” would be likely to foster confusion and miscommunication.

2.5.4 A Summary of Gaps and Problem Areas

This literature review found no evidence of quantitative empirical research that
bridges the gap between methods for calculating the reliability of complex electrical
systems and determining the human error probability in the manufacturing of these
systems. Additionally, a Risk Management tool for tracking the risk of system failure
caused by user-induced defects to electrical components during the system assembly,
integration and testing phases also does not exist.

This dissertation research will close these gaps in research (illustrated in Figure 2-6)
and contribute to the body of knowledge by offering a methodology that uses the
validated HRA technique HEART and incorporates empirical data relative to failures
linked to human error to produce the categories and magnitudes of the PSFs.
Additionally, the proposed method will produce a list of failure mechanisms that are most
probable for occurrence based on the history of failures experienced and the parts used on
a specific project. The method is demonstrated using a Parts List from a typical space

flight assembly.
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Component Failure Data from User-Induced Defects

Figure 2-6: Goal of Research to Fill Present Gaps
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Chapter 3: Research Methods

Based on the literature review of methods for performing reliability analyses of
electronic systems and human error analyses, and the weaknesses observed in these
techniques, a need for a new method that is based on empirical data of failures caused by
human action, which is then used as an input in a validated human reliability assessment

method, has been observed.

3.1  Data Collection Methods

The research required in the development of this new methodology was conducted in
several steps. The first step was to conduct an analysis of failure reports of electrical
components from the NASA Goddard Space Flight Center (GSFC) Failure Analysis Lab.
These reports provide very in-depth investigations of components that failed at any time
during a period between component receipt from the manufacturer and system integrated
testing. Failures could have occurred at GSFC or a contractor facility. For the purpose of
this analysis, defects induced after manufacturing will be referred to as being caused by
the users. Using the information contained in the reports, the types of components that
failed during different stages of system integration were categorized, the main driving
factors that caused these failures were determined, and the point where the original defect
occurred that eventually caused the failure was deduced. Figure 3-1 illustrates the flow of
failure data analysis that will be described by this chapter. The final block in the figure
represents the incorporation of the analyzed data representing user-induced defects into an

HRA method which will be described in Chapter 4.
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Figure 3-1: Data Collection and Analysis Flow

The data analyzed consists of very detailed failure reports spanning a period of
approximately thirteen years, from January 2001 through September 2013. These reports
are created when a project at GSFC requests the lab to perform a detailed analysis of a
failed electrical component. Background information is described regarding the situation
that led to the failure such as the component failing visual inspection or electrical testing.
Occasionally detailed information regarding the assembly history was included such as
the incident occurring at initial power up or after extensive testing, or after specific
handling such as after a repair. A total of 283 reports were reviewed. Data from 232 were
categorized for this analysis. The remaining 51 reports described instances where the
initial failures were not confirmed in the Failure Analysis Lab. Situations where this can

occur include undetected defects in the component mounting (i.e. improper solder joint) or
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if the fault is intermittent. Figure 3-2 shows the number of failures that occurred per year,
with a mean of 18 failures per year and a standard deviation of 9.2. The analysis spans the
period of 2001 through 2013, with a maximum number of failures of 33 occurring in 2002

and a low of 2 failures occurring in 2004.
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Figure 3-2: Number of Electrical Failures per Year

3.1.1 Contents of the Failure Reports

The reports consist of specific component data:

. Part Number . Package description
. Part Type . Project Name
. Manufacturer . Investigator

. Part description
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Each report is also divided into the following sections:

. Generic data . Conclusion
. Background . Appended Test Data
. Part Description . Appended Photographs

. Analysis and Results

In order to accurately deduce the cause of the failures, the following pieces of equipment

and techniques are available to the investigators:

. Electrical meters . Scanning electron microscope
. Curve tracer . Infrared current mapping
. X-ray . X-ray fluorescence Spectrometry
. Digital microscope . Particle Noise Impact Detection
. Bright field illumination . Energy-dispersive X-ray
. Dark field illumination Spectroscopy
. C-Mode Scanning Acoustic . Plasma etching
Microscope . Cross Sectional Analysis

. Hermeticity Testing

3.2 Initial Data Analysis

3.2.1 Categorizing Electrical Failures

All of the failure reports were carefully examined to diagnose the root cause of the failure.
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The failures were sorted into the following categories in order to ascertain trends and

causes:

. Electrostatic Discharge . Mechanical Overstress
. Electrical Overstress . Foreign Material

. Thermal Overstress . Chemical Reaction

Electrostatic Discharge (ESD) is the failure mechanism that occurred when there was
evidence on the semiconductor die. The indication is typically in the form of a crater or
eruption through the oxide layer seen only using extremely high magnification such as a
scanning electron microscope. The incidence of ESD damage involves an almost
instantaneous transfer of electrical energy coupled with a very high static potential.
Thermal damage is minimal as compared to Electrical Overstress (Devaney et al, 2008;
Martin, 1999). Some of the reports mentioned situations where the device or circuit board
handling was suspect with respect to ESD prevention, but typically the damage induction

is not recognized by the handler. Figure 3-3 shows examples of ESD damage.
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(2)

(3) (4)

Figure 3-3: Examples of ESD damage

Examples of ESD damage. Scanning electron microscope (SEM)
view of gallium arsenide field effect transistor (FET) at two
magnification levels (1) & (2). Ultraviolet Light Emitting Diode
(LED) using optical microscope (3) and SEM (4). (Source: NASA)

Electrical Overstress (EOS) is a failure mechanism where damage occurs to an
electrical component that is operated above its absolute maximum electrical rated limits.
EOS is similar to ESD, but typically is slower, involves higher current, generating heat
resulting in thermal damage (Devaney et al, 2008; Martin, 1999). Some of the reports
listed obvious causes such as a loose energized test lead grazing a part or having a
component installed incorrectly. Often the failure involves other mechanisms such as
conductive foreign material that shorts two internal conductors resulting in excessive
current. Another situation is possible where the component malfunctions during electrical

testing using external power supplies. These power supplies can produce anomalous
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signals that exceed the limits of the components under test. Figure 3-4 shows examples of

EOS damage.

(1) (2)

Figure 3-4: Examples of Electrical Overstress
(1)Discoloration of die caused by EOS. (2) External capacitor damage
caused by EOS. (Source: NASA).

Thermal Overstress (TOS) is a failure mechanism where damage occurs when the
thermal energy exceeds the dissipation limits of the material (Devaney et al, 2008; Martin,
1999). The source of the high temperature can be external such as from an oven or
soldering iron or from an internal source such as excessive current during an EOS event.
Additionally, the thermal energy will also lead to material expansion which causes
additional failure mechanisms. Once again, certain failure reports described scenarios that
made the failure mechanism obvious such as the use of an improper temperature during
thermal testing or excessive soldering during rework. Figure 3-5 shows examples of TOS

damage.
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Figure 3-5: Examples of Thermal Overstress

(1)Large stacked multilayer ceramic capacitor with lead originally
soldered to side of frame (shiny spot mid-way of top picture. Excessive
thermal stress damage (bottom picture) (2) Crack in molded case of
tantalum capacitor emanating from used metal termination. Likely
cause is thermal over-stress as a result of improper soldering
operation. Source: NASA. (Source: NASA)

Mechanical Overstress (MOS) is a failure mechanism where damage occurs due to an
excessive mechanical force (Devaney et al, 2008; Martin, 1999). There were occasions
where the damage was caused by external forces due to blatant operator error such as
dropping a tool on a component or cracking a ceramic package due to excessive torque on
a mounting bolt. Less obvious external forces caused cracking of glass seals around leads
in ceramic packages probably caused from improper lead bend and trim operations. These
mechanical forces can also be generated internally due to a thermally expanding
encapsulant that provided a tensile force lifting a gold wire ball bond off its pad. Figure

3-6 shows examples of MOS damage.
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(1) (2)

Figure 3-6: Examples of Mechanical Overstress
(1) Crack in ceramic package due to mechanical over stress, probably
due to excessive force during lead bending operation. (2) Ceramic chip
capacitor showing evidence of mechanical over-shock: chip-out (black
arrow) and linear crack (white arrow). Tan block added to graphic in
order to conceal part number. (Source: NASA)

Foreign Material is the category that is defined as the presence of any material that is
not native, or not designed into the product, or any material that that is displaced from its
original or intended position within the device. Equipment used to detect the presence of
foreign material include X-ray, visual inspection, particle impact noise detection, and
energy-dispersive x-ray spectroscopy. Issues that can be caused by foreign material
include poor adhesion of epoxies, solder and wire bonds (due to contamination between
mating surfaces), and shorts caused by conductive particles between two conductors.

Additionally, the loss of hermetic seal allows for the open exchange of air into the device

cavity, which can also be considered a foreign material.
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Figure 3-7: Evidence of Foreign Material

Particle of foreign material inside hermetically sealed device that
prevented two metal contacts from closing. (Source: NASA)

Chemical reactions can be a subset of the foreign material category since usually there
is foreign material present that acts as a catalyst in a chemical reaction. Examples of
chemical reactions include the formation of dendrites which usually occurs in the presence
of water or the formation of intermetallic compounds between bonds of dissimilar metals

(Devaney et al, 2008; Martin, 1999).

Figure 3-8: Evidence of Chemical Reactions

Dendrite-like crystal growth across two conductors. Chemical reaction
involving silver and moisture. (Source: NASA)

The following figures depict the quantities of failures as a function of failure modes
and by part type. Figure 3-9 shows all of the failures for each of the different failure
mechanisms. Together, mechanical overstress and electrical overstress accounted for over
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half of the failures. Figure 3-10 shows all of the failures divided up by part type.
Microcircuits and passive devices are the part types that compose a majority of the

failures, accounting for over 56% of the failures.

80 1 Failure Mechanisms
70 -
60 -
50 -
(7]
g
5 40 -
L‘:"
30 -
20 -
O T T T T T
MOS EOS TOS ESD Foreign Chemical
Mat'l Reaction
Failure Type

Figure 3-9: Number of Electrical Failures by Failure Mechanism
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Figure 3-10: Number of Electrical Failures by Part Type

3.2.2 Determining Time of Defect Occurrence

Part of the analysis was also to determine when original defects occurred that later
caused a failure. The situation when the failure occurred during system integration was
typically included in the report (e.g. during electrical or thermal cycling testing), but
determining when the initial defect occurred was more challenging. The Background
Information section of each report occasionally gave an indication, but an example of a
perplexing defect is the presence of micro-fractures in a ceramic capacitor that eventually
causes an electrical failure. The presence of foreign material or mechanical detachments
inside hermetically sealed devices was regarded as manufacturer-induced defects.
Conversely, ESD defects were considered as user-induced defects. Manufacturers
typically have very stable, effective and regulated processes and techniques to prevent
ESD damage to their specific parts. These controls span material receipt through shipping.

The number of failures that were induced by the users of the components was more
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significant than expected. As discussed previously, information contained in various
reports described the situations during which defects were generated such as technicians
using incorrect procedures, dropping tools on printed circuit boards and incorrect
component installation. Defects were also linked to improper assembly of components
onto printed circuit boards. Examples include improper lead trimming and bending
damaging the glass seals around microcircuit leads, solder rework causing thermal stresses
that induce micro-cracks in ceramic surface mounted components, and improper
application of staking material which caused failures during vibration testing. Figure 3-11
shows that 41% of the failures were attributed to the user and that 59% were attributed to

the manufacturer. Figure 3-12 shows a breakdown of user-induced defects by part type.

Percentage of User-Induced Defects

m User Induced
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Figure 3-11: Percentage of User and Non-User-induced Defects
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Figure 3-12: User-induced Defects by Part Type

Figures 3-13 and 3-14 show the breakdown of different failure modes for microcircuits
and passive devices, the two part types that experienced the most user-induced defects.
The most common failure mechanism for microcircuits is ESD, while for passive

components, the most common failure mechanism caused by human error was MOS.
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Figure 3-13: User-induced Defects for Microcircuits by Failure Category

53



User-Induced Failures by Failure
25 - o .
Mechanism for Passives
3 20 -
E
E 15 -
o
o
€ 10 -
2
5 _
0 _
MOS TOS EOS
Failure Mechanism

Figure 3-14: User-induced Defects for Passives.

Figures 3-15 shows the breakdown of each of the component categories for user-induced
damage caused by ESD. The most common components were microcircuits, followed by
discrete circuits and hybrids have the fewest number damaged. The fact that microcircuits
had the largest number of ESD failures should not be surprising since they have smaller
silicon wafer feature geometry sizes for the integrated circuit, which typically makes the
devices more susceptible to damage (Vinson & Liou, 1998). As these devices get smaller
because of technology miniaturization, the risk of ESD damage will increase (Hickernell
et al, 1987). The fact that hybrids had the fewest failures due to ESD is twofold, first
because these are complex devices and there are fewer of them in a complete system, and
secondly, the internal active elements in the hybrids that are susceptible to ESD damage
are electrically protected by internal passive components (Taraseiskey, 1996). Figure 3-16

shows the breakdown of each of the component categories for user-induced damage
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caused by MOS. Figure 3-17 shows the breakdown of each of the component categories

for user-induced damage caused by TOS. Over 76% of the failed components were

passives.
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Figure 3-15: User-induced ESD Damage by Part Type
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Figure 3-16: User-induced MOS Damage by Part Type
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Figure 3-17: User-induced TOS Damage by Part Type

Figure 3-18 shows the total number of failures experienced due to the three majority
failure mechanisms that were caused by human error. The largest number of user-induced
failures was caused by ESD (35%). The second leading contributor was MOS (33%),

followed by TOS (21%).
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Figure 3-18: Top 3 User-Induced Electrical Failures by Mechanism
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The fact that so many defects were caused during component handling and system
assembly, integration and testing is concerning for several reasons. First, some of the
defects may be causing immediate failures that cause a delay in schedule as the failure is
troubleshot, the failed component replaced and the failure mechanism investigated. In
addition to the schedule penalty, there is also a budgetary penalty as additional services
need to be accomplished (e.g. repairs, failure analysis) along with normal project
expenditures during the delay. Secondly, these defects can possibly cause latent failures
that might not manifest until after mission commencement. The defects that were induced,
such as micro-cracks in ceramic surface mound devices, may not grow large enough to
cause a failure during burn-in or system testing. These cracks may further propagate
during the mission until a failure occurs. ESD failures have been known to cause latent
defects (Reiner 1995) and (Yoonjong & Myoung, 1998). Finally, the original reliability
prediction calculated for the design does not reflect the probability that these user-induced
defects and failures can occur. An example of this situation is if an identical electronic
circuit board is being assembled by two different facilities with identical parts, a reliability
assessment calculated based on the number of parts or on the physics of failure would be
identical. But if one facility used proper techniques, processes and equipment while the
other had a history of inducing defects, the field reliability and life expectancy would be
very different. This needs to be accounted for by making the reliability assessment more

accurate and having this risk identified and tracked separately.
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3.3 HRA Method Selection

The methodology proposed in this study uses electrical component failure data to
determine part categories and situations where failures occur more frequently due to
human error. The generic human error probabilities used in current methodologies will be
scaled with respect to the presence of these component categories and situations based on
all electrical failures encountered.

The HRA chosen for use in this study is HEART. It was designed to be a “quick and
simple method for quantifying the risk of human error” (Lyons et al, 2004). It is a popular
first-generation method that is “applicable to any situation or industry where human
reliability is important” (Lyons et al, 2004). Since the scope of this study focuses on the
specific tasks involved in the assembly and handling of electronic assemblies versus
factors influencing cognitive decision made by a control room operator, the use of a first-
generation method is appropriate. A simplified flow of the steps included in the HEART

method is illustrated in Figure 3-19.
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Figure 3-19: Flow of HEART Process

The method is based on a number of premises. (Bell, 2009)
e Basic human reliability is dependent upon the generic nature of the task to be
performed.
¢ In conditions with no additional external factors, this level of reliability will tend
to be achieved consistently with a given nominal likelihood within probabilistic
limits. The nominal HEP acts as a ceiling that the human reliability will not rise
above. (Kirwan, 1994)

¢ Since the additional external factors do exist, the human reliability may degrade as
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a function of the identified Error Producing Conditions (EPC).

The HEART method consists of nine Generic Task Types (GTTs), each with an

associated nominal HEP to the task. The generic tasks are shown in Table 3-1 along with

a description of each task, the nominal HEP and the values for the 5 -95" percentile

bounds (Kirwan, 1994).

Table 3-1: HEART General Tasks (Williams, J., C. (1986))

Task GENERIC TASK Nominal | 5"-95" percentile
Letter HEP Bounds

Totally unfamiliar, performed at speed with not real idea of

A likely consequences 0.55 0.35-0.97
Shift or restore system to a new of original state on a single _

B attempt without supervision of procedures 0.26 0.14-0.42

C Complex task requiring high level of comprehension and skill 0.16 0.12-0.28

D Fairly simple task performed rapidly of given scant attention 0.09 0.06-0.13
Routine, highly-practiced, rapid task involving relatively low _

E level of skill 0.02 0.007-0.045
Restore or shift a system to original of new state following _

F procedures with some checking 0.003 0.0008-0.007
Completely familiar, well-designed, highly practiced routine task
occurring several times per hour, performed to highest possible
standards by highly motivated, highly-trained and experienced

G person, totally aware of implications of failure, with time to 0.0004 0.00008-0.009
correct potential error, but without the benefit of significant job
aids
Respond correctly to system comment even when there is an

H augmented of automated supervisory system providing accurate 0.00002 0.000006-0.0009
interpretation of system stage
Miscellaneous task for which no description can be found.

M (Nominal 5" to 95™ percentile data spreads were chosen on the 0.03 0.008-0.11

basis of experience suggesting log-normality

There are also thirty-eight Error Producing Conditions (EPCs) that may affect the task

reliability, each with a corresponding weight, as determined by an analyst. Table 3-2

shows the EPC’s with respective weights (Kirwan, 1994). The magnitude of these weights

ranges from 3 to 17. NOTE: To maintain consistency, this range (3-17) will be maintained

in the proposed methodology for incorporating EPCs corresponding to part failures.
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Finally, there is an Assessed Proportion of Affect (Ap;) for each EPC which is another

multiplicative factor ranging from O to 1.

Table 3-2: HEART Error Producing Conditions (Williams, J., C. (1986))

Number Error Producing Condition Value

1 Unfamiliarity with a situation which is potentially important 17
but which only occurs infrequently or which is novel

5 A short_age of time available for error detection and 11
correction

3 A low signal-noise ratio 10

4 A means of suppressing or over-riding information or 9
features which is too easily accessible

S No means of conveying spatial and functional information 8
to operators in a form which they can readily assimilate

6 A mismatch between an operator’s model of the world and 8
that imagined by the designer

7 No obvious means of reversing an unintended action 8

8 A channel capacity overload, particularly one caused by 6
simultaneous presentation of non-redundant information

9 A need to unlearn a technique and apply one which requires 6
the application of an opposing philosophy

10 The need to transfer specific knowledge from task to task 55
without loss

11 Ambiguity in the required performance standards 5

12 A means of suppressing or over-riding information or 4
features which is too easily accessible

13 A mismatch between perceived and real risk 4
No clear, direct and timely confirmation of an intended

14 action from the portion of the system over which control is 4
exerted

15 Operator inexperience (e.g., a newly qualified tradesman but 3
not an expert)

16 An impoverished quality of information conveyed by 3
procedures and person-person interaction

17 Little or no independent checking or testing of output 3
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Table 3-2(cont.): HEART Error Producing Conditions (Williams, J., C. (1986))

13 A conflict between immediate and long term objectives 2.5

19 Ambiguity in the required performance standards 2.5
A mismatch between the educational achievement level of

20 L i 2
an individual and the requirements of the task

21 An incentive to use other more dangerous procedures 2
Little opportunity to exercise mind and body outside the

22 . ! . : 1.8
immediate confines of a job

23 Unreliable instrumentation (enough that it is noticed) 1.6

24 A need for absolute judgments which are beyond the 16
capabilities or experience of an operator '

25 Unclear allocation of function and responsibility 1.6

26 . . .. 14
No obvious way to keep track of progress during an activity

27 A danger that finite physical capabilities will be exceeded. 14

28 Little or no intrinsic meaning in a task 14

29 High level emotional stress 1.3

30 . . : : 1.2
Evidence of ill-health amongst operatives especially fever.

31 Low workforce morale 1.2

32 Inconsistency of meaning of displays and procedures 1.2

33 A poor or hostile environment 1.15

343 Prolonged inactivity or highly repetitious cycling of low 11
mental workload tasks (1st half hour) '

34b Prolonged inactivity or highly repetitious cycling of low 1.05
mental workload tasks (thereafter) '

35 Disruption of normal work sleep cycles 1.1

36 Task pacing caused by the intervention of others 1.06
Additional team members over and above those necessary to

37 perform task normally and satisfactorily. (per additional 1.03
team
member)

38 Age of personnel performing perceptual tasks 1.02

As described by the developer of the HEART method, a human factor analyst must
undertake the steps summarized in Table 3-3 in order to estimate the probability of failure

for a specific task (Kirwan, 1994).
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Table 3-3: HEART Methodology (Kirwan, 1994)

STEP | TASK Output
Generic Task Unreliability: Classify the task in terms
1 of its generic human unreliability into one of the 9 Nominal HEP

generic HEART task types (Table 3-1)

Maximum
predicted nominal
amount by which
unreliability may

increase
(Multiplier)
Proportion of
effect value
between 0 and 1

Error Producing Condition & Multiplier: Identify

relevant error producing conditions (EPCs) to the

2 scenario/task under analysis which may negatively

influence performance and obtain the corresponding
multiplier (Table 3-2)

3 Assessed Proportion of Effect: Estimate the impact
of each EPC on the task based on judgment

In the HEART method, the HEP is estimated by using an empirical expression of the

form:

1)
P = P, {H[(EPQ — 1) Ap; + 1]

l

where P is the probability of human error, P, is the nominal human unreliability, EPC; is
the ith error-promoting condition and Ap; is the engineer’s assessment of the proportional
effect for the ith EPC (Kirwan, 1994).

As mentioned earlier, the HEART technique has been popular for its simplicity and
ease of application, but there are criticisms of it. The “generic task categories and EPCs
are not independent of each other”, and the method is” highly subjective and relies heavily
on the experience of the analyst” (Pasquale, 2013; Pan, 2014; Bell, et al, 2009). The goal

of this study is to propose a technique that modifies a HEP not only with respect to the
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original HEART EPCs but also based on the presence of electrical components that have a

history of failing due to human error.
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Chapter 4: Proposed HRA Method

4.1 Method Synthesis

The goal for this quantitative Risk Analysis tool is to track the risk of electronic
hardware being damaged due to human error during system assembly, integration and
testing. One of the factors in determining the magnitude of this risk is the sensitivity or
vulnerability of the parts to the observed failure mechanisms. The second component for
determining the risk is the likelihood that defects are being induced at the facility being
analyzed. As previously mentioned, these HEP modification factors are obtained directly
from quantified failure data versus the use of expert opinion. Based on the information
obtained from the NASA GSFC failure analysis reports, the major failure mechanisms
caused by user-induced defects were ESD overstress, mechanical overstress, and thermal
overstress. These are the factors that will be incorporated into the HEP calculation since
the focus of the HEART method is on factors that have a major effect on performance
(Kirwan, 1994). These factors will be incorporated as additional EPCs, while the
Engineer’s Assessed Proportion (Ap;) will be determined from the percentages of failures
for each failure mechanism with respect to the total number of failures tracked (all failure
mechanisms combined). This is also consistent with the focus of HEART, in which the
Engineer’s Assessed Proportion signifies the degree of effect of each of the EPCs
(Kirwan, 1994). A basic representation of the proposed method is shown in Figure 4-1.
With the proposed tool, the EPC is a measure of the sensitivity or vulnerability each of the
individual electrical parts has to the different failure mechanisms, and the Ap; is a

function of the percentage of failed parts caused by the specific failure mechanism (EPC)
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over the total number of failed parts. For example, if a part is highly sensitive to a specific
failure mechanism, the EPC will be a high value. Conversely, if the facility handling the
part is specially equipped to handle the part without inducing defects caused by the same

failure mechanism, the degree of effect (Ap;) will be reduce the contribution of that EPC.

PROPOSED METHOD

Original HEART Method Failure Data
Background Task Select Generic
Information Task Type (G'|‘|')
Select Select
Appropriate Appropriate Failure Data
[EEme] FREiE Error Producing Error Producing
Conditions (EPC) Conditions (EPC)
Determine Determine
Analyst Input Proportion of Proportion of Project Parts Lists
Affect (Ap;) Affect (Ap;)

e e

Figure 4-1: Flow Chart for Original HEART Method and Proposed Method

4.1.1 Incorporation of Component Failure Factors into HEART Model
4.1.1.1 ESD Factor Calculation
As previously mentioned, the risk of inducing a defect due to ESD is directly related to

the sensitivity of the device to ESD damage. The ESD factor can be quantified with
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respect to an industry standard ESD rating for each component which is based on its
sensitivity to damage. These standard ratings for ESD are shown in Table 4-1 (ANSI,

2014).

Table 4-1: ESD Rating and Voltage Thresholds

ESD Rating| Voltage Threshold

0A <125
0B 125to <250

1A 250to <500

1B 500 to <1000
1C 1000 to < 2000

2 2000 to < 4000
3A 4000 to < 8000
3B >= 8000

Electrical components are classified by their sensitivity to a high voltage electrostatic
shock. The more sensitive the component, the lower the magnitude of voltage shock
required to damage the component. Typically, ESD damage is induced with no warning or
obvious signs on the component. While handling electronics, the generation of electric
charges must be continuously monitored and mitigated. For background information,
Table 4-2 shows typical electrostatic voltages that can be generated by human actions for
two different levels of relative humidity (3M, 2015). These values are extremely high,
relative to the maximum ESD voltage ratings shown in Table 4-1. The reason that devices
are not damaged more frequently is due to ESD Protected Areas that have specific
controls in order to prevent the generation of high electrostatic voltages. These areas use
equipment and tools made of specific materials that prevent high electrostatic voltages

from being generated. They also contain monitoring equipment that alarms if controls are
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not in satisfactory condition (3M, 2015).

Table 4-2: Typical Electrostatic VVoltage Generation Values

Means of Generation 10-25% RH 40 % RH
Walking across carpet 35,000V 15,000V
Walking across vinyl tile 12,000V 5,000V
Motion of Individuals Not Grounded 6,000V 800V
Remove Bubble Pack from Package 26,000V 20,000v
Poly bag picked up from bench 20,000V 10,000V

Table 4-3 shows the mapping of ESD ratings to EPC values. The EPC values range
from 3 to 17 (Kirwan, 1994). As mentioned earlier, this range is used in order to maintain
consistency with the original HEART method. The first column lists out all of the ESD
ratings for electrical parts. The second column shows the respective EPC value. The
values are a linear distribution with the most sensitive part rating, OA, receiving the
maximum EPC value of 17, and the least sensitive part, 3B, correlating to the lowest EPC
value, 3.

Table 4-3: Mapping of ESD Ratings to EPCgsp Values

ESD Rating EPC;sp Value
OA 17
0B 15
1A 13
1B 11
1C 9
2 7
3A 5
3B 3
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The EPCeggsp for the assembly is calculated using the following equation, which calculates

the mean EPCggp for all of the individual electrical components,

n

1
Assembly EPCgqp = EZ X;
i=0

)

where n represents the total number of electrical components in the assembly, and x;
represents the EPCgsp corresponding to the ESD rating for the ith component (Bertsekas,
2008). The Engineer’s Assessed Proportion of Effect for ESD is the proportion of failures
induced by the user caused by ESD to the total number of failures induced by the users, as

shown in Equation 3.

@)

where Apggp represents the Engineer’s Assessed Proportion of Effect for ESD, nggp, is
the total number of components that failed due to ESD and N represents the total number
of failed components in the analyzed source data. This formula is the mathematical
equivalent of calculating the proportion of ESD failures to the number of total failures

(Bertsekas, 2008).

4.1.1.2 MOS Factor Calculation

The EPC for mechanical overstress (EPCwos) can be quantified based on specific
issues relating to part handling and the assembly process. One leading cause of failure
due to MOS is a result of bending and cutting the leads of certain electrical components

(J-STD, 2010). This process is necessary in order for the component to be correctly
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mounted on the printed circuit board with all of the correct electrical connections. Since
components come in various shapes, sizes and lead configurations, this process needs to
be tailored for different parts. If the process is done incorrectly, the glass seal that
surrounds each of the metal leads as it leaves the component body can be damaged, or
possibly the component body itself may be damaged as indicated by cracks and chip-outs.
Human error-induced defects can also be attributed to the improper handling of electrical
components made from brittle materials such as ceramic, also indicated by cracks and
chip-outs. These cracks may start out as micro-cracks, which may not be detected during
inspection, but propagate and expand over time. Additionally, the improper staking of
larger components can cause a part to fail during or after vibration testing. Each of these
examples was observed in the source failure data.

The EPCwos is obtained from a careful analysis of the parts involved in the electrical
hardware assembly being assessed for the likelihood of human error. The assessor will
need information from the design and component engineers regarding the number of parts
that require lead bend-and-trim operations or unique mounting techniques and the stresses
encountered during these processes. Based on this information, the assessor will assign
each part a score between the values 0.18 and 1. An electrical part encountering more
mechanical stresses during the assembly process will receive a score closer to 1. This
score is then multiplied by 17 to generate the part’s EPCyos. The resulting part’s EPC
weighting will be within the range of 3-17, consistent with the range of all other EPCs.
The EPCos for the assembly is obtained in the same way as with ESD, which is to
calculate the mean of the individual parts’ EPCwups. The Engineer’s Assessed Proportion

of Effect for MOS (Apy0s) is the proportion of failures induced by the user caused by
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MOS to the total number of failures induced by the users, obtained from the original

failure data.

4.1.1.3 TOS Factor Calculation

The EPC for thermal overstress (EPCros) is obtained from a similar analysis of the
parts involved in the electrical hardware assembly task. A significant number of parts
from the source failure data analysis showed a detrimental contribution from touch-up
soldering, a technique where a technician creates an initial solder joint which may not be
satisfactory, and then reapplies the soldering iron to the component joint in order to
redress it. Depending on the duration of time the soldering iron is applied, subsequently
reapplied and the time in between, large temperature excursions may occur that cause
irregular material expansion resulting in tensile stresses (J-STD, 2010). These stresses can
cause fractures in the material. Failed solder joints and thermal damage were also
observed after repeated soldering evolutions that were required to replace a failed
component. Once again, the assessor will need information from the design and
component engineers regarding the assembly process, specifically the soldering or epoxy
techniques that will be used to mount the components. As with EPCyos, this information
will then be used to generate a score between 0.18 and 1. This score will then be
multiplied by 17 to obtain a EPCros within the range of 3-17. The EPC+os for the
assembly is obtained in the same way as with ESD, which is to calculate the mean of the
individual parts’ EPCros. The Engineer’s Assessed Proportion of Effect for TOS (Apros)
is the proportion of failures induced by the user caused by TOS to the total number of

failures induced by the users, obtained from the original failure data.
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4.2 Risk Communication

As discussed previously, the goal of the proposed method is to provide system
engineers and risk analysts a quantitative tool to manage the risk of electrical part failure
caused by defects induced by users during system assembly, integration, and testing. It is
based on the HEART method, which not only provides system engineers with a
probability for human error, but also an ordered listing of relative contributions of each of
the EPCs as a more effective method to communicate risk. Another common way of
communicating risk to multiple stakeholders is using a risk matrix (discussed in section
2.2.1), as it can streamline all risks into one picture and show relative rankings (EImonstri,
2014). The proposed method utilizes a modified risk matrix (unidimensional risk factor
vector (RFV)) to communicate the risk associated with electrical parts that are under
analysis. Instead of the conventional axes representing “Probability” and “Consequence”,
only a risk factor (RF) associated with probability is represented and plotted on the
horizontal axis. The RF is calculated for each part as the product of the EPCs for each of
the failure mechanisms analyzed, and the Engineer’s Assessed Proportion of Effect for
each failure mechanism, respectively, shown in the following equation (shown for the ESD

failure mechanism)

EPCgspiiy * APEesp
17 “)

Risk FaCfOT(i) ESD =

where i represents each individual electrical component in the assembly,

Risk Factor (i) g, represents the RF related to ESD for the ith component, EPCgsp;)
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represents the EPC for ESD for the ith component, and Apgsp, represents the Engineer’s
Assessed Proportion of Effect for ESD. The right-side product is divided by 17 since each
of the failure mechanisms’ EPCs in section 4.1 was multiplied by a scaling factor of 17 in
order to maintain consistency with the original HEART method. This scaling factor is not
necessary for the RFV, since the resulting RFs will be between the range of 0 and 1.

To account for “consequence”, an analysis such as an FMEA (discussed in section
2.2.2) can be used to determine the criticality of electrical components, that is, to
differentiate between critical and non-critical items. NASA defines “critical” as a condition
where failure can “potentially result in loss of life, serious personal injury, loss of mission,
or loss of a significant mission resource” (NASA, 2013). This will effectively correlate
with consequence. Thus, a separate RFV can be populated for critical and non —critical
components. Figure 4-2 shows an example of an unpopulated RFV. The RF for each part

relative to each failure mechanism is plotted along the horizontal axis.

LOW MODERATE HIGH

0.1 0.2 0.3 0.4 0.5 06 | 0.7 0.8 | 0.9

Figure 4-2: Risk Factor Vector

In sections 2.3.1 and 2.5.3, flaws identified in the use of risk matrices are discussed
(Cox et al., 2005 &Thomas et al, 2014). Most of the flaws stem from the fact that the
matrix population requires quantitative determination of magnitude along two

dimensions, in terms of consequence and probability. This process is usually
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accomplished by experts. The use of the RFV eliminates these flaws since (1) the source

of plotted quantitative information is empirical failure data and (2) only a probability

factor is plotted since the consequence is determined using an FMEA or similar tool.

Table 4-4 lists each of the flaws described by Cox and Thomas and a description of how

they do not apply to the RFV.

Table 4-4: Applicability of Risk Matrix Flaws

Risk Matrix Flaw

Applicability

Poor resolution

Even though the vector is shown with squares for clarity, the RF
for each part can be positioned according to its magnitude

Ranking error

Since plotting is only on the horizontal axis, the ranking is directly
taken from the RF values.

Suboptimal resource
allocation

This flaw is a direct result of Ranking Error. Since this flaw is
overcome with the RFV, suboptimal resource allocation is not an
issue.

Ambiguous inputs and
outputs

This flaw is based on subjective interpretations. Since the EPCs and
Assessed Proportions are determined using empirical failure data,
there are no issues to interpret.

Ranking Reversal

Ranking is directly from the RF values.

Range Compression

This flaw exists due to the classification of different consequences.
Since the RFV is constructed for only one consequence level
(critical of non-critical), Range Compression is not an issue

Category-Definition Bias

This flaw is affected by context and personal preferences such as
perception of consequence. Since the RFV is constructed for only
one consequence level, Category Definition Bias is not an issue.
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Chapter 5: Method Demonstration, Analysis and Discussion

5.1  Typical Electrical Hardware Assembly Flow

Figure 5-1 illustrates a typical flow of electrical space flight hardware production from
initial part receipt to final installation to the completed electrical hardware being launched
in the spacecraft (Abid, 2005). The flow begins with the receipt of individual electrical
parts from different vendors. Technicians unpack and inspect the components and all
documentation with respect to procurement requirements. All the steps of the flow include
handling the individual parts, meaning that the steps must be performed in facilities where

all necessary precautions to prevent ESD damage have been taken.
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Figure 5-1 Typical Development Flow of Space Flight Electrical Hardware
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5.2 Example Scenario

To illustrate the proposed method, an example will be used depicting the assembly
process for space flight electrical hardware. The scenario involves the decision of Project
Management to assess the likelihood (risk) of a technician damaging an electrical part
during the assembly phase of system development. This phase begins when the technician
receives all of the parts required for the assembly along with all procedures and technical
drawings. The steps contained in this process include part cleaning, pre-treatment, which
includes bake-out to remove absorbed moisture, fitting, which includes bending leads to
make the component fit the printed circuit board (PCB), permanent attachment using
solder or epoxy, and final PCB cleaning to remove any foreign material or residue such as
soldering flux. Additional details of the example scenario include that the technician is
trained, but lacks experience. The technician understands that the work involves space
hardware, but does not fully appreciate the extreme sensitivity of certain electrical
components to ESD damage, temperature and mechanical stresses. The worker is also
forced to work over a weekend, which could add low morale factors.

There are obvious human-machine interfaces through which there is a possibility that
human-induced defects are introduced into the system. The example will demonstrate the
effect the component based EPCs have on the HEP, by first assessing the HEP using the

unmodified HEART method.

5.2.1 Original HEART Method
The initial step on a HEART assessment is to use the given scenario information to

select the type of generic task (as previously explained, one of nine possible options). As
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there are only nine options, a 100% match is highly unlikely, meaning that generic task
selection must be based on the closest match to the given scenario (Kirwan, 1994). Based
on the background information from the example scenario, the following selection was

made:

Type of Generic Task: (G) Completely familiar, well-designed, highly practiced, routine
task occurring several times per hour, highly trained and experienced person, totally
aware of implications of failure, with time to correct potential error, but without the aid of
significant job aids.

The nominal human unreliability (P,) obtained from the HEART Method for generic task
Gis:

P, = 0.0004 (5th-95th percentile bounds: 0.00008-0.0009)

Table 5-1 shows the calculations to determine the assessed effects of all the contributing
factors. The calculations for this example and the subsequent one (along with spreadsheets
contained in Appendix A) were completed using Microsoft Excel (Microsoft Office

Professional Plus 2010 and Excel Version 14).
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Table 5-1: Example HEART Calculation

Total Engineer’s
Error Producing HEART Assessed
Condition Proportion of Effect Assessed Effect
Effect
(0-1)
A mismatch
between a _
perceived and real 4 06 (4-1)x06)+1=28
risk
Operator _
. : 3 0.5 ((3-1)x05)+1=20
inexperience
Low morale 1.2 0.6 (1.2-1)x06)+1=11

The assessed probability of human error (along with the 5™-95™ percentile bounds) is then

calculated using Equation (1):

HEP =0.0004 x 2.8 x 2.0 x 1.1 = 0.0025 (5th-95th percentile bounds: 0.0005 — 0.0056)

The relative contribution made by each EPC to the amount of unreliability modification is

as follows:

Table 5-2: EPC Relative Contribution

Contribution Made to

Error Producing Condition Unreliability Modification

A perceived mismatch

between a perceived and real 47%
risk

Operator inexperience 34%

Low morale 19%
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EPCesp for the assembly is calculated using the following equation, which represents the

mean of all of the sensitive electrical components:
n
1
Assembly EPCggsp = ;Z X; )

where n represents the total number of components. By comparing the contributions of
each of the EPCs, the most effective course of action to reduce the probability of human
error would be to conduct training on the difference between perceived risk and real risk

followed by increasing the level of supervision due to the technician’s lack of experience.

5.2.2  Proposed Methodology with Component Failure Data Factors

The proposed method uses all of the previously listed components of the HEART
method, with the addition of the factors for the components’ majority failure mechanisms.
Appendix A contains tables that include a parts list for a typical electronic space flight
assembly along with part number, description, and quantity. The tables then list the ESD
rating, MOS factors and TOS factors, respectively. These factors were determined using
the process described in section 4.1. The values are then used to calculate the assembly
EPCesp, EPCmos, and EPCros.

Table 5-3 shows the calculations to determine the assessed effects of all the contributing

factors.

80



Table 5-3: Example HEP Calculation with Electrical Component EPCs

Engineer’s Assessed

Assessed Effect

Errzrozzci)::g;mg TOt::cf:EfRT Proportionlc;f Effect (0-
A perceived mismatch
between a perceived and 4 0.6 ((4-1)x0.6) +1=2.8
real risk

Operator inexperience 3 0.5 ((3-1)x0.5)+1=2.0
Low morale 1.2 0.6 ((1.2-1)x0.6)+1=1.1

ESD 4.5 0.36 ((4.5-1)x0.36) +1=2.3

MOS 4.2 0.34 ((4.2-1)x0.34) +1=2.0

TOS 5.74 0.22 ((5.74-1) x0.22) +1=2.0

The resulting HEP assessment for the assembly of electrical components on a printed

circuit board that adds the effects of electrical component failure data with respect to ESD,

MOS and TOS risks is calculated using Equation (1):

HEP =0.0004 x 2.8 x 2.0 x 1.1 x 2.3 x 2.0 x 2.0 = 0.023 (5th-95th percentile bounds:

0.0045 — 0.051)

The proportional contribution each of the EPC is summarized in Table 5-4.
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Table 5-4: EPC Relative Contribution with Failure Factors

Error Producing Condition Contribution Mng to Unreliability
Modification
A perceived mismatch
between a perceived and real 23%
risk
ESD 19%
Operator inexperience 16%
MOS 16%
TOS 16%
Low morale 9%

The Risk Factor Vector for the individual parts, with respect to failure mechanisms is
shown in Figure 5-2. For clarity, only parts with a RF greater than or equal to 0.1 are
shown. Additionally, if parts had the same RF value, the symbols were stacked vertically
to remain legible. The figure shows that the most risk lies in parts W (for MOS) and T,L,

and J (for ESD). The original data for populating the RFV is shown in Table 5-5.

Low MODERATE HIGH

WMOS
TESD
I'ESD

JESD

01 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9

Figure 5-2: Risk Factor Vector for Proposed Method Example
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Table 5-5: Risk Factor Vector Data Table

ESD MOS

Part | Risk Factor Part | Risk Factor
J 0.30 L 0.12
L 0.30 T 0.20
T 0.30 U 0.25
U 0.10 V 0.20
V 0.15 W 0.30
W 0.10 X 0.15
X 0.15 Y 0.20
Y 0.15

5.3 Results Analysis
The result of the proposed methodology shows a significant increase in the probability
of human error that may cause assembly failure. Table 5-6 shows the contributions of the
EPCs for both the HEART method and the proposed method. By comparing the
contributions of each of the EPCs, under-appreciation of the difference between perceived
risk and real risk is still the most likely cause of human error, but a key piece of new
information is the knowledge of the most likely failure mechanisms for the electronics due

to human error, based on the specific parts being used.
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Table 5-6: Relative Contribution of HEART and Electrical Component EPCs

Error Producing

Contribution Made to
Unreliability Modification

Contribution Made to
Unreliability Modification

Condition
Original HEART Method Proposed Method
A perceived
mlsma_tch between 47% 93%
a perceived and real
risk
_ Operator 34% 16%
inexperience
Low morale 19% 9%
ESD N/A 19%
MOS N/A 16%
TOS N/A 16%

The most effective course of action to reduce the probability of assembly failure would be

to verify the condition of all ESD handling equipment and review prevention procedures.

Additional actions would be to review lead bend-and-trim and soldering operations,

possibly practicing on spare components. Finally, to reduce the probability of

experiencing TOS damage to parts, training and guidance can be offered to any thermal

operations such as soldering, curing and thermal-cycle testing.

These conclusions are verified with the risk factor vector shown in Figure 5-2. Out of
the 4 part/failure mechanism combinations that had the highest risk factor, 3 had the risk

associated with ESD. It was also confirmed that TOS had a low contribution to the overall

risk of failure since no part had a RF for TOS that was greater than or equal to 0.1.
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Chapter 6: Conclusion and Future Research

6.1 Conclusion

This dissertation fills a gap in the academic literature and contributes to the body of
knowledge within the disciplines of Risk Analysis and Systems Engineering by proposing a
method for incorporating electrical component failure data into the Human Error
Assessment and Reduction Technique (HEART) for estimating the human error probability
(HEP) resulting in electrical system failure. In the development of a complex electrical
system, Project Management can use this HEP in the program’s Risk Assessment, to more
accurately assess the risk of system failure occurring not only during the assembly,
integration and testing phases of system development, but also during the mission life.
This is due to the potential of defects occurring during the development phase resulting in
an electrical failure during the mission execution phase. The source of risk being assessed
pertains to the failure of an electrical component that is linked to a defect induced by
human error. An example involving the task of assembling electrical components onto a
printed circuit board is used to demonstrate the HEP estimation using the traditional
HEART method where the EPC’s and engineer’s assessment of the proportion are
determined from a given scenario. The example then shows the HEP estimation using the
proposed method where additional EPCs are incorporated based on ESD, MOS and TOS
factors in the presence of electrical components that have a history of failing due to these
failure mechanisms.

The proposed method clearly shows a higher HEP. This new estimate represents a
higher risk of system failure and reflects the presence of electrical components that are
sensitive to specific stresses encountered during the assembly process. If the components

used in the equipment were less sensitive, encountered less stress during the assembly
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process, or if their failures occurred less frequently in the past, then the expected HEP
would approach the estimate from the traditional HEART method, whose EPCs modify the
HEP only to account for a general risk level for during assembly.

A significant benefit of the HEART method which is expanded in the proposed method
is the calculation of EPC contribution. This is critical in prioritizing mitigation actions
when the estimated risk reaches a program’s predetermined threshold. The effect of the
EPCs regarding the different failure mechanisms are assessed separately, so clear actions
can be taken to reduce the risk of damaging components that have historically shown a
sensitivity to failure mechanisms encountered in the human—machine interface. If the HRA
is conducted early in the design stage of system development, high risk parts can possibly
be substituted for ones that have a lower probability of becoming defective due to user
error. Similarly, processes can be altered making these user errors less frequent. The HRA
becomes a “living” risk assessment, that is updated with respect to changes being made to
parts on the parts list and observing the effect that process changes have on the frequency
of part failures (Goble & Bier, 2013).

Additionally, the proposed method includes a mechanism to graphically communicate
the risk, relative to the individual electrical parts and the failure mechanisms they are most
susceptible. Instead of using a risk matrix, the method utilizes a unidimensional risk factor
vector to plot the risk of failure for each of the electrical parts relative to the failure
mechanism for which it is most sensitive. The “consequence” component of a typical risk
matrix is accounted for by dividing the components into critical and non-critical categories
using an FMEA. Thus, a separate RFV can be populated for critical and non-critical

components.
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As previously discussed, these failure mechanisms can cause defects in electrical
components that will not result in immediate failures and therefore their condition may not
be detected during testing. The environment, in which electrical equipment will operate,
such as outer space, adds significant, but predictable stresses, such as vibration during
liftoff or thermal cycling during transit. It is possible that electrical components, damaged
during the assembly, integration and testing process, will fail when encountering these
typical mission stresses, long before their predicted failure due to wear-out. The goal of this
proposed method is to prevent these failures from occurring during the mission life by
highlighting the risk of user-induced defects to sensitive components during system
development and providing specific areas to apply risk mitigation actions.

The discipline of Risk Analysis, as described by Paté-Cornell and Cox in their paper,
Improving Risk Management: From Lame Excuses to Principled Practice is composed of
three pillars: “Risk Assessment, Risk Management, and Risk Communication” (Paté-
Cornell & Cox, 2014). The proposed method addresses all three of these “pillars”. Risk
Assessment asks the question, “How big is the risk?” The proposed method begins with
the thorough trouble-shooting and analysis of all electrical component failures during
system development in order to determine responsible failure mechanism, and then
continues with further analysis to determine susceptibility of all parts to these failure
mechanisms. It tracks the failures that occurred for trend analysis. Risk Management asks
the question, “What shall we do about it?” The proposed method offers project
management and system engineers a ranked listing of error-producing conditions that can
be used to prioritize mitigation actions. Finally, Risk Communication asks, “What shall

we say about it, and how?”” The proposed method uses the ranked listing of error
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producing conditions and a risk factor vector that graphically shows the parts with their
respective failure mechanism in a format similar to a risk matrix, from red to green. This
quickly communicates the electrical components and failure mechanisms that pose the
largest risk of system failure to all stakeholders.

In summary, the proposed method provides a tool that uses statistical analysis to reveal
mechanisms pertaining to defects caused by human error. The data from this analysis is
integrated into a current HRA method. The output of the new method provides
information to program management regarding the risk of system failure due to user-
induced defects based on the program’s electrical parts lists. This information is
communicated via a HEP, a ranked listing of error-producing conditions from which
management can prioritize mitigation actions, and a risk factor vector. The research

described in this dissertation answers the Research Questions posed in Section 1.2.

6.2 Future Work

The work conducted for this dissertation offers the following opportunities for future
risk analysis and systems engineering research:
1. Increase the scope of the initial failure analysis to include failure mechanisms that are
caused during the component assembly process at the manufacturer facility, such as
foreign material inside a hermetically sealed package. This will add to the risk that is
being managed by a system development project. If the analysis shows that this is a
significant source of failures, mitigation steps such as changing vendors or adding
screening tests during assembly can be added to reduce this risk.
2. Incorporate the use of the proposed system during future electrical system

development. Develop a process where all parts being considered for use in a new design
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are compared to the parts in the failure database. If the proposed part is the same as one
that failed in a previous system, the specific circumstances that caused the failure have to
be reviewed and any possible corrective actions need to be incorporated into current
processes. Failures that occur during system assembly and integration need to be
continuously tracked so that a determination can be made if the numbers are going up,
down or staying even. This will aid in further quantification and validation of this method.
This needs to continue also for failures that occur during the mission lifetime, which, as

discussed previously, is more difficult. The goal for all of these numbers is to go down.

89



References

3M. (2015). ESD control Handbook — Static Control Measures. Downloaded 14 Sep,
2015 from: http://solutions.3m.com/3MContentRetrieval APl Abid, M.M., (2005).
Spacecraft Sensors. John Wiley & Sons, Ltd.

ANSI/ESDA /JEDEC (2014). JS-001-2014: For Electrostatic Discharge Sensitivity
Testing Human Body Model (HBM) — Component Testing. Electrostatic Discharge
Association and JEDEC Solid State Technology Association. p. 21 Table 3.

Aven T., Hauge S., Sklet S., & Vinnem J. (2006). Methodology for Incorporating Human
and Organizational Factors in Risk Analysis for Offshore Installations.
International Journal of Materials & Structural Reliability. 4(1): 1-14.

Bell, J., Holroyd, J., (2009). Review of human reliabilityassessment methods. Research
Report RR679. Health and Safety Executive (HSE) Books. 1-79.

Bertsekas, D. P., Tsitsiklis, J. N. (2008). Introduction to Probability. Second Edition.
Athena Scientific, Nashua, NH.

Blanchard, B. S. and Fabrycky W. J. (2005). Systems Engineering and Analysis.

Prentice Hall.5" Edition.

Blanks, H.S., (1990). Arrhenius and the Temperature Dependence of Non-Constant
Failure Rate. Quality and Reliability Engineering International. 6. 259-265.

Brown O, Long A, Shah N, Eremenko P. (2007), System lifecycle cost under uncertainty
as a design metric encompassing the value of architectural flexibility. AIAA
SPACE 2007 Conference and Exposition, Long Beach, California.

Buede, D.M., (2009). The Engineering Design of Systems. 2" Ed. John Wiley and Sons,

Inc.

90



Cacciabue P. (2004). Human error risk management for engineering systems: a
methodology for design, safety assessment, accident investigation and training.
Reliability Engineering and System Safety. 83: 229-240.

Castet J.F., Saleh, J.H., (2009), Satellite and satellite subsystem reliability:

Statistical data analysis and modeling. Reliability Engineering and System Safety,
94,1718-1728.

Castet J.F., Saleh, J.H., (2009), Satellite reliability: Statistical data Analysis and
Modeling. AIAA SPACE 2007 Conference and Exposition, Pasadena,
California. 1-28.

Castet J.F., Saleh, J.H., (2010), Beyond reliability, multi-state failure analysis of a
satellite subsystem: A statistical approach. Reliability Engineering and System
Safety, 95, 311-322.

Cooper S. Ramey-Smith J., Wreathall G., Parry D., Bley W., Luckas J., & Taylor A.
(1996). Technique for Human Error Analysis (ATHEANA) - Technical Basis and
Methodology, Description. NUREG/CR-6350. Nuclear Regulatory Commission.
Washington DC.

Coppola A. (1984). Reliability engineering of electronic equipment: A historical
perspective, IEEE Transactions on Reliability, R-33(1): 29-35.

Cox, L. A. J., Babayev, D., & Huber, W. (2005). Some Limitations of Qualitative Risk
Rating Systems. Risk Analysis, 25(3), 651-662.

Cox, L. A. J. (2008). What's Wrong with Risk Matrices? Risk Analysis, 28(2), 497-512.

Davoudian K., Wu J., & Apostolakis G. (1994). Incorporating organizational factors into

risk assessment through the analysis of work processes. Reliability Engineering

91



and System Safety. 45: 85-105.

Denson, W., (1998). The History of Reliability Prediction, IEEE Transactions on
Reliability, 47 (3), 321-328.

Devaney, J.R., Hill, G.L., Seippel, R.G. (2008). Failure Analysis Mechanisms,
Techniques, & Photo Atlas. Spokane, WA. Failure Recognition & Training
Services, Inc.

Dezelan, R.W., (1999). Mission Sensor Reliability Requirements for Advanced GOES
Spacecraft,” Aerospace Report NO. ATR-2000 (2332)-2.

Di Pasquale, V., lannone, R., Miranda, S., Riemma, S. (2012). An Overview of Human
Reliability Analysis Techniques in Manufacturing Operations. InTech.

Downloaded from: http://dx.doi.org/10.5772/55065. 221-240.

DoD (2001). Systems Engineering Fundamentals. Defense Acquisition University
Press. DoDD 3150.1 (2001).

DoD. (2013). Risk Reporting Matrix, from https://acc.dau.mil/riskmatrix

Elmonstri, M. (2014). Review of the Strengths and Weaknesses of Risk Matrices. Journal
of Risk Analysis and Crisis Response, 4(1), 49-57.

Embrey D.( 1992). Incorporating management and organisational factors into
probabilistic safety assessment. Reliability Engineering and System Safety. 38:
199-208.

Fremont, H., Duchamp, A., Gracia, F., (2012), A methodological approach for
predictive reliability: Practical case studies. Microelectronics Reliability. 52,
3035-3042.

French et al. (2009). Human Reliability Analysis: A Review and Critique. Manchester

92


http://dx.doi.org/10.5772/55065
https://acc.dau.mil/riskmatrix

Business School Working Paper, Number 589 available:
http://lwww.mbs.ac.uk/research/workingpapers/

Goble R., Bier V., (2013). Risk Assessment Can Be a Game-Changing Information
Technology-But Too Often It Isn’t. Risk Analysis. 33(11): 1942-1951.

Greason, W., Kucerovsky, Z., Chum, K.(1992). Experimental Determination of ESD
Latent Phenomena in CMOS Integrated Circuits. IEEE Transactions on Industry
Applications. July/August 28(4): 755-760.

Griffith, C.D., Mahadevan, S.(2011). Inclusion of fatigue effects in human reliability
analysis. Reliability Engineering & System Safety, 96 (11), 1437-1447.

Grozdanovic M., Stojiljkovic E.,( 2006). Framework for Human Error Quantification.
2006 FACTA UNIVERSITATIS: Philosophy, Sociology, Psychology. 5(1): 131-
144,

Haimes, Y. (2009). Risk Modeling, Assessment and Management: John Wiley & Sons.

Havlikova, M., Jirgl, M., Bradac, Z. (2015). Human Reliability in Man-Machine
Systems. Procedia Enginerring. 100(2015). 1207-1214.

Huh, Y., Lee, M., Lee, J., Jung, H., Li, T., Song, D., Lee, Y., Hwang, J., Sung, Y., Kang,
S. (1998). A Study of ESD-Induced Latent Damage in CMOS Integrated Circuits.
IEEE 36 Annual International Reliability Physics Symposium. 279-283.

IEEE Standard 1413.1. (2002). IEEE Guide for Selecting and Using Reliability
Predictions Based on IEEE 1413. IEEE Standards Coordinating Committee 37

International Council On Systems Engineering (INCOSE) (2011). Systems
Engineering Handbook Version 3.2.2, October, 2011.

ISO/IEC 15288 (2015). Systems and Software Engineering - System Life Cycle

93



Processes.

J-STD (2010). Space Applications Electronic Hardware Addendum to IPC J-STD-001E
Requirements for Electrical and Electronic Assemblied. Joint Industry Standard.
IPC.

Jais, C., Werner, B., and Das, D. (2013). Reliability predictions: Continued reliance on a
misleading approach. Prepared for the Annual Reliability and Maintainability
Symposium, January 28-31, Orlando, FL. In Proceedings of the 2013 Reliability
and Maintainability Symposium (pp. 1-6).

Jones J, Hayes J (1999). A Comparison of Electronic-Reliability Prediction Models.
IEEE Transactions on Reliability , 48( 2) 127-134.

Jones J, Hayes J (2001). Estimation of System Reliability Using a “Non-Constant Failure
Rate” Model. IEEE Transactions on Reliability , 50( 3) 286-288.

Kalbfleisch, JD, Prentice, RL. The Statistical Analysis of Failure Time Data, 2" ed. New
York: Wiley;1980. 462 p.

Kaplan, S., & Garrick, B. J. (1981). On The Quantitative Definition of Risk. Risk
Analysis, 1(1), 11-27.

Kim J., Jung W., & Ha J.( 2004). AGAPE-ET: A Methodology for Human Error Analysis
of Emergency Tasks. Risk Analysis. 24(5): 1261-1277

Kirwan B. A Guide to Practical Human Reliability Assessment. 1% ed. Bristol, PA: Taylor
and Francis, 1994. 592 p.

Kirwan B.( 1996). The validation of three human reliability quantification techniques—
THERP, HEART and JHEDI: Part I—Technique descriptions and validation

issues. Applied Ergonomics, 27(6): 359-373.

94



Kirwan B., Kennedy R., Taylor-Adams S.,& Lambert B.(1997). The validation of three
human reliability quantification techniques— THERP, HEART and JHEDI: Part
II—Results of validation exercise. Applied Ergonomics, 28(1):17-25.

Knight, C. R., (1991). Four Decades of Reliability Progress. 1991 Proceedings Annual
Reliability and Maintainability Symposium. Charlottesville, VA. 156-160.

Konstandinidou, M., Nivolianitou, Z., Kiranoudis, C., & Markatos, N.( 2006). A fuzzy
modeling application of CREAM methodology for human reliability analysis.
Reliability Engineering and System Safety. 91, 706-716.

Konstandinidou, M., Nivolianitou, Z., Kiranoudis, C., & Markatos, N. (2006). Evaluation
of significant transitions in the influencing factors of human reliability.
Proceedings of the Institution of Mechanical Engineers Part EJournal of Process
Mechanical Engineering.222, 39-45.

Krasich M. (1995), Reliability prediction using flight experience: Weibull adjusted
probability of survival method. NASA technical report, Jet Propulsion
Laboratory, Document 1D: 20060041898, April 1995.

Laasch, I., Ritter, H., & Werner, A. (2009). Latent Damage due to Multiple ESD
Discharges. Electrical Overstress/Electrostatic Discharge Symposium
Proceedings. 308-313.

Lee, S.W., Kim, R., Ha, J.S., Seong, P.H. (2011). Development of a qualitative
evaluation framework for performance shaping factors (PSFs) in advanced MCR
HRA. Annals of Nuclear Energy, 38 (8), 1751-1759.

Leone, D., 2011, August 15), NASA: James Webb Space Telescope to Now Cost $8.7

Billion. Retrieved on December 12, 2013 from http://www.space.com/12759-

95


http://www.space.com/12759-james-webb-space-telescope-nasa-cost-increase.html

james-webb-space-telescope-nasa-cost-increase.html

Liu P., & Li Z.( 2014). Human Error Data Collection and Comparison with Predictions
by SPAR-H. Risk Analysis. 34(9): 1706 — 17109.

Lopez, F., Bartolo, C., Piazza, T., Passannanti, A., Gerlach, J., Gridelli, B., & Triolo, F.,
(2010). A Quality Risk Management Model Approach for Cell Therapy
Manufacturing. Risk Analysis. 30(12) 1857-1871.

Lu, L., Huang, H.Z., Miao, Q., Xu, H., (2009). Reliability Modeling Study of In-orbit
Satellite Systems. 2009 IEEE. 1-4.

Lyons, M., Adams, S., Woloshynowych, M., & Vincent, C. (2004).Human reliability
analysis in healthcare: A review of techniques. International Journal of Risk &
Safety in Medicine. 16, 223-237.

Marseguerra, M., Zio, E., & Librizzi, M. (2007). Human Reliability Analysis by Fuzzy
“CREAM”. Risk Analysis. 27(1), 137-154.

Martin, P. (1999). Electronic Failure Analysis Handbook. New York, NY: McGraw-Hill.

McLeish, J.G.(2010)., Enhancing MIL-HDBK-217 Reliability Predictions With Physics
of Failure Methods, Reliability and Maintainability Symposium (RAMS), 2010
Proceedings - Annual ,1(6), 25-28.

Mclinn, J.A.,(1990). Constant Failure Rate — A Paradigm in Transition?. Quality and
Reliability Engineering International. 6. 237-241.

McSweeney, de Koker T., & Miller G. (2008). A Human Factors Engineering
Implementation Program Used on Offshore Installations. NAVAL ENGINEERS
JOURNAL. 3. 37-49.

Morris, S.F., Reilly, J.F.,(1993). MIL-HDBK-217 — A Favorite Target. 1993 Proceedings

96


http://www.space.com/12759-james-webb-space-telescope-nasa-cost-increase.html

Annual Reliability and Maintainability Symposium. 503-509.

Naresky, J. (1958). Numerical Approach to Electronic Reliability. Proceedings of the
IRE.946-956.

Naresky, J. (1959). Rome Air Development Center (RADC) Reliability Notebook. New
York, McGraw-Hill. 1959.

NASA, (2013). Management of Government Quality Assurance Functions for NASA
Contracts, NPR 8735.2. Revision Level B.

NASA. (2002). NASA Fault Tree Handbook with Aerospace Applications. (Version 1.1).
National Aeronautics and Space Administration. NRC, 1981.

NASA. (2011). Probabilistic Risk Assessment Procedures Guide for NASA Managers
and Practitioners. (NASA/SP-2011-3421). National Aeronautics and Space
Administration. NRC, 1981.

NASA. (2007). NASA Systems Engineering Handbook. (NASA/SP-2007-6105). National
Aeronautics and Space Administration. NRC, 1981.

Noroozi A., Khakzad N., Khan F., MacKinnon S., & Abbasi R.,( 2013). The role of
human error in risk analysis: Application to pre- and post-maintenance procedures
of process facilities. Reliability Engineering and System Safety. 119: 251-258.

Pan, X., He, X., Wen, T., (2014). A Review of Factor Modification Methods in Human
Reliability Analysis 2014 International Conference on Reliability, Maintainability
and Safety (ICRMS). 429-434.

Pate-Cornell, E., & Dillon, R. (2001). Probabilistic Risk Analysis for the NASA Space
Shuttle: A Brief History and Current Work. Reliability Engineering & System

Safety, 74(3), 345-352.

97



Paté-Cornell, E. (2002). Finding and Fixing Systems Weaknesses: Probabilistic Methods
and Applications of Engineering Risk Analysis. Risk Analysis. 22 (2). 319-334.

Paté-Cornell, E., Cox, L.A. (2014). Improving Risk Management: From Lame Excuses to
Principled Practice. Risk Analysis. 34 (7). 1228-12309.

Pecht, M.G., Nash, F.R. (1994). Predicting the Reliability of Electronic Equipment.
Proceedings of the IEEE. 82(7), 992-1004.

Pecht, M.G., Gu, J. (2009). Physics-of-failure-based prognostics for electronic products,
Transactions of the Institue of Meadurements and Controls, 31, 3/4. 309-

322.Podofillini, L., Dang, V., Zio, E., Baraldi, P., & Librizzi, M., (2010). Using Expert
Models in Human Reliability Analysis—A Dependence Assessment Method
Based on Fuzzy Logic. Risk Analysis. 30/ No.8: 1277 — 1297.

Rausand, M., Hgyland, A., (2004). System Reliability Theory: Models, Statistical
Methods, and Applications, 2nd edition, Wiley-Interscience, New Jersey, pp.
465-524.

Reiner, J.C., (1995), Latent gate oxide defects caused by CDM-ESD. Electrical
Overstress/Electrostatic Discharge Symposium Proceedings, 1995.

Roesch, W.J., (2012). Using a new bathtub curve to correlate quality and reliability.
Microelectronics Reliability. 52, 2864-2869.

Ruan, X., Yin, Z., Frangopol, D.M., (2015). Risk Matrix Integrating Risk Attitudes Based
on Utility Theory. Risk Analysis 35(8). 1437- 1447.

Saaty, T.L., (1987). Risk-ItsPriority and Probability: The Analytic Hierarchy Process.
Risk Analysis. 7(2). 159-172.

Sage, A., P., & Rouse, W. D. (2009). Handbook of Systems Engineering and

98



Management: John Wiley & Sons.

Scolese, C.J., (2016). Improved Definition for Use of Risk Matrices in Project
Development. Ph.D.,George Washington University. Washington D.C.

Sen, K.D., Banks, J.C., Gaspare, M., Railsback, J., (2006). Rapid Development of an
Event Tree Modeling Tool Using COTS Software. Aerospace Conference,

2006 IEEE. 1-8.

Shooman, M. L., Sforza, P. M. "A Reliability Driven mission for Space Station", Annual
Reliability and Maintainability Symposium Proceedings. 2002. 592-600.

Snook, 1., Marshall, J.M.,& Newman, R.M. (2003). Physics of Failure As an
Integrated Part of Design for Reliability. Reliability and Maintainability
Symposium, Annual, 45-54.

Souza, R.Q., Alvares, J.A., (2008). FMEA and FTA Analysis for Application of the
Reliability-Centered Maintenance Methodology: Case Study on Hydraulic
Turbines. ABCM Symposium Series in Mechatronics. Vol 3. 803-812.

Spettell C., Rosa E., Humphreys P., & Embrey D., Application of SLIM-MAUD: A Test of
an Integrated Computer-Based Method for Organizing Expert Assessment of
Human Performance and Reliability, Vol 2: Appendices. NUREG/CR-4016.
Nuclear Regulatory Commission. Washington DC, 1986

Stamatelatos, M. (2000). Probabilistic Risk Assessment: What Is It And Why Is It Worth
Performing It? NASA Office of Safety and Mission Assurance, 4(05), 00.

Steele, K., Carmel, Y., Cross, J., Wilcox, C. (2009). Uses and Misuses of Multicriteria
Decision Analysis (MCDA) in Environmental Decision Making. Risk Analysis.

29(1). 26-33.

99



Straeter O., Dolezal R., Arenius M., & Athanassiou G., (2012). Status and Needs on
Human Reliability Assessment of Complex Systems. Life Cycle Reliability and
Safety Engineering. 1 (1): 44-52.

Suhir, E., (2013). Could electronics reliability be predicted, quantified, and
assured?. Microelectronics Reliability. 53, 925-936.

Tafazoli M., (2009). A Study of On-orbit Spacecraft Failures. Acta Astronautica.
64(2009), 195-205.Taraseiskey, H. (1996). Power Hybrid Circuit Design and

Manufacture. Marcel Dekker, Inc. New York, NY.

Thaduri, A., Verma, A., Gopika, V., Gopinath, R., Kumar, U. (2013). Reliability
Prediction of Semiconductor Devices Using Modified Physics of Failure
Approach. International Journal of System Assurance Engineering and
Management. 4(1), 33-47.

Thomas, P., Bratvoid, R.B., Bickel, J.E., (2014). The Risk of Using Risk Matrices. April
2014 Society of Petroleum Engineers - Economics & Management. 56-66

Ung, S., & Shen, W. (2011). A Novel Error Probability Assessment Using Fuzzy
Modeling. Risk Analysis. 31(5), 745-757.

Varde P. (2009). Role of Statistical Vis-a-Vis Physics-of-Failure Methods in Reliability
Engineering. Journal of Reliability and Statistical Studies. 2 (1): 41 — 51.

Vesely, W., Stamatelatos, M., Dugan, J., Fragola, J., Minarick 111, J., & Railsback, J.
(2002). Fault Tree Handbook with Aerospace Applications, Version 1.1. NASA
Office of Safety and Mission Assurance, NASA HQ.

Vinson, J.E., Liou, J.J., (1998). Electrostatic Discharge in Semiconductor

Devices: An Overview. Proceedings of the IEEE. (86):2. 399-418.

100



Vose, D. (1997). Monte Carlo Risk Analysis Modeling. In V. Molak (Ed.), Fundamentals
of Risk Analysis and Risk Management: CRC Press.

Vose, D. (2008). Risk Analysis: A Quantitative Guide: John Wiley & Sons.

Williams, J., C. (1986). HEART, a Proposed Method for Assessing and Reducing Human
Error. Proc. 9th Advances in Reliability Technology Symp. University of
Bradford.

Williams, J.,C.(1988) A data-based method for assessing and reducing human error to
improve operational performance. The 4th IEEE Conference on Human factors in
Nuclear Power Plants. 436-450.

Wong, K.L., (1990). What is Wrong With the Existing Reliability Presiction Methods?.
Quality and Relibility Engineering International. 6. 251-257.

Yang, D. Bernstein, J. (2009). Failure rate estimation of known failure mechanisms
of electronic packages. Microelectronics Reliability. 49, 1563-1572

Yoonjong, H., Myoung. G.L, et al., (1998), A Study of ESD-Induced Latent Damage in
CMOS Integrated Circuits. IEEE 36th Annual International Reliability Physics

Symposium. 279-283.

Yu F., Hwang S., & Huang Y.,( 1999). Task Analysis for Industrial Work Process from

Aspects of Human Reliability and System Safety. Risk Analysis. 17(13): 401-415.

101



Appendices

Parts List for ESD

Appendix A

Listing of parts, ESD rating, EPCgsp for each individual part and the assembly EPCegsp.

Part Name Part Number TY=n | ESD Rating EPCesp n * EPCesp

A |.22UF Capacitor G311P829AEX224L6N 12 3B 3 36
B |.68UF Capacitor G311P829AGX684L6N 7 3B 3 21
C |100nF Capacitor G311P829AEX104L2N 7 3B 3 21
D |100nF Capacitor G311P829ADX104K5N 16 3B 3 48
E |100pF Capacitor G311P829ADN101J2N 4 3B 3 12
F |200pF Capacitor M123A10BPB201K 4 3B 3 12
G |22nF Capacitor M123A10BXB223K 17 3B 3 51
H |Solid Tantalum Capacitor CWR11MC155MD 1 3B 3 3

I |Solid Tantalum Capacitor CWR11JC475MD 6 3B 3 18
J |1A Switching Diode JANSINS5614US 9 1A 13 117
K |1/8A Solid Body Fuse FM12A72V1/8A =) 3B 3 15
L |P-Channel Mosfet IRHLNJ797034 ) 1A 13 65
M |5.11k Resistor M55342MO0O6B5E11T 1 3B 3 3

N |15.0k Resistor M55342M06B15BOT 13 3B 3 39
O |5.62k Resistor M55342K06B5B62T 1 3B 3 3

P |47 Resistor M55342M06B47J0T 4 3B 3 12
Q | 100k Resistor M55342M06B100ET 9 3B 3 27
R |10.0M Resistor M55342M06B10FOT 1 3B 3 3

S |402k Resistor M55342M06B402ET 1 3B 3 3

T |MICROCIRCUIT, HYBRID, LINEAR, SINGLE DC DC Conv |5962P1120901KXC 3 1A 13 39
U |Precision Rail-to-Rail I/O Op Amp 5962R0051701VDA o 3A 5 25
V |Precision Micropower Shunt Voltage Reference 5962R0923561VZA 3 2.00 7 21
W|12-Bit A/D Converter 5962R0722701VZA 2 3A 5 10
X |Crystal Oscillator Clock QT641CB2M 1 2.00 7 7

Y |adjustable 3-terminal positive voltage regulators 5962R0722961VXA 1 2.00 7 7

Assembly EPCgsp = 4.47826087

102



Parts List for MOS

Appendix B

Listing of parts and the EPCy0s for individual parts and the assembly EPCyos.

EPCphos =
Part Name Part Number QTY=n MOS Factor x n * EPCpos
MOS Factor BT

A |.22UF Capacitor G311P829AEX224L6N 12 0.15 2.55 30.6
B |.68UF Capacitor G311P829AGX684L6N 7 0.15 2.55 17.85
C |100nF Capacitor G311P829AEX104L2N 7 0.15 2.55 17.85
D |100nF Capacitor G311P829ADX104K5N 16 0.15 2.55 40.8
E |100pF Capacitor G311P829ADN101J2N 4 0.15 2.55 10.2
F |200pF Capacitor M123A10BPB201K 4 0.15 2.55 10.2
G |22nF Capacitor M123A10BXB223K 17 0.15 2.55 43.35
H |Solid Tantalum Capacitor CWR11MC155MD 1 0.20 3.4 3.4

I |Solid Tantalum Capacitor CWR11JC475MD 6 0.20 3.4 20.4
J |1A Switching Diode JANSIN5614US 9 0.30 5.1 45.9
K |1/8A Solid Body Fuse FM12A72V1/8A 5 0.20 3.4 17

L |P-Channel Mosfet IRHLNJ797034 5 0.35 5.95 29.75
M |5.11k Resistor M55342MO0O6BSEL1T 1 0.25 4.25 4.25
N |15.0k Resistor M55342M06B15B0OT 13 0.25 4.25 55:25
O |5.62k Resistor M55342K06B5B62T 1 0.25 4.25 4.25
P |47 Resistor M55342M06B47J0T 4 0.25 4.25 17

Q | 100k Resistor M55342MO0O6B100ET 9 0.25 4.25 38.25
R |10.0M Resistor M55342M06B10FOT 1 0.25 4.25 4.25
S |402k Resistor M55342MO06B402ET 1 0.25 4.25 4.25
T |MICROCIRCUIT, HYBRID, LINEAR, SINGLE DC DC Conv |5962P1120901KXC 3 0.60 10.2 30.6
U |Precision Rail-to-Rail I/0 Op Amp 5962R0051701VDA 5 0.70 11.9 59.5
V |Precision Micropower Shunt Voltage Reference 5962R0923561VZA 3 0.60 10.2 30.6
W |12-Bit A/D Converter 5962R0722701VZA 2 0.85 14.45 28.9
X |Crystal Oscillator Clock QT641CB2M 1 0.40 6.8 6.8

Y |adjustable 3-terminal positive voltage regulators 5962R0722961VXA 1 0.55 9.35 9.35

Assembly EPCyos = 421
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Parts List for TOS

Appendix C

Listing of parts and the EPC+os for individual parts and the assembly EPCros.

Name Part Number TY=n ERCras = n * EPCros
- - TOS Factor | TOS Factor x 17
A |.22UF Capacitor G311P829AEX224L6N 12 0.40 6.8 81.6
B |.68UF Capacitor G311P829AGX684L6N 7 0.40 6.8 47.6
C |100nF Capacitor G311P829AEX104L2N 7 0.40 6.8 47.6
D |100nF Capacitor G311P829ADX104K5N 16 0.40 6.8 108.8
E |100pF Capacitor G311P829ADN101J2N 4 0.40 6.8 27.2
F |200pF Capacitor M123A10BPB201K 4 0.40 6.8 27.2
G |22nF Capacitor M123A10BXB223K 17 0.30 5.1 86.7
H |Solid Tantalum Capacitor CWR11MC155MD 1 0.20 3.4 3.4
I |Solid Tantalum Capacitor CWR11JC475MD 6 0.20 3.4 20.4
J | 1A Switching Diode JANS1IN5614US 9 0.20 3.4 30.6
K |1/8A Solid Body Fuse FM12A72V1/8A 5 0.20 3.4 17
L |P-Channel Mosfet IRHLNJ797034 5 0.30 5.1 259
M|5.11k Resistor M55342MO6BSE11T 1 0.40 6.8 6.8
N |15.0k Resistor M55342M06B15B0OT 13 0.40 6.8 88.4
O |5.62k Resistor M55342K06B5B62T 1 0.40 6.8 6.8
P |47 Resistor M55342M06B47J0T 4 0.40 6.8 27.2
Q | 100k Resistor M55342M06B100ET 9 0.40 6.8 61.2
R |10.0M Resistor M55342M06B10FOT 1 0.40 6.8 6.8
S |402k Resistor M55342M06B402ET 1 0.40 6.8 6.8
T |MICROCIRCUIT, HYBRID, LINEAR, SINGLE DC DC Conv [5962P1120901KXC 3 0.30 5.1 15.3
U |Precision Rail-to-Rail I/0 Op Amp 5962R0051701VDA 5 0.25 4.25 21.25
V [Precision Micropower Shunt Voltage Reference 5962R0923561VZA 3 0.20 3.4 10.2
W |12-Bit A/D Converter 5962R0722701VZA 2 0.30 5.1 10.2
X |Crystal Oscillator Clock QT641CB2M 1 0.25 4.25 4.25
Y |adjustable 3-terminal positive voltage regulators 5962R0722961VXA 1 0.20 3.4 3.4
Assembly EPCqgs = 5.74
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Appendix E: Risk Factor Vector Calculations for Parts - ESD

EPCpi0s EPC/17 RF = (EPC*Ap)/17| RF>0.1 Rounded Values
A 2.55 0.15 0.051 * *
B 2.55 0.15 0.051 * *
C 2.55 0.15 0.051 * *
D 2.55 0.15 0.051 * *
E 2.55 0.15 0.051 * *
F 2.55 0.15 0.051 * *
G 2.55 0.15 0.051 * *
H 3.4 0.2 0.068 * *
| 3.4 0.2 0.068 * *
J 5.1 0.3 0.102 * *
K 34 0.2 0.068 * *
L 5.95 0.35 0.119 0.12 0.12
M 4.25 0.25 0.085 * *
N 4.25 0.25 0.085 * *
0 4.25 0.25 0.085 * *
P 4.25 0.25 0.085 * *
Q 4.25 0.25 0.085 * *
R 4.25 0.25 0.085 * *
S 4.25 0.25 0.085 * *
T 10.2 0.6 0.204 0.2 0.20
U 11.9 0.7 0.238 0.24 0.25
\Y 10.2 0.6 0.204 0.2 0.20
W| 14.45 0.85 0.289 0.3 0.30
X 6.8 0.4 0.136 0.14 0.15
Y 9.35 0.55 0.187 0.19 0.20
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Risk Factor Vector Calculations for Parts - MOS

Appendix D

EPCyi0s EPC/17 RF = (EPC*Ap)/17| RF>0.1 Rounded Values
A 2.55 0.15 0.051 * *
B 2.55 0.15 0.051 * *
C 2.55 0.15 0.051 * *
D 2.55 0.15 0.051 * *
E 2.55 0.15 0.051 * *
F 2.55 0.15 0.051 * *
G 2.55 0.15 0.051 * *
H 3.4 0.2 0.068 * *
I 3.4 0.2 0.068 * *
J 5.1 0.3 0.102 * *
K 3.4 0.2 0.068 * *
L 5.95 0.35 0.119 0.12 0.12
M| 4.25 0.25 0.085 * *
N 4.25 0.25 0.085 * *
0] 4.25 0.25 0.085 * *
P 4.25 0.25 0.085 * *
Q 4.25 0.25 0.085 * *
R 4.25 0.25 0.085 * *
S 4.25 0.25 0.085 * *
T 10.2 0.6 0.204 0.2 0.20
U 11.9 0.7 0.238 0.24 0.25
\" 10.2 0.6 0.204 0.2 0.20
W| 14.45 0.85 0.289 0.3 0.30
X 6.8 0.4 0.136 0.14 0.15
Y 9.35 0.55 0.187 0.19 0.20
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for Parts - TOS

10NS

Risk Factor Vector Calculat

Appendix F

EPC;os [EPC/17 RF = (EPC*Ap)/17 |RF >0.1 Rounded Values
A 6.8 0.4 0.088 * *
B 6.8 0.4 0.088 * *
C 6.8 0.4 0.088 * *
D 6.8 0.4 0.088 * *
E 6.8 0.4 0.088 * *
F 6.8 0.4 0.088 * *
G 5.1 0.3 0.066 * *
H 3.4 0.2 0.044 * *
| 3.4 0.2 0.044 * *
J 3.4 0.2 0.044 * *
K 3.4 0.2 0.044 * *
L 5.1 0.3 0.066 * *
M 6.8 0.4 0.088 * *
N 6.8 0.4 0.088 * *
o] 6.8 0.4 0.088 * *
P 6.8 0.4 0.088 * *
Q 6.8 0.4 0.088 * *
R 6.8 0.4 0.088 * *
S 6.8 0.4 0.088 * *
T 5.1 0.3 0.066 * *
U 4.25 0.25 0.055 * *
\ 3.4 0.2 0.044 * *
W 5.1 0.3 0.066 * *
X 4.25 0.25 0.055 * *
Y 3.4 0.2 0.044 * *
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