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Abstract of Praxis 

 

 

Deep Learning for Obfuscated Malware Detection Using Memory Dumps 

 Obfuscated malware (OM) injects malicious code to operating system memory without 

leaving traces on files within it. The increasing deleterious capabilities of OM are rapidly 

changing the cyber threat landscape. Proactive detection of OM is required to protect information 

technology resources. Incidents involving OM continue to evade detection by traditional 

antivirus solutions. Signature-based detection methods have a record of ineffectiveness in 

identifying malicious processes within the memory. Machine Learning (ML) has been used in 

numerous research works as a mechanism to detect these types of attacks.  

 This paper explores the efficacy and efficiency of Deep Learning (DL) models to detect 

OM making use of features extracted from memory dumps. Memory dumps provide runtime 

information that contains behavioral characteristics which are often overlooked during static 

analysis. A comprehensive dataset containing features from OM samples and benign programs 

was applied, which have a balanced representation of various malware categories, including 

ransomware, trojans, and spyware. Each malware category in the dataset was further divided into 

families with unique characteristics.  

 This praxis used DL to analyze features from memory to detect OM. The objective of this 

praxis was to determine if there was any significant difference in performance between DL 

models in OM detection as well as between models using different rescaling techniques.  
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Chapter 1 – Introduction 

 

 

1.1  Background 

Ransomware is malware designed to target individuals and organizations to prevent or 

restrict access to information technology resources until a ransom is paid to the malware 

operator. Some ransomware operators offer ransomware-as-a-service to nefarious actors and 

both parties profit from collecting paid ransoms contributing to the global growth and prevalence 

of ransomware. Software-based endpoint detection solutions protect the user from unwanted 

changes to their operating system, but they are not specifically designed to prevent ransomware 

attacks (Cohen & Nissim, 2018). Ransomware is just one type of malware capable of obfuscation 

and the detection of obfuscated malware is of interest in this praxis.  

1.2  Research Motivation 

Ransomware attacks destroy backups required for an organization’s continuity; disaster 

recovery from such attacks take an average of 18.7 days to return to normal business operations 

(Statista, 2023). Ransomware attacks cost U.S. companies $5.13 million in 2023, a 13% increase 

from 2022 (IBM, 2023). More than 50% of attacks over a six-month period used defense evasion 

with a 1,400% increase in ransomware attacks (Aqua Nautilus, 2023).  

Traditionally, OM is detected using hash values or file signatures using endpoint 

protection tools. However, these methods do not analyze the memory structure of affected 

systems. This praxis initiates analyzing memory structures of computers affected by OM using 

ML, with the goal of producing novel insight for security engineers designing security solutions. 

This praxis studies the role of optimization functions and dataset configurations validated 

through statistical testing to determine the best DL configuration for malware detection using 

memory dumps.  
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1.3  Problem Statement  

Earlier detection of OM and preservation of volatile forensic artifacts enhance cyber-

defense, prevent exfiltration or deletion of data, and provide evidence admissible to courts of 

law. Given the prevalence of ransomware, even in terms of operation disruptions costs, it is 

evident that present security controls are inadequate. More robust and adaptive detection 

methods are required as attackers bypass signature-based and heuristic detection systems; 

stronger security controls need to be developed to prevent disruptions and ensure operations 

continuity. 

1.4  Thesis Statement 

A machine learning-based obfuscated malware detection system is required to reduce the 

impact or likelihood of ransomware attacks disrupting operations. This praxis tests the viability 

of an ML-based OM detection system, so that security engineers can select optimal security 

controls.  

1.5  Research Objectives 

 

The work of this praxis is directed towards the following Research Objectives (RO): 

RO1: Acquire or produce a labelled dataset for OM detection. 

RO2: Provide information that can guide future research for automated OM detection, 

using ML. 

RO3: Provide insight that can guide security engineers toward the selection and design of 

optimal ML-based OM detection solutions and likewise, security controls. 
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1.6  Research Questions and Hypotheses  

 The following Research Questions (RQ) will be used as a guide during the exploratory 

work of this praxis. Hypotheses mentioned below will be used as the candidates for evaluation of 

this praxis. Hypotheses map to the research questions mentioned. 

1.6.1 Research Questions 

RQ1: Of Neural Network (NN) models trained to detect OM, is there a significant 

difference in performance?  

RQ2: Of NN models trained to detect OM, are there models with accuracy higher than 

80%? 

RQ3: Of NN models trained to detect OM, do rescaling techniques make a significant 

difference regarding performance? 

1.6.2 Hypotheses 

H1-n: Among NN models trained to detect OM, there is no significant difference between 

their performance. 

H1-a: Among NN models trained to detect OM, there is at least one model with significant 

difference in performance. 

H2-n: Among NN models trained to detect OM, there are no models that perform with 

accuracy greater than 80%. 

H2-a: Among NN models trained to detect OM, there is at least one model that performs 

accuracy greater than 80%. 

H3-n: Among NN models trained to detect OM, there is no significant difference between 

feature rescaling techniques. 
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H3-a: Among NN models trained to detect OM, there is at least one model with significant 

difference between feature rescaling techniques. 

1.7  Scope of Research and Assumptions 

The Malware Memory Analysis dataset that Carrier et al. used was developed by the 

Canadian Institute for Cybersecurity (CIC) at the University of New Brunswick, named CIC-

MalMem-2022 (2022). This dataset was developed by including prevalent malware families 

from spyware, ransomware, and trojan horse categories. A publicly available variant of CIC-

MalMem-2022 was found on Kaggle.com, named Obfuscated-MalMem2022. Obfuscated-

MalMem2022 is a pre-labeled collection of plugin utility outputs from the volatility memory 

analysis framework (Volatility 3, 2025). The Obfuscated-MalMem2022 dataset used for this 

praxis is comprised of memory dumps, with 50% being benign and 50% being malicious, with 

29,198 for each respectively (58,596 records in total). Cole 2023, Godoy 2022 and Hasan 2023 

all used the same dataset Obfuscated-MalMem2022 for conducting analysis.  

1.8  Research Limitations 

Techniques used by newly-developed obfuscated or fileless malware will likely use new 

features not included in Obfuscated-MalMem2022, and automated detection of malware based 

on Obfuscated-MalMem2022 likely will not detect malware using those new features. To that 

end, security solutions based on known malware samples will gradually fall out of date as new 

zero-days are developed, and security engineers would be wise to continue to seek out updated 

datasets newer than Obfuscated-MalMem2022. 

1.9  Organization of Praxis 

Chapters are organized in this paper are as follows: 

Chapter 1 - Introduction: This chapter introduces readers to the scope of this praxis.   
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Chapter 2 - Literature Review: This chapter provides background information and related 

works of research. 

Chapter 3 - Methodology: This chapter reviews context related to experiment design, 

such as how the malware dataset was constructed, how features were selected, and how Deep 

Learning was implemented. 

Chapter 4 - Results: Deep Learning outputs are summarized in this chapter, with each 

hypothesis set evaluated thereafter. 

Chapter 5 - Discussions and Conclusions: Implications or findings that can be interpreted 

from the results are discussed in this chapter, with comments included for contributions to the 

body of knowledge, and recommendations shared for future research ideas. 
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Chapter 2 - Literature Review 

 

2.1  Introduction 

Traditional cybersecurity defenses face significant challenges due to advancement in 

malware techniques such as obfuscation and fileless execution. More robust and adaptive 

detection methods are required as attackers bypass signature-based and heuristic detection 

systems. Research in areas related to Deep Learning (DL) techniques provides potential to more 

accurately identify malware compared to traditional malware detection methods. This chapter 

provides a systematic literature review that focuses on comparing DL and traditional ML 

approaches and evaluate how memory dump analysis can contribute to malware detection. The 

existing body of work on OM detection and memory dump analysis is to be reviewed, 

highlighting the transition from traditional methods to DL-based malware detection approaches 

(Hamid et al., 2024; Gaber et al., 2024).  

2.2  Artificial Intelligence  

Increasing in popularity, Artificial Intelligence (AI) aims to create computerized tools 

that can execute problem-solving and decision-making functions, mimicking the human brain 

(Grieve, 2023). Machine Learning (ML) and Deep Learning (DL) technologies, as forms of AI,  

have increasingly been applied in the area of cybersecurity, including in malware detection. ML 

systems use structured data, while DL systems use artificial neural networks. Both of these 

systems use algorithms that perceive relationships in datasets similar to the human brain (Ozkan-

Okay et al., 2024).  

Innovation at Work states the difference between different types of AI, pointing out their 

nested relation to each other, that ML “systems rely on structured data,” DL “continually 
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analyzes data using … ‘artificial neural networks’, which can process unstructured data such as 

images. These networks are operated by a series of algorithms that can perceive complex 

relationships in” datasets “through a process that imitates the human brain" (Machine Learning 

vs. Deep Learning: What’s the Difference?, para.4).   

Figure 1 visually represents the hierarchical relationship between AI, ML, and DL. To 

help clarify the distinction in this hierarchy, ML is a subject of AL, all ML is a subset of AI, and 

DL is a subset of ML (Misra, 2024). Likewise, Generative AI, a.k.a. Gen AI, is a newly popular 

form of AI, and is a subset of DL.  

 

Figure 1: AI Venn Diagram (Misra, 2024) 

2.3  Deep Learning 

2.3.1 Optimization and Model Generation Algorithms 

DL models consist of an input layer, a variable number of hidden layers, an output layer, 

an activation functions, weights and biases, loss (cost) functions, and an optimizer. Other 

important concepts in DL models include neurons (nodes), connections (edges), forward 

propagation, backpropagation, epoch, batch size, learning rate, regularization, and 
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hyperparameters. The process of training DL models includes initialization, forward propagation, 

loss calculation, backpropagation and optimization. These steps are repeated for multiple epochs 

until the model performance is satisfied.  
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Table 1: Deep Learning Components 

Component Description 

Input layer The layer of a neural network that holds the feature values. "This is where the network receives 

its raw data, like the pixels of an image" (Ashank, 2024, Components and Process: 1.Basic 

Structure of Neural Networks). "A neuron in a neural network mimics the behavior of neurons in 

brains and other parts of nervous systems"(Machine Learning Glossary, 2024, Neuron). Each 

neuron’s output is an input to the next layer. Neurons generate outputs by using weights, biases, 

and activation functions. 

Hidden layers Serves as the main computation layer for DL. "These are layers of neurons placed between the 

input and output layers. They help in recognizing complex patterns in the data" (Ashank, 2024, 

Components and Process: 1.Basic Structure of Neural Networks). Relevant feature extraction and 

pattern learning processing is completed in this layer. Hidden layers are weighted, activation 

functions transform their inputs. 

Output layer This is the final layer that holds the DL model's prediction. “It provides the final decision or 

prediction, like identifying an object in an image” (Ashank, 2024, Components and Process: 

1.Basic Structure of Neural Networks). 

Activation 

Functions 

Introduces non-linearity which helps the model to learn patterns of greater complexity.  

Weights and 

Biases 

During training, model updates weights and biases. Bias is a parameter ML models, and it exists 

as not all models start from the origin. (Machine Learning Glossary, 2024). 

Loss (Cost) 

Function 

Measures the difference between predictions and actual true values. Mean Squared Error (MSE) 

is often used for during regressions and can be used to determine when further improvement is 

less feasible, based on effort (a.k.a. work). 

Connections 

(Edges) 

Edges show the links between neurons in different layers. 

Forward 

Propagation 

Inputs are passed through layers; it will go through weight transformations and generate 

predictions. "During the forward pass, the system processes a batch of examples to yield 

prediction(s). The system compares each prediction to each label value. The difference between 

the prediction and the label value is the loss for that example" (Machine Learning Glossary, 

2024, Backpropagation). 

Backpropagation Training NN involves different iterations of forward pass and backward pass cycles. "During the 

backward pass (backpropagation), the system reduces loss by adjusting the weights of all the 

neurons in all the hidden layer(s)" (Machine Learning Glossary, 2024, Backpropagation). 

Epoch This represents one full pass of the dataset through the NN during training. DL models are trained 

over multiple epochs to improve accuracy. 

Batch Size ML term batch can be explained as, "The set of examples used in one training iteration. The 

batch size determines the number of examples in a batch" (Machine Learning Glossary, 2024, 

Batch). 

Optimizer "They adjust the weights of the network to minimize the loss. The choice of optimizer can 

significantly affect the speed and quality of training" (Ashank, 2024, Optimizers). Sections 

2.3.1.1 through 2.3.1.11 explain the optimizers used in this praxis. 

Learning Rate Limits how much optimizers can update weights during training. 

Regularization A technique used to prevent overfitting. 

Drop Out This is a technique of randomly deactivating neurons during training that helps to prevent 

overfitting. 

Hyperparameters Hyperparameters are defined up front when configuring NNs to train and test. These are tunable 

parameters. Hyperparameters will default to predefined settings if not specified at runtime. 

Weight 

Initialization 

Initialized weights before training begins. 
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The DL models in this praxis were created by and named according to the optimization 

function which generated them; to achieve optimal model performance, the right optimization 

function needs to be selected, and hyperparameters (like the learning rate, decay rate, etc.) need 

to be tuned. There are several optimization algorithms used in this praxis, with the main 

distinction being how the learning rates are adjusted during training. These optimization 

functions were implemented in this praxis using TensorFlow and include Nesterov Accelerated 

Gradient (NAG), Adam, Adam NAG (Nadam), AdaDelta, AdaGrad, AdaMax, Adam with 

Weight Decay (AdamW), Follow The Regularized Leader (FTRL), GradientDescent (GD), Root 

Mean Square Propagation (RMSProp) and GD-Momentum. Optimizer algorithms improve the 

accuracy and training speed of DL models, which are key for enhancing overall model 

performance (Ayush, 2024, Choosing the Right Optimizer). 

2.3.1.1 Adaptive Moment Estimation (Adam) 

The Adam optimizer (a Stochastic Gradient Descent extension) is an algorithm that 

incorporates two optimization methods: (a) AdaGrad’s ability to handle sparse gradients, and (b) 

RMSProp’s ability to handle non-stationary objectives (Kingma & Ba, 2015). Adam, a method 

for stochastic optimization published as a conference paper at International Conference on 

Learning Representations (ICLR) 2015; results demonstrated that the Adam algorithm compares 

well to other stochastic optimization methods (Kingman & Ba). 

2.3.1.2 Adaptive Gradient (AdaGrad) 

AdaGrad, as a variant of Adam that will "dynamically incorporate knowledge of the 

geometry of the data observed in earlier iterations to perform more informative gradient-based 

learning" (Duchi et al., 2011, p.2).   
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2.3.1.3 AdaDelta  

AdaDelta is introduced as an improvement to AdaGrad, as it addresses two main 

AdaGrad drawbacks: (a) continued learning rate decay, and (b) the manual selection of a global 

learning rate (Zeiler, 2012). 

2.3.1.4 AdaMax 

AdaMax is considered an extension of Adam, and does not require correction of 

initialization bias, making AdaMax a preferred optimization algorithm (Soydaner, 2020).  

2.3.1.5 Nesterov Accelerated Adam (Nadam)  

"Nesterov's Accelerated Gradient (NAG) is a first-order optimization method with better 

convergence rate guarantee than gradient descent in certain situations" (Zuo et al., 2024, p.4). 

Several approaches can be taken to improve the performance of a DL system. Model structure 

can be changed just like adding a layer, initialization of the model can be improved. Another 

approach is to have a powerful learning algorithm which is implemented in the Nadam algorithm 

mentioned in this section. Nadam combines Adam with Nesterov Accelerated Gradient (NAG) 

(Dozat, n.d.). 

2.3.1.6 Adam with Weight Decay (AdamW) 

AdamW is an upgraded version of Adam. Rather than adding weight decay to the loss 

function, AdamW applies weight decay directly to parameters during the update step (Yassin, 

2024). This swerves to separate the decay of weight of gradients from decay of weight of 

parameters. 

2.3.1.7 Follow The Regularized Leader (FTRL) 

During the training of NN, weights are initialized with randomness, and updated across a 

variable number of epoch, to reduce the overall loss. Optimizer functions are algorithms or 
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techniques used to optimize loss functions which will, when implemented correctly, produce 

ideal (optimized) weights. In the early 2010s, the Follow The Regularized Leader optimization 

function was developed by Google and is a function best suited for shallow models that have 

large and sparse feature spaces (Bellary, 2022).  

2.3.1.8 Gradient Descent (GD) 

GD, compared to the other optimization algorithms, is a relatively basic one and is 

considered as a first-order optimization algorithm. GD can be used to find a local maximum or 

minimal value for a function and is usually implemented in ML and DL to minimize loss or cost 

(aka work) (Kwiatkowski, 2023). In ML, optimization is a process where proper parameters are 

determined to have a maximum or minimum cost or loss function. GD decreases the difference 

between predicted and actual values by using partial derivatives, a direction, and a learning rate, 

which ultimately minimizes a cost function (Phillips, 2023). 

2.3.1.9 GD-Momentum  

GD-Momentum is a variant of GD. Gradient Descent With Momentum paper indicates 

"By adding a momentum term in the gradient descent, gradients accumulated from past iterations 

will push the cost further to move around a saddle point even when the current gradient is 

negligible or zero" (Bhat, 2025, Conclusion). 

2.3.1.10 Root Mean Square Propagation (RMSProp)  

The RMSProp is a modification of AdaGrad algorithm that is effective for deep neural 

networks, as it is routinely used by DL practitioners, with outliers being punished by the Root 

Mean Squared function (Goodfellow et al., 2016).  
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2.3.1.11 AdaBoost 

In addition to optimization functions, the AdaBoost function was also used for model 

generation. AdaBoost is a supervised ML algorithm which uses both regression and 

classification models. AdaBoost uses an ensemble of weak learners that, in weighted 

combination, produce a single prediction (Cotton, 2022). Ensembling is a technique to describe 

the combination of multiple model predictions into a single unified prediction; there are other 

ensembles beyond just AdaBoost. AdaBoost is not a DL algorithm but was included for review 

in this praxis to serve as a comparison of the NNs versus a traditional ML algorithm. A step-by-

step visualization to help understand the concept of ensembling models is shown in Figure 2. 

 

Figure 2: Boosting Algorithms (GeeksforGeeks, 2025) 

2.4  Rescaling Techniques 

Rescaling techniques are important because different models are designed to operate 

under the assumption that the dataset they train and test against is scaled in certain ways.  

Optimal performance, then, will vary for any given learner, based on which rescaling technique 

is applied to the dataset in question. To achieve the best possible performance, the praxis tested 

each model with different rescaling techniques, as defined below (Brownlee, 2020). 
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• Normalization: Normalization scales each feature to a range of zero (0) to one (1) 

(Brownlee, 2020).  

• Standardization: Standardization scales each feature to have a mean of zero (0) and 

standard deviation of one (1) (Brownlee, 2020). 

• Neither: This (lack of) rescaling technique denotes the lack of either Normalization or 

Standardization being applied to the dataset; the original scales of the features in the 

dataset are used in this case, which means features could be a mixture of normalized data, 

standardized data, or even something else, lacking feature uniformity. 

2.5  Techniques for Measuring Machine Learning Performance 

Performance of models were scored using a combination of metrics, as summarized 

below (Machine Learning Glossary. (n.d.); Wood, 2020). 

• Confusion Matrix (CM): The Confusion Matrix (CM) is a tool for evaluating 

classification models and provides a summary of correct and incorrect predictions in a 

classification problem. For a binary classification problem, the CM is a 2x2 table, as is 

shown in Equation 1 For multiclass classification, CM is an N x N table, where N is the 

number of predicted classes. 

𝐶𝑀 =  [
𝑇𝑁 𝐹𝑃
 𝐹𝑁 𝑇𝑃 

] (1) 

 

1. True Positive (TP): TP is the count of malicious samples correctly classified. 

2. True Negative (TN): TN is the count of benign samples correctly classified. 

3. False Positive (FP): FP is the count of benign samples incorrectly classified. 

4. False Negative (FN): FN is the count of malware samples incorrectly classified. 
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• Accuracy: Accuracy, defined in formula 2 below, is the proportion of correct predictions 

out of total predictions suitable for balanced datasets. In the case of this praxis, Accuracy 

measures the proportion of malware samples correctly classified. 

  𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦 =  
𝑇𝑃+𝑇𝑁

𝑇𝑃+𝑇𝑁+𝐹𝑃+𝐹𝑁
 (2) 

• Precision: Precision, defined in formula 3 below, shares the proportion of TP over TP and 

FP. 

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 =  
𝑇𝑃

𝑇𝑃 +𝐹𝑃 
 (3) 

• Recall: Recall, defined in formula 4 below, shows the proportion of TP over TP and FN. 

𝑅𝑒𝑐𝑎𝑙𝑙 =
𝑇𝑃

𝑇𝑃 + 𝐹𝑁
 (4) 

• F1-Score: F1-Score, defined in formula 5 below, is the harmonic mean between Precision 

and Recall, and describes if there is a tradeoff between these metrics. 

F1-Score = 2 𝑋 
𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 𝑋 𝑅𝑒𝑐𝑎𝑙𝑙

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 + 𝑅𝑒𝑐𝑎𝑙𝑙
 (5) 

• False Positive Rate (FPR): FPR, as the name suggests, shares the rate of FP predictions. 

𝐹𝑃𝑅 =  
𝐹𝑃

𝐹𝑃+𝑇𝑁
 (6) 

• Receiver Operating Characteristic (ROC): ROC is a represents visually model 

performance by calculating the TPR and FPR at every possible threshold, and then 

graphing the TFP over the FPR (Google Developers, 2019). A sample ROC curve is 

provided in Figure 3. The area under the curve (AUC) measures the volume underneath 

the ROC, with models of superior performance having maximal AUC volume.  

• A sample ROC curve is provided in Figure 3. The area under the curve (AUC) measures 

the volume underneath the ROC, with models of superior performance having maximal 

AUC volume. 
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Figure 3: Sample ROC Curve (JMP, 2024) 

 

2.6  Survey of Contemporary Malware Research 

2.6.1 Malware Detection Using Machine Learning 

Thangapandian explored the benefits and challenges of using ML for automated detection 

of ransomware (2022). Several detection models were developed with high Accuracy, including 

Random Forest (RF), Gradient-Boosted Decision Trees (GBDT), and Support Vector Machine 

(SVM). Said learners showed the best results toward ransomware detection. RF achieved an 

Accuracy of 96%. Thangapandian shared future directions could explore newer and (possibly) 

more efficient detection methods for ransomware using ML.  

Cuzzocrea et al. introduce an ML framework to support malware detection and analysis 

(2021). Their study illustrated the importance of features such as mnemonics, instruction 

opcodes, and APIs in effectively classifying malicious and benign executables. Their paper 
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shared techniques for how to successfully extract significant features of malware based on an 

analysis of variance, minimization of redundancy, and maximization of relevance. 

Cohen and Nissim discussed ML methods for trusted ransomware detection using private 

clouds (2018). Various meta-features derived from volatile memory were used. Their paper 

shared an analysis of volatile memory dumps using the Volatility Framework, leveraging ML 

algorithms to make use of meta-features from volatile memory to detect both known and 

unknown ransomware in virtual private cloud servers. Their research achieved high performance 

in detecting unknown infected states of virtual servers using the RF classifier with a TPR of 

0.9575, a FPR of 0, an AUC of 1, and an F-measure of 0.9754. Beyond ransomware, the 

methodology showcased in the paper also proves capable of detecting remote access Trojans 

(RATs) that were used to attack organizational virtual machines. 

2.6.2 Obfuscated Malware Detection Using Machine Learning 

As indicated in Chapter 1.2 Research Motivation, OM detection requires a different 

detection approach compared to non-obfuscated malware. There are various commercial 

products available which can detect some OM, such as Microsoft Anti-Malware Scan Interface 

(AMSI), Microsoft Defender for Endpoint, CrowdStrike Falcon, SentinelOne, and Carbon Black 

ED. However, these tools out of the box stop short of analyzing the volatile runtime memory of 

devices. ML and DL algorithms, on the other hand, have been explored in recent research to 

overcome these shortcomings, with recent research sharing promising results. 

Alani et al. (2023) share a novel framework (Xmal) to overcome the challenges of 

detecting OM. Their work analyzed the CIC-MalMem-2022 dataset (discussed in further detail 

in 2.7.5), achieving an Accuracy of over 99.8% using RF. Five features were selected from CIC-

MalMem-2022, which reduced computational overhead. As will make sense in 2.7.6, Anali et al. 
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serves as a competitive benchmark of sorts for this praxis, as the datasets of this praxis are 

similar to their research. 

2.6.3 Advances in Deep Learning for Malware Detection   

Ispahany et al. provide a comprehensive review of ransomware detection using ML, 

highlighting research limitations, and sharing ideas for future research directions (2024). Their 

research indicated that DL can learn features from raw data such that engineering requirements 

can forego  complex features from domain experts. They excelled at detecting sequential 

relationships and temporal dependencies in time-series data and developed models suitable for 

anomaly detection. 

Charmilisri et al. proposed a ransomware detection technique using ML and DL models 

(2023). Their ransomware detectors relied on their program behavior during execution, which is 

a limitation. Manavi and Hamzeh further explored said difficulties, proposing a ransomware 

detection system to overcome the limitation mentioned (2020). An image-based portable 

executable header was constructed to extract effective features from the headers. CNN was used 

for the extraction, and Manavi and Hamzeh achieved 93% Accuracy.  

2.6.4 Memory Dumps as a Data Source for Obfuscated Malware Detection  

Krishna (2020) presented a comparative fileless ransomware study, published in the 

International Journal of Trend in Scientific Research and Development. They stated that Fileless 

Malware (FLMw) can also be called “bodiless malware” (or “living off the land”), where 

malware does not have any physical existence as a file, but rather an existence as code that can 

be placed into the Random Access Memory (RAM) by injecting code into running tasks. To look 

for said code, event listeners can detect changes in registries; while illegitimate memory 
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alterations can be detected, obfuscated code needs to be analyzed in an isolated code execution 

engine where it is extracted at the memory level (Gadgil & Nagpure, 2018; Bejjam et al., 2023). 

Khalid et al. provided insights into ML-based FLMw detection (2023). Features were 

extracted with the help of the tool Volatility. Their analysis was completed using ML 

classification algorithms. Volatility is written in python and is an open-source memory forensics 

tool used for runtime system state analysis of volatile storage such as RAM. Five widely-used 

datasets (VirusShare, AnyRun, PolySwarm, HatchingTriage, and JoESadbox) were used to 

source fileless malware. Khalid et al.’s paper suggested an idea for future work, suggesting the 

idea to incorporate features related to network connections and process creation. 

Herrera-Silva and Hernández-Álvarez discussed research that applied dynamic analysis 

and ML to identify the ever-evolving ransomware signatures using selected dynamic features 

(2023). Their research aimed to detect the virus before the said viruses can cause harm by using 

what they believed were the most differential virus attributes. Their work is novel to OM 

research for the use of the cuckoo sandbox leveraged for sourcing features candidate for 

extraction. Future research suggested was to deal with generation of relevant features for new 

ransomware, and to produce ML models designed to classify goodware (benign software) apart 

from ransomware (Wan et al., 2018; Schoenbachler et al., 2023; Aljabri et al., 2024). 

Kara (2023) discussed recent advances in analysis of memory forensics and reviewed 

challenges in addressing fileless malware threats. Given that FLMw has no signature (as it does 

not leverage executable files), their work explored innovative ML approaches and technologies 

for detection, such as memory forensics analysis and anomaly detection. Their work provided 

effective detection mechanisms to combat evolving fileless malware threats. Their proposed 

approach is based on attack strategies and attributes simplified feature extraction, reduced 
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processing load, and did not require decompression or unpacking of files for analysis (Leng et 

al., 2023). 

Hirano and Kobayashi proposed a ML-based approach to ransomware detection (2022). 

Their proposal, which leveraged live-forensic hypervisors, obtained low-level memory access 

patterns. Their research highlighted the need for further exploration of memory access patterns 

under different conditions, such as hardware specifications, which would provide real-world 

applicability for ransomware detection systems (Sihwail et al., 2021). 

2.6.5 Addressing Contemporary Research Gaps in the Context of This Praxis 

Table 2: Key Notable Work and Contributions 

Key Notable Work Contributions 

Hossain & Islam, 2024 Memory feature extraction methods,  

Ensemble ML ( Accuracy > 99%). 

Cevallos-Salas et al., 2024 OM Classifiers: ML LR, DL DNN, LR (Accuracy of 99.7%), 

 DL DNN (Accuracy of 78.1%). 

Maniriho et.al., 2024 DL with a survey of memory-based malware detection systems. 

Noor et al., 2023 Proposed rootkit detection models using ML and DL:  

SVM (Accuracy of 96.2%), DL LSTM (Accuracy of 85.8%). 

Alani et al., 2023 Used Recursive Feature Elimination for feature selection, 

proposed a RF-based malware detector (Accuracy of 99.8%). 

Carrier et al., 2022 Created the dataset upstream of this praxis, reviewed memory 

feature extractors, and shared Ensemble ML models with 

Accuracies of 99%. 

 

Seen in Table 2 is a review of noteworthy works related to ML applied to malware 

detection. In the context of this praxis, prior works explored traditional ML as well as a limited 

number of DL models for malware detection. Those works, however, failed to explore DL 

methods extensively, nor did they fully explore OM. Given that prior works were limited to other 

forms of non-obfuscated malware detection, OM was specifically targeted for analysis in this 

praxis. For the OM analysis of this praxis, DL was selected to further expand the possible 

insights contributed herein, given that DL was understudied in the OM context. 
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2.7  Datasets 

2.7.1 Dataset Requirements 

To ensure that the DL models produced in this praxis matched with real-world scenarios, 

the dataset sought after ideally needed to have the following characteristics: 

▪ Balanced representation of benign and malicious samples to avoid biases, such 

concerning amounts of imbalance or overrepresentation of specific malware families. 

▪ The dataset samples included real-world malware samples, capable of using obfuscation 

techniques. 

▪ The dataset samples included diverse malware samples, from different categories and 

families, to ensure better model generalization. 

▪ The dataset samples include memory dumps extracted from malware executed in live or 

sandboxed environments, to include data characterizing malware behavior. 

▪ The features of the dataset should include metadata such as API calls, code segments, 

memory usage, and execution times. 

While the above list defines the dataset requirements for this praxis, datasets in real-life 

practice need to be regularly updated to maintain viability. As new ransomware (e.g. Zero Days) 

emerges, there is a risk of models not being able to detect said new ransomware. This evolution 

of malware over time being a risk to the dataset is known as drift, where the data being learned is 

not stationary, and security engineers should be aware of that caveat when designing their 

security solutions. 

2.7.2 Dataset Selection and Previous Research 

In the domain of malware detection, the choice between publicly available datasets and 

customized ones depends upon specific objectives of the research and availability of data. Public 
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datasets offer standardization and improve benchmarking. Customized datasets can be tailored to 

address specific research questions. 

Carrier et al. (2022) researched the challenges of detecting OM by leveraging memory 

dump analysis and feature engineering techniques; the dataset of this praxis was based on their 

research. Their work was significant toward improved malware detection, addressing adversarial 

obfuscation tactics. They developed a framework using memory feature engineering to improve 

detection accuracy against stealthy malware, which they proposed in the 8th International 

Conference on Information Systems Security and Privacy (ICISSP). The ICSSP emphasizes real-

world applicability and robustness testing of systems designed to detect malware. 

The dataset that Carrier et al. used was developed by the Canadian Institute for 

Cybersecurity (CIC) at the University of New Brunswick, named CIC-MalMem-2022. CIC-

MalMem-2022 was developed to include recent, relevant, pervasive malware samples, and was 

used in multiple research papers involving ML and malware detection. A publicly available 

variant of CIC-MalMem-2022 can be found on Kaggle.com, named Obfuscated-MalMem2022. 

This Obfuscated-MalMem2022 dataset was the dataset used in this research. Prior research has 

already been performed on Obfuscated-MalMem2022, setting a bar for what additionally can be 

learned from the Obfuscated-MalMem2022 dataset (Cole, 2023; Godoy, 2022; Hasan, 2023). 

Previous research by others, however, made other customized datasets with important 

implications for malware detection more generally. Said research fine-tuned DL models and 

highlighted the critical role of optimization functions, dataset configurations, and 

hyperparameters. Said research improved malware detection technologies using DL and AI 

(Hossain & Islam, 2024; Hossain et al., 2024; Ravikumar et al., 2024; Khalid et al., 2023; 

Lashkari, 2021). 
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2.7.3 Dataset Generation 

Detecting Obfuscated Malware Using Memory Feature Engineering illustrated the 

process of creating CIC-MalMem-2022, with the aim using memory analysis to detect 

obfuscated malware (Carrier et al., 2022). As outlined below, their process resulted in a balanced 

dataset of 58,596 records, split 50% benign and 50% malicious, or 29,298 to each category, 

helping the development of an effective obfuscated malware detection system.  

 First, Carrier et al. collected 100-200 samples of malware from five different malware 

families, in three different groupings: trojan horse, ransomware, and spyware. Each grouping 

was composed of multiple families; for example, the trojan horse grouping included families like 

Emotet, Zeus, Refroso, and Reconyc. 

Second, VirtualBox was used to obtain memory snapshots. An automated memory dump 

process collected 2,916 malware memory samples, executed from the three malware groups. 

Different applications were opened in parallel to the execution of malware so that benign 

processes were included in the memory dump. For each sample, ten memory dumps each were 

completed with gaps of 15 minutes in between, summed together to comprise the 29,298 

malware extractions. Comprising the 29,298 benign samples, normal user behavior was captured. 

Synthetic Minority Oversampling Technique balanced CIC-MalMem-2022 (Sadek et al., 2019). 

Third, the memory dumps were transferred to a Kali Linux box for feature extraction. 26 

features were extracted, which added to the existing open-source memory analyzer learning 

system (VolMemLyzer), leading to the creation of VolMemLyzer-V2. VolMemLyzer-V2 

focuses on identifying characteristics pertinent to obfuscated and hidden malware (Lashkari, n.d.; 

The Volatility Foundation, n.d.). 
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Fourth, after the memory dump acquisition, VolMemLyzer was used to extract features 

against all memory dump samples. That process created a final combined CSV, what Carrier et 

al. named CIC-MalMem-2022. 

2.7.4 CIC-MalMem-2022 and Obfuscated-MalMem-2022 

The CIC-MalMem-2022 dataset search in Kaggle.com showed Obfuscated-

MalMem2022.csv. This Obfuscated-MalMem2022 dataset derived from CIC-MalMem-2022 

contains 58,596 records, with 29,298 benign and 29,298 malicious samples. Those counts are 

exactly as the same as the description of CIC-MalMem-2022 dataset (University of New 

Brunswick, n.d.). The Obfuscated-Malmem-2022 dataset was downloaded for research in this 

praxis; Table 3 shares the associated hash values. Based on the characteristics and known 

behavior of the malware families in the provided dataset, approximately 27,888 instances out of 

29,298 are considered OM, including obfuscated spyware, obfuscated ransomware, and 

obfuscated trojan horses. Likewise, based on the characteristics and known behavior of the 

malware families in the provided dataset, approximately 11,580 instances out of 29,298 are 

considered FLMw, including fileless spyware, fileless ransomware, and fileless trojan horse. 

Table 3: Obfuscated-MalMem2022.csv Hash Values 

 
MD5 SHA1 Filename 

9e1be3f2b0393d5d287dae5d529f356a C6a16727451e21b6b59e768742659811230e4d1 Obfuscated-MalMem2022.csv 

 

2.7.5 Fileless and Obfuscated Malware Categories in Obfuscated-MalMem2022 

Given that the goal of this praxis is to detect OM such as fileless ransomware, fileless 

spyware, or fileless trojan horses from a provided dataset, it is worth understanding the types of 

malwares in the dataset. As such, this section will review the different types of OM.  
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FLMw performs adverse actions on a computer without installing traditional files hiding 

from the operating system file structure. This malware can execute directly in memory, or exploit 

legitimate, or use some form of scripts to execute malicious activities. Traditional spyware, 

ransomware, or trojan horses might not perform adversarial actions using fileless malware 

techniques. Advanced fileless variants exist in these malware families (Liu et al., 2024; 

Sudhakar, 2020). 

To determine whether any obfuscation techniques were employed by any of the malware 

families in the ransomware, spyware or trojan horse categories, it is worth understanding 

obfuscation techniques. Malware using obfuscation techniques will hide their execution methods, 

code, or overall objective of operations. This can involve encoding or encryption of the code, 

compression or packing of payload, metamorphism or polymorphism (Zhang et al., 2023). 

2.7.5.1 Fileless Spyware 

Spyware gathers information covertly from the target environment. Fileless variants can 

use in-memory techniques or can exploit legitimate processes. CWS (CoolWebSearch) is known 

to use browser vulnerabilities and can operate filelessly in some variants. Gator can embed 

within legitimate processes but normally it uses file-based mechanisms. 180solutions, 

Transponder, and TIBS are considered spyware families and are not typically considered fileless. 

Only CWS (with 2000 instances in the dataset) was likely to have fileless characteristics in the 

dataset Obfuscated-MalMem2022 identified for this review.  

2.7.5.2 Fileless Trojan Horse 

Trojan horses (trojans for short) normally deliver payloads by disguising themselves as 

normal software, appearing to be legitimate. Fileless variants of trojans can abuse system-native 

tools and can exploit in-memory execution. Emotet is known to have fileless variants, which use 
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PowerShell for execution. Zeus has fileless variants that inject code into processes. Reconyc, 

Scar, and Refroso are typically considered file based. Within Obfuscated-MalMem-2022, Emotet 

has 1967 instances, Zeus has 1950 instances for a total of 3917 fileless trojans.  

2.7.5.3 Fileless Ransomware 

Typically, ransomware encrypts the data, with a ransom demanded from the victim 

before the victim can decrypt the data. Fileless ransomware can depend upon existing legitimate 

software or using techniques, making use of only memory environment. Pysa (Mespinoza) is 

known to be file-based or fileless variants. Conti and Maze are known to include fileless 

variants. Shade and Ako are primarily considered file-based malware. As per review, Pysa has 

1717 instances, Conti has 1988 instances, and Maze has 1958 instances. A total of 5663 fileless 

ransomware instances were found in the dataset Obfuscated-MalMem2022 identified for this 

review.  

2.7.5.4 Obfuscation Spyware 

Obfuscated spyware both avoids detection and can extract data required from the victim 

machine through covert means. Transponder uses basic obfuscation, known to embed tracking 

techniques into legitimate processes. Gator is known to hide files and is an adware-spyware 

hybrid type. TIBS normally deliver advertisements, which may not be obfuscated. 180Solutions 

uses obfuscation to escape from antivirus tools detection. CoolWebSearch employs polymorphic 

code and hijack browser using obfuscation techniques. As per review, Obfuscated-MalMem2022 

contains 2410 instances of Transponder, 2200 Gator instances, TIBS has 1410, 180solutions with 

2000, and 2000 instances of CWS. That totals 8610 obfuscated spyware instances in the dataset.  
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2.7.5.5 Obfuscation Trojan Horse 

This family of malware uses obfuscation to avoid detection with techniques to disguise 

their payloads. Reconyc is known to inject into system processes and obfuscate its payload. 

Emotet has a polymorphic nature and changes its structure periodically to avoid detection. Zeus 

uses polymorphism and encryption. Scar uses packing to evade detection from antivirus tools. 

Refroso uses compression and encryption. As per review, Obfuscated-MalMem2022 contains 

1570 instances of Reconyc, 1967 of Emotet, 1950 of Zeus, 2000 of Scar and 2000 of Refroso, 

which totals to 9487 obfuscated trojan samples in the CIC-MalMem-2022 dataset (Lee et al., 

2020). 

2.7.5.6 Obfuscation Ransomware 

This malware family uses obfuscation techniques to deliver payload by avoiding 

detection by security tools to deliver ransomware. Shade employs code hiding and uses 

encryption. Ako is known to use polymorphic and packing techniques. Conti is an advanced 

ransomware which uses obfuscation that includes API hooking. Maze uses encryption and 

packing to hide this malware from detection. Pysa is known for obfuscation of payloads and 

network communications. As per review, Obfuscated-MalMem2022 contains 2128 instances of 

Shade, 2000 Ako instances, 1988 Conti instances, 1958 Maze instances, and 1717 of Pysa. This 

totals to 9791 obfuscated ransomware instances in the Obfuscated-MalMem2022 dataset.  

2.7.6 Obfuscated-MalMem2022 Features and Extraction 

Volatile Memory Analyzer (VolMemLyzer) can extract over 250 features from memory 

snapshots. The new version VolMemLyzer-V2 is used to extract features related to obfuscated 

malware based on the updated Volatility3 Framework and uses Python 3. Table 4 shares the 57 

features candidates for analysis in the Obfuscated-MalMem2022 dataset. Details of features can 
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be found in the Table 1 Extended Features List of the paper titled Detecting Obfuscated Malware 

Using Memory Feature Engineering (Carrier et al. 2022) and from the interactive chart provided 

in GitHub related to VolMemLyzer (Lashkari et al., 2021). 

Table 4: Obfuscated-MalMem2022 Features 

 
 Index    Column                                   Non-Null Count   Data Type   

 0    Category                                 58596 object  

 1    pslist.nproc                             58596 int64   

 2    pslist.nppid                             58596 int64   

 3    pslist.avg_threads                       58596 float64 

 4    pslist.nprocs64bit                       58596 int64   

 5    pslist.avg_handlers                      58596 float64 

 6    dlllist.ndlls                            58596 int64   

 7    dlllist.avg_dlls_per_proc                58596 float64 

 8    handles.nhandles                         58596 int64   

 9    handles.avg_handles_per_proc             58596 float64 

 10   handles.nport                            58596 int64   

 11   handles.nfile                            58596 int64   

 12   handles.nevent                           58596 int64   

 13   handles.ndesktop                         58596 int64   

 14   handles.nkey                             58596 int64   

 15   handles.nthread                          58596 int64   

 16   handles.ndirectory                       58596 int64   

 17   handles.nsemaphore                       58596 int64   

 18   handles.ntimer                           58596 int64   

 19   handles.nsection                         58596 int64   

 20   handles.nmutant                          58596 int64   

 21   ldrmodules.not_in_load                   58596 int64   

 22   ldrmodules.not_in_init                   58596 int64   

 23   ldrmodules.not_in_mem                    58596 int64   

 24   ldrmodules.not_in_load_avg               58596 float64 

 25   ldrmodules.not_in_init_avg               58596 float64 
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 Index    Column                                   Non-Null Count   Data Type   

 26   ldrmodules.not_in_mem_avg                58596 float64 

 27   malfind.ninjections                      58596 int64   

 28   malfind.commitCharge                     58596 int64   

 29   malfind.protection                       58596 int64   

 30   malfind.uniqueInjections                 58596 float64 

 31   psxview.not_in_pslist                    58596 int64   

 32   psxview.not_in_eprocess_pool             58596 int64   

 33   psxview.not_in_ethread_pool              58596 int64   

 34   psxview.not_in_pspcid_list               58596 int64   

 35   psxview.not_in_csrss_handles             58596 int64   

 36   psxview.not_in_session                   58596 int64   

 37   psxview.not_in_deskthrd                  58596 int64   

 38   psxview.not_in_pslist_false_avg          58596 float64 

 39   psxview.not_in_eprocess_pool_false_avg   58596 float64 

 40   psxview.not_in_ethread_pool_false_avg    58596 float64 

 41   psxview.not_in_pspcid_list_false_avg     58596 float64 

 42   psxview.not_in_csrss_handles_false_avg   58596 float64 

 43   psxview.not_in_session_false_avg         58596 float64 

 44   psxview.not_in_deskthrd_false_avg        58596 float64 

 45   modules.nmodules                         58596 int64   

 46   svcscan.nservices                        58596 int64   

 47   svcscan.kernel_drivers                   58596 int64   

 48   svcscan.fs_drivers                       58596 int64   

 49   svcscan.process_services                 58596 int64   

 50   svcscan.shared_process_services          58596 int64   

 51   svcscan.interactive_process_services     58596 int64   

 52   svcscan.nactive                          58596 int64   

 53   callbacks.ncallbacks                     58596 int64   

 54   callbacks.nanonymous                     58596 int64   

 55   callbacks.ngeneric                       58596 int64   

 56   Class                                    58596 object  
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Chapter 3 – Methodology 

 

3.1  Introduction 

Explained within this chapter includes the context behind the experimental design, 

discussion of hyperparameter optimization, statistical validation, and rigorous hypothesis testing 

for determining the best DL configurations for malware detection using memory dumps. 

3.2  Feature Selection 

 

Figure 4: Correlation Matrix of Features Candidate for Selection 
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Correlation Matrices help visualize the correlation of features between each other as well 

as to the target label, in the case of labelled datasets. Given that Obfuscated-MalMem2022 is a 

labelled dataset, a correlation matrix was created to describe the dataset, shown in Figure 4.  

Correlation matrices describe the relationship between features and spot redundancies; in 

efficient ML model designs, redundant features are avoided. In Figure 4, positive correlations are 

denoted in red, with negative correlations as blue and weakly-correlated features as near-white. 

Selecting features that are highly correlated to each other might provide redundant information 

and can also lead to the overfitting of ML models. To avoid that issue, a subset of the dataset’s 

features was selected. First, features were evaluated on their variance; features with a variance of 

zero were removed. Second, the dataset was trained on the AdaBoost Classifier and then the 

Feature Importance function (native to SKLearn) was used to generate a rank-ordered list of 

features based on importance. Of those results, the subset of features included the dependent 

variable label of if the sample was malicious or benign, a tag for the category of malware, and 27 

independent variable features. Details of features can be found in the paper titled Detecting 

Obfuscated Malware Using Memory Feature Engineering (Carrier et al. 2022, Table 1 Extended 

Features List), and from the interactive chart provided in GitHub related to VolMemLyzer 

(Lashkari et al., 2021, Extracted Features). The 29 features are summarized in Table 5. 

Table 5: Selected Subset of Dataset’s Features   

 
# Name Description 

1 Class Malicious (1) or Benign (0). 

2 Category The type of Malware, if malicious. 

3 pslist.nproc (Carrier et al., 2022; Lashkari et al., 2021 ) Lists processes present in memory image (Volatility 3 - 

Volatility 3 2.8.0 documentation, 2025). 

4 pslist.avg_threads (Carrier et al., 2022; Lashkari et al., 

2021) 
Mean processes threads (Volatility 3 - Volatility 3 2.8.0 

documentation, 2025). 

5 pslist.avg_handlers (Carrier et al., 2022. Mean handlers (Volatility 3 - Volatility 3 2.8.0 

documentation, 2025). 
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# Name Description 

6 ldrmodules.not_in_init (Lashkari et al., 2021) Count of modules missing from the init list (Volatility 3 - 

Volatility 3 2.8.0 documentation, 2025). 

7 ldrmodules.not_in_mem (Lashkari et al., 2021) Count of modules missing from memory list  (Volatility 3 

- Volatility 3 2.8.0 documentation, 2025). 

8 ldrmodules.not_in_load_avg (Lashkari et al., 2021) Mean of modules absent from loading list (Volatility 3 - 

Volatility 3 2.8.0 documentation, 2025). 

9 ldrmodules.not_in_init_avg (Lashkari et al., 2021) Mean of modules absent from init list  (Volatility 3 - 

Volatility 3 2.8.0 documentation, 2025). 

10 ldrmodules.not_in_mem_avg (Lashkari et al., 2021) Mean of modules absent from memory (Volatility 3 - 

Volatility 3 2.8.0 documentation, 2025). 

11 malfind.commitCharge (Carrier et al., 2022) Count of Cumulative commit charges  (Volatility 3 - 

Volatility 3 2.8.0 documentation, 2025). 

12 malfind.protection (Carrier et al., 2022) Count of protection (Volatility 3 - Volatility 3 2.8.0 

documentation, 2025). 

13 psxview.not_in_pslist (Lashkari et al., 2021) Count of processes absent from the pslist  (Volatility 3 - 

Volatility 3 2.8.0 documentation, 2025). 

14 psxview.not_in_eprocess_pool Count of processes absent in psscan (Volatility 3 - 

Volatility 3 2.8.0 documentation, 2025). 

15 psxview.not_in_ethread_pool Count of processes absent in thrdproc (Volatility 3 - 

Volatility 3 2.8.0 documentation, 2025). 

16 psxview.not_in_pspcid_list Count of processes absent in pspcid (Volatility 3 - 

Volatility 3 2.8.0 documentation, 2025). 

17 psxview.not_in_csrss_handles Count of processes absent in csrss (Volatility 3 - 

Volatility 3 2.8.0 documentation, 2025). 

18 psxview.not_in_session (Lashkari et al., 2021). Count of processes absent in the session (Volatility 3 - 

Volatility 3 2.8.0 documentation, 2025). 

19 psxview.not_in_deskthrd Count of processes absent in pslist (Volatility 3 - 

Volatility 3 2.8.0 documentation, 2025) . 

20 psxview.not_in_pslist_false_avg Mean false ratio of the process list (mean)  (Volatility 3 - 

Volatility 3 2.8.0 documentation, 2025) 

21 psxview.not_in_eprocess_pool_false_avg Mean false ratio of the process scan through psxview 

(Volatility 3 - Volatility 3 2.8.0 documentation, 2025). 

22 psxview.not_in_ethread_pool_false_avg Mean rate of processes not found in the ethread pool 

through psxview (Volatility 3 - Volatility 3 2.8.0 

documentation, 2025). 

23 psxview.not_in_pspcid_list_false_avg Mean rate of processes not present in the pspcid list 

through psxview (Volatility 3 - Volatility 3 2.8.0 

documentation, 2025). 

24 psxview.not_in_csrss_handles_false_avg Mean rate of processes not present in the csrss handles 

list through psxview (Volatility 3 - Volatility 3 2.8.0 

documentation, 2025). 

25 psxview.not_in_deskthrd_false_avg Mean rate of processes not found in the deskthrd list 

through psxview (Volatility 3 - Volatility 3 2.8.0 

documentation, 2025). 

26 svcscan.nservices (Lashkari et al., 2021) Services count (Volatility 3 - Volatility 3 2.8.0 

documentation, 2025). 
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# Name Description 

27 svcscan.process_services (Lashkari et al., 2021). Windows 32 owned count (Volatility 3 - Volatility 3 

2.8.0 documentation, 2025). 

28 svcscan.shared_process_services (Lashkari et al., 

2021). 

Windows 32 shared count (Volatility 3 - Volatility 3 2.8.0 

documentation, 2025). 

29 svcscan.nactive (Lashkari et al., 2021). Count of actively running service processes (Volatility 3 - 

Volatility 3 2.8.0 documentation, 2025). 

 

3.3  Model Generation and Experimental Design 

ML model development in this praxis had the dataset to be divided into two subsets, with 

one subset used for training and another subset used for testing. The training subset is used for 

training models and the testing subset is used to determine if the models can predict the correct 

classification. A typical approach for a train-test split is to have 70% for training and 30% for 

testing, or some division where most of the data is used for training. This praxis used 80% of the 

data for the training subset, and 20 % for the testing subset. The sampling of data into each 

subset was determined using a random number generator.   

The ten NN algorithms listed in sections 2.3.1.1 through 2.3.1.10 were candidates for 

analysis in this praxis. Prior to training any NN, as discussed in 2.4, a rescaling technique of 

Normalization, Standardization, or lack thereof (Neither) was applied to the dataset, and each 

NN was additionally run with epoch counts of 3, 10, and 20 iterations. Categorically, these three 

caveats in combination make a triplet or trio: Rescaling Technique, NN, and Epoch Count. For 

example, Normalized Adam 10, to denote the Adam NN, trained and tested against the 

Normalized version of the dataset using 10 epochs. Each of these triples were trained and tested 

20 times each, with their performance results tested using Welch’s ANOVA (details are provided 

in Chapter 4).  
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3.3.1 Virtual Hardware 

 The training and testing of these triplets were performed in Python using Google Colab 

with Colab Pro+ service. Google Colab supports a Jupyter Notebook Integrated Development 

Environment and was configured using various DL libraries available in Keras, TensorFlow, and 

SKLearn. The backend used by Colab Pro+ for the training and testing of triplets was a Dell 

Precision 5820, x64-based PC with Processor Intel Xeon W-2295 CPU @ 3.00 GHZ, 3000 MHz, 

18 Core(s), 36 Logical Processors, and the operating system was Microsoft Windows 11 Pro.  

3.4  Statistical Testing  

 With the testing responses recorded for each triplet, statistical testing was selected to 

analyze results, discussed in Chapter 4. From here forward in Chapter 3, the selection of said 

statistical tests and their assumptions are discussed.   

3.4.1 Analysis of Variance (ANOVA)  

ANOVA is a statistical test designed to determine whether or not there is the presence of 

a statistical difference between at least one mean value among three or more categories (Frost, 

2017; Frost, 2019). In the case of this praxis, the categories were the NN triplets, with the values 

being the accuracy of their predictions. If a difference is found by ANOVA, a post hoc test (such 

as Tukey) can be performed to find which of the categories are significantly different from the 

others. ANOVA determines the presence of difference using a p-value (a probability value), used 

to determine if ANOVA’s null hypothesis (aka. the null hypothesis of equal means) ought to be 

accepted or should be rejected, which states that there are equal means among all categories. 

ANOVA’s alternate hypothesis states that there is at least one category with means unequal to 

the rest (Bobbitt, 2022).  
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In statistical hypothesis testing, alpha (α) is the significance level, representing the 

threshold for null hypothesis rejection. In this praxis, the significant level used was 0.05 (5%). 

This meant that if ANOVA’s p-value was less than the α of .05, then the null hypothesis would 

be rejected. If this p-value was not less than α, ANOVA’s null hypothesis wouldn’t be rejected.  

3.4.2 Assumptions for One-Way Analysis of Variance  

For ANOVA to be valid, six assumptions ought to be met (Fein et al., 2022; Hassan, 

2023; Daniel, 2017, 2:04; NIST/SEMATECH, n.d.). 

1. Outliers: ANOVA permits and requires the removal of outliers. Outliers for any triplet’s 

set of 20 Accuracies were removed, based on checking interquartile range (IQR) fences 

(Frost, 2023).  

2. Normality: ANOVA requires that the dependent variables scores (the triplet’s Accuracy 

sets) be normally distributed. After removing the outliers, the presence of normal 

distribution was confirmed for each category using the Jarque-Bera (JB) test (Bobbitt, 

2021a). Triplets that did not pass the JB test were removed from consideration for 

ANOVA, as they lacked normality.  

3. Independence: ANOVA requires that observations within and between groups should be 

independent (Snedecor & Cochran, 1989). This means that the Accuracies of one triplet 

category should not affect the Accuracies within another triplet category. This 

independence assumption requires that the sample Accuracies of any given triplet are not 

dually counted within another triplet group. This is true and meets this assumption in this 

praxis by the design experimentation. (Moore et al., 2017).  

4. Categorical and Random: As put forward by the Central Limit Theorem, any sample 

randomly taken from a population with a finite level of variance, the mean of all samples 
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from the same population will be approximately equal to the mean of the population. If 

the samples of files in the dataset are truly a random sample of malicious malware files 

and benign files seen in real life, the randomness aspect of this assumption is met. 

Further, the categorical assumption states that that the samples are nominally separable, 

which they were, based on the triplets discussed earlier. The categorical assumption also 

requires that categories are of approximately equal size; the smallest category after 

outliers dropped should not have less 66% of 20 samples, which rounding is 14. As such, 

if a category has 13 or less categories, this praxis dropped that triplet category. If a triplet 

category had 14 or more samples, then that triplet category was kept. 

5. Quantitative and Scale: This assumption requires that the dependent variable (e.g. 

Accuracy) of each triplet must be on a continuous scale level, and not something such as 

categorical (for example very hot, hot, neutral, cold, very cold). Categorical variables do 

not qualify for analysis by ANOVA (Glass et al., 1972). The Accuracies of this praxis fall 

on a continuous scale, meeting this assumption. 

6. Homogeneity of Variance: This assumption requires that variances among Accuracies for 

each triplet category are approximately the same. Homogeneity of variance was checked 

using the Levene’s test; however, every triplet candidate for analysis by ANOVA did not 

meet this assumption. All triplet categories failed the Levene’s test. As such, Welch’s 

ANOVA was used instead, as discussed next. 

3.4.3 Welch’s ANOVA and Games-Howell 

Welch's ANOVA is a variation of ANOVA that can be used if samples lack 

Homogeneity of Variance. All other assumptions mentioned in 3.4.2 must be met for Welch’s 

ANOVA to be valid, which they were. The post hoc test for Welch’s ANOVA, used to determine 
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which triplet categories were different, was the Games-Howell test. The Games-Howell test 

likewise has the same assumptions as Welch’s ANOVA and can be used when homogeneity of 

variance is violated (Games & Howell, 1976). 
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Chapter 4 – Results 

 

4.1  Introduction 

As discussed in Chapter 3, categories were comprised as triplets, combining a NN 

algorithm, rescaling technique, and epoch count. These triples were trained and tested 20 times 

each, with their performance results tested using Welch’s ANOVA. This chapter shares those 

findings along with other relevant results and analyzes the hypothesis sets reviewed in Chapter 1. 

4.2  Average Accuracies by Optimization Function 

Performance for each categorical triplet was averaged and summarized for the Adam 

optimizer in Table 6. The top performer among these learners was Adam Standardized 20 with 

an accuracy of .9998, but Adam Standardized 3 came in 3rd with an accuracy of .9991. It is worth 

observing that Adam Standardized 3 ran six times faster, only needing 10.3 minutes to complete, 

while Adam Standardized 20 needed 56.5 minutes. 

Table 6: Average Performance for Adam 

Category 
Avg 

Speed 
Avg 

Accuracy 
Avg f1 

Avg 
Precision 

Avg Recall Avg AUC 

Adam Standardized 20 00:56.5 0.999850683 0.99985059 0.999863345 0.999837877 0.99985075 

Adam Standardized 10 00:29.4 0.999722696 0.999721279 0.999786353 0.999656378 0.999721713 

Adam Standardized 3 00:10.3 0.999142491 0.99914084 0.998923877 0.999358411 0.999142519 

Adam Normalized 10 00:29.1 0.998523891 0.998518716 0.998585191 0.998454216 0.998527357 

Adam Normalized 20  00:58.0 0.998216724 0.998221104 0.997996997 0.998453721 0.998213507 

Adam Normalized 3 00:10.0 0.997546928 0.997548069 0.997114224 0.997990316 0.997544732 

Adam Neither 20 00:58.6 0.996834471 0.996815208 0.998497565 0.995167186 0.996840495 

Adam Neither 10 00:29.5 0.99480802 0.994801069 0.995054384 0.994609498 0.994813831 

Adam Neither 3 00:10.7 0.991318259 0.99127765 0.991905857 0.990742814 0.991282193 

 

Performance for each categorical triplet was averaged and summarized for the AdaGrad 

optimizer in Table 7. The top performer among these learners was AdaGrad Standardized 20 

with an accuracy of .9990, but AdaGrad Standardized 3 came in the 3rd position with an accuracy 



39 

 

of .9987. It is worth observing that AdaGrad Standardized 3 ran five times faster, only requiring 

9.3 minutes to complete, while AdaGrad Standardized 20 needed 47.1 minutes. 

Table 7: Average Performance for AdaGrad 

Category 
Avg 

Speed 

Avg 

Accuracy 
Avg f1 

Avg 

Precision 
Avg Recall Avg AUC 

AdaGrad Standardized 20 00:47.1 0.999014463 0.999012969 0.998906403 0.999119666 0.999014576 

AdaGrad Standardized 10 00:24.9 0.998946201 0.998944343 0.998884724 0.999004051 0.998946212 

AdaGrad Standardized 3 00:09.3 0.998711549 0.998709456 0.998705345 0.998713634 0.998711449 

AdaGrad Neither 20  00:48.8 0.995690943 0.995691207 0.994271799 0.997122383 0.99569647 

AdaGrad Normalized 20 00:48.5 0.994251035 0.994236941 0.995171562 0.993304847 0.99424976 

AdaGrad Neither 10 00:24.5 0.993583344 0.993582864 0.99227258 0.994929971 0.993582841 

AdaGrad Normalized 10 00:25.4 0.992348223 0.992328188 0.993328093 0.991332246 0.992344433 

AdaGrad Neither 3 00:09.1 0.991256026 0.991231353 0.991614363 0.990897126 0.991244671 

AdaGrad Normalized 3 00:09.0 0.989664662 0.989658876 0.988765442 0.990560252 0.989664473 

 

Performance for each categorical triplet was averaged and summarized for the AdaDelta 

optimizer in Table 8. The top performer among these learners was AdaDelta Standardized 20 

with an accuracy of .9973, but AdaDelta Standardized 3 came in the 3rd position with an 

accuracy of .9921. It is worth observing that AdaDelta Standardized 3 ran four times faster, only 

requiring 7.6 minutes to complete, while AdaDelta Standardized 20 needed 37.5 minutes. 

Table 8: Average Performance for AdaDelta 

Category 
Avg 

Speed 

Avg 

Accuracy 
Avg f1 

Avg 

Precision 
Avg Recall Avg AUC 

AdaDelta Standardized 20 00:37.5 0.997363481 0.997358016 0.997081794 0.997635858 0.997360606 

AdaDelta Standardized 10 00:19.8 0.995947099 0.995941804 0.995172824 0.996713477 0.995945204 

AdaDelta Standardized 3 00:07.6 0.992141638 0.992129035 0.991006789 0.993263276 0.992141005 

AdaDelta Neither 20  00:37.3 0.990170648 0.990142819 0.990220304 0.990073353 0.990175523 

AdaDelta Neither 10 00:19.8 0.98862628 0.98861415 0.987117914 0.990121747 0.988631492 

AdaDelta Neither 3 00:07.8 0.984872014 0.984854753 0.984156162 0.985592737 0.984883422 

AdaDelta Normalized 20 00:37.4 0.983796928 0.983886767 0.976229985 0.991670536 0.983814796 

AdaDelta Normalized 10 00:19.7 0.963216724 0.963957153 0.946179218 0.982709953 0.963265739 

AdaDelta Normalized 3 00:07.7 0.812807167 0.777538527 0.891822283 0.705027292 0.812466597 

 

Performance for each categorical triplet was averaged and summarized for the AdaMax 

optimizer in Table 9. The top performer among these learners was AdaMax Standardized 20 with 
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an accuracy of .9998, but AdaMax Standardized 3 came in the 3rd position with an accuracy of 

.9992. It is worth observing that AdaMax Standardized 3 ran four times faster, only requiring 7.5 

minutes to complete, while AdaMax Standardized 20 needed 37.3 minutes. 

Table 9: Average Performance for AdaMax 

Category 
Avg 

Speed 

Avg 

Accuracy 
Avg f1 

Avg 

precision 
Avg Recall Avg AUC 

AdaMax Standardized 20 00:37.3 0.999889078 0.999888742 0.999923413 0.999854101 0.999888556 

AdaMax Standardized 10 00:19.9 0.999795222 0.999794779 0.999854536 0.999735092 0.999795224 

AdaMax Standardized 3 00:07.5 0.999266212 0.999264626 0.999068304 0.999461243 0.999266674 

AdaMax Normalized 10 00:19.8 0.998357509 0.998352396 0.998566027 0.998142494 0.99835639 

AdaMax Normalized 20 00:37.1 0.998238055 0.998229568 0.999044404 0.997426242 0.998235608 

AdaMax Neither 20  00:38.0 0.997956485 0.997956009 0.997803643 0.998116656 0.997960111 

AdaMax Normalized 3 00:08.0 0.996924061 0.996920947 0.997193821 0.996674318 0.996925473 

AdaMax Neither 10 00:19.9 0.994714164 0.994702622 0.994074056 0.995375746 0.994717533 

AdaMax Neither 3 00:07.5 0.989445392 0.989456835 0.988173162 0.990846783 0.989447051 

 

Performance for each categorical triplet was averaged and summarized for the Nadam 

optimizer in Table 10. The top performer among these learners was Nadam Standardized 20 with 

an accuracy of .9996, but Nadam Standardized 3 came in the 3rd position with an accuracy of 

.9992. It is worth observing that Nadam Standardized 3 ran four times faster, only requiring 8.1 

minutes to complete, while Nadam Standardized 20 needed 38.6 minutes. 

Table 10: Average Performance for Nadam 

Category 
Avg 

Speed 
Avg 

Accuracy 
Avg f1 

Avg 
Precision 

Avg Recall Avg AUC 

Nadam Standardized 20 00:38.6 0.999667235 0.999666431 0.999683645 0.999649384 0.999667213 

Nadam Standardized 10 00:20.6 0.999530717 0.999529948 0.999606684 0.999453479 0.999530941 

Nadam Standardized 3 00:08.1 0.999210751 0.999209637 0.999299533 0.999120241 0.999210769 

Nadam Normalized 20 00:38.4 0.998528157 0.998520526 0.998901079 0.998143025 0.998520618 

Nadam Normalized 10 00:20.8 0.998088737 0.998084286 0.998484471 0.997689014 0.998084558 

Nadam Normalized 3 00:08.5 0.994671502 0.994632527 0.995117773 0.994332032 0.994701521 

Nadam Neither 20  00:38.8 0.992047782 0.992070414 0.987893284 0.996322371 0.99205874 

Nadam Neither 10 00:21.5 0.989726962 0.989753253 0.984968103 0.994653943 0.98975536 

Nadam Neither 3 00:08.7 0.989321672 0.989287963 0.989998204 0.988655627 0.989323354 
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Performance for each categorical triplet was averaged and summarized for the AdamW 

optimizer in Table 11. The top performer among these learners was AdamW Standardized 20 

with an accuracy of .9998, but AdamW Standardized 3 came in the 3rd position with an accuracy 

of .9992. It is worth observing that AdamW Standardized 3 ran four times faster, only requiring 

7.5 minutes to complete, while Nadam Standardized 20 needed 36.5 minutes. 

Table 11: Average Performance for AdamW 

Category 
Avg 

Speed 

Avg 

Accuracy 
Avg f1 

Avg 

Precision 
Avg Recall Avg AUC 

AdamW Standardized 20 00:36.5 0.999837884 0.999837762 0.999846692 0.99982888 0.999837529 

AdamW Standardized 10 00:19.5 0.999739761 0.999739241 0.999718209 0.999760373 0.999739564 

AdamW Standardized 3 00:07.5 0.999227816 0.999226065 0.998940767 0.999511692 0.999227734 

AdamW Normalized 20 00:36.4 0.998174061 0.99816778 0.998866894 0.997476033 0.998170721 

AdamW Normalized 10 00:19.5 0.99806314 0.998060232 0.997916435 0.998212717 0.998064619 

AdamW Neither 20  00:36.6 0.996753413 0.996750555 0.996588371 0.996936319 0.996747745 

AdamW Normalized 3 00:07.6 0.996646758 0.996643921 0.996136068 0.997172513 0.996643155 

AdamW Neither 10 00:19.6 0.995149317 0.995123549 0.995472295 0.99482713 0.995131028 

AdamW Neither 3 00:07.6 0.991087884 0.991045311 0.991537718 0.990659529 0.991041142 

 

Performance for each categorical triplet was averaged and summarized for the FTRL 

optimizer in Table 12. The top performer among these learners was FTRL Standardized 20 with 

an accuracy of .9990, but FTRL Neither 3 came in the 5th position with an accuracy of .9903. It 

is worth observing that FTRL Neither 3 ran four times faster, only requiring 7.8 minutes to 

complete, while FTRL Standardized 20 needed 37.8 minutes. 
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Table 12: Average Performance for FTRL 

Category 
Avg 

Speed 

Avg 

Accuracy 
Avg f1 

Avg 

Precision 
Avg Recall Avg AUC 

FTRL Standardized 20 00:37.8 0.999035836 0.999033428 0.998948611 0.999118401 0.999035483 

FTRL Standardized 10 00:20.1 0.998877986 0.998875618 0.998794878 0.998956524 0.998877846 

FTRL Neither 20  00:37.9 0.994539249 0.994526722 0.994760164 0.994306616 0.994538915 

FTRL Neither 10 00:20.3 0.993412969 0.993403353 0.992396204 0.99442993 0.993421552 

FTRL Neither 3 00:07.8 0.990375427 0.990353545 0.989670222 0.991065903 0.99035878 

FTRL Standardized 3 00:07.8 0.898238055 0.836938612 0.871032049 0.851416305 0.898992377 

FTRL Normalized 3 00:07.8 0.496412116 0.397904122 0.297653584 0.6 0.5 

FTRL Normalized 20 00:37.7 0.496352389 0.364544254 0.27262372 0.55 0.5 

FTRL Normalized 10 00:20.1 0.496352389 0.364544254 0.27262372 0.55 0.5 

 

Performance for each categorical triplet was averaged and summarized for the GD 

optimizer in Table 13. The top performer among these learners was GD Standardized 20 with an 

accuracy of .9990, but GD Standardized 3 came in the 3rd position with an accuracy of .9984. It 

is worth observing that GD Standardized 3 ran five times faster, only requiring 6.6 minutes to 

complete, while GD Standardized 20 needed 33.3 minutes. 

Table 13: Average Performance for GD 

Category 
Avg 

Speed 
Avg 

Accuracy 
Avg f1 

Avg 
Precision 

Avg Recall Avg AUC 

GD Standardized 20 00:33.3 0.999027304 0.999024834 0.998897754 0.999152162 0.999026692 

GD Standardized 10 00:17.6 0.99890785 0.998905385 0.998913894 0.998897069 0.998907958 

GD Standardized 3 00:06.6 0.998498294 0.998494588 0.998598321 0.998391142 0.998497007 

GD Normalized 20 00:33.4 0.99633959 0.996328499 0.996980913 0.995679602 0.99633624 

GD Normalized 10 00:17.7 0.994688567 0.994672053 0.995530269 0.993817725 0.994686602 

GD Normalized 3 00:06.5 0.990959898 0.990929716 0.991980027 0.98988928 0.990954259 

GD Neither 20  00:33.5 0.580004266 0.2462433 0.91114202 0.21172406 0.579301889 

GD Neither 10 00:17.7 0.549705631 0.220834144 0.897707686 0.198991994 0.548599463 

GD Neither 3 00:06.6 0.536962457 0.166603905 0.824165805 0.123902293 0.53693012 

 

Performance for each categorical triplet was averaged and summarized for the GD-M 

optimizer in Table 14. The top performer among these learners was GD-M Standardized 20 with 

an accuracy of .9996, but GD-M Standardized 3 came in the 3rd position with an accuracy of 
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.9990. It is worth observing that GD-M Standardized 3 ran five times faster, only requiring 6.9 

minutes to complete, while GD-M Standardized 20 needed 34.7 minutes. 

Table 14: Average Performance for GD-Momentum 

Category 
Avg 

Speed 
Avg Accuracy Avg f1 Avg Precision Avg Recall Avg AUC 

GD-M Standardized 20 00:34.7 0.999654437 0.9996538 0.999632725 0.9996749 0.9996542 

GD-M Standardized 10 00:18.2 0.999317406 0.9993159 0.998992159 0.9996401 0.9993175 

GD-M Standardized 3 00:06.9 0.999078498 0.9990763 0.998940598 0.9992122 0.9990779 

GD-M Normalized 20 00:34.5 0.998216724 0.9982129 0.998504824 0.9979234 0.9982168 

GD-M Normalized 10 00:18.1 0.995511945 0.9954844 0.996502191 0.9945303 0.9955018 

GD-M Normalized 3 00:06.8 0.995260239 0.9952564 0.994875422 0.9956766 0.9952736 

GD-M Neither 10 00:18.1 0.518788396 0.2369945 0.774146758 0.2887955 0.5193978 

GD-M Neither 20  00:34.7 0.514044369 0.2793744 0.675234669 0.3750673 0.5125337 

GD-M Neither 3 00:06.8 0.513912116 0.3113365 0.550366894 0.4242465 0.5121233 

 

Performance for each categorical triplet was averaged and summarized for the RMSProp 

optimizer in Table 15. The top performer among these learners was RMSProp Standardized 20 

with an accuracy of .9998, but RMSProp Standardized 3 came in the 3rd position with an 

accuracy of .9992. It is worth observing that RMSProp Standardized 3 ran five times faster, only 

requiring 7.1 minutes to complete, while RMSProp Standardized 20 needed 35.9 minutes. 

Table 15: Average Performance for RMSProp 

Category 
Avg 

Speed 
Avg Accuracy Avg f1 Avg Precision Avg Recall Avg AUC 

RMSProp Standardized 20 00:35.9 0.999820819 0.9998203 0.999828963 0.9998118 0.9998208 

RMSProp Standardized 10 00:18.8 0.999598976 0.9995977 0.999632876 0.9995628 0.9995981 

RMSProp Standardized 3 00:07.1 0.99927901 0.9992772 0.99911965 0.9994349 0.999279 

RMSProp Normalized 20 00:35.8 0.998242321 0.9982339 0.998025785 0.9984518 0.9982504 

RMSProp Normalized 3 00:07.1 0.992819966 0.9924776 0.997228491 0.9884628 0.9928423 

RMSProp Neither 20  00:35.9 0.990516212 0.9905564 0.984314077 0.996897 0.9905324 

RMSProp Neither 10 00:18.8 0.989569113 0.9895556 0.985353592 0.9938644 0.9895577 

RMSProp Normalized 10 00:18.9 0.987521331 0.9889062 0.982171087 0.9979213 0.9876914 

RMSProp Neither 3 00:07.0 0.984543515 0.9849635 0.978780429 0.9919194 0.9845897 
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4.3  Welch’s Anova and Games-Howell Grouping Results 

Levene’s Test was used to check whether the variances of different groups were 

approximately equal.  In the case of this praxis, the Levene’s Test failed since the p-value was 

less than .05 as shown in Figure 5. This failure of the Levene's test justified the use of Welch's 

ANOVA in place of ANOVA, given Welch's ANOVA assumes a lack of equal variances. 

Welch’s Anova did verify that there was the presence of a difference between the triplet 

categories since the p-value was less than .05 as shown in Figure 6.  Figure 7 summarized the 

confidence intervals for each of the triplet categories, as well as the number of samples 

remaining (N) after outliers were dropped. The Games-Howell Post Hoc was used to determine 

which groups were different, summarized in Figures 8 and 9. 

 

 

Figure 5: Levene’s Test for Equal Variances 



45 

 

 

Figure 6: Welch's Test Result 
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Figure 7: Confidence Intervals and Number of Samples 
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Figure 8: Games-Howell Groupings, A through O 
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Figure 9: Games-Howell Groupings, P through AB 
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4.4  Games-Howell Grouping Interpretation 

The Games-Howell grouping results shown in Figure 9 share lettered groupings (A, B, C, 

etc.) for each triplet category. Groupings indicate where the significant differences occurred, 

with group A containing the top performing learners. For example, in group A, triplet categories 

such as "AdamW Standardized 20" and "AdaMax Standardized 10" are statistically similar, 

whereas any learners not in group A are statistically different. Summarized in Table 16 is the 

average performance of group A learners, ranked by Accuracy. Among group A, the fastest 

learner was AdamW Standardized 10 with an accuracy of .99973, at 19.5 minutes. That is more 

than twice as fast as the learner with the highest accuracy of Adam Standardized 20, which had 

an accuracy of .99985. A close alternate, at 19.9 minutes, as the second fastest in group A, is 

AdaMax Standardized 10 with an accuracy of .99979. If the difference in Accuracy of 

approximately .006% is acceptable, then AdamW Standardized 10 and AdaMax Standardized 10 

produced models with optimized Accuracy and Speed. 

Table 16: Average Performance for Group A 

Category 
Avg 

Speed 
Avg 

Accuracy 
Avg f1 

Avg 
precision 

Avg Recall Avg AUC 

Adam Standardized 20 00:56.5 0.999850683 0.99985059 0.999863345 0.999837877 0.99985075 

AdamW Standardized 20 00:36.5 0.999837884 0.999837762 0.999846692 0.99982888 0.999837529 

AdaMax Standardized 10 00:19.9 0.999795222 0.999794779 0.999854536 0.999735092 0.999795224 

AdamW Standardized 10 00:19.5 0.999739761 0.999739241 0.999718209 0.999760373 0.999739564 

Adam Standardized 10 00:29.4 0.999722696 0.999721279 0.999786353 0.999656378 0.999721713 

Nadam Standardized 20 00:38.6 0.999667235 0.999666431 0.999683645 0.999649384 0.999667213 

GD-M Standardized 20 00:34.7 0.999654437 0.9996538 0.999632725 0.9996749 0.9996542 

 

4.5  Addressing Research Questions and Hypotheses 

The results are analyzed to address the research questions and validate or disagree with 

the hypotheses proposed in the study. 
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4.5.1 Research Question and Hypothesis, Set 1 

RQ1: Of NN models trained to detect OM , is there a significant difference in 

performance?  

H1-n: Among NN models trained to detect OM, there is no significant difference between 

their performance. 

H1-a: Among NN models trained to detect OM, there is at least one model with significant 

difference in performance. 

If it were true that there was no significant difference between the performance of tested 

models, then the p-value for Welch’s ANOVA would have been greater than .05. That was not 

the case, as shown in Figure 5. As such, H1-n was rejected and H1-a was accepted, which means 

that it can be said that there is a significant difference between NN models trained to detect OM. 

4.5.2 Research Question and Hypothesis, Set 2 

RQ2: Of NN models trained to detect OM, are there models with accuracy higher than 

80%? 

H2-n: Among NN models trained to detect OM, there are no models that perform with 

accuracy greater than 80%. 

H2-a: Among NN models trained to detect OM, there is at least one model that performs 

accuracy greater than 80%. 

Interestingly, the lowest performing learner had an average accuracy of 99.5%, well 

above the 80% threshold of this hypothesis set. As such, H2-n was rejected, and H2-a was 

accepted. 



51 

 

4.5.3 Research Question and Hypothesis, Set 3 

RQ3: Of NN models trained to detect OM, do rescaling techniques make a significant 

difference on performance? 

H3-n: Among NN models trained to detect OM, there is no significant difference between 

feature rescaling techniques. 

H3-a: Among NN models trained to detect OM, there is at least one model with significant 

difference between feature rescaling techniques. 

If it were true that no significant difference existed between the performance of models, 

then for any given optimizer-epoch tuple, each of the three rescaling techniques would have been 

placed into the same Games-Howell Grouping. For example, that would mean that AdamW 

Standardized 20, AdamW Normalized 20, and AdamW Neither 20 would all be in the same 

group, but that is not the case. AdamW Standardized 20 is in group A, AdamW Normalized 20 is 

in groups I through O, and AdamW Neither 20 is in group P through S, suggesting each have 

nothing in common with each other. Similar observations can be seen for other learners and was 

sufficient evidence to reject H3-n and accept H3-a. In general, however, Standardization produced 

the top performing learners, producing the top 19 learners in terms of Accuracy. 
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Chapter 5 - Discussion and Conclusions 

 

5.1  Discussion 

This praxis was inspired by the need to provide direction to security engineers who need 

to select optimal security controls for detecting OM. Towards achieving this goal, this praxis 

tested the role of DL optimization functions, hyperparameters, and dataset configurations. 

Results did achieve adequate performance measures for OM detection from memory dumps. 

This praxis analyzed memory structures of computers affected by OM using ML and provided 

novel insight for security engineers designing security solutions. Security engineers can use the 

information provided by this praxis to better select parameters to achieve models with optimal 

performance toward detecting OM.  

5.2  Conclusions  

For this praxis, the lowest performing learner had an average Accuracy of 99.5%, well 

above the 80% hypothesis threshold used in hypothesis set two. For any given optimizer-epoch 

tuple, each of the three rescaling techniques would have been placed into the same Games-

Howell Grouping if there were no significant difference between model performance. That was 

not the case observed in this praxis. This praxis found that among NN models trained to detect 

malware, that rescaling techniques did yield models with significant difference in performance. 

Standardization also produced the top-performing learners, producing the top 19 learners in 

terms of Accuracy. 

5.3  Contributions to Body of Knowledge  

This praxis provided a comparison of performance measures related to DL OM detection 

making use of NN optimizer functions and hyperparameters from TensorFlow. The optimization 
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functions used in this praxis included Nesterov Accelerated Gradient (NAG), Adam, Adam NAG 

(Nadam), AdaDelta, AdaGrad, AdaMax, Adam with Weight Decay (AdamW), Follow The 

Regularized Leader (FTRL), GradientDescent (GD), Root Mean Square Propagation (RMSProp) 

and GD-Momentum. As shown by Welch’s ANOVA and the Games-Howell Post Hoc, 

optimization functions were shown to perform differently, alongside different rescaling 

techniques and epoch counts. The literature review did not identify a similar approach to analyze 

ML performance for OM detection. 

5.4  Recommendations and Directions for Future Research 

The praxis used dataset Obfuscated-Malmem2022 from Kaggle.com. The Obfuscated-

Malmem2022 dataset is not a true representation of the current cyber threat environment with 

advanced OM, given that it is a recording of malware events from those who were caught and 

will, by definition, miss all future or yet-to-be discovered samples of malware. Several high-

profile attacks in recent times used malware capable of evading endpoint detection and response 

(EDR). There is room for dataset improvement, such as updating features with information 

extracted from memory used by malware capable of EDR bypass detection. An update of the 

dataset such as that, along with new ML techniques, could improve detection of OM capable of 

EDR evasion. Further, future studies could make use of the dataset to analyze non-binary 

classification, distinguishing benign from ransomware, spyware, and trojan horse categories 

(Cevallos-Salas et al., 2024; Noor et al., 2023; Lim, 2022; Nissan, 2002; Case et al., 2024). 
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